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= Cisco ISE Policy - Policy Elements

Dictionaries Conditions Results
F— l_' AlIDW MO-LHAFVL
(] Allow EAP-MDS
Authentication v (] Allow EAP-MS-CHAPv2
Allowed Protocols Allow Password Change Retries | (Valid Range 0 to 3)
~ [ Allow TEAP
Authorization % TEAP Inner Methods
Allow EAP-MS-CHAPVZ
v
Profiling 5 ] Allow Password Change Retries 3 (Valid Range 0 to 3) (1)
Allow EAP-TLS
Posture » D Allow Authentication of expired certificates to allow certificate renewal in Authorization Policy
o
'\1:'
Allow downgrade to MSK (7)
Client Provisioning » . ) o=

cant o r §

ing tunnel establishment (7)
Enable EAP Chaining (1)

U Preferred EAP Protocol |LEAP “w O

[J eap-TLS L-bit (7)

[] Alow weak ciphers for EAP (7)

D Require Message-Authenticator for all RADIUS Requests (i)
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= Cisco ISE Administration - Ildentity Management

Identities Groups External Identity Sources Identity Source Sequences Settings

v |dentity Source Sequence

*N
ame For_Teap

Description

~ Certificate Based Authentication

Select Certificate Authentication Profile cert_profile v

v Authentication Search List

A set of identity sources that will be accessed in sequence until first authentication succeeds

Available Selected
Internal Endpoints Internal Users
Guest Users ADJoioint
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(] Default Default policy set Default Network Access
| Authentication Policy (3)
Status Rule Name Conditions Use Hits:
.(_)\
Internal Endpoints =
Wired_MAB
(-] MAB OR 0
Wirsless_MAB Options
For_Teap X
Wired_802.1X
-] Dot1X OR
Wireless_802.1% > Options
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M 1sE> Policy > Policy Sets . Choose the Policy Set for Dot1x > Authentication Policy .
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v Authorization Policy (14)
Results
(+) Status Rule Name Conditions Profiles §
Q
o Network Access-EapChainingResult EQUALS User -
© Urerawhentizstlon e and machine both succeeded FELTTLEEEE
Machine = Network Access-EapChainingResult EQUALS User .
o authentication @ failed and machine succeeded PenmitAccess
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> Properties. CI S 2 2 2!8LIC}. Authentication B S S 2!8L|CI.
1EHA|. 221 Authentication ESCHR: H'FS MEISIT Microsoft EAP-TEAP.

U pciPassthrul Properties

Select this option to provide authenticated network access for
this Bthemet adapter.

+| Enable |IEEE 802 1X authentication

Choose a network authentication method:

Microsoft: EAP-TEAP w Settings

Remember my credentials for this connection each
time I'm logged on

Fall-back to unauthorised network access

Additional Settings...

oK Cancel
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