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MNBElE FE A

Self Registered Guest Portal(& Z S8 HAE ZE)IME HAE AFSX}7| 240 7 AD A+
SHS A8E5to] HER T 2|aA0| HMAE = &Lt ol Z-H|ME ol 7|s2 #F M5t
AZRE R HE = U LICH

Ol EMe| HE= Chg 2ZEH o A stESo{ HHE 7[8te = FLC

« OO RAZE QEQ10ZE
« Cisco WLC 5508 H{& 8.5.135.0
¢ ISEAZEQ|0{, A 3.0

[nm

Ol EMel HE= EY & 32| Cluto|A & Efiz Y ER&LICH O] EAM0| A8 E 2 E ClHt
|2BfolMe 2 AR EIRELICH HM HELIZI 2SS S E* 2

2l FE¥E Ol2| =X|stAl7| HHEfLIcH

rn

N

ol ﬁ
I
El

WIRELESS PC

N
~

SSID: GUEST-WiFi

(@O ®)

INTERNET

Ol AlLtE|20MHE HLE MERIVI A S5E +dE M MEE =+ U o FMHE MIEL
Cth.

QlHlx0| 5=

rlo

1EHA|. HAE A2 XE7}E SSID(Service Set Identifier)ol] 2173: AIAE-WiFi. Ol Q15 S QI ISEE



AE3t0d MAC ZE{RIE AHE25tE /e E WERIQLICE o] 2152 ISEQ| 5 MM Het £of 7
20 UR[etH HEt Ho{ Z2LAUL HAE KX S5 ZHE 2|C|AMELICH ISEE F 719
cisco av 40| Z & El RADIUS Access-AcceptE EHetgtL|Ct.

ACL(Access Control List)2| O|&
o url-redirect(SHE EEZE ISEE EZ|C|RME X

~"

CH 4l Register for Guest Access& 2 2IgfLICH AFXt= HEHE
LIt MEdZQI HI S5 ZEE & 43}t6to{ siE HIZ 2t of= AtEol
e = AELICH oFIRET HHE|H AR A AHE ZHALE X O|F 2 HIZHSE)
1Y AHg sHo=z 2aQIgL|Ct

3EHA. ISEE RADIUS CoA(Change of Authorization) {215 & WLCOH| M&ELICH WLCE

[ Rl — |
Authorize-Only £33} 874 RADIUS A& 2EE 2 I AHSAHE RS ELICH ISEE= WLCO|

22 HO|El Access-Accept & Airespace ACLZ SE5HH, O] ACLE Q{0 B HMAE XS
FLICHHAE ARl 2|5 HMA= HEt 2o HAoil et CHE).

—_—— =

~ £ 1: EAP(Extensible Authentication Protocol) Ml442 &I Xe}H ISE ZHol| /e 2 2 X2l
E2|7{5t24M ISE0I A CoA TerminateE X4 3Hof : E13)
|

gt 2Lk MAB(MAC E
CoAMRIBEOR HEsD2 24M Set0|HE0| 47 MRS HHE S22
Lict.

ATHA| HAE MEXRI7F HEQT o Cie HMAS S LICH

4 Elj(posture) 2 BYOD(Bring Your Own Device)2t Z2 048] £7}+ 7|52 E85te = &Lt
(LESofl 29).

74
WLC

1. 218 % 0{7I2%& M RADIUS AHHE F7I&LICH RADIUS CoA(RFC 3576)& & J3t5ted
™ Security(:2 2+) > AAA > Radius > Authentication(2/5)2 2 0|5 & LIC}.

—



CIsco MONITOR  WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK

Security RADIUS Authentication Servers > Edit
¥ AAA Server Index F
General
- RADILUS Server Address(Ipv4/1pv6) 10.106.32.25
Authenticati
uthentication Shared Secret Format ASCII
Aceounting
Fallback Shared Secret LT
DNS
Downloaded AVP [onfiamiSheoed Searet s
* TACACS+ Kew Wi
LDAP ¥y Wrap (Designed for FIPS customers and requires a key wrap compliant RADIUS server)
Local MNet Users
MAC Filtering Port Mumber 1812
= Disabled Clients Server Status Enabled
User Login Policies a
o Support for CoA Enabled
Password Policies Server Timeout 2 seconds
» Local EAP Network User @ Enable
Advanced EAP Management B Enable
¥ Priority Order Management Retransmit Timeout 2 seconds
b Certificate Tunnel Proxy Enable
= Access Control Lists Rexalrm List
Access Control Lists 1PSec Enabla

CPU Access Control Lists
FlaxConnect ACLsS
Layer2 ACLS

URL ACLE

Accounting(017}+2 &l)oi| CHEt
RO 7R FHE = UL

TdgstE Wol E&LICH

SAFSE ZAI|ago|M0| Q&LICH EESHISEVF SSIDE 7RIS 2
£ 35} = Called Station ID £40{ A SSIDE HM&EsHEE WLCE

afrerfe

CISCO MONITOR  WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP
Security RADIUS Authentication Servers
v AAA Auth Called Station ID Type AP MAC Address:SSID B
General
» RADIUS
Authentication Use AES Key Wrap {Designed for FIPS customers and requires a key wrap compliant RADIUS server)
Security RADIUS Accounting Servers
« AAA i
Acct Called Station ID Type IP Address
General
» RADIUS MAC Delimiter Hyphen
Authentication
Rl MNetwork Tunnel Server
E;:Eack User Proxy Index Server Address(Ipv4/Ipv6)
Downloaded AVP 1 *  10.106.32.25

2. WLANs(WLAN) B0 X Wireless LAN(WLAN) Guest-WiFiE 435t 2HIE QIE{H0|AE
TEELICH MAC ZERZIS 2 Layer2 222 None2 2 A g LI|C}. Security/Authentication,
Authorization, and Accounting(AAA) Servers(20H/915, & £0{ & HH ZEI(AAA) HH
)0l M Authentication(2!&) & Accounting(7I’d & 2|)oil CHEH ISE IP A& ME4FLICEH
Advanced(Z1 &) B0 M AAA Override(AAA R Q|)E & 4551 NAC(Network Admission
Control) State(NAC(Network Admission Control) & E)E ISE NAC(CoA X|&)2 MHEFLCt.



> SEeEcurity(H ot > Access Control Lists(2A|£ &0 =5) > Access Control Lists(Al|l A 04
=5)2 0|F5to F 7o AMA SES YR LICH
s

2E EgiEE 2|

o
i
rn
JH

+ GuestRedirect - 2|C|2 M35t X| 2Lotof 5l= Ecf=
ML}
e OIE{Y - 3|AF HIEQIT 0] CHal HEEIH CFE 2E HEQ 30 Cisl {2 =

18

fjo
ol

CS2 GuestRedirect ACLL| 0 2ILICHEIC| 01| A ISER/ISEMIM L7t EEfEE J 2

SHoF ).
Security Access Control Lists > Edit
v AAA
General General
= RADIUS
Authentication Access List Name GuestRedirect
Accounting
Fallback Deny Counters 1]
DNS
Downloaded AVP Destination
» TACACS+ Seq Action Source IP/Mask IP/Mask Protocol Source Port Dest Port DSCP Direction MNumber of Hits
LDAP - 0.0.0.0 / 01063225 " n " " .
il n n’ n ' n
Local Net Users 0.0.0.0 255,255,255.255 ¥ i ¥ S
MAC Filtering
= . 10.106.32.25 0.0.0.0
» Disabled Clients 2 Permit d / Any Any Any Any ANy 0

User Login Policies 255.255.255.255  0.0.0.0

AP Policies
Password Policies

» Local EAP

Advanced EAP
» Priority Order
» Certificate

¥ Access Control Lists
Access Control Lists
CPU Access Control Lists

ISE

1. Work Centers(2t®d MIE{) > Guest Access(HIAE HAM|A) > Network Devices(HE 23 C|dt
O|A)0|M WLCE LWIEQ|T HMA CHO|AR FIHEFLICH

2.A=%QlE D IS MAELICH Work Centers(2F Q] AME]) > Guest Access(HIAE HAM|A)
> |dentity Groups(ID L&) > Endpoint Identity Groups(RI=EZQIE |D 2 &)Z 0|5 &fLCt.

= Cisco |56 Work Centers - Guest Access

Owverview dentities Identity Groups Ext Id Sources Administratior Metwork Devices Paortals & Components kManage Accounts Policy Elements

Identity Groups
Endpoint Identity Group

Endpoint Identity Groups
i% Profiled
su Blacklist it - -
ey GuesiEndpolnts
; Clseo_GuestEndpoints
su RegisteredDevices m Cancel
sy Unknown

User identity Groups



3. Work Centers(&f®d MIE{) > Guest Access(HIAE HM|A) > Portal & Components(Z &
RA) > Guest Types(HIAE Q)2 0|S5t04 HAE RAES MEFLICL O/ M HAE RE L K
T ot2iol o|Fol MM El o= ZRIE ID OES &Z AR

Iz

Overview Identities Identity Groups Ext Id Sources Administration Network Devices Portals & Components

Guest type name: *
Guest Portals

T ——
Guest Types | Guest-Daily J
Sponsor Groups
Spensor Portals Description:

Guest account access for 30 days y

Lamguage File

Collect Additional Data

Custom Fields...

Maximum Access Time

Account duration stans

From first login
© From sponsor-specified date (or date of self-registration, if applicable)

s "
[ Maximum account duration \

5 days - Default 1 (1-898)

L vy
Allow access only an these days and limes

From 9:00 AM To 5:00 PM Sun & Mon v Twe '« Wed  Thu « Fr Sat

Configure guest Account Purge Policy at:

Work Centers » Guest Access > Settings » Guest Account Purge Policy

Login Options

Maximurm simultangous loging 3 (1-999)

WWhen guest exceeds limit:
O Disconnect the aldest connection

Disconnect the newest connection

Redirect user 1o 8 portal page showing an errer message (1)
This requires the creation of an authorization policy rule

Maximum devices guests can registar: 5 (1-999)

| Endpoint identity group for guest device registration: Cisco_GuestEndpoints W ='\”,"\|
\, -

4 MAHALAE XH §8: 4= S5 HAE Z-HZ BHELICH Work Centers(2f ¥ MIE{) > Guest
Access(HAE HM|A) > Guest Portals(HIAE ZE)Z 0|S gLt



Create Guest Portal - Choose Portal Type

Choosa tho Cypss of POrtal Yo Want 1o CIsane

Sporscned-Guest Ponal
Sponsars creaty guosts’ sccounts. Guesis Catmal eroall thair owe sstauns,
O Self-Registered Goert Portal
Guosts provice information to sutomatcally Croats sn SCCOUNL, With SHONSOr 3pProval &% &n optonal roquinement
Hotspos Guest Panal
Guosls can ACCosE thi ribwiik withoul cracenlishs, Bl you can a0d & weltome masEge and AR,

GB‘MQI m

https://www.cisco.com/c/en/us/support/docs/security/identity-services-engine/216187-configure-
secure-smtp-server-on-ise.html

CHE 2 E HA™E 7|872t2 2 SLICt. Portal Page Customization(Z & H 0| X| AF& X}
EAEl= 2E HOIXKIE MEX HESE = UELICHL 7|EXHOE HAE 0{7IREE=
235tH §H HAE RO 88 EME HAYE = UL

9 )0l A
19 S0t %

= Cisco |5E Work Centers - Guest ACCess 9 @ B8 @
Crhviividw herlities Idemtity Groups Ext I Sources Adrinistration Metwork Devices Partals & Componenls Manage AcCouwnls Policy Ebefants Policy Sets Mong
—
il M * Daderipson
Guant
ik Clsco_Guest Seil-reglstered Guest portal
Gusst Typas
Sposses deoeps
Langasge File w
Spondes Peral

Ponal tast URL

Portal Behavior and Flow Sellings Pomal Page Customization

Paortal & Page Settings Guest Flow (Based on settings)

¥ Portal Settings

LDGaN
¥ Login Page Settings l
L

ot Engisiration oot Faammord
~ Registration Form Senings
(_.-lﬁ.nn oo guiest tyes Gt Diadly -~ ) I’ l
ol Ragueirmion Tharge Favomond Pamrmert fucceun
Configure guest types at
Work Centers > Gisest Access » Configurs > Guast Types l
b Dtk et

(A:,Wum valid for: 1 Dwys e Mazimum: 5 WS)



https://www.cisco.com/c/ko_kr/support/docs/security/identity-services-engine/216187-configure-secure-smtp-server-on-ise.html
https://www.cisco.com/c/ko_kr/support/docs/security/identity-services-engine/216187-configure-secure-smtp-server-on-ise.html

6. Work Centers(E @4 MIE{) > Guest Access(HIAE HAM|A) > Policy Elements(&H2 2 4) >
Results(Z1) > Authorization Profiles(T gt £0{ L2t )E 0|55t04 O F 7+ x| HEH £04
g Fgct

|K

2

« HAE-ZEH(HAE ZH Cisco_GuestZ ZIC|2M 2! GuestRedirectZheE Z|C|24M ACLO|

=

2) Ol GuestRedirect ACLZ O|ZH0{ WLCOH| A HM TR &LIC.

= Cisco ISE Work Centers - Guest Access

Owverview dentities Identity Groups Ext Id Sources Administration Metwork Devices Portals & Components Manage Accounts Policy Elements

Authorization Profile
Conditions >
N Guest-Porta
Results w
Allowed Protocols Redirect to Self-registered guest portal

Authorization Profiles

Downloadable ACLS ACCESS_ACCEF ad

~ Common Tasks

« Permit_Internet(Airespace ACLO| Internetz} S8t ZE<Q)

=L O



= C(Cisco ISE Work Centers - Guest Access

Overview |dentities Identity Groups Ext Id Sources Administration Network Devices Partals & Components

Autharization Profilas > Parmit_internet

Conditions >
Authorization Profile
Results ~
* Mame o
Allowed Protocols Permit_internet

Authorization Profiles
Description

Downloadable ACLs -

i

* Access Type
ACCESS_ACCEPT ~

Metwork Device Profile &% Cisco e £

Sarvice Template

Track Movement -:B-
Agentless Posture L;:
Passive Identity Tracking )

~ Common Tasks

Airespace ACL Nama

Airespace [Pvé ACL Name

ASA VPN

7. Defaulteh= H3 EHgfg e LICH 7|2 & dH2 HAE 2= HAM|20 CHsl Dl2] +
4 Elo{ I&LICH MABEHE 215 HAo| IS, o] HH2 ¢ £ 9= Mac F 201 CHal
MAB(MAC Authentication Bypass) 21& 2 A& (7R 5 X| &£ Z)st= 5 S{SELICt.
= Cisco ISE Work Centers « Guest Access O @ 8 8
Qverview Identities dentity Groups Ext Id Sources Administration MNetwork Devices Portals & Components Manage Accounts Policy Elements Paolicy Sets More
Policy Sets— Default Reset Pollcyset Hitcounts
Status  Policy Set Name Description Conditions Allowed Protocols | Server Sequance  Hits
-] Default Defauit policy set Default MNetwork Access X o
Authentication Policy (3)
(¥) Status  Rule Name Conditions Use Hits  Actions

ternal Endpoints

Optiong

Wired_MAB

Wireloss_MAB

] MAR oR

DROP



8. 22 HO|X|of M 3t of HAMO R O|SErLICE 0] O|DIX|of EAIE CHZ Of Mt Fof FAIS

Authorization Policy (15)

Results

(*) Status Rule Name Gonditions Profiles Security Groups Hits  Actions

Vil _Guest_Access AND Parmit_internet Select from list o {5_;',

=] Radius-Called-Station-1D CONTAINS Guest

Vireless_MAR

I
N
o
r

O
Hu
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rc
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=1
b
[
e
>

HAE SSIDQF 244 & [ M AFZ A= oF % ofiH ID &9 &
sto HAE ZEZ 2| C|elM Eluct.

oo T
Ol#Hol= & eml M 2o 20| Y|t I(A=EZQET Ho|El AEXZQIEID O

Elof| 2k AF&XF7} Permit_internet T8 04 T2 0t Q2 JHX{SLICH.

MEX7 HEXo =z 2QI51H ISEE RADIUS CoAZE T™M&stT WLCE RIS 2 £3stLct.

9. E3 Guest EZ 28 A 5104 HAEO THEH YA HMAE MBY 4 2aLich ol 7L
ISEQ| 243 MM 2RI5HE Z0IM, 11 ORE CHETH Z&LICH ST MAo| OfFol HIAE AL
A7t MBHOZ QB EIRSS LIEHLIE S40| Qs B2 Z710| YAIBHLICH ISETH

NAD(Network Access Device)0ll A Radius A 22| &X| HAIX|E &M MMO| SR LIS
of| M74ElL|ct. o] EtAH 0l AME Network Access:UseCase = Guest Flow Z710| . o|& = £|X| &

&L 1 20 sl A=EQIEC| BE $4 QIF0| AAE QIFE 9f3H Blc/HMEl Yot FA
of EErErLIc

horizasian Palicy {15)

N 23 o ol YAl HIAE ML EE T AAE HMA B SHLIB ASE £ UBLICH

_ L=

ISE HAE Al & J7 HM|A |2 oMol CHE RHAMIEE LI 2 Ol BEAME BESHMAIR.

=~

https://www.cisco.com/c/en/us/support/docs/security/identity-services-engine/20027 3-Configure-
ISE-Guest-Temporary-and-Perman.html



https://www.cisco.com/c/ko_kr/support/docs/security/identity-services-engine/200273-Configure-ISE-Guest-Temporary-and-Perman.html
https://www.cisco.com/c/ko_kr/support/docs/security/identity-services-engine/200273-Configure-ISE-Guest-Temporary-and-Perman.html

1. HIAE SSIDO| 4745t URLS /245t 220 ZHo| HIAE ZH H|0|X|2 2|C|ZMEL]
Ct.
<« (e Q D & e3-1.testlab.com:8443/portal/PortalSetup.action?portal=eet 1 ® &%
atfran],
cisco Guest Portal
Welcome
Sign on for guest access.
Username:
I
Password: Reset Password
Passcode: *
Or register for guest access
2. O} ] X}74 Z3HO| gl = 2 Register for Guest access(HAE HHAE 251 S8) M M
EHSHOF BfLICH AHEHE BHE &= U= S5 Z4I0| EAIELICH HAE £H Z4u|32fol40i A
Registration Code(S5& ZE) M2 &/35tet 42 i HIY 2t0| ZELICt o|E A 5t
SHIE HetS 78 AR B S8E £+ JU&L



© & httpsy//ise3-1.testlab.com:8443/portal/SelfRegistration.action?from=LOGIN 80% - O o

ciISco Guest Portal

Registration
Fiease complete this registration form
Registration Code*

8018

Username
guest1
First name
Foonam
Last name b
Garg
Email address”
poengang@cisco.com
Mobile number
- 91 = 0000000000
Companry
Cisco
Person being visited{email)
abo@cisco. com
Reason for visit

Personal

3. HIYHE E= ALS A Ao X7t U{e 82 H™E HE5tE{™ Work Centers(2F 4 MIE]) >
Guest Access(HAE HA|A) > Settings(A ) > Guest Username Policy(HIAE AL Xt O|F M
)2 O|SELICH o & EH Ot Z&Lct



Owvarview |dentities Identity Groups Ext Id Saurces Administration Metwark Devices Portals & Components Manage Accounts Palicy Elemants Mare -~
—

Guest Account Purge Policy Guest Username PD“CY

Custom Figlds

Guest Email Settings: Caonfigure :
Usarnarmie Lenglh
Guest Locations and SSIDs
Guest Username Polic o
¥ Minimum usemame length:* 4 (164 characters)
Guest Password Policy
DHEP & DNS Services Usemamea Criteria for Known Guests

If data is availabie, base usomame on:
Logging

©  First name and last name
) Email address

c Allowed in Usemames

Alphabetic: Custom w ABCDEFGHIJELMMNPORSTLUWW

Minimum alphabetic: 3 (0-64)

Mumeric: Custom s 23456780

Minimum numeric: 3 (0-64)

Special; All supported e

Minimum special: 0 (0-64)

4. H’E ol H3tH X8 SH(HAE H|ZEHE HHof et e H|2#HE)0| ZA|IELICH
E5 ALAE AR FHE He ool gRlg wal
U & https:/fise3-1.testlab.com:8443 fportal/CreateAccount.action?from =5ELF_REGISTRATION « & 9

T

cISCO Guest Portal

Account Created
Choose how to receive your login information, by text or email Email Me aftempts lefts
You can only click the button 5 times.

Username: guestl
Password: 3154
First name: Poonam
Last name: Garg
Email: poongarg@cisco.com
Mobile number: +810000000000
Company: Cisco
Location: India
SMS provider: Global Default
Person being visited (email): abc@cisco.com
Reason being visited: Personal



Your Guest Account Credentials

ise@testlab.com <ise@testlab.com> Today at 9:47 AM

To: Poona arg (poongarg)

'/@

Hello Poonam,

Your guest account details:
Username: guest1

Password: 3154

First Name: Poonam

Last Name: Garg

Mobile Number:+910000000000
Valid From: 2020-11-07 09:43:50
Valid To: 2020-11-08 0

Person being visited: a

Reason for visit: Personal

ol TAE B £ HMA &

=
I CHE 2o HIZFHUE).

© & o htt I .testlab.com:844 tal/Self trat - STRATION w

cISCO Guest Portal

Welcome
Sign on for guest access

Username:
guestl

Password: Reset Password

Passcode: "

8015 |

Or register for guest access

6. 33 35tH MEIX AUP(Acceptable Use Policy) 2 EAIE £
). ARt H HIZHSE #HE SM0| MBS EH HAE £-o
AlE &= J&Lct

Q& LICHHAIAE ZTHM T8 H
il 74 7tsdt 210 # HiE:



e3-1.testlab.com:8443/portal/LoginSubmit

atlear]
CISCO

Guest Portal

Acceptable Use Policy
Please read the Acceptable Use Policy

Please accept the policy You are responsible for maintaining  ~
the confidentiality of the password and all activities that occur
under your username and password.Cisco Systems offers

the Service for activities such as the active use of e-mail,

instant messaging, browsing the World Wide Web and

accessing corporate intranets. High volume data transfers,
especially sustained high volume data transfers, are not
permitted. Hosting a web server or any other server by use of

our Service is prohibited. Trying lo access someone else’s
account, sending unsolicited bulk e-mail, collection of other
people’s personal data without their knowledge and

interference with other network users are all

prohibited.Cisco Systems resemnves the right to suspend the
Sefvice ifCisco Systems reasonably believes that your use of

the Service is unreasonably excessive or you are using the
Semvice for criminal or illegal aclivities. You do not have the

right to resell this Service to a third party. Cisco Systems

reserves the right to revise, amend or modify these Terms &
Conditions, our other policies and agreements, and aspects
ofthe Semvice itself. Motice of any revision, amendment, or v

B T . T T ———

nit.action?from=AUP o @ 0

© &£ =0 https://ise3-1.testlab.com:8443/portal/A

Inr
Guest Portal

CISCO

Change Password
You are required to change your password now. Please enter a new password.
Current password:

New password:

Confirm password:

...ﬁ

9 PostLogin Bamer 5

<« (& Q © & ~° https://ise3-1.testlab.com:8443/portal/Chan

cISCO Guest Portal

Welcome Message
Click Continue to connect to the network.
You're very close to gaining network access.



7. M| A HEPO| FoiZIAZ S Felete 0hx|% HO|X|(=2 Q! & HiL):

@ o .

€ c @ @ & ~O https;/fise3-1.testlab.com:8443/porta

cISCO Guest Portal

Success
You now have Internet access [nl'Dngn this network
| | —_—
2 4
Oo| MMoMe Aol 2XME sHEste ol AFE £ Ue HEE X3ELct

O EtA[oI M ISE= o|O|X|ofl EA|E! CHE Operations(%f ) > RADIUS > Live Logs(2t0|E 211) ot
ol oled&t 238 E AIELICH

Tima st Detalls Identity Endpoint ID Authenticat...  Authorization Policy Authorization P IP Address Identity Group
seatios o Address o ldesssyGreup fuest
Kew 07, 2020 04:17:32.45 [ = [ By 0.108.3;
Hov 07, 2020 0417:32.82 2 @ i,
a -
Hov 07, 2020 04:16:14.85 -] o 0.108.3;
-] L > WA w

g2 oSt Z&Lch

Jor

« HAE ALEXE F M M §0q F=|(Wifi_Redirect_to_Guest_Portal)S &t 745t 11 Guest-
A

{7
Portal 2 2|C|EMHELICHRIE H83).
215l ZICIAMEILICH (M2 MHE AHeR) M2Xoz 210I5HH
StH, o= WLCo| 2|5 &QIELICHS X Het 204 H3).

= on
!
mlo
o_ll

e HAEE M

ISE= CoA XHOIS & *

0P>

« WLCE Authorize-Only S22 RHQIZ 2 &6t 1 ACL O|E 0| BHeHE|L|CH Authorize-Only

M3). ALEAH SHIE UWEST AMATH MSELIC

5 11 M(Operations(2 Q) > Reports(2 LX) > Guest(HIAE) > Master Guest Report(OtAE HlA
E BaM)HME Ch22 &elghct

Master Guest Report

From 2020-11-07 000:00:00.0 To 2020-11-07 04:38:26.0
]

Filter - Refrosh

Sponsor User Name

Logged At Guest User Name MAC Address IP Address Operation
X Today R Guest User Name MAC Address IP Address Operation Sponsor User Name
2020-11-07 04:17:01.1 guest] D0:37:45:89;EF:64 10.106.32.254 Password Change guest]
2020-11-07 D4:16:33.9 guast] DO:37:45:80EF:64 10.106.32.254 AUP
D0:37:45:88:EF:64 10.106.32.254 Add SelfReglstration

2020-11-07 04:13:51.0 guestl



Welcome test123 - i

el ]l
CIISCIO Sponsor Portal

Create Accounts Manage Accounts (1) Pending Accounts (Q) Notices (0)
Resend Extend Edit Suspend Delete Reset Password Print
Username: guestl
Password: ..
First name: Poonam
Last name: Garg
Email address: poongarg@cisco.com
Company: Cisco
Mobile number: +910000000000
Person being visited (email): abc@cisco.com
Reason for visit: Personal
Guest type: Guest-Daily
SMS provider: Global Default
From date (yyyy-mm-dd): 2020-11-07 09:43
To date (yyyy-mm-dd): 2020-11-08 09:43
Location: India
SSID:
Language: English
Group tag:
Time left: 0D 22H 48M
State: Active
Done

MEIM Hm|ago|M

Ol &2 Zt ttAof CHall MZ CHE SME FHE == U&LICH 0| EE X2 Work Centers(2H S
MIE{) > Guest Access(HIAE HA|A) > Portals & Components(Z£& ! 74 2 4) > Guest
Portals(HAE Z &) > Portal Name(Z & 0|F) > Edit(d &) > Portal Behavior and Flow
Settings(Z8 8% U Z2 2 MY)o| AAE ZH™of et FHELICH 58t dH2 30 Z
&LCt.

. AUP-4Z S A
. AEMIAAE



x4
(=

%

221 HAE

« Access code(HA|A FE) - EASE ZR HILU IEE &1 Ys HAE ABKIE 23018
= UA&Lch
« AUP-4Z S5 J0f At A S #Ef gL

e ER-Te)
% 58 MY
5oz Cliolat AHSo2 SSELIC
AAE Clhtola B B4 MY
. 28 Lol ¥EIE s8I

H
e
fjo
AN |
>.
m
tu
Dl
o
r
_2
Pl
Ol
>
N
=
o
il
—
2
mlm
oin
Ju
ot
4>
30
o>
r
n

SE YA MXoi M Require guests to be approved(HIAE 7} A°|E|0-|0|= g SM2 MEfE HR
HAETL M8 o{7IREE AEMTL &0I5t0F & LICE O] 7|52 (HAE HHE £019| BR) A&
MolAH 2le MEst7| fla olHIY S A E &= U&LIC.

SMTP(Simple Mail Transfer Protocol) A7} &2 F4E Z< HH0o| BHE0{X|X| i &L|CH.

< c @ @ £ https://ise3-1.testlab.com:8443/portal/CreateAccount.action?from=SELF_REGISTRATION 0

cISCo Guest Portal

Account Created
Choose how to receive your login information, by text or email,

Your request for network access is denied. Please contact your
hostfor more information

First name: Test
Email: poongarg(@cisco.com
Location: India
SMS provider: Global Default

[s

guest.log®| 21 & S35 SMTP M7} 22 T HE|IQ7| 2o AZEXM O|H Yol 521 LRIS LY
= ol A7t Ugs &elgLct.

<tfroot>



2020-11- 07 07: 16: 38, 547 ERROR [ GUEST_ACCESS_SMIP_RETRY_THREAD| [] cpm guest access. api servi ces. util. St pM
j avax. mai | . Messagi ngException: Could not connect to SMIP host: outbound.cicso.com port: 25, response: ¢

2020- 11-07 07:16: 38,547 ERROR [ https-j sse-ni 0-10. 106. 32. 25- 8443-exec-1][] cpm guest access. api servi ces. Nnc
com ci sco. cpm guest access. excepti on. Guest AccessSyst enException: com ci Sco. cpm guest access. excepti on. Gues

HMHE olulY L SMTP M Z4Z|TEl|oMo| /o™ of7t2E 7+ MAELICH

= Cisco ISE Work Centers - Guest Access a @

Ovarview Identities dentity Groups Ext |d Sources Administration Network Devices Portals & Components wage Accounts Policy Elemants Policy Sets More -

Guest Email Settings

eubound Siea.com

Configure SMTP server al:Work Cenbers > Gues! Access > Adminisiration > SMTP Server

Enable amall notifications to guests

Guest Password Policy

DHGP & DNS Services

Logging

& Account Created

& c o @ & https:/fise3-1.testlab.com:8443/portal/CreateAccount.action from=SELF_REGISTRATION v & 1

i

c1sco Guest Portal

Account Created
Choose how 1o receive your login information, by text of email

First name: Poonam
Last name: G
Email: poongarg@cisco.com
Location: India
SMS provider: Global Default

Require guests to be approved(HAE 7} £21Z|0{0F &) S M2 & 435 Include this
information on the Self-Registration Success page(& T S& &3 HO|X|0f O] ME Z &) MM
M AHEAL Ol L HIYHS ZET IS 2 MAHELUICH Mt AZEAM £010| R B AA
E AFERto] IZH%F A4 ZHO| HHo| xR 2 LIEtU = MEE MB35t= & HolX|of 7|24
o Z EAEIX| of&LICH CHAl SMS(Short Message Services) =& O|H 2 M SHoF gHL|C}. Of
SMH2 MM(0|HLY/SMS EA|)2 ALE350{ £QI Al XtE 5H A& ME0i|AM 2 dstatoF B LICEH

& E ol Lol &Z Mol A MEELICH



Guest Approval Request

ise@testlab.com <ise@testlab.com> Today at 1:07 PM

To: Poonam Garg (poongarg)

9

Please approve (or deny) this self-registering guest. The guest provided the following information:
Username: guest_user
First Name: Poonam

ol ren]n
cI1SCO Sponsor Portal

Guest (guest_user) has been approved.

Help

Ol AMFE HAE AL8XtE (O|HY = SMSE &2 R4

ol

Ho2) 2018 & Q&L
RfstH, ol Eol= Ml 7tX| O|HIY FATH ASELICH

- 2E "_'?'_'—._ 2 FA 0l HMo=E Hox|HU AEM HAEHHM 7t QH A EMof|H &2
S22 2lsl) X HAEAWAH A 8 MF HE 250l Cis] Zal =42 AL ELICH ol
Work Centers(’i. s 1' E-I) > Guest Access(HAE HA[A) > Settings(A %) > Guest Email
Settings(HIAE O|HIY X))o AM FHELICH

o YEI"FA"FEL Ol 2AEMTL S22 QS AEES HRAS 2 LEI7]| fsH A ELICE ol
HAE E 9-| Work Centers(2¢d MIE) > Guest Access(HIAE HAM|A) > Guest Portals(7|
A E X&) > Portals and Components(Z£& 2! 74 2 4) > Portal Name(Z & 0|&) >
Registration Form Settings(S & %F Al M) > Require guest to approved(HIAE £ ZQ) >
Email approval request to(O|HIY £¢! 2 Chah)olMH F+ & EL|CH

« HAE "To" F4. 0l S5 WHHM HAE ALSALY
notification upon approval using Email(O|H Y2 AL&
MENSE 2 X3 3 MFAE(ALEXL 0| 2 HIE
=hELCt.

I M2 &LICt. Send credential
5104 &9 Al KA BT L2 HIi7)S

H3)o| ZEE o|HIUO| HAENWAH



SMS Service Provider

Guests can choose from these SMS providers:

B Global Default
T-Mobile

8 ATT
Verizon
ClickatellViaSMTP
Orange
Inmobile
TheRingRingCompany
Sprint

@ Maas

Guest see providers list only if multiple are selected
Configure SMS providers at:

Work Centers > Guest Access > Administration > SMS Gateway Providers

2. Send credential notification upon approval using: SMS & QIEtS

~send credential notification upon approval using:

B Email
B ShMS

3. AH CHE HAE MEXRE AYEE B M AL8 7tSEt S2XE
Lt



© ﬁ https://ise3-1.testlab.com:8443 /portal/SelfRegistration.action?from=LOGIN

Registration
Please complete this registration form:

Registration Code*

8015

Username

Guest13

First name

Poonam

Last name

Email address*
poongarg@cisco.com

Mobile number*

—— 91 > 9999999999

Company

SMS provider*

ATT

Global Default
Naas

D & https://ise3- 1.testlab.com:8443/portal/CreateAccount.action?from=SELF_REGISTRATION

cIsco Guest Portal

Account Created

Choose how to receive your login information, by text or email.

First

name: Poonam
Email: poongarg@cisco.com

Mobile number: +919999999999
Location: India
SMS provider: NaaS

N R



5. Administration(Z 2[) > System(A|AE!) > Settings(4%) > SMS Gateway(SMS 0| E 0|
)0l A SMS Providers(SMS M3 XhHE T8 + &L,
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~ Guest Device Registration Settings

Automatically register guest devices

A message displays to guests when they reach the maximum number of supported devices.

Allow guests to register devices

You can set the maximum number of supported devices in the guest type settings.

Device information will be stored in the endpoint identity group specified in the guest type of the user logging in to
this portal.

Configure guest types at:
Wark Centers > Guest Access » Configure > Guest Types

U £ https://ise3-1.testlab.com:8443/portal/ChangePwd.action?from=CHANGE_PASSWORD e {}

CISCO Guest Portal

Device Registration
You can add a maximum of 5 devices. Enter a device |D and device description. The device ID is the MAC address or Wi-Fi address of the device. Itis an
alphanumeric ID in this format: A1:B3:E5:19:6F BB

Device ID *

D0:37:45:89.EF.64

Device Description *

Cancel, Continue

Manage Devices (1)

D0:37:45:89:EF 64

C|HFO|A 7} o|O] AFS 22 F7HE|0{ Manage Devices(C|HIO|A #E2|) SF0f Q&LICH ol



Automatically register guest devices(HAE C|HFO|A Xt&S S5)7F MEHE|{7| = & LCH
& EN

Require guest device compliance(HAE C|HIO|A #7H &% %R) SMO| MEHE A2 HAE

EXt= 23016t AUPE Ei8t & ZAXME s&5t= 0 O|HE(NAC/H o{lolHE)E E5l EE
HIMEEH MEfMo 2 ClHO|A S§E T LICH ISEE 20| E Z2H|X'E #3E AMElst
0] Z2H[X{'F35liof 5t= O0|MEE A™ELIct O3 OhE AH|O[Mo|MH A= oo|THEE=
AR (ZAK Ao [EHE sdotD ANE ISEM MESHH, ISEE ERE 8¢ el 50 4EE
#4351 7| 2|5 CoA M5 S H&SELICt.
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IdentityGroup-Name EQUALS Endpoint Identity Groups:Clsco_GuestEndpoints

Wirsless_MAB
Guest_Complaint AND PermitAccess
=] Radiug Called-Station-ID CONTAINS Guest

]

k Session-PostureStatus EQUALS Compliant

IdentityGroup-Name EQUALS Endpoint Identity Groups:Cisco_GuestEndpoints
- Parmanant_Gueast_Access AND Wireless_MAB Limited_Access
1) Radius-Called-Station-ID CONTAINS Guest
L] Radius-Called-Station-ID GONTAINS Guest

AND Guest-Portal
Wireless_MAB

- Wifi_Redirect_to_
]
Guest_Portal

Guest_Authenticate T#%{0| Zrdist= & Hmj M AEX = A S5 HAE 2EH= 2|C|IRMEEL
Ch ALERI7 MZ S5 AU 23021 8 ¥, CoAE 215 HEHE #1785t AL Xtol|H &E X nHEE
T Y = As MEH 2 HMH A HEHE MS FLICH NAC Agent7t Z2H|XMEE/ AF[0]440] &
g E 202t CoAE QB0 EH HMAE MS ot7| s ChA| B H HEF F0 HEHE HE &

UMl ZA X EX0l= SHHE ZE0|UE Z2H|X{'d 30| gi&LICh.

& Connecting to Network

< C o

cI1Sco Guest Portal

Connecting to Network

To continue, install and enable the latest Java version, and
make sure the Java plug-in is not blocked. You can download
and install Java from http:fwww java.com/en/download. If you
are unable to download Java, connect to a different network and
try again

I'|F
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oI = A&LCH

EE 8t guest.log T2 HE St

<tfroot>

2020- 11- 09 09: 23: 32,157 ERROR [https-jsse-ni o-10. 106. 32. 25- 8443-exec-7][] guestaccess. fl owmranager. step.



BYOD

Allow employees to use personal devices on the network(Z& 0| HIE T 0{ M 742!

28 A2
|

T= 5/8) SMS ME ZS 0| T2 A stE 7| AHBXHE BYOD B2 28 S5 /el F&

E S5 & J&LICH HAE AI8Xte| B¢ 0| Y2 otF AL HESHX| ef&LICH

'Z-HE HAER A 8ste A2 FUE 20l L

7IBMo 2 HAE EH2 Guest_Portal_Sequence ID MEAZ 7 ELICH

™ Portal Settings

HTTPS port: ™ 8443 {8000 - 8999)

Allowed interfaces: * Make selections in one or both columns based on your PSN configurations.
If bending Is not configured :ij: If bending Is configured (:)
on a PSN, use: on a PSN, use:
@ Gigabit Ethernet O Bond O

Gigabit Ethernet 1 Usas Gigabit Ethernet 0 as
primary, 1 as backup
Gigabit Ethernet 2
Bond |
Gigabit Ethernet 3
Uses Gigakit Ethernet 2 as

Gigabit Ethernet 4 primary. 3 a5 backup

tn

Gigabit Ethernet Bond 2

Uses Gigabit Ethernet 4 as
primary, 5 as backup

Certificate group tag: * Default Portal Certificate Group -

Configure certificates at:

Work Centers > Guest Access > Administration > System Certificates

Authentication method: * Guest_Portal_Sequence w (D

Configure authentication methods at:

Work Centers > Guest Access > Identities » |dentity Source Sequences

Ol LIS ALSRHAIAE AHSR OIF)E A AT 8 S AD AHA BBS AlTs
NEAQILICH HEHE ID HE20] 2158 918 AHAE 4 i W2 13 Uo
MEAR FHEDR LIS X 5 FE
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= Cisco ISE

Work Centers - Guest Access
Overview Identities Identity Groups Ext Id Sources Administration Network Devices Portals & Components
Endpolnte v |dentity Source Sequence
MNetwork Access Users

* Mamea
Guest_Portal_Sequence
ldentity Source Segquencas

Dascription .. .
A built-in Identity Sequence for the Guest Portal

~ Certificate Based Authentication

E] Select Certificate Authentication Profile

~ Authentication Search List

A set of identity sources that will be accessed in seguence until first authentication succeeds

Available Selected

Internal Endpoints Internal Users

Guest Users

All_AD_Join_Points

HAE ZEO| 0| EHH M AFE AL LI

=
£ NIZ25t0H BYOD 2|C|2M0| grAd

AR HE A & Active Directoryoll HO|El X3 &
it |t

=

& BYOD Welcome

-
<« c @

3/port - @ ¥
dilvan]n,
CcISCO Guest Portal

BYOD Welcome
Welcome to the BYOD portal,

Access o this network requires your device to be configured for
enhanced security. Click Start to provide device information before
compaenents are installed on your device,
The following system was detected
Windows
Was your device detected incorrectly?

Select your Device

Windows

=
N
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LIS AFEXHAD Xt S CHAl HAE AFEAF XHE 3HO| MBS &I L S F0| AlSE Lt
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VLAN E47Z3

activeX EE= Java oHE 212 AlR5H0{ DHCPE dliM|stn AAE &= U&LICH O|l= CoA7I dlEX
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/content/en/us/support/docs/security/identity-services-engine/116143-config-cise-posture-00.html
/content/en/us/support/docs/security/identity-services-engine/116143-config-cise-posture-00.html
http://www.cisco.com/image/gif/paws/113476/wireless-byod-ise-00.pdf
http://www.cisco.com/image/gif/paws/113476/wireless-byod-ise-00.pdf
http://www.cisco.com/image/gif/paws/113476/wireless-byod-ise-00.pdf
http://www.cisco.com/c/ko_kr/support/docs/security/identity-services-engine-software/116068-configure-product-00.html
http://www.cisco.com/c/ko_kr/support/docs/security/identity-services-engine-software/116068-configure-product-00.html
http://www.cisco.com/c/ko_kr/support/docs/security/identity-services-engine-software/116068-configure-product-00.html
http://www.cisco.com/c/ko_kr/support/docs/security/identity-services-engine-software/116068-configure-product-00.html
/content/en/us/support/docs/security/identity-services-engine/115732-central-web-auth-00.html
/content/en/us/support/docs/security/identity-services-engine/115732-central-web-auth-00.html
/content/en/us/support/docs/security/identity-services-engine/115732-central-web-auth-00.html
/content/en/us/support/docs/security/identity-services-engine/115732-central-web-auth-00.html
https://www.cisco.com/c/ko_kr/support/docs/security/identity-services-engine/116087-configure-cwa-wlc-ise-00.html
https://www.cisco.com/c/ko_kr/support/docs/security/identity-services-engine/116087-configure-cwa-wlc-ise-00.html
https://www.cisco.com/c/ko_kr/support/docs/security/identity-services-engine/116087-configure-cwa-wlc-ise-00.html
https://www.cisco.com/c/ko_kr/support/docs/security/identity-services-engine/116087-configure-cwa-wlc-ise-00.html
https://www.cisco.com/c/ko_kr/support/docs/security/identity-services-engine/116087-configure-cwa-wlc-ise-00.html
https://www.cisco.com/c/ko_kr/support/docs/security/identity-services-engine/116087-configure-cwa-wlc-ise-00.html
http://www.cisco.com/cisco/web/support/index.html?referring_site=bodynav
http://www.cisco.com/cisco/web/support/index.html?referring_site=bodynav
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