b

HE2/3 clolo{T 24

Active Directory0| A LDAPS T4
EHOIFAEER o ID QIZEM M%
LDAPS C|HEE| 7 HMA

ISEE LDAPS MH{Q} E8t

AQolx Ad

A EOIE A
ISE0] Aj R{ZH A4XH EM
El:gg oSk | EI:-

20

O] 2 Mol M= Cisco ISEQH Secure LDAPS MHE 2% ID AAE S&5t= WS ABEELICH
AN T AHE

LT A

Ct2 FAol Cigt XAl ERetn U™ KSELICH

- ISE(Identity Service Engine) & 2[0l CHEF 7|2 X[A
« Active Directory/LDAPS(Secure Lightweight Directory Access Protocol)0il CHEH 7|2 X[ 4]

MNEEE FE 24
Ol 2Xel YE = Chg AT ESo{ A stEH o HTE 7|Etez gLct

« Cisco ISE 2.6 I{%| 7

« Active Directory LDS(Lightweight Directory Services)7} A x|El Microsoft Windows EH% 2012
R2

- 712 MER Y ALE R 1B A7 D XIE Windows 10 OS PC

» Cisco Switch C3750X with 152-2.E6 image



P

[nm

rin

LICH. O] EMO| AIREIBRELC
5324322

rN
o

Ol YEE &Y # 2B C|HIO|AE EOIE ZHHEUE
= X7|3tE(718) An|aso|/Me 2 AFE|RF&LICH #HA HERZ Tt
of Ml J&E DIzl =X|stAl7| vHEfLICH
ER =L
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S 5E {1 LICH LDAPSE= TCP X E 6362 AFS & LT

Olz{3t 915 T2 E 22 LDAPSOIM X ELICH.
» EAP Generic Token Card(EAP-GTC)
* PAP(Password Authentication Protocol)
), LEAP, CHAP &
L|Ct.

- EAP TS HE EHEAP-TLS)
» PEAP-TLS(Protected EAP Transport Layer Security)
S & 1. EAP-MSCHAPV2(PEAP, EAP-FAST EE= EAP-TTLSS| LI&
EAP-MD5= LDAPS 2|5 ID 2A0A RIHEIX| &
|A 9| ZAm| 220l & ISES} Microsoft AD(Active Directory) LDAPS
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S
Ol MM M= HIER=Z ClHtO

Mu{o| Sghof Chall dHEELIC
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52 25l FHE[0] ISER AL XLE 215

HE®|3 Ctolo{a &
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Secure LDAP Server

Active Directory0i A LDAPS 74

THQ ZHEE0| ID IB A M|

LDAPSE & M3t5te{M Ol 27 AFE 2 5F35t= DC(Domain Controller)oll 215 ME A x|EFL|

. LDAPS 215 M= =M HEEE{ 2| 712! QIZM MEF 40 &LICtH

 QIZ At YrlsHs Ml 7|7k ZHIQI HEBEI KME A oM QB Mot SH2 7 AU

01 A& LICH.

. Enhanced Key Usage =& 0i= MH{ 215(1.3.6.1.5.5.7.3.1) 7{A| AlEXHOIDEt D= &)7t =

g ELICH

.=l ZAEE2{(M: DC1.testlab.com)2| FQDN(Fully Qualified Domain Name)2 Subject(F

&) Z= 9] CN(Common Name) 2! Subject Alternative Name Extension(F#| CH&l| 0| & &
)2| DNS &= £ & stLtol 2{oof &LCt,

. QUE M= Q! ZHEE 212t LDAPS Z2t0|AE Tt A1Z|5t= CA(Certificate Authority)of| A &

=offoF BfLICH AZ[e & Q= Hot S4lo| F2 ZE0|UEL} MHE HZ Lo FE CAL Q!
SME &=2E 2 CA UABSME L=t ok gfLiCt

. 712 M4d3l24™ Schannel CSP(Y 238 MH|A B2 XHE AFE3HoF &Lt



A Certificate -

|Gene1'al Details | Certification Path

Show: | <All= W

Field Value ,».,
™= Tssuer tesHab-DC 1-CA-1, testab, com
|___ Valid from Friday, October 11, 2019 2:03:01 AM
".I'E||Il:| to Saturday, October 10, 2020 2:03:01 AM
L—__IEUI::]E::I: DC1.testlab.com
I=|Public key RSA (2048 Bits)
.@Cerﬁﬁca. .. DomainController
.iknhance. .. Client Authentication (1.3.6.1.5.5.7.3.2), Server Authu]w
m >

Other Name:
D5 I::Ill'_'ll]'IEI:rl: Guid=04 10a6 36 1d 3cf43fa8 4783 d7d3d546 20 a3 3f
DMS Mame=DC 1.testlab.com

LDAPS C|HIE 2| X SHA|A

Active Directory At 2| LDAPS Directoryoll M| A 5284 LDAP EE2t X E ALSELICH O LABO]
ME Software LDAP Browser 4.58 AFS&LICH

1. TCP ZE 6360l A = HQloj cist dAE A EhLct.

= Ve Type Size:
£1i Softerra LDAP Browser o Irterat Pubhc Sarcers Mot Expanded Group arkraen
@3 Iemet bl Servers Il J tesdiab lages: [k 1 bestlas com: .08 05 mBes e D mien Sarver ProSie | [ET-]

. =
A0{oF L|Ct & Ho| APRXP(useM 2l yser2)E& DHE 11 Of A}RX}E UserGroup a9 ﬂ*llj-lg o}

N &7 ISEC| LDAP ID A A AFR X} OIS 0fEH AFRE(LICH



Stope Pane » X | Name A Yalue Type
s:if Softerra LDAP Browser Cen UserGroup Entry
+-ay Internet Public Servers I [a ] user2 Entry
=~ testiab (Hcn user] Entry
#-_J] CN=Builtin > [a] DESKTOR-19 Entry
#-[] CN=Computers Cllen ComputerGroup Entry

#-1 OU=Domain Contraliers & distinguishedName OURISE OU,DCutastab,DCmcom Attrbuts

Ll CN=ForeignSeaurityPrindpals = dsCorePropagationData  1/1/1601 Attribute

-l CN=Infrastructure = dSCorePropagatiorData  6/20/2020 2:51:11 AM Attribute

T =] gPLink [LD&R: fjon={2 14538 13-597 1-45E8-8545-FDOCESE29790} ,c...  Attribute

T & instanceType [ Writable ] Attribute

- = name ISE OU Attribute

ﬂ aﬂ'“ =) objectCategory CN=Organizational-Unit, CN=Schema, CN=Configuration,DC=...  Attribute

[ CH=user? = objectClass organizationallinit Attribute

3 CHsUserGroup = objectClass top Attribute

-3 OU=LABISE = ou ISE QU Attribute

- CN=LostAndFound =] wShChanged 607428 Attribute

#- [ cH=Managed Service Accounts & uSHCreated 603085 Attribute

#-_J CN=NTDS Quotas = whenChanged 6/21/2020 2:4%:06 AM Attribute

-3l CN=Program Data = whenCreated 6/20/2020 2:51:11 AM Attribute

-] CN=System = objectGUID {44 45D 1D~ 1 7B 7-480F -ABCE-3ED 2 TFAFEI4} Binary Attribute

ISEE LDAPS Mot £t

1. ME|EE £ Q= QB Mo|A LDAP ME{ £ E CA QIS ME 7t SLct.

il

csce Mantity Sarvices Engina » Conbext Visibility » Opomtions ¥ » Work Conters

= System * ldentity Managament v Natwork Resources r Dvice Porial Managamant  paGird Services ¥ Foad Sarvice v Threat Candnc NAC

Deployment  Licensing  =Cenificates  » Logging  » Maimonance  Upgrade  » Backup & Rostore  » Admin Access ¢ Settings

T e —
[] Friendly Name = Slaug Trusted For Sarial Mumber lstued To Isgusd By
RS ES I Jil ) ||
Irnfrarstnactung
System Cartificates 0 pcica B Enabled Cisco Services. 1829 1C AT O0 13, testabDC1-CA-1 lestiabeDC LA
Trusied Certificales E

2. ISE EIxt QIZME ASBst ISE HEIRF QUB M Y2 X QUB M7 MEE + UsE LEM ME
A0 A=K| FHAFLICH

3. LDAPS MHHE S&st2i™ LDAPS C|RE 2|9 CHE LDAP 82 AFSELICH
Administration(Z 2l) > Identity Management(ID & 2|) > External Identity Sources(2|5 ID £&A) >
LDAP Identity Sources(LDAP ID A 2A) > Add(F£7HZ O|S&LCt.



il antity Services Engine

Home

b System = ientity Managament

¢ ldanlitas Groups  External ldenlity Sourcas

External Identity Sources
- = ow
v [ Cedtificaly Authentication Profil
* [ Active Directory
"—_‘__ testlab
* & LDaAP
--r testiab_jdaps
ODEC
» [ RADIUS Tokon
] REA SecuriD
[ SAML Id Providers
| Social Login

¥ Metwork Resources

v Contexd Visibility » Operations

¢ Device Portal Managament  puGid Services
dentity Souwrce Sequences ¢ Settings

LDAPR identity Souroes List > testiab_ldaps

LDAP Ideg' Source
Connéction

= Adrinigiration

» Faad Sanvica

v Work Cenbars

¥ Thireat Centric NAC

Directory Organization Groups Atributes Achanced Settings
“Name | testiab_ldaps |
Description | |
- Schema | Customn x]
* Subject Objectciass | person |+ Group Objectciass | Group |
* Subject Name Atiibule | sAMAccountame | *Group Map Atiribute [ memberof ]
* Group Name Atiribute | dn | cenificate Atiribute | userCertificate |
() Subjsct Objects Conlan Reference To Groups
() Group Objects Contain Reference To Subjects
Subjects In Groups Are Stored In Member Attribute As | Dist Hame ]
User Info Attributes
First Mame | giverName | Department | department |
Last Name | sn | organizational Unit | compary |
Job Tite | title | Localty || |
Email | mad | Seate or Province | st |
Tolephone | telephoneNumber | Courtry [ ea |
|

Sireet Address | streetAddress

4. (U AP ROl CHE 438 TAELICH

Subject Objectclass: Of
SILIE AL E = UE

=== t Softerra LDAP Browser

=6 testiab

+-|_Jl CN=Buitin

- CN=Computers

-l OU=Domain Controllers

Ilc=
===

L|CH.

A& A'E 2| Object 240 siFELICH CHE Ul 7kK| 24

Filter Valee
MHame “  Value
= objectClass user
:I nbjectc:lass organizationalPerson

Type
Attribute
Attribute

-l CN=ForeignSecurityPrincipals = objectClass top Attribute
#-_J CN=Infrastructure
-l OU=ISE Group
=3 ou=Ise ou
Ol []Cl‘u-Cm:mtmGrnm
T4 Ol Ed: 0l 2= 2o MEXt 0|2 Z& st §42| o|FLICt o] §E2 ISE7H
LDAP ClIO|E{H[0[£ 0] 578 AHER} O|§ & Z2[E [ LDAPSOAM A E LT cn,



sAMAccountName S2 AFEE = USB). O] AlLt2|20M = A EEZQIE Q| user1 ALKt O|F 0| At
EFELct
‘;["_‘I:“! pane w X r_I-l: IJG!":I: L[Stfl
o Softerra LDAP Browser
..-:. J puirir N;m i Vahoe Type
+- 7 CN=Builtin S user1 Attribute
5[l ON=Cornputers =] displayMame userl Attribute
+-[J] OU=Domain Controllers =) distinguishedhame Chi=user 1,0U=15E OU,DC=tesdab,DC=com Attribute
+ [ 1 CN=ForeignsecurityPrincipals = giveniame user1 Attribute
¥l CN=Infrastructure =l nams yser] Attribute
-l OU=ISE Group B s AMAccountiame userl Attribute
=l OU=ISE QU — User X=] Attribute
#-_ll CN=ComputerGroup =] userCertificate userl Binary Attribute
4 CN=DESKTOP-19
H CH=uzer
#- [ CN=UserGroup

Group Name Attribute(1& O|& EM): 2 & Oln% Bt EMQLICH LDAP CIEEEo] O & 0]
& & 42 User groups(AtE At 15) HO|X|2| LDAP Z1& O|&1 Y &|sHok gfL|Ct

Scope Pane L Mame A Value Type
= an UserGroup Attribute
= testa
#-__Jl CN=Builtin =] d5CorePropagationData 111801 Attribute
+-[_J] CN=Computers (=) groupType [ GlobalScope, Security | Attribute
#- (1] OU=Domain Controllers =) instanceType [ Writable ] Attribute
-] CN=ForesgnSecurityPrincipals (=) member CN=user1,0U=ISE OU,DC =testlab,DC=com Attribute
- CN=Infrastructure =) member CN=user2,0U=ISE OU,DC =testiab,DC=com Atwibute
-l OU=ISE Group =) name UserGroup Attribute
=l ou=ISEQU =) objectCategory Ch=Group, CN=Schema, Ch=Configuration,DC =testiab,DC =com Attribute
+-_J] ON=ComputerGroup = .
4[] CN=DESKTOP-19 et el M
e =) objectClass top Attribute
b T =) sAMAccountiame UserGroup Attribute
CN=LiserGroup (=) sAMAccountType < samGroupObject > Attribute

Group Objectclass: 0| g2 AAMUM IES R QA L= M E XI™Hste= ol AFSE LT

50l CN=ComputerGroup =] objectsid S-1-5-21- 2960289039 -%0060960 5034 766 26 26- 1 156 Binary Attribute
5 (3] CN=DESKTOR-19 (= abjectGUID {3995 7F50-898E-4485-9CC5-B28C0B0EB234) Binary Attribute
-l Ch=user2 (=] objectClass group Attribute
=5 (=] shjectCategory CH=Graup, ON=5chema, CN=Configuration, DC =tes tlab, DC =com Attribute
J8 M Ed: 0| EHE2 AEX7F 280 i EE|l= S E HolghLct.
i s Ot v = = T
D B et |Dmemberof ________ O=UserGroup OU=ISEQUDC=testlb,OC=com _____________Atwbute |
-] CN=Computers
- OU=Domain Controllers
#-_J CN=ForeignSecurityPrincipals
#- [ EN=Infrastructure
-l OU=I5E Group
= OUs=ISE OU
#-_Jl CH=ComputerGroup
#- [l CH=DESKTOP-19
I_ﬂ CH=userl
Certificate Attribute(lE M §4): QB M HolE Z&ste E42 U=ELICt ole{8t MHol= MY
Mo 207} M oI5 T2 ol Yn e MolE uf MAlse AIBME UBsH ol A8
Q ID &AM HAE QIS A Ztof o7l H|

g =+ U&ELICH o|2{E B¢ Zeto|UE



45

LDAP [dentity Sources Lis! » testiab_ldaps

LDAP Identity Source

General Groups Artributes

* HestnameP | dcltestlab.com | @

*Port [ 636

[[] Specity server for each ISE node

Access () Anonymous Access

®) Authenticated Actess

Admin DN ‘| CM=poongarg, CN=Lsers, DC=test]

PEW’d ‘l LT TR

[] Enable Secure Authentication
[/] Enable Server ldentity Check

Secure Authentication

LDAP Server Root CA [pe1-ca ~] G

Issuer GA of ISE Certificates  [pCi-ca

Advanced Settings

Secondary Server

[[] Enable Secondary Sarver

HostnamerP

389

Accass

Adrmin DM

Password

Secure Authentication

LDAP Server Rioot CA

Issuer CA of ISE Centificales

= Anonymous Access

Authenticated Access

Enable Secure Authentication
Enable Server ldantity Check

DST Root CA X3 Certificate At ™

-

Select if required (optional)

[]

* Sarver Timeout | 10 J i

* M, Admin Connections | 20 |

[ Force reconnect every i Minutas

Test Bind to Server

Failover Always Access Primary Sarver First

* Failback To Primary Sarver After 5 Minutes

Sanvar Timaoul 10

Max. Admin Connactions 20

Foro reconnect every

i Minubes

Test Bind to Sarver

6. TH Q! ZHEE {0 A dsqueryE A& 504 LDAP A{H{0f o

7tR&ELCt.

PS C:\Users\Administrator> dsquery user -name poonarg
"CN=poonarg,CN=Users,DC=testlab,DC=com"

AE 0]
FLICEH

aju
mjo

CC =
—_

1EtH|. ZLDAP MHHe| Z2HIE IP =4
2| DN2 H2|5t0{ SSLE Sl LDAP01| oid

oI- +0|-

ZAste ol AL E A8 XL O|F DN2
MXstT, LDAPS ZE(TCP 636) &

it




2CHA| Hot 215 2l M ID

X|El Q15 7|#E ALE

= 74 AH
[ = ey

£ MENSHL|CHS U8t LDAP Aol A

4Tt Test Bind to serverg ME4EILICEH O A|ZH01 A
er&Lc

1 =AML 2&E AME[X]
KLt old =

7. Directory Organization(C|HEE| =% )
7|8hE F4-ELICH ISE7L LDAPO =
LIct o] AlLtE[2oME

=0F Z4AHE & ola
[ e B I — ] AAEH

Groups

7|gro] ot = - EE|X| SE Rk

t2Hol M Subject/Group Search Base(F
P22l
M A

af
=& 2 OE0| 25 OU=ISE OUd

3EA. EECH2 MlwolA LDAP Server Root CA 215 M 2! ISE admin certificate Isser CA @15 A
25101 ISE &2| QIZME LEEh.

oI-OI-7| [[H_E_o.”

/1= 74
= |3
2l x|l stel & —’F—il L
glL{CH

Attributes Advanced Settings

LDAP ldentity Sources List > testlab_ldaps

LDAP Identity Source
General Connection

Maming Contexts... |i

7

MNaming Contexts...

Subject Search Base | OU=ISE OU,DC=testiab,DC=com |
| OU=ISE OU,DC=testiab,DC=com |

* Group Search Base

T |

=== = O

Search for MAC Address in Format
\

] Sirip start of subject name up to the last occurrence of the separator

[] strip end of subject name from the first occurrence of the separator

2l5l04 ISEQ| LDAPOIAM IEE 7}

T A2 CHE Groups(Z2E)MIM Add(F7HE 2

8. O| o|O|X|of &
QI I8 HMELICH

Attributes

LDAP Identity Sources List > testab_ldaps

LDAP Identity Source
General Connection

Edit =RAdd + 3¢ Delete Group

[[] Name
(] cN UserGroup,OU=ISE OU,DC=testlab, DC=com

Directory Organization

AR&LICE.

AgrLICH Windows PC7} switchport Gig2/0/4701 12|



aaa new-model

radius server ISE

address ipv4 x.x.x.x auth-port 1812 acct-port 1813
key XXXXXX

aaa group server radius ISE_SERVERS

server name ISE

aaa server radius dynamic-author
client x.x.x.x server-key XXXXXX

!

aaa authentication dotlx default group ISE_SERVERS local
aaa authorization network default group ISE_SERVERS

aaa accounting dotlx default start-stop group ISE_SERVERS
!

dotlx system-auth-control

ip device tracking
!
radius-server attribute 6 on-for-login-auth

radius-server attribute 8 include-in-access-req
|

interface GigabitEthernet2/0/47
switchport access vlan xx
switchport mode access
authentication port-control auto
dotlx pae authenticator

A=xZQIE T

Windows H|O|E|E M Z2| 71 E7} AF2 Z|11 LDAP X EAP Z2EZ 5

Xt 215 & HEF F04E QI8 EAP-TLS.

1. PCOY| ARt 215 M(user1&)7F ZE2H[XM'JElo{ {11 EE20|YME ¢lEFe |
X, AE[E = A RE 2B 7ol dZAt 2B M & Qlo| PCo| AU=X]

StLt7b ALE ELICH At

APREI_TL UE



g File Action View Favont

o nm §FLIXD HEm

Ticate IMTemnt

es  Window Help

| Console Root
w ¥ Certificates - Current
v [ 7] Personal
. Certificates
| Trusted Root Cert
| Enterprise Trust
| Intermediate Cert
_| Active Directory L
| Trusted Publisher:
5 |1 Untrusted Certific
» || Third-Party Root «
s [ Trusted People
» ] Client Authentica
s 7] Local NonRemow:
» ] Certificate Enrolln
» [ Senart Card Truste

WoW W W

-

€ >

lssued Te Issued By Expiration Date  Intended Purposes Friendly Mame Status  Certificate Template
Huserl testlab-DC1-CA-1 672042021 Client Authentication...] <Mone> User-Test
r | Certificate >
General Detsis Certification Path
| H Certificate Information
This certificate is intended for the following purpose(s):
» Proves your identity to a remote computer
* Allovwrs data on disk to be enarypled
Issued to: wuserl
Issued by: testiab-DC1-CA-1
valid from 6/20/2020 to &/20/2021
”? ‘fou have a private key that corresponds to this certificate,
Issuer Statement
< | >
[ o< |

Personal store contains 1 certificate.

2. Dot1x Q!5 2 &5} 5t 1 Microsoft:Smart Card &= EAP-TLS 2152 Q|8+ 7|E} QIZBME Q1B
=]




E pciPassthrul Properties *

Metworking  Authenbcation  Sharing

Sedact thes opton (o provide authenticated network access for
this Ethemet adapter,

L] Enable |EEE 802.1X authentication

Choose a network authentication method:

Microsoft: Smant Card or cther cedficate  ~ | | Settings

[ Remember my credentials for this connection each
lime: I'm kgged on

] Falback to unauthorized network access

| ok | Cancel

HEE Z=|stH Fo| GEILICH o] o|O|x|ol ZEAIE CHZ Q1&E HEE X[Hst ALS At 2



W pciPassthrul Properties Advanced settings

Metworking Authentication Sha 802, 1X settings

[] Specify authentication mode
Select this oplion to provide au
this Ethemet adapter. User authentication w Save cedentials
[+] Enable IEEE 802.1X authen Delete credentials for all users

Cho netwark authenticati
bl ' [ Eviadble ainghe sige o for-thiss network

Microsoft: Smart Card or other

Perform immediately before user logon

Perform immediately after user logon
[] Remember my credentials fi jalay (ssronde): 10
time I'm logged on =
Allow adaitional dialogs to be displayed during single
[+] Fallback to unauthorized ne SN on

This network uses separate virtual LAMNs for machine
and user authentication

Additional Settings... | "

ISEO| A A M 3

EAP-TLS Z2EZ0| AIS 22 YA T2 F -7 o 2IEAM 215 Z2ndE F-slok
H ID &4 A[BATELESO 2 % HAoil M AtEELICH



Identity Sarvices Engine Homa + Conbeud Visibiity + OperaSans + Palicy + Week Confors

¥ System - ldentty Managemant ¥ Nebwiork Resouncss ¢ Device Porial Management  pecGrd Sefvices ¥ Feed Sefvica ¥ Thireal Cenlrie MAC
v Mentiies  Growps  External ldentily Sources ldenlity Source Sequentes ¢ Sellings
—————————————

External Identity Sources Cenificale Authentication Profiles List > LDAPS_osrt
= - Certificate Authentication Profile
L : Cerificale Authentiaiion Profile
= I e Douchory *Name | LDAPS cert |
<j testiab )
v B LOAP Boscription | EAP-TLS cartficate based authentication with LDAPS
[ ooBc &

v [ RADIUS Token
:REAS&CIIIE
5] SAML 1 Providers Igentity Siore | testisb_idsps ]
:_'Sb;lullnw

Use idantity From (2} Certificate Atiibute | ybiect - Common Name =]

Any Subject or Altemative: Name Attribuses in the Certificase (for Active Directory Only)

Maich Client Certibcale Against
Cectificase In ldentty Siore Mover

Oinily 10 resobve identity ambiguity

(=) Abways perform binany comparison

ID &4 A[BHAQ|QIBEM QE Z2MAUS 5D Q15 HM S50 LDAPS /2 ID AAE H



¢ Policy - Adrministration » Work Centars
¢ Threat Centric NAC

il dentity Services Engine Home  » ContextVisibiity  + Operations

(4114 ]

b System = ldenlity Management | » Metwork Resources  » Device Portal Management  puGrid Services  » Feed Service

» Identities  Groups  External ldentity Scurces  Identity Source Sequences  » Sellings

Identity Source Sequence
« Identity Source Sequence

*Mame | LDAPS|

Description

+ Certificate Based Authentication

Select Certificate Authentication Profile |LDAPS_cert 4 I

+ Authentication Search List
A set of identity sources that will be accessed in seguence until first authentication succeeds

Avallable Selected

—
Internal Endpaints \ tesilab_|daps

Internal L'sers
Guest Users
testlab

All_AD Join_Points
rad

o

<

v Advanced Search List Settings
If a selected identity slore cannol be accessed for authentication

() Do not access olher slofes in the sequence and $&1 the “AulhenticationStatus™ atiribute to “ProcessErrar

(®) Treat as if the user was not found and proceed to the next store in the sequence

Save Resat

O|A| R4 Dot1x @1& 0l CHEr 2 Elgf S F&efLCh.

Liconsa Warming &

ek Identity Services Engine Homa » Contaxt Visiblity
Policy Sets  Profiing  Postrs  Client Provisioning  » Policy Elemsents
Paolicy Sets - Wired Dot1x Reset Policyset Hitcounts
Status  Policy Sot Name Description Conditions Allowed Protocols | Server Sequence Hits
@ weod Dotix B wired_sozax Detaull Network Aocess x v & 453
~ Authentication Policy (2)
+ Status  Rule Name Conditions: Use Hits Actions
LDAPS v
@ pan C  Metwork Access NetworkDevicahlame EQUALS LAB-Switth 223 4
» Options
LDAPS ¥
& Detautt [ £
» Options




& Autherization Policy (2]

Rasulls
J Status  Rule Name Conditions Profiles Security Groups Hits ACHons
Uisers in LDAP Store F testiab_kaps-ExtemalGroups EQUALS Ch=UserGroup, OUSISE OU DC=tastiab DC=o0m PermitAccess + ] 7 Q
i ariyAzcass + v % " o
Ol ZAx|a oM & LDAPS ID AA0| CHEH EAP-TLS Z2EES AI835l0{ A= ZQEE Q5%

= A& LI




i pciPassthru0 Status

General
Connection -
IPv4 Connectivity: Internet
IPv6 Connectivity: No network access
Media State: Enabled
Duration: 00:01:21
Speed: 1.0 Gbps
Details. ..
Activity
Sent —— L‘J.! ——  Received
Bytes: 3,003 | 676
& Properties ®Dissble  Diagnose
Close

CHe S EHoIBLIC

1. PCO| AZAE A% ZEO|AM Q1B MME &lsL|Ct.



LWl#Esh auth sess
rnetd/@/47
decd

B.165
Authorized
DATA

single-host

ion timeout:
Restart timeout:

Periodic Accet

I8C66EG12

Current Policy:

Local Policies:
¢ Template: DEFAULT_LINKSEC_POLICY_SHOULD_SECURE (priority 15@)

Server Policies:
Method
State

Authe Success




3. AL8Xt QIZ B ME &olghLct.
S Aofrosh @ ReosotRepoat Counts 2 Export To= ¥Emars G-
Tirng Status Dtails Identity Endpoint 1D Aujth Po... Palicy Authorization Profi...  MNetwork De...  Device Port Authentication Pro,
= j identity Endpoint ID Authentication Policy Authorizration Polcy Authortzation Profiles MNebtwork Devicd Denviice Prort Austhy cation Protooc
Jun 24, 2020 04:45:21.727 AM o useri B4DED1 2B DECEH Wined Dotix >> Dotix  Wired Dotix »» Users in LDWP Siore  Permithccess GigabliEthemet2iM7  EAP.TLS
Jun 24, 2020 044520671 AM -] usert BASEZEDECH Wined Dotfx >> Dotlx  Wired Dotlx == Users in LDAP Store  PermitAccess LAB-Swich GigabliEIheme2MT  EAP-TLS
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Overview
Event 5200 Authentication succeeded
Username useri
Endpoint Id B4:96:91:26:DE:C0 &
Endpoint Profile Unknown
Authentication Policy Wired Dot1x >> Dot1x
Authorization Policy Wired Dot1x >> Users in LDAP Store
Authorization Result PermitAccess




Authentication Details

Source Timestamp

Received Timestamp

2020-06-24 04:40:52.124

2020-06-24 04:40:52.124

Policy Server ISE26-1

Event 8200 Authentication succeeded
Username useri

Endpoint Id B4:96:91:26:DE:CO

Calling Station Id

B4-96-91-26-DE-CO

Endpoint Profile Lnknown

IPv4 Address 10.106.38.165

Authentication |dentity Store testlab |daps

Identity Group Unknown

Audit Session Id OABAZ26390000130C98CEBDEE
Authentication Method dotix

Authentication Protocol EAP-TLS

Service Type Framed

Network Device LAB-Switch




15041
15048
22072
22070
15013
24031
24016
24023
24004
22054
22037
12306

Evaluating ldentity Policy

CQueried PIP - Network Access.NetworkDeviceName
Selected identity source sequence - LDAPS

l[dentity name is taken from certificate attribute

Selected Identity Source - testlab_|daps

Sending request to primary LDAP server - testlab_ldaps

Loocking up user in LDAP Server - testlab_ldaps

User's groups are retrieved - testlab_ldaps

User search finished successfully - testlab_ldaps

Binary comparison of certificates succeeded

Authentication Passed

EAP-TLS authentication succeeded

15036

Evaluating Authorization Policy

24209

24211

Looking up Endpaoint in Internal Endpoints IDStore - user
Found Endpoint in Internal Endpoints 1D5tore

15048

Queried PIP - testlab_ldaps.ExternalGroups

15016
22081
22080
11503
11002

Selected Authorization Profile - PermitAccess
Max sessions policy passed

MNew accounting session created in Session cache
Prepared EAP-Success

Returned RADIUS Access-Accept




5. ISE0| M LDAPS MHZ &st= I HAE s stod ISEQ LDAPS A ZHol HIO|E{7t &f Z 5t
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Drestinaticn Pratacal

1 21
18.197.164. 22

10.157.164.21 TP

n 2H!H6 24 18: G 21 206951 18.197.164.22 198.157.164.21 Tisv1.2 T B8cdca2di3Eica Client Hello

4 2029-06-24 10:49:24.218413 18.197.164.21 10.157.164.32 TLSv1.2 2836 BR:59:56:08: 3 Server Hello, CertificatelPacket size Limited during capture]

25 2029-86-24 10:48:24. 210508 18.197.164.22 10.157.164.21 TR 66 BR:Bc129:98:c 28057 - 636 [ACK] Seqeldl Acks1971 Wine33152 Lens TSvals148972877 TSecr=30158962

36 2020-86-24 10:48:24.215211 18.197.164.22 18.157.164.21 TLSv1.2 TED BO:Bci29:98:ca Certificate, Client Key Exchange, Change Cipher Spec, Encrypted Handshake Message
! 7 2020-96-14 10:40:24, 218678 18,197, 164,21 10.197.164,32 TLSv1.2 173 B@:59:56:08: 3¢ Change Cipher Spec, Emcrypted Hamdshake Message
I B DER-RE-14 1004 BriCibl i [ A LS T ] 18.457.164.31 b BT 199 Bl 2h:3ica T fa

N OJ000-96-24 10:48: 24, 270384 18.157.164. 21 18.957.164. 22 TLSv1.2 167 B8:59:56:28: 3 Kpplication Tata

3 2020-96-24 10:40:24,231712 18.197.164.22 18.197.164.21 TLSv1.2 179 BE:Rci20:98:ca Application Datay

31 2020-06-24 10:40:24,233869 10.197.164.21 10.197.164.32 TLsvl.2 1579 B@:50:56:8: 3 Application DatalPacket size Limited during capturel

32 2039-96-24 10:48:24.233358 18.197.164.22 18.357.164.21 TCP 66 BBrdc12d:58ca 28957 - B36 [ACK] Seqefl Ack=3392 Win=26B64 Len=@ Tival=148372385 Tiecr=30158965

33 2020-96-24 10:40:24.251944 18.197.164.22 18.157.164.21 TLSv1.2 63 BO:Re:20:98:ch Applicatisn Dats

34 2020-96-24 10:40:24,253658 10.197.164.21 10.197.164,22 TLSv1.2 95 B@:59:56:a@:3e Applicatisn Data

35 2028-86-24 10:48:324.293332 18.197.164.22 18.157.164.21 TR 56 B:@c:29:98:ca 28057 = 36 [ACK] SeqeB79 Acks=4221 Wine39680 Lens@ TSvals148972960 TSecr=30158967

B NIHﬁ lnl 1ﬂ a8:57. !-16353 10 197 164, 21 18, IQJ' 1ﬁll 21 TL5v1.2 151 08:8c:29:98:ca Application Data

Frase 28: 199 wm on wire ::s-az bits), 199 wm captured 115‘:2 um?

Ethernet II, Sre: Veware al:3e:7f (00:50:56:a8:3e:7f), Dit: Veware 08:c2:28 (99:0::29:08:3:20)

Internet Protodsl ver;ion 4, Srer 19.197.164.22, Dst: 10.197.164. 21

Transaission Control Protocel, Src Port: 28657, Dst Port: 636, Seq: 336, Ack: 2078, Len: 133
Snur(: Port: 28857

FRER]

[5treas 4
[TCP Segment Len: 133]

Sequence nusber: 336 irelative sequence nusber)

[Hext sequence nesber: 469 irelative sequende nusber]]
Acknowledgment number: ere {relative ack number)
1000 .... = Headsr Length: 32 bytes (8)

\d

Flags: 02818 (PSH, ACK)
Window size value: 259
[Caleulated window size: 33152)
[Wirdew size sealing factor: 128)
Checksus: @xSedl [unveritied)
[Checksum Status: Unverified)
Urgent pointer: §
Optiens: (12 bytes), He-Operation INOR), No-Operation (NOP), Timestasps
b [SEQSACK amalysis]
b [Tisestasps)
TCP payload 1133 Bytes)
Secure Gockets Layer
v TLSw1.2 Record Layer: Application Dats Protacol: ldag
Content Type: Applicaticn Data (23)
Version: TLS 1.2 (8xA303) pr—
Foréion: L Encrypted Data
Encrypted Application Data: 17341b802128@8a13cc]7815e54447bb%a cBafSaBBladebBd. . .

v

X &

Mol e o] Aol MoM &dlsteE F 7HK] Lt 272 T 52 ol chsi A4
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Authentication method is not supported by any applicable identity store

Ol 27F HIAIX|= MEEH 0| LDAPOIA X EIX| et S S LIEHHLICH ST 2T A9 Q5 &
ZEE0| X|Hx|lE WY(EAP-GTC, EAP-TLS E & PEAP-TLS) & &tLIE EAISHEX| &olgtL|ch.

« Mol Ciet BIAE HIQIE0| 2 7ot &7 SZ2EURELICH

7t% 2dHtxdo 2 0= LDAPS A'IH-I CIEM &M AAF AlI{ HEYULICH O|2{8t K| EXME 5
A5tz ISEOIA TZ! xS s&istn ClHZ Bl Al 7HR] HEFY L prrt-jni A4 242 2

=
= #Mslstn, XM E CHA| e E C}Z prrt-server.log Tt U2 = QI8 LICH.

HZ! A7t AR E AS Mol CHsll EFst T LE MH7F CHES EAIRLICH

04:10:20,197,ERROR,0x7f9c5b6f1700, LdapSs1ConnectionContext: :checkCryptoResult(id = 1289): error message
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A 9| AF& R0l CHEt Subject Name Attribute

oF Ux|SHX| et&LICEH O AlLtE
0| MHE 0] EA9| 70| sAMAccountNameL 2 MAME|I&LICH & ISE7} LDAP AF2 X7 Y %|6t
= S=8 3top{n & [ LDAP AFE XS] sAMAccountName Zf2 EQIgfL|ct.
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el "HE

» https://www.cisco.com/c/en/us/support/docs/security/identity-services-engine/119149-
configure-ise-00.html#anc9

» https://www.cisco.com/c/en/us/support/docs/security/identity-services-engine/214975-
configure-eap-tls-authentication-with-is.html



https://www.cisco.com/c/ko_kr/support/docs/security/identity-services-engine/119149-configure-ise-00.html#anc9
https://www.cisco.com/c/ko_kr/support/docs/security/identity-services-engine/119149-configure-ise-00.html#anc9
https://www.cisco.com/c/ko_kr/support/docs/security/identity-services-engine/214975-configure-eap-tls-authentication-with-is.html
https://www.cisco.com/c/ko_kr/support/docs/security/identity-services-engine/214975-configure-eap-tls-authentication-with-is.html
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