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CAEE = UEQBM ME QIS M: Ol O St 82 ISEM M3 E QIBEAME HBst=d
A& E|l= CA(Certificate Authority) 21& MULICE QIS M XME A Q| O|gqEt QB M= 17
2l =0 22| E|T E4&F E Cisco ISE #52| 2E CHE =0l S Eulch 2S5 M XFoi
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name(XE 1§ Ef O|8) EECIR HFE ArSstH M Ef2E M5t 7|&E EfOE =
g = A&l

- EAP: 802.1x 2152 2IcH 2EI0IUEN MBSz LBEME XIHst= A ULICH QIBME
EAP-TLS, PEAP, EAP-FAST § 7H5 8t 70| ZE EAP ¥#1} &7 AL ElLiCh PEAP &
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- PxGrid: O] @1& M&= ISEL| PxGrid MH[A0]| AFHEElLICE.

ISEE M X|SIH Default Self-Signed Server Certificate. O|= 7|28 Z EAP 215, #2|, =& L RADIUS
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b Cartifieate Autharity
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ME Zd&st= ol o248t Q1B ME AtEst=X| 2FQlgrLCt
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= Certificate Management Trusted Certificates
System Certficates J Ede ouivpont | @oExport | M Deete O view Show [ Al |3
Trusted Cenficates [ Friendly Mame - LS Trusted For Serial Number Issued By Wakd From Expration Date
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& 11: EAP(Extensible Authentication Protocol)0fl AF& El= @15 M7t BHE XM Zet0|HET}
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A|'| X|-7_G|| A‘l EcI;' ? |§A‘|% éljé;'a' E:i I|:|_=| Administration > System > Certificates > System Certificates. EP%% =) E—'!E." L|
C}. Generate Self Signed Certificate.

y SEIVICE = Home » Context Visibility » Operations » Policy ~ Administration » Work Centers

v System » Identity Management » Network Resources » Device Portal Management  pxGnd Services » Feed Service » Threat Centric N2

Deployment  Licensing = Certificates  » Logging  » Maintenance  Upgrade  » Backup & Restore  » Admin Access  » Settings

<]
~ Certificate Management System Certificates /i For disaster recovery it is recommended to export certificate and private key pairs
System Certificates <P Generate Self Signed Certificate | |<= Import & Export | | X Delete || SO Vie
Trusted Certificates Friendly Name Used By Portal group tag Issued To
OCSP Client Profile ¥ honghongise
QU=Certificate Services Syste
Certificate Signing Requests m Certificate, CN=hongkongise.ri
[] verdale locaCertificate Service  pxGrid hongkongi:
Certificate Periodic Check Settings s Endpoint Sub CA - hongkongis
aHNONN?
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- OU(Z= & EH2f): =& Et2| 0|&(0dl: Engineering).

. Organization (O)(Z %}(0)): Cisco2t Z2 == 0| L]C}.

- T/ AI(L): (204 AR o+ &) F/Z2/ Al O|&(0d: San Jose).

- F(ST): (o] Ak ¢t &) = O|F(0dl: California).

. 37HC): 37+ O|& 5 2AtE E I1ISO 371 L =7+ ELICH o|§ E™ 0|3 LCt.

- SAN: 15 Mt A El IP =4, DNS 0|& EE &= URI(Uniform Resource Identifier) &I LIC}.

- Key Type(Z| R8): 371 7|1 Bt=E= O A S g1 2|52 XIHELICHRSA EE= ECDSA).

- Key Length(Z| Z0l): 374 72| HIE 3 7|8 XI'FgfLICt. o|2{8 S M2 RSA: 512 1024 2048
409601 AH8E 4= /S ECDSA: 256 38401 At& & = Ql&LLH.
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» Work Centers

- System

Deployment  Licensing

» Identity Management

» Cerificates

» Metwork Resources  » Device Portal Management

¥ Logging  » Maintenance  Upgrade

~ Certificate Management

System Certificates

Generate Self Signed Certificate

» Operations » Policy

» Backup & Restore

* Select Node lhongkong'se

» Feed Service

b Admin Access

» Threat Centric NAC

b Settings

Trusted Certificates

QOCSP Client Profile Subject

Certificate Signing Requests

Common Name (CN) _ | i

Organizational Unit (OU) |Securi:y | i

Certificate Periodic Check Settings

» Certificate Authority

Organization (O) |IT | i

City (L) |Kokata |
State (ST) | West Bengal ]

Country (C) |IN

Subject Alternative Name (SAN) | | IP Address ~| [ 10.127.196.248

*Key type i
R —
* Digest to Sign With |SHA-256 ¥

Certificate Policies |




"tsea’ Identity Services Engine Home  » ContextVisibiity  » Operations  » Policy [EdtunCC Il * Work Centers

v Systern |k Identity Management  » Network Resources  » Device Portal Management  pxGrid Services  » Feed Service  » Threat Centric NAC

Deployment  Licensing - Cerificates » Lagging » Maintenance  Upgrade » Backup & Restore  » Admin Access  » Settings

- Certificate Management

Subject Alternative Name (SAN) - | IP Address 'I | 10.127.196.248

System Certificates

Trusted Certificates * Key type :

OCSP Client Profile
* Key Length | 2048 v

Certificate Signing Requests
Certificate Periodic Check Settings * Digest to Sign With [SHA-256 v

» Certificate Authority

Certificate Policies I

* Expiration TTL I 10 | ars ¥

Friendly Name | i

Allow Wildcard Certificates [ '

Usage

¥ Admin

] EAP Authentication
] RADIUS DTLS:

1 pxGrid:

O samL

] Portal:

oo T
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o
o
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o

31: RSA 2! ECDSA 271 7| Ot ~Zof CHa MZ CIE 7| ZOoIE 7IE = U&
LICH 28 CA AHE QIS MHE UL FIPS 8 MAM 22| A|IARISE Cisco ISEE 7 &5}
= 42 20482 ME4SEHL|CE
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A MHE 21EM A

EXStE A ME QIS AHE 2248 Administration > System > Certificates > System Certificates ISE 2204 QU
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1. I1SE = E0{ 2125t Administration > System > Certificate > Certificate Management > Trusted Certificates = =
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Deployment  Licensing - Cerificates  » Logging  » Maintenance  Upgrade  » Backup & Restore  » Admin Access b Settings

(<]
+ Certificate Management Import a new Certificate into the Certificate Store
* Certificate File | Browse... | CA certificate.cer
Systermn Certificates
Trusted Certificates Friendly Name | Company CA certificate i
OCSP Client Profile Trusted For:
Certificate Signing Requests
sk Trust for authentication within I1SE

Certificate Periodic Check Settings
[ Trust for chent authentication and Syslog

» Certificate Authority
[CJ Trust for authentication of Cisco Services

[1 valdate Certificate Extensions

Description |

CA AE eIz M|

E 3 57t CAQUBM7L MEIE = U= B M ME L0 F7HE|H CSR(Certificate Signing
Request)O| & & E|1 CSRE 7 |“J9§ MYE QIS M7t ISE =0 HIRIEE & l&Lch

—

1. O|= /| 5l2d™ CHE 22 O|SELIC. Administration > System > Certificates > Certificate Signing Requests = =

5104 Generate Certificate Signing Requests (CSR) CSRS A gFL|CH

CEO2 HiwolM ArSE Jg S MEigfL/CH
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2. EAEl= HO|X|2| AL Al4do]

QIZ {7t 042 Aol B E= HS Multi-UseE MEUBHLICH QIBM7E MAEIH TR Ze AF
H

| oT
g #HZEE £ UALICH iR E 0| AL B ME Used For(8 £) EECH0IM Multi-use(CHS A
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= System b |dentity Management  » Network Resources  » Device Portal Management  pxGrid Services  » Feed Service  » Threat Centric NAC

Deployment  Licensing  w Certficales  » Logging  » Maintenance  Upgrade  » Backup & Restore  » Admin Access  » Seftings
S
(<]

= Certificate Management Certificate Signing Request

Certificate types will require different extended key usages. The list below outlines which extended key usages are required for each certificate type:

System Certicates ISE Identity Certificates:

U SR » Multi-Use (Admin, EAP, Portal, pxGnd) - Client and Server Authentication

OCSP Client Profile * Admin - Server Authentication
+ EAP Authentication - Server Authentication

Certificate Signing Requests « DTLS Authentication - Server Authentication

Certificate Periodic Check Settings + Portal - Server Authentication
* pxGnd - Client and Server Authentication
+ Certificate Authority & SAML - SAML Signing Centific ate

= |SE Messaging Service - This is not a signing request, but an ability to generate a brand new Messaging certificate
ISE Certificate Authority Certificates:

= |SE Root CA - This is not a signing request, but an ability to generate a brand new Root CA certificate for the ISE CA functionality.

= ISE Intermediate GA - This is an Intermediate CA Signing Request

+ Renew ISE OCSP Responder Certificates - This is not a signing request, but an ability to renew the OCSP responder certificate that is signed by the
ISE Root CAISE Intermediate CA.

Usage

Certificate(s) wil be used for [Mukilse: ], A, You can use a single certificate for mulipke services, but
doing so is not a recommended practice. Rather, you
should obtain individual certificates spedfically for each
service (for example, one certificate each for Guest
Portals, EAP, and pxGrid).

Alow Widcard Certificates [

Nede(s)
Generate CSR's for these Nodes

Node CSR Friendly Name
[} hangkongise hongkongisesMulti-Use
Usage
Certificate(s) wil be used for |Mul:i—Use - | ), You can use a single certificate for muliple services, but
Muki-Use doing so is not a recommended practice. Rather, you
Admi should obtain individual certificates spedifically for each
min o service (for example, one certificate each for Guest
EAP Authentication Portals, EAP, and pxGrid).
Alow Wildcard Certificates RADIUS DTLS
Portal
pxGrid
Node(s)

ISE Messaging Service
Generate CSR's for these Node SAML

ISE Root CA
Node ISE Intermediate CA s
'Renew ISE OCSP Responder Certificates
[ hongkongise hongkongise#Multi-Use
FEREE DR B, 2E, AL L, Z7hHol| Ciet LIS HIZ e 2 A HEE =g LIc
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L]
[¥] hongkongise hongkongise#Multi-Use
~ Certificate Management g Emarg
System Certificates .
Subject
Trusted Certificates

Common Name (CN) | SFQDN$ ;

OCSP Client Profile

Certificate Signing Request
bbbl Ul b i Organizational Unit (OU) | Security i

Certificate Periodic Check Settings

» Certificate Authority Organization (0) [T j

City (L) | Kokata

State (ST) | West Bengal

Country (C) | IN

Subject Aternative Name (SAN) ' [[IP Address -] [10.127.196.248
* Key type i
* Key Length
= Digest to Sign With

Certificate Policies |

[CELEElC | Cancel |

Country (C)

Subject Alternative Name (SAN) : | | '| | i
DNS Name

|: IP Address
Uniform Resource Identifier

Directory Name
* Key Length {2048 - |

* Key type

T Micact ba Oae LARL ICIJ!\ el - I

OI)I

B2 HdE Base64 Q1AL CIEM E QES CIRECEFLICE Ol PEM IHY2 HEE 2|5
CAR ™&E|0{0F 5tH, O 22 MEE 215 M CER I} 2l(Base64 A E)2 € 2

1. CN ZE= ol2fof| M ISE= == FQDNE A5 2 2 A SL|ct.

#1:I1SE 1.3 & 1.40{ M= pxGrid& AF8 324 XMo{x 5 7He| CSRE Y Zatof
StLt= pxGrid M&0|1, CHE StLte LIHX| AMH[A0| AFSEILICEH 2.0 |o A
T E Zd0| stLte| cSRof| g |0 I&LIC.
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715 7t Subject CN ZE=0{ glo{of &Lt M E2[ 74 EOAM AME IDE 3*0_
O = SSL HEMO]F = CN E=of '*'7+ AfE B2 A & = U&LICH EHt

o %':.LIEP % CA(Certlﬂcate Authorltles) CSRO|| gie ERM T oI"HOI CNoj| ot =

0
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https://youtu.be/nBKzsGAXFyE?t=221

‘e Identity Services Engine Home ! 0 - Administration

= System | » Identity Management  » Network Resources  » Device Portal Management  pxGrid Services  » Feed Service  » Threat Centric NAC

Deployment  Licensing  ~ Certificates  » Logging  » Maintenance  Upgrade b Backup & Restore b Admin Access b Settings

<]
~ Certificate Management Bind CA Signed Certificate
SysiemCelthcaies * Certificate File | Browse... | certmew(1).cer
Trusted Certificates
OCSP Client Profile Friendly Name | Company Signed Cert 1

Certificate Signing Requests
Valdate Certificate Extensions [ ] i
Certificate Periodic Check Settings

» Certificate Authority i
sage

Zl Admin: Use certificate to authenticate the ISE Admin Portal

E EAP Authentication: Use certificate for EAP protocols that use SSUTLS tunneling
] RADIUS DTLS: Use certificate for the RADSec server

El pxGrid: Use certificate for the pxGrid Controller

E] Portal: Use for portal

* Portal group tag |DefautPna1aICerl:iﬁ|:ateG'm.pv| 7

Portal(s) using this tag gy oD Portal (defauk) Blackist Portal (defauk)
Certificate Provisioning Portal (default) Clent Provisioning Portal (defautt)
Hotspot Guest Portal (default) MDM Portal (defaul)
My Devices Portal (default) Self-Registered Guest Portal (default)
Sponsor Portal (default) Sponsored Guest Portal (defaul)

0| 215 AMof| CHall Admin Role(B Z2IXt &) S MEHE B ISE === MH[AE CHA| AlZHaHof &
LIct vMmof &2 & HH™ 2 2[a A0 k2t o] 2Fdol= 10~1580| 23 =+ U&LICH ofZ2[7H 0]
O| &EE = QI5tE{™ ISE HHES V1 show application status ise WS AT LICEH

Enabling Admin role for this certificate wil cause an application server restart on the selected node.

Note: Make sure reguired Certificate Chain is imported under Trusted Certificates

The Portal tag is already assigned to the following certificate(s). If you proceed, it wil be removed from the existing
certificates, and affected portals wil be restarted. Do you want to proceed?
* Default self-signed server certificate
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/content/en/us/td/docs/security/ise/2-7/admin_guide/b_ise_27_admin_guide.html
https://community.cisco.com/t5/security-knowledge-base/how-to-implement-digital-certificates-in-ise/ta-p/3630897.
https://www.cisco.com/c/ko_kr/support/index.html
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