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0 & 04, SNMP va3:

<ttroot>

sotumu24/admin# conf t

Enter configuration commands, one per line. End with CNTL/Z.
sotumu24/admin(config)# snmp-server enable

sotumu24/admin(config)# snmp-server trap dskThresholdLimit "75"
sotumu24/admin(config)# snmp-server community SNMP$tring ro
sotumu24/admin(config)# snmp-server user SNMPUSER v3 plain authpasswd privpasswd

sotumu24/admin(config)# snmp-server host 10.127.197.81 version 3 SNMPUSER 0x474b49494c49464e474943 plai

>> The SNMWP server might require the enginelDif version 3 is being used and it can be dervied fromthe

sotumu24/admin# show snmp-server enginelD
Local SNMP EngineID: GKIILIFNGIC

>> This is the sane as | SE Serial nunmber, need not be configured.

sotumu24/admin# sh udi

SPID: ISE-VM-K9
VPID: VO1
Serial: GKIILIFNGIC

EME F2sted™ 4 HB{71 ISE0]| @1dE 4= Qlo{0F & L|C} ISEZ} IP Y A|A 0] A
SNMP MHE S5t X| &I LIChTFHEE E2).
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sotumu24/admin# sh ports | in 161
udp: 0.0.0.0:25087, 0.0.0.0:161

tcp: 169.254.0.228:49, 10.127.197.81:49, 169.254.0.228:50, 10.127.197.81:50
169.254.0.228:51, 10.127.197.81:51, 169.254.0.228:52, 10.127.197.81:52, 127.0.

0.1:8888, 10.127.197.81:8443, :::443, 10.127.197.81:8444, 10.127.197.81:8445,
:9085, 10.127.197.81:8446, :::19231, :::9090, 127.0.0.1:2020, :::9060, :::9061,
:::8905, :::8009, :::5514, :::9002, :::1099, :::8910, :::61616, :::80, :::9080

=3

Admin Access

SNMP AH|A T2 0| SEEIRAHLE AR E 4= gl 2 HAIX| 23 ool 277 EAIELICH

2020-04-27T12:28:45.326652+05:30 sotumu24 su: (to oracle) root on none

2020-04-27T12:29:48.391712+05:30 sotumu24 snmpd[81079]: Received TERM or STOP signal...

2020-04-27T712:29:48.590240+05:30 sotumu24 snmpd[47597]: NET-SNMP version 5.7.2

2020-04-27T12:30:29.319929+05:30 sotumu24 rsyslogd: [origin software="rsyslogd" swVersion="7.4.7" x-pid

3 Y Az

Cisco ISEOAM 7|2Xo 2 HH|l= Uit SNMP E&Y:

shutting down.



oD Description

1361418072403 An indication that the agent has been restarted

NET-SNMP-AGENT-
MIB::nsNotifyRestart

1361418072402 An indication that the agent is in the process of being shut
down.
NET-SNIMP-AGENT-

MIB::nsNotifyShutdown

1361631154 AlinkUp trap signifies that the SNMP entity, acting in an
agent role, has detected that the ifOperStatus object for one
of its communication links left the Down state and
transitioned into some other state (but not into the notPresent
state). This other state is indicated by the included value of

ifOperStatus.

IF-MIB::linkUp

1361631153 AlinkDown trap signifies that the SNIMP entity, acting in an
agent role, has detected that the ifOperStatus object for one
of its communication links is about to enter the Down state
from some other state (but not from the notPresent state).
This other state is indicated by the included value of

ifOperStatus.

IF-MIB::linkDown

1361631151 A coldStart trap signifies that the SNMP entity, supporting a

notification originator application, is reinitializing itself and

SNMPv2-MIB::coldStart that its configuration may have been altered.

|SE0‘||= EEA-”A AI-EH |:|:= |:_|/\5_ A|-9-

7 2lst7| 2lsi BHES ISEvIM A8 E £ el&Lch
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Linux/admin# snmpwalk -v 3 -1 authPriv -u SNMPUSER -a sha

UCD-SNMP-MIB: :dskPercent.1 = INTEGER: 11
UCD-SNMP-MIB: :dskPercent.6 = INTEGER: O

UCD-SNMP-MIB: :dskPercent.8 = INTEGER: O

UCD-SNMP-MIB: :dskPercent.9 = INTEGER: O

UCD-SNMP-MIB: :dskPercent.29 = INTEGER: O
UCD-SNMP-MIB: :dskPercent.30 = INTEGER: 23
UCD-SNMP-MIB: :dskPercent.31 = INTEGER: 2
UCD-SNMP-MIB: :dskPercent.32 = INTEGER: 5
UCD-SNMP-MIB: :dskPercent.33 = INTEGER: O
UCD-SNMP-MIB: :dskPercent.34 = INTEGER: 0
UCD-SNMP-MIB: :dskPercent.35 = INTEGER: 0
UCD-SNMP-MIB: :dskPercent.36 = INTEGER: O
UCD-SNMP-MIB: :dskPercent.37 = INTEGER: 5
UCD-SNMP-MIB: :dskPercent.39 = INTEGER: O
UCD-SNMP-MIB: :dskPercent.41 = INTEGER: 0
UCD-SNMP-MIB: :dskPercent.42 = INTEGER: 0O
UCD-SNMP-MIB: :dskPercent.43 = INTEGER: 0O
UCD-SNMP-MIB: :dskPercent.44 = INTEGER: 0O

-x AES -A "authpasswd"

Trap Example

DISMAN-EVENT-MIB::sysUpTimelnstance = Timeticks: (478)
0:00:04.78 SNMPv2-MIB::snmpTrapOID.0 = OID: NET-
SNMP-AGENT-MIB::nsNofifyRestart  SNMPwv2-
MIB::snmpTrapEnterprise.0 = OID: NET-SNMP-
MIB::netSnmpNotificationPrefix

DISMAN-EVENT-MIB::sysUpTimelnstance = Timeticks: (479)
0:00:04.79 SNMPv2-MIB::snmpTrapOID.0 = OID: NET-
SNIMP-AGENT-MIB::nsNotify Shutdown SNMPv2-
MIB::snmpTrapEnterprise .0 = OID: NET-SNMP-
MIB::netSnmpNotificationPrefix

DISMAN-EVENT-MIB::sysUpTimelnstance = Timeticks: (478)
0:00:04.78 SNMPv2-MIB::snmpTrapOID.0 = OID: IF-
MIB::linkUp IF-MIB::iflndex 12 = INTEGER: 12 IF-
MIB::ifAdminStatus. 12 = INTEGER: up(1) IF-
MIB::ifOperStatus.12 = INTEGER: up(1) SNMPv2-
MIB::snmpTrapEnterprise.0 = OID: NET-SNMP-
MIB::netSnmpAgentOIDs. 10

DISMAN-EVENT-MIB::sysUpTimelnstance = Timeticks: (479)
0:00:04.79 SNMPv2-MIB::snmpTrapOID.0 = OID: IF-
MIB::linkDown IF-MIB::ifindex.5 = INTEGER: 5 IF-
MIB::ifAdminStatus.5 = INTEGER: up(1) IF-
MIB::ifOperStatus.5 = INTEGER: down(2) SNMPv2-
MIB::snmpTrapEnterprise.0 = OID. NET-SNMP-
MIB::netSnmpAgentOIDs. 10

DISMAN-EVENT-MIB::sysUpTimelnstance = Timeticks: (8)
0:00:00.08 SNMPv2-MIB::snmpTrapOID.0 = OID: SNMPv2-
MIB::coldStart SNMPv2-MIB::snmpTrapEnterprise.0 = OID:
NET-SNMP-MIB::netSnmpAgentOIDs. 10
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/content/en/us/td/docs/security/ise/3-1/admin_guide/b_ise_admin_3_1/b_ISE_admin_31_troubleshooting.html#id_17078

Linux/admin# snmpwalk -v 3 -1 authPriv -u SNMPUSER -a sha -x AES -A "authpasswd" -X "privpasswd" 10.127

UCD-SNMP-MIB: : dskPath.
UCD-SNMP-MIB: : dskPath.
UCD-SNMP-MIB: : dskPath. STRING: /run

UCD-SNMP-MIB: : dskPath.9 STRING: /sys/fs/cgroup

UCD-SNMP-MIB: :dskPath.29 = STRING: /tmp

UCD-SNMP-MIB: :dskPath.30 = STRING: /boot

UCD-SNMP-MIB: :dskPath.31 = STRING: /storedconfig

UCD-SNMP-MIB: :dskPath.32 = STRING: /opt

UCD-SNMP-MIB: :dskPath.33 = STRING: /Tocaldisk

UCD-SNMP-MIB: :dskPath.34 = STRING: /run/user/440

UCD-SNMP-MIB: :dskPath.35 = STRING: /run/user/301

UCD-SNMP-MIB: :dskPath.36 = STRING: /run/user/321

UCD-SNMP-MIB: :dskPath.37 = STRING: /opt/docker/runtime/overlay

UCD-SNMP-MIB: :dskPath.39 = STRING: /opt/docker/runtime/containers/aelcef55c92ba90ae6c848bd74c9277c2fb52
UCD-SNMP-MIB: :dskPath.41 = STRING: /run/user/0

UCD-SNMP-MIB: :dskPath.42 = STRING: /run/user/304

UCD-SNMP-MIB: :dskPath.43 = STRING: /run/user/303

UCD-SNMP-MIB: :dskPath.44 = STRING: /run/user/322

STRING: /
= STRING: /dev/shm
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mem_used = kb_main_total - kb_main_free- kb_main_cached - kb_main_buffers;

kb_main_cached = kb_page cache + kb_slab_reclaimable;
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