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Sponsor Can

I Update guesis’ confad infermation (amail, Phone Mumber)
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Wiewdprint guests’ passwords

(] Send SM3 notifications with guests’ credentials
b4 Reset guests’ account passwords

b4 Extend guest accounts

1 Delate guesis’ accounts

1 Suspend guests' accounts
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Approve and view requasts from seli-registering guests
W Any pending accounts

_) Only pending accounts assigned to this spensor
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<?xml version="1.0" encoding="utf-8" standalone="yes"?>

<ns3:searchResult total="1"

xmlns:ns5="ers.ise.cisco.com"

xmlns:ers-v2="ers-v2"

xmlns:xs="http://www.w3.0rg/2001/XMLSchema"

xmlns:ns3="v2.ers.ise.cisco.com">

<ns3:resources>

<ns5:resource description="Default portal used by sponsors to create and manage accounts for
authorized visitors to securely access the network"
id="274a95f0-2e58-11e9-98£fb-0050568775a3" name="Sponsor Portal (default)">

<link rel="self" href="https://10.127.197.186:9060/ers/config/sponsorportal/274a95f0-2e58-11e9-
98fb-0050568775a3" type="application/xml"/>

</ns5:resource>

</ns3:resources>

</ns3:searchResult>
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:application/vnd.com.cisco.ise.identity.guestuser
2.0+xml

<?xml version="1.0" encoding="UTF-8"?>
<ns2:guestuser
xmlns:ns2="identity.ers.ise.cisco.com">
<AIEX Ho| ZES

</customFields>

<HAE HMA HE>
<fromDate>04/25/2020 18:55</fromDate>
<location>& 2|</location>
<toDate>04/28/2020 19:55</toDate>
<validDays>3</validDays>
</guestAccessinfo>

<HAE ME>

<company>Cisco</company>
<emailAddress>abcd@cisco.com</emailAddres
s>

<firstName>John</firstName>
<lastName>Doe</lastName>
<notificationLanguage>%304
</notificationLanguage>
<password>9618</password>
<phoneNumber>999998877</phoneNumber>
<smsServiceProvider>72§ 7|27t
</smsServiceProvider>
<userName>johndoe</userName>
</guestinfo>

<guestType>H| 2 RtH(7 |2 2k)</guestType>
<personBeingVisited>abcd3@cisco.com</perso
nBeingVisited>
<portalld>274a95f0-2e58-11e9-98fb-
0050568775a3</portalld>
<reasonForVisit>Z| 7| £ 2| Bob & &
</reasonForVisit>

</ns2:guestuser>
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URL https://<ISE-
IP>:9060/ers/config/guestuser/name/{name}
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200 OK

<?xml version="1.0" encoding="utf-8" standalone="yes"?>



<ns4d:guestuser id="3b967932-86f8-1lea-aafe-72889dc971dl" name="johndoe"
xmlns:ers="ers.ise.cisco.com"
xmlns:xs="http://www.w3.0rg/2001/XMLSchema"
xmlns:ns4="identity.ers.ise.cisco.com">

<link rel="self" href="https://10.127.197.186:9060/ers/config/guestuser/name/johndoe"
type="application/xml"/>

<customFields/>

<guestAccessInfo>

<fromDate>04/25/2020 18:55</fromDate>
<location>Delhi</location>

<toDate>04/28/2020 19:55</toDate>

<validDays>3</validDays>

</guestAccessInfo>

<guestInfo>

<company>Cisco</company>

<creationTime>04/25/2020 18:55</creationTime>
<emailAddress>abcd@cisco.com</emailAddress>
<enabled>false</enabled>

<firstName>John</firstName>

<lastName>Doe</lastName>
<notificationLanguage>English</notificationLanguage>
<password>9618</password>
<phoneNumber>9999998877</phoneNumber>
<smsServiceProvider>Global Default</smsServiceProvider>
<userName>johndoe</userName>

</guestInfo>

<guestType>Contractor (default)</guestType>
<personBeingVisited>abcd3@cisco.com</personBeingVisited>
<reasonForVisit>Visiting Bob from Accounting</reasonForVisit>
<sponsorUserId>1£f7627f0-86f8-11lea-aafe-72889dc971dl</sponsorUserId>
<sponsorUserName>Sponsor_ERS</sponsorUserName>
<status>AWAITING_INITIAL_LOGIN</status>

</ns4:guestuser>
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200 OK

<?xml version="1.0" encoding="utf-8" standalone="yes"?>
<ns3:operationResult
xmlns:xs="http://www.w3.0rg/2001/XMLSchema"
xmlns:ns3="ers.ise.cisco.com">

<attributesList>

<attribute name="password" value="2557"/>
</attributesList>



</ns3:operationResult>
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401 Unauthorized

<message type="ERROR" code="CRUD operation exception">
<title>Sponsor does not have permission to access REST Apis</title>



</message>
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400 Bad Request

<message type="ERROR" code="CRUD operation exception">
<title>Creating GuestUser failed due to
com.cisco.cpm.guestaccess.validation.GuestAccessValidationException: Portal not found for portal
session elfcl5a7-al70-4d6a-b02c-0ab7b0bc54ff</title>

£XM-E3510] 245t L= D7} ISEN| YHLE 2 EIRESLICHAEM ZTE CHEH 'Get' E3H0IAM X
Eo| 2HIE ZH IDE 7tMSLICH.

401(&2IEIX| 242):0lE S0l FRE A Y2 SUEIHLE A2 FZ0| gLt 0| &
oig + e Mol g AYYUS LereLIct

500(LHF M 27 ):MH &2 EME LIEFHLICHISEN 2256t 2elE olslist= ol ==0l

2 = A&Lch

ISEL| REST API AF&0| CHEF REA|EH LIE 2 AAE REST API

ujm
ok
>
9'|_|
>
>
)



/content/en/us/td/docs/security/ise/1-3/api_ref_guide/api_ref_book/ise_api_ref_guest.pdf

	REST API를 사용하여 ISE 게스트 계정 구성
	목차
	소개
	사전 요구 사항
	요구 사항
	사용되는 구성 요소

	배경 정보
	구성
	ISE에서 ERS 활성화
	ERS에 대한 관리자 및 스폰서 계정 설정
	게스트 계정 생성
	게스트 데이터 읽기, 업데이트, 삭제

	다음을 확인합니다.
	문제 해결


