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18A. XML FHISEXIM MEA T W &R

267, ISE0f| 21215t 1, Administration(E 2]) > System(A|AR]) > Backup & Restore(#ig] & 5
#)2 0|S 31, Configuration Data Backup(Z1X|12{|0|M Ci|O|E] Bid)& ME45t 1, O|O|X|o| :.‘.‘-._Al
! CH 2 Backup Now(X|Z B)E Z2IFfLICt

aluili |dentity Services Engine } Context Visibilty  » Operations » Policy » Work Centers
- System ¢ Identity Management r Metwork Resources ¢ Device Portal Management  pxGrid Services
Deployment  Licensing » Ceriificates » Logging ¢ Maintenance  Upgrade I'Backup& Restore I ¢ Admin Access  » Settings
<]
Backup & Restore
Paolicy Export
Backup Now @

© Configuration Data Backup

Operational Data Backup
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Backup Configuration Data

*Backup Name Config-Backup

*Repository Name FTP-Repo v

‘E"prnm KEy A EEERAEE

*Re-Enter Encryption Key

© Internal CA Certificate Store in not in this backup. It is recommend to
export it using "application configure ise™ CLI command

£ 1:ISE ATzl o|M HHdol= AlAER 2 AMEE £+ Ues QIBSM7F ZHEIH LIS
CA(Certificate Authority) |§A‘|7P ?:f E|X| b &Lt

ISE CLIOI M LHE CA(Certificate Authority) MEAE S22 .JoFE#:':'SS HE S3H ISE
PAN(Primary Admin Node) = =01 210215l 11 & °H§EI91|0| configure iseE A5t M
72 MEiSto] LHE CA MEAE LHEHLICE.

i se/ adm n# application configure ise

Sel ection configuration option

[ 1] Reset M&T Sessi on Dat abase

[ 2] Rebui l d M&T Unusabl e | ndexes

[ 3] Purge M&T Qperational Data

[ 4] Reset M&T Dat abase

[ 5] Refresh Dat abase Statistics
[6] Display Profiler Statistics
[7]1Export Internal CA Store
[8]Import Internal CA Store

[9] Create M ssing Config Indexes
[10] Create M ssing M&T | ndexes

[ 11] Enabl e/ Di sabl e ACS M gration
[12] Generate Daily KPM Stats

[13] Generate KPM Stats for |ast 8 Weks
[ 14] Enabl e/ Di sabl e Counter Attribute Collection
[15] View Admi n Users

[16] Get all Endpoints

[17] Enabl e/ Di sable Wfi Setup

[ 18] Reset Config Wfi Setup

[19] Establish Trust with controller
[ 20] Reset Context Visibility



[ 21] Synchroni ze Context Visibility Wth Database
[ 22] Generate Heap Dump

[ 23] Generate Thread Dunp

[ 24] Force Backup Cancel |l ation

[25]C eanUp ESR 5921 10S Crash Info Files

[0] Exi t

7

Export Repository Name: FTP-Repo
Enter encryption-key for export:
Security Protocol list Start

I nsi de Session facade init

ad Menory Size : 7906192

ad Menory Size : 7906192

Export in progress...

ad Menory Size : 7906192

The following 5 CA key pairs were exported to repository ' FTP-Repo' at
"ise_ca_key_pairs_of _ise':

Subj ect: CN=Certificate Services Root CA - ise

I ssuer: CN=Certificate Services Root CA - ise

Seri al #: 0x08f 06033- 2a4c4f cc- b297e75a- 04f 11bf 9

Subj ect: CN=Certificate Services Node CA - ise
| ssuer: CN=Certificate Services Root CA - ise
Seri al #: 0x3a0e8d8a- 5a2846be- a902c280- b5d678aa

Subj ect: CN=Certificate Services Endpoint Sub CA - ise
I ssuer: CN=Certificate Services Node CA - ise

Seri al #: 0x33b14150- 596c4552- ad0a9ab1l- 9541f Obb

Subj ect: CN=Certificate Services Endpoint RA - ise

I ssuer: CN=Certificate Services Endpoint Sub CA - ise
Seri al #: 0x37e17494- cf 1d4372- bf Obale6- 83653826

Subj ect: CN=Certificate Services OCSP Responder - ise
I ssuer: CN=Certificate Services Node CA - ise

Seri al #: 0x68a694ed- bc48481d- bc6cc58e- 60ad44a6l

ise CA keys export completed successfully

CLIol|M 2C|ME ISE 1|22 o|M Cl|o]E Y] &
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2EAH|. PAN = E 9| CLIo| 210l5t04 Ct = HE S AlslisiL|Ct.

backup <backup file name> repository <repository name> ise-config encryption-key plain
<encryption key>

i se/ adm n# backup ConfigBackup-CLI repository FTP-Repo ise-config encryption-key plain

% Internal CA Store is not included in this backup. It is recomended to export it using

"application configure ise" CLI commuand
% Creating backup with tinmestanped fil enane: Confi gBackup-CLI-CFGL0-200326-0705.tar. gpg


/content/en/us/support/docs/security/identity-services-engine-software/215348-how-to-configure-repository-on-identity.html

% backup in progress: Starting Backup...10% conpl et ed

% backup in progress: Validating | SE Node Rol e... 15% conpl et ed

% backup in progress: Backing up | SE Configuration Data...20% conpl eted

% backup in progress: Backing up | SE Indexi ng Engi ne Data...45% conpl et ed
% backup in progress: Backing up | SE Logs...50% conpl eted

% backup in progress: Conpleting |ISE Backup St agi ng. . . 55% conpl et ed

% backup in progress: Backing up ADECS configuration...55% conpl eted

% backup in progress: Myving Backup file to the repository...75% conpl et ed
% backup in progress: Conpleting Backup...100% conpl et ed

i se/ adm n#

GUIOIA 2C|ME ISE 2 C|o[H e 3

18A. MEAL FEISEXM MHEA FE SH &R

267 ISE 24 HdS AlRfELICH

ISE GUIO| 21915} 11, Administration(& £) > System(Al& &) > Backup & Restore(#%] ! =@
)2 0|S35t11, Operational Data Backup(2 < CllO|E] ¥ied)& =45t 1, o|O|X|of EA|E CHE
Backup Now(X|= )& S 2erLICt.

"dueh’  Identity Services Engine Home » Context Visibility » Operations + Policy » Work Centers

b Identity Management  » Network Resources  » Device Portal Management  pxGrid Services

Deployment Licensing v Certificates » Logging » Maintenance Upgrade - Backup & Restore r Admin Access » Settings

®  Backup & Restore

Policy Export

Backup Now @

Configuration Data Backup

© Operational Data Backup

Schedule Backup
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backup <backup file name> repository <repository name> ise-operational encryption-key plain
<encryption key>

i se/ adm n# backup Ops-Backup-CLI repository FTP-Repo ise-operational encryption-key plain
<backup passwor d>

% Creating backup with timestanped fil enane: Ops-Backup-CLI-OPS10-200326-0719.tar. gpg

% backup in progress: Starting Backup...10% conpl et ed
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% backup in progress: starting dbbackup using expdp....... 20% conpl et ed

% backup in progress: starting cars logic....... 50% conpl et ed

% backup in progress: Myving Backup file to the repository...75% conpl et ed
% backup in progress: Conpleting Backup...100% conpl et ed

i se/ adm n#

Ct2e golgtn

o|0|x|ofl EA|E! CHZ Administration(Z2l) > System(A|AE]) > Backup & estore(h-'ﬂ?.'l N FHE
0|S3104 Configuration Data Backup(Z1X|12{|0|4d Cl|o|E{ ¥iYd) TIeH A& e &olst|ct,

uluile |dentity Services Engine Home  » ContextVisbilty  » Operations  » Policy [RRg il * Work Centers

= System | » |dentity Management  » Network Resources  » Davice Portal Management  pxGrid Services

Deployment  Licensing  » Certificates  » Logging  » Maintenance  Upgrade  ~Backup & Restore  » Admin Access  » Settings
<]

Backup & Reslore

Configuration D Back
Policy Export Igurat ata up

20%

Click on "Stap’ to cancel Configuration Data Backup

olO|X|oll ZAIE CHZ 2L dlo|E WY ZIgS 7 E 524 Administration(® 2l) > System(AlAH))
> Backup & Restore In(284%d & H5¢)Z o|SFLICt.



thalie Identity Services Engine Home  » ContextVisibiity  » Operations  » Policy [IREt il * Work Centers

= System  » Identity » Network » Device Portal Management  pxGrid Services

Deployment  Licensing  » Certificates  » Logging  » Maintenance  Upgrade  +Backup & Restore b Admin Access b Settings
——

Operational Data Backup
Backup & Restore

Policy Export 20% m

Click on "Stop' to cancel Operational Data Backup

PAN = =9| CLIOIA AT 20| eido| Tl HEfE &QlE = U&LICH

i se/ adm n# show backup status
%% Confi gurati on backup status

[ T

% backup nanme: Confi gBackup- CLI

% repository: FTP-Repo

% start date: Thu Mar 26 07:05:11 | ST 2020
% schedul ed: no

% triggered from CLI

% host :

% status: Backup is in progress

% progress % 50

% progress nessage: Backing up | SE Logs
%6 Oper ati on backup status

% No data found. Try 'show backup history' or |ISE operation audit report
i se/ adm n#

“Hio| 22 =M U] HEHE MBS = £ + &L



‘il \dentity Services Engine Home  » ContextVisiolity  » Operations  + Palicy
» Identity Management  » Network Resourcas  » Device Portal Management  pxGrid Services

Deployment  Licensing  » Certificates  » Logging  » Maintenance  Upgrade | ~ Backup & Restore | + Admin Access  » Setiings

Backup & Restore

Policy Export

Click here to d

Backup Now @

O Configuration Data Backup
Operaticnal Data Backup

Schedule Backup
Frequency Start End Date Execute At Schedule Status

Cenfiguration Data Backup Schodule
Operational Data Backup Schedule

Last Backup Details ©

Configurational Backup Details Operational Backup Details
Backup Name :  Ops-Backup-CLI

Backup Name  ConfigBackup-CLI
Repository Name :  FTP-Repo

Start Dote 8 Time :  Thu Mar 26 07:22:58 IST 2020

backup Ops-Backup-CLI-OPS10-200326-0722.tar.gpg

Repository Name :  FTP-Repo
Start Date & Time :  Thu Mar 26 07:05:11 IST 2020

backup ConfigBackup-CLI- Status : - .
Status:  CFG10-200326-0705.tar.gpg to repository FTP-Repo: 5 Paposiney ETE-Rapa) succes
success Scheduled :  no
Scheduled : o Triggered Form :  CLL
Triggered Form :  CLI Execute On ©

Execute On
Rastora

= -
2Al 34
ISE I Al AIEl MH|A T} ISE B2l =E0|AM AE SIX| & QlghL|Ct.

i se-1/adm n# show application status ise

| SE PROCESS NAME STATE PROCESS | D
Dat abase Li stener runni ng 15706

Dat abase Server runni ng 89 PROCESSES
Appl i cation Server runni ng 25683
Profil er Database runni ng 23511

ISE Indexing Engine running 28268

AD Connect or runni ng 32319

M&T Sessi on Dat abase runni ng 23320

M&T Log Processor runni ng 16272

ISEOIA 8] S E ClHZstedH ChE CIHIE AFSELICH

i se-1/ adm n# debug backup-restore backup ?
<0-7> Set level, fromO (severe only) to 7 (all)
<cr> Carriage return.

i se- 1/ pan# debug backup-restore backup 7

i se-1/ pan#

i se-1/pan# 6 [25683]:[info] backup-restore:backup: br_history.c[549] [systen]: |SE
backup/restore initiated by web U as ise.br.status is "in-progress' in /tnp/ise-cfg-br-flags

7 [25683]:[debug] backup-restore: backup: br_backup.c[600] [systen]: initiating backup Config-
Backup to repos FTP-Repo

7 [25683]:[debug] backup-restore: backup: br_backup.c[644] [systen]: no staging url defined,
using |l ocal space

7 [25683]:[debug] backup-restore: backup: br_backup.c[60] [systen]: flushing the staging area

7 [25683]:[debug] backup-restore: backup: br_backup.c[673] [systen]: creating /opt/backup/backup-
Confi g- Backup- 1587431770

7 [25683]:[debug] backup-restore: backup: br_backup.c[677] [systen]: creating /opt/backup/backup-
Confi g- Backup- 1587431770/ backup/ cars

7 [25683]:[debug] backup-restore: backup: br_backup.c[740] [systen]: creating /opt/backup/backup-
Confi g- Backup- 1587431770/ backup/i se



7 [25683]:[debug] backup-restore: backup: br_backup.c[781] [systen]: calling script

/ opt/ CSCCcpni bi n/ i secf gbackup. sh

6 [25683]:[info] backup-restore:backup: br_backup.c[818] [systen]: adding ADECS files to backup
6 [25683]:[info] backup-restore:backup: br_backup.c[831] [systen]: Backup password provi ded by
user

6 [25683]:[info] backup-restore:backup: br_backup.c[190] [systen]: No post-backup entry in the
mani fest file for ise

7 [25683]:[debug] backup-restore: backup: br_backup.c[60] [systen]: flushing the staging area

6 [25683]:[info] backup-restore:backup: br_backup.c[912] [systen]: backup Confi g- Backup- CFGLO-
200421-0646.tar.gpg to repository FTP-Repo: success

6 [25683]:[info] backup-restore:backup: br_history.c[487] [systen]: updating /tnp/ise-cfg-br-
flags with status: conplete and nessage: backup Confi g-Backup- CFGLO- 200421-0646.tar.gpg to
repository FTP-Repo: success

=9l C|HaE HIg3524™ no debug backup-restore backup 72 AHSELICt

i se-1/adm n# no debug backup-restore backup 7
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