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Win10 with FTD ISE
AnyConnect —
outside & inside fyusifov-26-3.example.com ! i ! ]
_ Internet == I
VPN Authentication RADIUS Access-Request
1 * 2 3
- 3 i
RADIUS Access-Accept Policy Evaluation
cisco-av-pair = url-redirect-acl=<Redirect_ALC_Name> Selected policy:
cisco-av-pair = url-redirect=<Redirect URL> FTD-VPN-Posture-
DACL (optional) Unknawn
-+
RADIUS Access-Request/Access-Accept for DACL
User redirected to ISE
5 >
Posture/Compliance Module downloaded and installed
= Posture check triggered and report is sent
-+ >

. RADIUS CoA Push with new set of attributes 7

8 Redirect is removed
MNew set of attributes are applied

1. H23 AEX7F FTDO CHEt VPN YA AE 2[5H Cisco AnyconnectE AFE & LICEH
2. FTD7} 8iE AF2Ktoll CHEF RADIUS HAMA @22 ISEN| MEEHLCt.

s 2%/0] ISEQ| FTD-VPN-Posture-UnknownO|2H= &&oll Z2H3HLIC}H ISEE M| 7HX| S4
£ 7} ¥ RADIUS Access-AcceptsS T4 ghLCt.

« cisco-av-pair = url-redirect-acl=fyusifovredirect - FTD0{| 2Z 2 % 9|El ACL(Access Control List)
O, E|C|HMEl= ECfEE A™- LY.

* cisco-av-pair = url-
redirect=https://ip:port/portal/gateway?sessionld=SessionldValue&portal=27b1bc30-2e58-
11e9-98fb-0050568775a3&action=cpp - 23 AtE X7t 2|C|AME[= URLYLIC

« DACL = PERMIT_ALL_IPV4_TRAFFIC - C}2ZE 7}58 ACL O] 42 ME{ AbgHlLC} O]
AlLIE|20ME 2 E EBIE 0| DACLOIM SHEH)

4. DACLO| M& =l 722, RADIUS HAA QA /MM A £2F DACLS| LIRS CIREE 57| {8
g Fuct

5. VPN AtEXte| EliEo| 24z HolE ACLY YUX|5tH ISE 22t0|HE Z2H[X'T ZEHZ £
C|2MEILIC} ISEE AnyConnect Posture Module 2! Compliance Module2 Z ZH|X{'g&FL|C}.

6. 0 0|E= ScIO|UE A[AH0]| HX[E & Z2EE A85104 ISEE RS2 2 AMELICE
ISE7t HBXMo 2 BX|L|H A=EZQIE|AM AR 2740 HHELICH O] oM ofo|ME= A
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XE 2E SHE|HHY 0| AZEQ 015 & ITLICE I3 OS2 ISE0 &Eil EnME E-L|CH

7. I1SE7} OO|MEZRE ZTAX ETME £ AI5HH ISEE O] M|Mof| CHEH ZAR] AENE HAS T
RADIUS CoA & Push& M &40 2 EZ|7HELICE O|Holle ZAX AEE &1 CHE FEIE

Q& Lict

« MEXIL H#EE Egole 32 T AMAE 5185t= DACL 0| 0| M&ELICH
« MR HEE EFotX| A2 MEHE AMAE 51&35E DACL O|F0| HSELICH

8. FTDO| M ZlC|EME X|7{ELICt. FTDE ISEO|A DACLE CI22E3517| 2|5l Access-
Request® M&&LICH £7% DACL2 VPN A|Moi| 42 ElL|Ct.

A4 XA
=0

FTD/FMC

1B ISE & Z(0|C|of| 0| Mol CHEF HIE X3 A 28§22 HMHELICH )= B<R). Objects(7H
) > Object Management(7HAl| 22[) > Network(LIEI3)E 0|SFLICtH

Edit Network Object

Hame I [ISE_PSM !

Description

& Host € Network ' FQDN

192.168.15.14

Allow Overrides [

2CHA|. EIC|=M ACLE Mg LICt Objects(7HAll) > Object Management(7H7<{| Z2[) > Access
List(HMA =58) > Extended(Z &) E O|SELICt Add Extended Access List(Z & HAM|A SE F
7hE& Z&Ist1 2C|3M ACLLe| 0|F§ 2 AMBELICt O] 0|2 ISE Heh F04 Zntel SUsHof &
L|C}.



New Extended Access List Object

Hame fyusifovredirect
Entries (0}

No records to display

Allow Overrides [~

3EHA|. 2IC|EME ACL 52 F7HELICH Add(F7H HES E=IFLICE 2IC[EMHM Al ] <
8 DNS, ISE 2! 2|0|C|of|o|4d Aol CHet EeHElE xtEHEFLICt LIHX| EBEIE §{25tH 2|
30| EE|HELICHZL 3 2 ACL &20| o ZHSHE £ 9/8).

Add Extended Access List Entry ? X
Action: * Block v
Logging: | Default =
Log Level: | infarmational =1
Log Interval: Sec.
B oo
Available Networks & @ Source Networks (1) Destination Networks (1)
| -4 Search by name or value | ﬁ EI
B any a
é any-ipvd

- Add to
== any-ipv6 —

i enroll.cisco.com
== IPv4-Benchmark-Tests Destination
B 1Pv4-Link-Local

=8 1Pv4-Multicast

= 1Pv4-Private-10.0.0.0-8

I8 IPv4-Private-172.16.0.0-12 i

Enter an [P address | [ Add ] lEnter an IP address | [ Add J

.l Add ][ Cancel ]




Edit Extended Access List Object ? %

Name fyusifovredirect

Entries (4)

1 X Block B any Any Any # DNS_over_UDP &
2 ¢ Block =2 any-ipva Any = 1SE_PSN Any &
3 X Block iany-ipwt Any éRemediationSeruers & @
4 «F Allow ﬂ any-ipvd .é any-ipva Ary &

Allow Overrides []

Save ] l Cancel ]

ATHA| ISE PSN =E/=EE F7}8LIC}H Objects(7HA]) > Object Management(ZHA 2 2|) >
RADIUS Server Group(RADIUS Mt 1&)2Z 0|5 & L|C}H Add RADIUS Server Group(RADIUS
MH & F7h)2 228 O3 0|§2 Y&St D check al(ZF MEH) 2QIEHE M358 CHS H5t
7| oto|Z2E Z=/gLch.



Edit RADIUS Server Group ? X

Name:* 1sE |
Description: | |
Group Accounting Mode: ‘Sing|e ‘v‘
Retry Interval:* |1o ‘ (1-10) Seconds
—— | g

¥ Enable authorize only

¥ Enable interim account update

Interval:* 24 (1-120) hours

¥ Enable dynamic authorization

Port:™* 1700 (1024-65535)

RADIUS Servers (Maximum 16 servers) -
@

5CHAH|. ¥ FolM ISE PSN IP &4, RADIUS 7|& M35t Specific InterfaceE MEHE CHS
ISEO]| ¢1Z2E = U= CIE{H 0|A(O| QIE{H|O|A = RADIUS EEfEIQ| AAZ ASE)E MEfEH C}
2 o|Fo| A E! Redirect ACLZ MEHSHLICEH.



New RADIUS Server ? X

IP Address/Hostname:* ‘ 192.168.15.13
= kst Defense Platform Settings to resolve hostname
Authentication Port: * 1812 (1-65535)
Key:* T an
Confirm Key:* YT
Accounting Port: 1813 (1-65535)
Timeout: 10 (1-300)
Seconds
Connect using: " Routing |* Specific Interface @
iZDNE-INSIDE v @-
L
Redirect ACL: fyusifovredirect v ©

6THAL VPN AF2 XIS 93 = A
> Address Pools(F=24~ &) > IPv4
23D AT FEE eELc,

£ MAErLICt. Objects(7HAl) > Object Management(ZHA| & 2l)
ooIs(I Pv4 £)Z 0|S & LICt. Add IPv4 Pools(IPv4 & £7HE 2

-

Edit IPv4 Pool

Name™ WPN-172-Pool

1Pv4 Address Range™| | 172.16.1.10-172.16.1.20
Format: ipaddr-ipaddr ¢.9., 10£72.1.1-10.72.1.150

Mask 255.255.255.0

Description

Allow Overrides @

@ Configure device overrides in the address pool object to avoid IP address conflicts in case of object
is shared across multiple devices

Override (0) - |

75|, AnyConnect T 7| X|& Bt LICt Objects(7HAll) > Object Management(7HA| & 2[) > VPN >



AnyConnect File(AnyConnect I} )2 O|S & L|C}t. Add AnyConnect File(AnyConnect I+ F 7}
)2 22l5t1 1{7|X| 0|&& XS 8t CtS Cisco Software Download(Cisco 2 ZE|0{ CIRZ =)0
M m{7|X|E CtR2Z =31 Anyconnect Client Image File Type(Anyconnect 22H0|Q1E 0|0O|X| m}
U )2 MEHFLICH

Edit AnyConnect File

Mame:* ACAa7?

File Name:* anyconnect-win-4.7.010765-webdeploy-k9. || Browse..

File Type:* AnyConnect Client Image [~

Description:

8CHA|. Certificate Objects(@!15 M Z#A) > Object Management(ZiA| £2[) > PKI > Cert
Enrollment(21Z M S=)Z 0|S&LICt. Add Cert Enroliment(Q1Z5 M 52 F7HE 22l5t1 O]
1248t CHS Enroliment Type(S 5 7 &)0il M Self Signed Certificate(AtA| HE QIS M)E MEHE
Ct. Certificate Parameters(21& A Of7l) BiE 2216t CNS M3 ELct

Add Cert Enroliment

Description

Certificate Parameters  Key Revocation
E—— :

;. Common Name (CN) is mandatory for self-signed certificate that is used in Remote Access VPN, To
= configure CN, please navigate to 'Certificate Parameters’ tab.

Allow Overrides



https://software.cisco.com/download/home
https://software.cisco.com/download/home

Add Cert Enrollment ? X

Name™ vpn-cert
Description
CA Information ‘ Certificate Parameters [ Key Revocation
Include FQDN: Use Device Hostname as FQDN ¥

Include Device's IP Address:| 10.48.26.99

Commen Name (CN): vpn-cert.example.com

Organization Unit (OU):

Organization (O): example
Locality (L):

State (ST): Kralkow
Country Code (C): PL
Email (E):

" Include Device's Serial Number

Allow Overrides |

Save Cancel |

OFEtA|. 274 HAMIA VPN OFHAE A|ZHEFLICEH Devices(C|HFO|A) > VPN > Remote Access(¢ 4
HM|A)Z O|S 3t Add(FE7HE 2=IghLict

Overview Analysis Policies JUENIESS Objects AMP  Inteligence Deploy , System  Help v admin ¥

Device Management NAT VPN * Remote Access QoS Platform Settings FlexConfig Certificates

| My | Status  Last Madified

Add a new configuration
107, O|& & =45l SSLE VPN Protocol(VPN Z2E Z)Z ME45I T VPN Concentrator2 Al
8&|= FTDE MEE  Next(CH3)E E=IFLICH



Remote Access VPN Policy Wizard

© Policy Assignment 2) Connection Profile > 3) AnyConnect > ) Access & Certificate > (5) Summary

Targeted Devices and Protocols

This wizard will guide you through the required minimal steps ta configure the Remote Access VEN policy (0 Before You Start

with & new user-defined connection profile.

Before you start, ensure the following
cenfiguratian elements ta be in place to

[— complete Remote Access WFH Policy.

Authentication Server

Configure Beolm or RADIUS Server
Group to authenticate VPN clients,

Description:

AnyConnect Client Package
Make sure you have AnyConnect

VPN Protocols: W ssi 7 tpeac-meEva

Targeted Devices: Available Devices Salected Devices package for WPN Client downloaded or
you have the relevant Cisco credentials
L Search 8 192.168.15.11 & to download it during the wizard.

Device Interface

Interfaces should be already configured
on targeted deviges so that they can be
used 8 & S&Cunly Zone of intarface
group to enable VPN access.

Cancel

11EtA|. Connection Profile name(24Z4 Z 21 0|&)2 2={5t 1 Authentication/Accounting
Servers(21&/0{7t 28 MH)E MEHE CHF O|Tof| 728 T4 E2 MEHSI T Next(CHS)E 22

gfLict

o HEt Ho{ MHE MEISHK| OFMAIL. T ALE RO CHEH 5 7HS| HAMA 27F
HELICHAFS A HIYH S 2§ 81 H|YH S ciscoR F &).

fjo

Eg|

Remote Access VPN Policy Wizard
(1) Policy Assignment S 7

" Access & Certificate >

Connection Profile:

Connection Profiles spedfy the tunnal group polic
itgalf, how A2 is accomplished and how addre:
aroup policias.

VPN connection, These policles pertain to creating the tunnel
signed. They alse include user attributes, which are defined in

Connaction Prafils | ErmplayaaVion ‘
Hame:

Authentication, Authorization & Accounting (AAs
Spacify the mathed of suthantication (A4S, sart
connections.

Authentication Method: AAA Only

Authentication Server:® | 156

Authorizstion Server: Uba s4ma authan

Azeaunting Sarver: | 15E

Client Address Assignment:
Client [P address can be assigned from AAA server, DHCP server and 1P address pools. When multiple options are
salacted, 1P addrass assignmant is tied in the arder af AA4 server, DHCD server and 1D addrass pasl.
Usa ARL Server (RADIUS only) il
Use DHCP Servars
B Uss 1P Addrass Pasls

194 Address VPH-172-Pasl &
186 Addrass r
Graup Paboy:
A group policy is a of session which are assigned to client when & VBN cannection is

asisblishad. Salect o craste » Group Pelicy object.

Group Palicy:® DiitGrpSalicy > O
Edit Group Palicy

127, O|Tof 722 E! AnyConnect TH7|X|& MEHSI T Next(CHZ)E 2 2IFfLICEH
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Remote Access VPN Policy Wizard
=
aas

r
AnyCannect
Chent
@

Remate
Uszar

(1) Policy Assignment > (2) Connection Profile © AnyCon (4) Access & Certificate > (5) Summary
 da oEE.
%0
w

The VPN goateway can automatically download the latest AnyConnect package to the dient device when the VPN
Show Re-order buttons

Windows

AnyConnect Client Image

connection is intisted. Minimize connectian s&tup time by choasing the appropriste OS for the selected package.

Cownload AnyConnect Client packages from Cisco Software Download Center.

anyconnect-win-4.7.01076-webdeploy-kS. ...

[ Back ] r Nt .

M

=l Certificate EnrollmentS

4

o o|Tof 7

@ Summary

-
ass

13
EHSI &
e =
Network Interface for Incoming VPN Access
~ @

Select or create an Interface Group or a Security Zone that contains the network interfaces users will access for

WP connections.
Interface group/Security Zone: ™

Remote Access VPN Policy Wizard
(1) Policy Assignment > (2) Connection Prafile ) (3) AnyConnect
ZONE-OUTSIDE
F Enable DTLS an member interfaces

hilf )

ificate) identifies the VPN gateway to the remate access dlients. Select
b LD o

Device Certificates

Device certificate (also called Identity cert

wvpn-cert

L= Enrall the sslected certificate obiecl on the target devices

a certificate which is used to
Certificate Encoliment:*

pn)
filter ACEL and 2o

Access Control for VPN Traffic
bypass decrypted traific from the Acemes Control Pelicy.
traffic (sysopt permit-v,
| Policy inspection, but VPN
|

ass Access Control palcy for

All decrypled traffic in the VPN tunnel is subjected to the Access Control Palicy by defaull, Select this option to

2 &

=t
=/

14EH7|. 2 °f H|0|X|E



Remote Access VPN Policy Wizard

Remote Access VPN Policy Configuration

Firepower Management Center will configure an RA VPN Folicy with the following settings

Name:

Dravice Targets:

Cannectien Prafile:
Connection Alias:

AbA;

Authentication Method:

Authentication Server:

Authorization Servar:
Accounting Server:
Address Assignment:
address fram Ada;
DHCFP Servers:
Address Pools (1Pva):
Address Pools (IPvE):
Group Policy:
AnyConnect Images:
Interface Objects:

Device Certificates:

ErmployesVFN
o 152.168.15.11
EmployesyFN

EmployesFH

Ass Only
wa I1SE
2 15E

wa 15E

I_T! VEN-172-Fool
s pitGrpPolicy
T acar

& ZONE-OUTSIDE

T vpn-cart

15CHH|. FTDOf| 4|10 7= Deploy(TH)E 22

MEfE L

Additional Configuration Requirements

After the wizard completes, the following
cenfiguration needs to be completed for VPN to
work on all device targets.

) Access Contral Policy Update

An dcoess Confrol rule must be defined to
allew VPN traffic on all targated devices.

) NAT Exemplion
If NAT is enabled on the targeted devices,
vou must define a NAT Policy to exempt
VPN traffic.

b BNS Configuration
To resalve hostname specified in AR
Servers o CA Servers, configure DNS using
FlaxConfip Policy on the targeted devices.

i Part Configuration
SEL will be enabled on port 443,
Plusz ensure that these ports are not used
NAT Pglicy or other services before
d:;l:ylng the canfigurat

, Network Interface Configuration

Make sure to add interface from targeted
devices to SecurityZons object 'ZONE-
OUTSIDE"

11 VPN Concentrator2 A K|

Back Cancel

FTDES

Device Management NAT

EmployeeVPN

Entar Dase

VPN * Remote Access Qo5 Platform Settings  FlexConfig | Certificates

[ commection protie G 3L (T

DefaukWEBVPNGroup

EmployeeVPN

ISE

1EHA|. A Ef YHI0O|EE A& ELICH Administration(Z2]) > System(AlA
Posture(& Ef) > Updates(d

Deploy Policies Version:2020-02-02 09:15 PM fadt
4 Device Inspect Interruption Group Current Version o
No 2020-02-02 05:10 PM |
Salected devicas: 1
Cancel

Hlo|E)Z oS LcH

[#] Policy Assagnments (1)

2
#8
&8

&) > Settings(&d &) >



Posture Updates

(®) Web (O Offline

* Update Feed URL Ihttps:jfwww.cisco.com}web}5ecure;‘5pa}pcsture-update.xml | |_ Set to Default
Proxy Address i

Proxy Port HH MM ss

[ Automatically check for updates starting from initial delay 20 = 49 + 18 = every 2 hours i

Save | Update Now || | Reset

v Update Information

Last successful update on 2020/02/02 20:44:27 ;
Last update status since ISE was started Last update attempt at 2020/02/02 20:44:27 was successful ;
Cisco conditions version 257951.0.0.0

Cisco AVIAS support chart version for windows 227.0.0.0
Cisco AVIAS support chart version for Mac OSX  148.0.0.0

Cisco supported OS version 49.0.0.0

2EH7A|. Upload Compliance Module(FS &4 2 & Y2 E). Policy(%H) > Policy Elements(Z 4
RA) > Results(Z1) > Client Provisioning(£2t0|1E Z 2 H|X{'d) > Resources(EIAA)E O|F
grLICH Add(F7HE £2!5+1 Cisco AFO|E 01X Agent resources(H|O|HE 2|AA)E MEHEILICH



| 4 s |

Download Remote Resources x
[] Name a  Description
[] AgentCustomizationPackage 1.1.1.6 This is the NACAgent Customization Package v1.1.1.6 for Windows 2
[] AnyConnectComplianceModuleOSX 3.6.11682.2 AnyConnect OS X Compliance Module 3.6.11682.2
O AnyConnectComplianceModuleQSX 4.3.972.4353 AnyConnect OSX Compliance Module 4.3.972.4353
[ AnyConnectComplianceModuleWindows 3.6.11682.2 AnyConnect Windows Compliance Module 3.6.11682.2
I AnyConnectComplianceModuleWindows 4.3.1053.6145 AnyConnect Windows Compliance Module 4.3.1053.6145
[] ciscoTemporalAgentOSX 4.8.03009 Cisco Temporal Agent for OSX With CM: 4.3.972.4353 pu
[J ciscoTemporalAgentWindows 4.8.03009 Cisco Temporal Agent for Windows With CM: 4.3.1053.6145
[ complianceModule 3.6.11428.2 NACAgent ComplianceModule v3.6.11428.2 for Windows
[J macComplianceModule 3.6.11428.2 MACAgent ComplianceModule v3.6.11428.2 for MAC OSX
[J MacOsXAgent4.9.4.3 NAC Posture Agent for Mac OSXv4.9.4.3-1SE 1.2 ISE 1.1.3 and Ab
[] MacOsXAgent4.9.5.3 NAC Posture Agent for Mac 05X v4.9.5.3-1SE 1.2 Patch 12, ISE 1.3
[[] MacOsxSPWizard 1.0.0.18 Supplicant Provisioning Wizard for Mac OsX 1.0.0.18 (ISE 1.1.3 Rele
[J MacOsxsPwizard 1.0.0.21 Supplicant Provisioning Wizard for Mac 0sX 1.0.0.21 (for ISE 1.2 rel¢
[0 MacOsXSPwizard 1.0.0.27 Supplicant Provisioning Wizard for Mac 0sX 1.0.0.27 (for ISE 1.2 rel¢
[ MacOsXSPWizard 1.0.0.29 Supplicant Provisioning Wizard for Mac OsX 1.0.0.29 (for ISE 1.2 rel¢
[J MacOsXSPWizard 1.0.0.30 Supplicant Provisioning Wizard for Mac OsX 1.0.0.30 (for ISE 1.2 Pal
Bl si—raaease——sanane B au— - us—eua npon e L
4| ] »
hitp://cisco.com/go/anyconnect
| cancel |

3EHA|. Cisco Software Downloadoi|A_AnyConnectE C}2ZE 8 CHS ISEM| YZ =& L|C}.
Policy(X %) > Policy Elements(&% @ &) > Results(Z21}) > Client Provisioning(E2I0|1E =2
HIXe)) > Resources(2lAA)2 0|SELICEH

Add(F7HE £ 2!st1 Agent Resources From Local Disk(2Z C|AZ 9| 0f0|ME B|AA)E MEH
grLict. Category(ZHEILEl)0H| A Cisco Provided Packages(Cisco M& I 7|X|)& MEH5t D
AnyConnect package from local disk(Z2Z C|A 30| AnyConnect TH7|X[) & AMEHSH £ Submit(X|
£)2 E=FLcH


https://software.cisco.com/download/home
https://software.cisco.com/download/home

Agent Resources From Local Disk > Agent Resources From Local Disk

Agent Resources From Local Disk

Category I|C:5co Provided Packages '| ! |

- | anycannect-win-4.7.01076-webdepioy-k3.pig |

* AnyConnect Upleaded Resources

Name - Type Version Description

AnyConnectDesktopWindows 4.7.10...  AnyConnectDesktopWindows 4.7.1076.0 AnyConnect Secure Mobikty Cie

Submit Cancel

4TEtA|. AnyConnect Posture ZZ2 IS 448 LICH Policy(Z*) > Policy Elements(&2 2 4) >
Results(Z1}) > Client Provisioning(Z2} 0|21 E T 2 H|X{'d) > Resources(E|4&A)E 0|5 & LIC.

Add(ZF7HE £ &5t AnyConnect Posture Profile(AnyConnect ZA X T 20t MEHFHL|C
O|Z 1} Posture Protocol2 124%tL|C}.

*Server name T+ of2iol = *E /245l 11 Discovery host Of2Holl &2|9| O] IP FAE I24%fL
Ct.

ISE Posture Agent Profile Settings » AC_Posture_Profile

*MName: [ ac posture Profie I

Descriptiont

Parameter Value Notes Description

p—— 1 This is the agent retry period if there is a Passive Reassessment communication
PRA retransmizsion time [ 120 | secs fallure ’ "
Discovery host 1.2.34 The server that the agent should connect to

need to be blank by default to force

= Alist of wildcarded, comma-separated names that defines the servers thatthe
® Server name rule = admin to enter a value. ™ meaan: nt E
Serm # rules _ S pr vl #8ns 368N | agent can connectto. E.g. ~.cisco.com

will connect to all

List of IP addresses, FQDMNs with or

without port must be comma-separated

and with colon in between the IF Alist of IF addresses, thal defines the all the Policy senvice nodes that the agent
Call Home List |:| addressFQON and the port. Example: will try to connect to if the PSN that authenticated the endpoint doesn't respond for
IPaddress/FQDN:Port (Port number SOMe reason.

should be the same, specified in the

Client Provisioning portal)

Enter value of back-off timer in Anyconnect agent will continuously try to reach discovery targets (redirection
Back-off Timer 30 secs seconds, the supported range is targets and previously connecled PSNs) by sending the discovery packets till this

between 105 - 6005 max time limitis reached

5EHAl. Policy(%H) > Policy Elements(® & &) > Results(Z1}) > Client Provisioning(2 20| E
I 2 H|XY) > Resources(Z|AA)2 053504 AnyConnect Z1I| 28| 0|MHES MAEFLICEH Add(F 7}
£ 22/t AnyConnect Configuration(AnyConnect Z1I| 12/ 0|MH)2 ME4ELICt. AnyConnect



Package(AnyConnect I 7| X[)& ME43} T Configuration Name(Z1Z|124|0|M 0|8)2 MZ5tH
Compliance Module(HAEZE0|HA R E)S MEHSI T Diagnostic and Reporting Tool(ZIE & 211
£)& MESt OIS Posture Profile(ZA X T2 IS MEISI T Save(XE)E Z 2I8tLICH

* Select AnyConnect Package| AnyConnectDesktopWindows 4.7.1076.0 v
* Configuration Namel| AC CF 47

Description;

Y

DescriptionValue Notes
* Compliance Mudul{l AnyConnectComplianceModulewindows 4.3.1012.6 v

AnyConnect Module Selection
ISE Posture v/
VPNV
Network Access Manager_J
Web Security{_]
AMP Enabled_]
ASA Posture[ ]
Network Visibility_]
Umbrella Roaming Securil‘y{j
Start Before Logonl_]
| Diagnostic and Reporting Tool

Profile Selection

*ISE F’ostur} AC_Posture_Profile - I
VPN -
MNetwork Access Manager -
Web Security -
AMP Enabler -
Network Visibility v
Umbrella Roaming Security -
Customer Feedback -

6THA|. Policy(Z3&) > Client Provisioning(22t0|ME Z2H|X'd)2 2 0|S 3t Client
Provisioning Policy(2Z0|HE T2 H|X{'d EHM)E AT LICH Edit(HE)E Z 28t TS Insert
Rule Above(®lofl & & )E MEstD, O|§S =dst, OSE MENEH CFZ 0T EHAH|0| M A
8t AnyConnect Configuration(AnyConnect Z1I| 18| 0|M)S MEEFL|C},



l

el jgentity Services Engine Home » Context Visibility » Operations ¥ Adminisiration » Wark Centers

PolicySels  Profiling  Posture | ClientProvisioning | » Palicy Elements

Clent Provisioning Policy

Define the C

Fe

For Native Supp

0 Policy 1o determing what users will recel
agent, agent profile, agent corr
onfiguration: wizard profile andfor wizard. Dray

upon login and user s
¢ madule. andior agent Son package.
d drop rules to change the

aF At Co

M

Rule Name Idendity Groups. Operating Systems Other Conditions Results
| AC_4T7_Win Any windews Al Condtion(s) AC_CF_47 Edil

0s Ay Apple iGS Al Contition(s) Cisco-ISE-NSP Edit

Android Any Androld Condiion{s) Cisco-I1SE-NSP Egt

Windows Ariy Windows All Condlion(s) CiscoTemporalAgenihi Edt
ndows 4.7.00135 And
WinSPWizard 25.0,1
And CiscodSE-NSP

WAC OS Ary Wac 0SX Conaition(s) CiscoTemporalAgentO Edt
SX 47.00135 And
MacOsXSPWizard
2.1.0.42 And Cisco-ISE-
NSP

Chromebook Any Chrome OS All Conastion(s) Cisco-ISE-Chrome- Edit
MNSP

7 A Policy(Z3&) > Policy Elements(’&® 2 4) > Conditions(Z 71) > Posture(Z A %) > Anti-

alware Condition(2FE|H 0 ZZ)0|lM ZARX S YITLICEH 0] oioi M= A HeolEl

"ANY _am_win_inst"7} AF2E|L|C}.

cisco  dentity Services Engine Home ¥ Context Visibility » Operations » Administration

Policy Sets  Profiling Posture  Client Provisioning I vPolicy'EIementsl

Dictionaries = Conditions  » Results

‘ ry
Library Conditions Anti-Malware Conditions
Smart Conditions
f Edit Add [ Duplicate Delete
Time and Date l + -
. Name Description
Profiling
[ | ANY_am_win_inst Any AM installation check on Wi...
- Posture O ANY_am_win_def Any AM definition check on Wind...
O ANY_am_mac_inst Any AM installation check on Mac
Anti-Malware Condition =
. [J ANY_am_mac_def Any AM definition check on Mac

of

o
S

Anti-Spyware Condition
Anti-Virus Condition
Application Cendition
Compound Condition
Disk Encryption Condition
File Condition

Firewall Condition

8TH7|. Policy(&%4) > Policy Elements(&%H 2 4) > Results(Z2t) > Posture(ZA )
Remediation Actions(11’d 2f])2 0| S 5t 11 Posture Remediation(ZA X W) A

M= dUHELICH 1Y 22 HAE HAIXIY = JU&LICH

T AFE Any_AM_Installation_WinO| AF&EILIC}H

» Work Centers

>
Mgfct. o]

9tHA|. Policy(=%4) > Policy Elements(’&%H 2 4v) > Results(Z2}) > Posture(ZA ) >
Requirements(274)2 0|53} I Posture Requirements(ZA X 274)E MMEHLICH AFR X ol



il jaentity Services Engine Home + Work Certters

Policy Sets  Profiling  Posture  Client Provisioning | ~ Policy Elements
Dictisnaries  » Conditions | ~Results

» Conbext Visibility » Operations ¥ Administration

License Warning &

-]
+ Authentication E =
Requirements
+ Authorization Hame Operating Systems Compliance Module Posture
_I.H-'ssage Test Only Conditions Remediation Adtions it :J
b Yo Any_s_Definition_Mac Mac 05X Joor earier AnyConned ANY_av_mac_def
Any#/DefRemediationka dit
©
Any_AS_Installation_Mac Mac 08X Fxor earlier AnyConned ANY_as_mac_inst
= Remediation Actions.
Message Text Only Edit| ~
Any_AS_Deefinition_idac Mac 08X 3 0F dadligr AnyConned ANY_as_mac_de
AryASDERemediaticnlla Edit
» Clent Provisioning o
Any_AM_Installation_Win Windeows All Axor later AnyCanned ANY_am_win_inst
Meossage Text Only Edit
Any_AM_Definition_Win Windews All Axar later AnyConned ANY_am_win_del
AnyAMDERE BB
n
Any_AM_Inztallation_Mac Mac 08X Ax0r later Ay Conned ANY_am_rac_inst
Message Ted Only Edit
Any_AM_Digfinition_Mag Mac 08X d.xor later AnyConned ANY_am_mac_oef

AnyAMDefRemediatonhd

10EH7|. Policies(’32) > Posture(Z A %{)0{| A Posture Policies(Z A X =4

Windows OSO{| Ci 8t SHE|Z

o 1)2 O o

Hefof Aol CHEF 712 AR ER0| A EILICH

g MAMsH|C},

';",;:';' Keritty Services Engine

» o
Folicy Sets  Profiling | Posture | Glient Provisioning

Home

TN - Prlicy '

» Policy Elemants

R4) > Results(&
2 o|Sst o =

11|, Policy(%3%4) > Policy Elements(%3%H
Downloadable ACLS(CIH2 2 E 758 ACL)Z
L|Ct.

ol oM CHEE

. Posture Unknown DACL - DNS, PSN &
L[CF.

. Posture NonCompliant DACL - Z2t0|8! ME
ot 5{23tHL|C}.

. Permit All DACL(Z2E DACL §{18)- £

L HTTP/HTTPS EciZlof CHEt Ef=

o
= ©

Posture Policy
Cufine the Posiure Poléoy by configuring rules based on opersting sysiem andior ciher conditicns o rl
Palicy Optisns Antibabware_Policy ¢ Any Mac O%% 4xoe ntwr AnyCoanect Any_AM_ins
Mag
Palicy Ogtiens. CatasitAniMabyuce_Folicy | Any Mse 05X 4 x oo e Tammporl Agent Any_AM_Installation_
emperal hiss_termporsi .
-] Polioy Opticns.  Defsuit_AntiMabwars_Peliy ~ Any Windews All 4 x e lmine AnyCemnee Any_AM_Instllstion_ [
Win :
Policy Cptions.  Defaciti_AntiMabware_Palicy  Any Windges All 4 xor later Temporal Agent Any_AM_installation_
_Win_ismponl Win_temporal
Policy Cpticns.  Defsuli_Appvis_Policy_Maa ¢ Any Mac 05X 4 x oo Iter AnyConanect L_ApoVis_Requ
M

I-) > Authorization(# 2t £07) >
A 2Ejo CHEF DACLE

2 AHALS)H
= ool

T

&



Downloadable ACL List > PostureNonCompliant1
Downloadable ACL

* Name | PostureUnknown

Description

IPversion & pya |pys  © Agnostic

{ permit udp any any eq domain
permit jp any host 192.168.15.14
5 permit{cp any any gq 80
permittgp any any eq 443

* DACL Content

Downloadable ACL List > New Downloadable ACL
Downloadable ACL

*Name | PostureNonCompliant

Description

IPversion & pyg Oy © Agnostic i

* DACL Content { deny ip any 10.0.0.0 255.0.0.0
deny ip any 172.16.0.0 255.240.0.0
5 deny ip any 192.168.0.0 255.255.0.0

permit jp any any

Downloadable ACL List > New Downloadable ACL
Downloadable ACL

* Name [ permitall |

Description

IF version {e IPvé4 & IPvE FAgncstic

* DACL Content permit jp any any

» Chedk DACL Syntax

12E+A|. Posture Unknown, Posture NonCompliant 2! Posture Compliant 4FEH0i| CHBF 37} x| T4 &t



2o Z2mUS HMELICE O St HA > HAM T H @4 > AN > 015> 015 Z2ntY
2 0|8 & LICt. Posture Unknown Z £ Z0{ M Posture Unknown DACLE MB35t 11 Web
Redirection2 MEHSt CHZ Client Provisioning= A1&435t 11, Redirect ACL name(FTDM|A T4 &
)2 M3otn Z-S MESFLICE

Authorization Profiles > New Authorization Profile

Authorization Profile

* Name || FTD-VPN-Redirect ]

Description | ,;l

* Access Type | [ACCESS ACCEPT v ]

Network Device Profile &l Cisco | &

Service Template |

Track Movement [~ ;

Passive Identity Tracking [~ ;

» Common Tasks

¥ DACL Name PostureUnknown

¥ Web Redirection (CWA, MDM, NSP, CPP) (i

| Client Provisioning (Posture) - | ACL | fyusifovredirect V8|U1| it Provisioning Portal (default) v| I

= Attributes Details

Access Type = ACCESS_ACCEPT

DACL = PostureUnknown

cisco-av-pair = urkredirect-ad=fyusifovredirect

cisco-av-pair = urkredirect=https://ip:port/portal/gateway?sessionld=SessionIdValue&portal=27b1bc30-2e58-11e%-98fb-005056877 5a3&action=cpp

Posture NonCompliant Z = It 2104 A{ DACLE E{5t0o4 HIE R F0f| CHEF AMAE HMBHEFLICH



Authorization Profiles > New Authorization Profile

Authorization Profile

*Name

Description

* Access Type

Metwork Device Profile

Service Template

Track Movement

Passive Identity Tracking

w Common Tasks

| FTD-VPN-NonCompliant

P

[AccESs_accepT

&5 Cisco | v | B
=

Ca

Oa

M DACL Name

PostureMonCompliant

Q]

= Attributes Details

Access Type = ACCESS_ACCEPT
DACL = PostureNonComplant

Posture Compliant Profile0{ A DACLEZ

Authorization Profiles = New Authorization Profile

Authorization Profile

* Name

Description

AEH

—_ 1

| PermitAl

otof HIE {3 0f CHEF A HAM|A

= Access Typs

| accESS AccEPT

MNetwork Device Profile

Service Temglate
Track Movement

Passive |dentity Tracking

v Common Tasks

&+ Cisoo | » | &

O
Ce
Ma

p DACL Name

Parmitall

)
Sl

v Attributes Details

Access Type = ACCESS_ACCEPT
DACL = PermitAl



13EHA|. Policy(Z3%H) > Policy Sets(Z32H Z!8l) > Default(7|£2)) > Authorization Policy(T&t £ 04
Aol M Pt Fod MM MAMBHLICEH As =74 Posture Status 2! VNP TunnelGroup NameO| At
gEuct

i ldentity Services Engine Home » Gontext Visibility » Operations + Adminisiraticn » Work Centers License Warning &

Policy Sets | Profiling  Posture  Chient Provisioning  » Policy Elements

@  Detaut Default policy set Defaull Netwark Access x v 43

¥ Authentication Policy (3)
¥ Authorization Policy - Local Exceptions

> Authorization Policy - Global Exceptions

W Authorization Policy (18]

Results
+
Status  Rule Name Conditions Profiles Security Groups Hits Actions
& SessionPostureStatus EQUALS Compliant
TO-VEMN-Posture-Comoliant = A 1 - 4
© oWt o AND o —e—— Perml + + o
E Seaslon PostureStatus EQUALS MonCompliant
@  FrD-vPN-Posture-NonCompliant  AND R o . = FTD-VPH-NenCompliant + - = a3
SESC0-YPNI000-CY FIXTx-Tunnel-Group
k
@ FTD-VPH-Posture-Unknown AND e *FID-VPN-Redred + 1 -+ 9 o
Group-
Mame EQUALS Empl

FO

—

ok

Ct FL|CH

mjo
o
o

70| SHZ2H A SsteX] #FQlotedH o] MM E HEsHAAL.

ISEOI M 53 Emi & Q1 EHA|= RADIUS Live Log®lLIC}. Operations(ZH¢d) > RADIUS Live
Log(RADIUS Et0|E 2 1)2 O|SfLICH 047|M A2 Alice7t AZAE| 1 o &F #8H Hof ZHZH0|
MEAEL|CH

aliili Wently Services Engne Fioms

+ Troubleshest  » Adaptive Neteprt Sontol  Repers

=RADIUE | Thesat-Cantic MAG Live Legs  » TAGA

Live Logs  Live Sesaicns

anfigured Supplicants O Misconfigured Netwerk Devices @ RADIU § Orops O Client Stopped Respanding @ Bapeat Counter @
Redrash| Haver Flmew| Lamznmecns  F]watn| Lan 2 neus =l
2 Ratr et Bagest Coun cet To - W Filtar - N
& Retesh Q) Raset Repest Counts B Expon To Filtar o
Time Status Detnis Repent dentey Endpoint D Endpeint Pr..  Authesticat . Authorizas Apthorizati.. P Addness Network Deviee  Dewice Port  Wentiy Group  Fosture Sia.
b - -
E |
- 3:31,92 ® & o slice@sining 00:0C: 2956 54 Defact »> Default FTOVPHH 17218110
a -] FTo
a_ [c]
Recards Shown 3

Last Updated: Mon Fals 05 2020 03:16:39 GMT+0100 (Coetral Eurepssn Stundard Tiss)

TeH 204 A FTD-VPN-Posture-UnknownO| & x|t 1 A1 FTD-VPN-ProfileO| FTDZ M&E
L|C}.



Overview

Ewent

Username

Endpoint Id

Endpoint Profile

5200 Authentication succeeded
alice{@training.example. com

00:0C:29:5C: 5496 &

]

Windows10-Workstation

Authentication Policy

Authorization Policy

Authorization Result

Default == Default

Default »=> FTOD-VPMN-Posture-Unknown

FTD-VPN-Redirect

Al
(=]

Authentication Details

Source Timestamp

Received Timestamp

Policy Server

Ewent

Username

Ef Ef 5.

2020-02-03 07 13:28. 738

20200203 07:13:25.738

fyusifow-28-3

5200 Authenticaticn succeeded

alice@training.example. com

MAS IPv4 Address

182.188.15.15

MNAS Port Type

Authorization Profile

Wirtual

FTD-VPN-Redirect

Posture Status

Pending

Response Time

385 milliseconds

Result(Z1) MMofl= FTDE &kl £40| ZAIELICH




Result

Class CACS:000000000000c0005237 c81 a8 fyusifow-28-3/ 368 580 500/45

cisco-av-pair url-redirect-acl=fyusifovredirect

url-redirect=https./ffyusifov-28-3 example com: 5443/ portal
gateway?sessionld=000000000000c00058e37cB1a&
portal=27b1bc30-2e58-11e3-98fb-0050 5087 T Sadfaction=cppé
token=0430f1 cdf40ef 303898V ad8a 228803112

cisco-awv-pair

cisco-awv-pair ACS CiscoSecure-Defined-AC L =ACSACL#|P-Posture Unknown-5e3 74144

cisco-awv-pair profile-name=Windows10-Workstation

LicenseTypes Base and Apex license consumed

FTDOIA VPN 912 %015242t SSHE &7toll 212431 AlA® AI#! diagnostio-ciig 22t cf
& vpn-sessiondb detail anyconnect& E A& LICt O] 20| M ISE0|M &S E £440] O] VPN Al
Mof| M E|=X| & lgrLct.

<#root>
fyusifov-ftd-64#

show vpn-sessi ondb detail anyconnect

Session Type: AnyConnect Detailed

User nane al i ce@r ai ni ng. exanpl e. com
Index : 12
Assigned | P 172.16.1.10
PubTlic IP : 10.229.16.169
Protocol : AnyConnect-Parent SSL-Tunnel DTLS-Tunnel
License : AnyConnect Premium
Encryption : AnyConnect-Parent: (1)none SSL-Tunnel: (1)AES-GCM-256 DTLS-Tunnel: (1)AES256
Hashing : AnyConnect-Parent: (1)none SSL-Tunnel: (1)SHA384 DTLS-Tunnel: (1)SHAl
Bytes Tx : 15326 Bytes Rx : 13362
Pkts Tx : 10 Pkts Rx : 49
Pkts Tx Drop : O Pkts Rx Drop : O
Group Policy : Dfl1tGrpPolicy
Tunnel Group : Enpl oyeeVPN
Login Time : 07:13:30 UTC Mon Feb 3 2020
Duration : Oh:06m:43s
Inactivity : Oh:00m:00s
VLAN Mapping : N/A VLAN : none
Audt Sess ID : 000000000000c0005e37c81la
Security Grp : none Tunnel Zone : 0



AnyConnect-Parent Tunnels: 1
SSL-Tunnel Tunnels: 1
DTLS-Tunnel Tunnels: 1

AnyConnect-Parent:

Tunnel ID :12.1

Public IP : 10.229.16.169

Encryption I none Hashing I none

TCP Src Port : 56491 TCP Dst Port : 443

Auth Mode : userPassword

Idle Time Out: 30 Minutes Idle TO Left : 23 Minutes
Client 0S T win

Client OS Ver: 10.0.18363

Client Type : AnyConnect

Client Ver . Cisco AnyConnect VPN Agent for W ndows 4.7.01076
Bytes Tx 1 7663 Bytes Rx : 0
Pkts Tx 5 Pkts Rx : 0
Pkts Tx Drop : O Pkts Rx Drop : O
SSL-Tunnel:
Tunnel ID 1 12.2
Assigned IP : 172.16.1.10 Public IP : 10.229.16.169
Encryption : AES-GCM-256 Hashing : SHA384
Ciphersuite : ECDHE-RSA-AES256-GCM-SHA384
Encapsulation: TLSv1.2 TCP Src Port : 56495
TCP Dst Port : 443 Auth Mode : userPassword
Idle Time Out: 30 Minutes Idle TO Left : 23 Minutes
Client 0S : Windows
Client Type : SSL VPN Client
Client Ver : Cisco AnyConnect VPN Agent for Windows 4.7.01076
Bytes Tx 1 7663 Bytes Rx 592
Pkts Tx 5 Pkts Rx v
Pkts Tx Drop : O Pkts Rx Drop : O

Filter Name

DTLS-Tunnel:

1 #ACSACL#-IP-PostureUnknown-5e37414d

Tunnel ID :12.3

Assigned IP : 172.16.1.10 Public IP : 10.229.16.169
Encryption : AES256 Hashing : SHAlL
Ciphersuite : DHE-RSA-AES256-SHA

Encapsulation: DTLSv1.0 UDP Src Port : 59396

UDP Dst Port : 443 Auth Mode : userPassword
Idle Time Out: 30 Minutes Idle TO Left : 29 Minutes
Client 0S : Windows

Client Type : DTLS VPN Client

Client Ver : Cisco AnyConnect VPN Agent for Windows 4.7.01076
Bytes Tx : 0 Bytes Rx 1 12770

Pkts Tx : 0 Pkts Rx 1 42

Pkts Tx Drop : O Pkts Rx Drop : O

Filter Nanme

| SE Post ure:
Redirect URL :
Redirect ACL :

#ACSACL#- | P- Post ur eUnknown- 5e37414d

https://fyusifov-26-3. exanpl e. com 8443/ portal / gat enay?sessi onl d=000000000000c0005e37c8:

fyusi fovredirect

fyusifov-ftd-64#



ZEI0|UE Z2H|X'd HA g 2 le = QU&LICH Operations(2 ) > Reports(£ 1LAf) >
o 270 >
o

Client Provisioning(E2t0|HE T2 H|XH'J)2 2 O]

oi_| — =
Endpoints and Users(ZI=EXZQIE &l At
SELck.

Feports
v Senresr O
O ety @ Endpoint © F Address Chent Provisianing Pol
| |
AewsFage| 4 = - | 1 Tedsl Rews

& 0l8t 4 QI&LICH Operations(2%) > Reports(£ 1 A]) >
Endpoints and Users(IEZQIE 3! AL&X}) > Posture Assessment by Endpoint(¢! = £ 2!
Ef WIHE o|S&LCH

m
nE
)

‘duibe dentity Services Engine Home  » ContextVisibility [ESeCIEHELENN » Poli

»RADIUS  ThreatCentricNAC Live Logs  » TACACS  » Troubleshoot  » Adaptive Network Control

EN— Posture Assessment by Endpoint @ Uy Repors | A ExporiTor | @ Schedule

From 2020-02-03 00:00:00.0 to 2020-02-02 08:15:48.0

» My Reports 0
~ Reports
TYriter~  DRefresh G~
» Audit
Logged At Status Detais  PRA Action © identity © Endpoint D IP Address Endpoint 05
Device Administrati
» Device Administration . j x j e
» Diagnostics 2020-02-03 08:07:5 Izl WA alice@training.example.com 172.16.1.10

00:0C:28:5C:5A:96
« |

RowsPage| 1 7| =

Authentication Summary
Client Provisioning
Current Active Sessions
External Mobile Devic.
Manual Certificate Pro._.

Passivel 1D

Posture Assessment by

Sl 2ol CHE ZtMIEF LHE S 2 2{H Details& Z=FLICH



Posture More Detail Assessment

From 2020-01-04 00:00:00.0 to 2020-02-03 08:13:38.0
Generated At: 2020-02-03 08:13:37.37

Client Details

Username

Mac Address

IF address

Location

Session ID

Client Operating System
Client NAC Agent
PRA Enforcement
CoA

PRA Grace Time

PRA Interval

PRA Action

User Agreement Status
System Name

System Domain

ISEOA ETAE Bto™
O|H CoA Pushe= A E4

15k
==

EIAX AEf7F LOIO|EELICE O] Mol ZAX MEs AHES
Elsto 2 Eg|7HEIL Y.

alice@training example.com

00:0C:29:5C.5A:98
172.18.1.10
All Lecations

000000000000c0005e37cE1a

Windows 10 Professional 84-bit

AnyConnect Posture Agent for Windows 4.7.01078

]

Received a posture report from an endpaoint

0

0

A

MNotEnabled
DESKTOP-IE3558M

n/a

&H

< Refresh @ Reset Repeat Counts B Export Tov Trilters v
Time Status Details Repeat... Identity Endpoint ID EndpointPr...  Authenticat.. Authorizati.. Authorizati.. IP Address Network Device  Device Port Identity Group |
x j Au IP Address j Ne D
Feb 03, 2020 08:07:52.05. a PermitAccess FTD Compliar
Feb 03, 2020 08:07:50.02 [ 0 slice@trsining.e. Windows10...  Default >> Default >> FTDVPNR.. 172.16.1.10 Compliar
Feb 03, 2020 07:13:29.74. -y #ACSACLEIP-P. J—
Feb 03, 2020 07:13:29.73... a slice@training.e. 00:0C:29:5C:5A:96 Windows10...  Default>> Default >> FTD-VPNR FTD Workstation FEn:Iing;

Last Updated: Mon Feb 03 2020 09:10:20 GMT+0100 (Central European Standard Time)

Records Shown: 4



Overview

Event

Username

Endpoint Id

Endpoint Profile

£205 Dynamic Authorization succeeded

10.55.218.19 @

Authorization Result

PermitAll

Authentication Details

Source Timestamp
Received Timestamp
Policy Server

Event

Endpoint Id

Calling 5tation Id
Audit Session Id
Network Device
Device Type
Location

NAS IPv4 Address

20200203 16:58:39.687

2020-02-03 16:53:39.687

fyusifow-28-2

5205 Dynamic Authorization succeeded

10.55.218.19

10.565.218.19

000000000000=0005e385132

FTD

All Device Types

All Locations

192.168.15.15

Authorization Profile

Posture Status

PermitAll

Compliant

Response Time

2 milliseconds




Other Attributes

ConfigWersionld 21

Event-Timestamp 15807459119

Device CoA type Cisco CoA

Device CoA port 1700

HNetworkDeviceProfileld b0858505-3150-4215-a80e-8753d45bf56¢c

IsThirdPartyDeviceFlow false

Acs SessionlD af49caeb5-d550-4778-ad40-b0 2281282442

CoASourceComponent Posture

CoAReason posture status changed

CoAType COA-push

Network Device Profile Cisco

Location Location#All Locations

Device Type Device Type#All Device Types

IPSEC IPSEC#I|s IPSEC Device#No

Device |P Address 182.168.15.15
sudit-session-id=000000000000=0005=e385132

CiscoAVPair coa-push=true,
ACS:CiscoSecure-Defined-ACL=#ACSACL#EIP-PermitAll-52384dc)

FTDOIM Af ElC|2i4 ACL & EIE|284 URLOI VPN Aol CHa AMI7H=| 1 PermitAll DACLO| &
Zl=x| #elgfuct

<#root>
fyusifov-ftd-64#

show vpn-sessi ondb detail anyconnect

Session Type: AnyConnect Detailed

Username
al i ce@r ai ni ng. exanpl e. com

Index : 14
Assigned IP : 172.16.1.10 Public IP : 10.55.218.19



Protocol

License : AnyConnect Premium
Encryption : AnyConnect-Parent: (1)none SSL-Tunnel: (1)AES-GCM-256 DTLS-Tunnel:
Hashing : AnyConnect-Parent: (1)none SSL-Tunnel: (1)SHA384 DTLS-Tunnel:
Bytes Tx 53990 Bytes Rx : 23808
Pkts Tx 1 73 Pkts Rx : 120
Pkts Tx Drop : O Pkts Rx Drop : O
Group Policy : Df1tGrpPolicy Tunnel Group :
Enpl oyeeVPN
Login Time : 16:58:26 UTC Mon Feb 3 2020
Duration : Oh:02m:24s
Inactivity : Oh:00m:00s
VLAN Mapping : N/A VLAN I none
Audt Sess ID : 000000000000e0005e385132
Security Grp : none Tunnel Zone : 0
AnyConnect-Parent Tunnels: 1
SSL-Tunnel Tunnels: 1
DTLS-Tunnel Tunnels: 1
AnyConnect-Parent:
Tunnel ID : 14.1
Public IP : 10.55.218.19
Encryption I none Hashing I none
TCP Src Port : 51965 TCP Dst Port : 443
Auth Mode : userPassword
Idle Time Out: 30 Minutes Idle TO Left : 27 Minutes
Client 0S : win
Client OS Ver: 10.0.18363
Client Type : AnyConnect

: AnyConnect-Parent SSL-Tunnel DTLS-Tunnel

Client Ver : Cisco AnyConnect VPN Agent for Windows 4.7.01076
Bytes Tx 1 7663 Bytes Rx : 0
Pkts Tx 5 Pkts Rx : 0
Pkts Tx Drop : O Pkts Rx Drop : O
SSL-Tunnel:
Tunnel ID 1 14.2
Assigned IP : 172.16.1.10 Public IP : 10.55.218.19
Encryption : AES-GCM-256 Hashing : SHA384
Ciphersuite : ECDHE-RSA-AES256-GCM-SHA384
Encapsulation: TLSv1.2 TCP Src Port : 51970
TCP Dst Port : 443 Auth Mode : userPassword
Idle Time Out: 30 Minutes Idle TO Left : 27 Minutes
Client 0S : Windows
Client Type : SSL VPN Client
Client Ver : Cisco AnyConnect VPN Agent for Windows 4.7.01076
Bytes Tx 1 7715 Bytes Rx : 10157
Pkts Tx H) Pkts Rx : 33
Pkts Tx Drop : O Pkts Rx Drop : O
Filter Name
#ACSACL#- | P- Permit Al | - 5e384dc0
DTLS-Tunnel:
Tunnel ID 1 14.3
Assigned IP : 172.16.1.10 Public IP : 10.55.218.19
Encryption : AES256 Hashing : SHAlL
Ciphersuite : DHE-RSA-AES256-SHA
Encapsulation: DTLSv1.0 UDP Src Port : 51536
UDP Dst Port : 443 Auth Mode : userPassword



Idle Time Out: 30 Minutes Idle TO Left : 28 Minutes
Client 0S : Windows

Client Type : DTLS VPN Client

Client Ver : Cisco AnyConnect VPN Agent for Windows 4.7.01076
Bytes Tx : 38612 Bytes Rx : 13651

Pkts Tx 1 62 Pkts Rx : 87

Pkts Tx Drop : O
Filter Name

Pkts Rx Drop : O
#ACSACL#- | P-Permi t Al | - 5e384dc0

fyusifov-ftd-64#

=Xl sHZ
O MMMz Aol 2XME sidste ol A8E = Ues HEE M FLct
KtAM[EH B & 2 AnyConnect 2! ISE =M E SHASIE{™ CHE 23 E =QISHMAIR. ISE

Posture Style Comparison for Pre and Post 2.2

- AESEHA
Uet Rl X & stLt= spit E{'L0| 2 E ZRULICH Ol ool M= 2E EcfE S '3 5t= 7|
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