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bl |dentity Services Engine Home: + Contexd Visibiity » Operations » Poicy  EREGTSTERET RS + Work Centers

b System = identity Managemen!  * Network Resowrces ¢ Device Portal Management  pooGnd Services  # Feed Service ¢ Threat Cenfric MAC

F lentitees Groups Extarnal dentily Sourcas lgenlity Sourcs Sequenies b SElngs
——————

External Identity Sources L Connectio Whitelisted Domains FasshvelD Groups Attributes Advanced Settings

* Join Point Name | aaala

s |0 Canificabe Authantcation Profis
* |G Active Dieciory ® Acté Dirgctory Domain - aaalab.com
'-'-__ aaalab
3 Lo
== — @ Jon oo Leave Test User -ﬁlJ:aunc'-‘.ur Tood -‘-‘L Refresh Table
. : RADIUS Token ] ISE Node a [I5E Node Role Status Domain Controlier Sile
&5 RSA SecurD & ISE24-1.333lab.com PRIMARY £ Operational VAN-TPIBKNZBLGE aaatab.com  Defaul-Firsi-She-Name

2EtAH|. ot2iet 20| 5 Active Directory 7H0i| e EB{AET}L 2GS ERA= K| = IF LIt
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» System = [gentity Management » Metwork Resources v Device Fortal Management  pxGnd Services  » Feed Senvice » Threat Centric NAC

¢ lgentities  Groups  External ldentity Sources  Identity Source Sequences v Settings
——————

External Identity Sources Connection Passivell Groups Artributes Advanced Settings
= = Use all Active Directory domains for authentication i

b Cartificate Authantication Profia ) : ted Dis L (e # Show Unusable Domains
| ANelva NS Chdy [] Mame 2 Authenficate  Forest SID
. _ch::m 0 asalab.com YES aaalab com 5-1-5-21-1366501036-25436102- 262047587

& ooec 0 mewtab.com YES newlab.com 5-1-5-21-92T620924-69047 1343-4064067410
. BT [ subaaalab.com YES aaalab com 5-1-5-21-1291856626-390840767-4 184745074

RSA SecurlD 0O zatarje YES zatarjo 5-1-5-21-3031755119-2636354052- 3137036573

SAML 1 Providers
Social Login
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"Hseh Identity Services Engine Home  » ConlextVisibiity  » Operations Yl ~ Administration

P System | ~ldentity Management = » Network Resources  » Device Portal Management  pxGrid Services  * Feed Service  » Threat Centric NAC

b Identities  Groups External Identity Sources  Identity Source Sequences » Settings

External Identity Sources Connection Whitelisted Domains PassivelD Groups Attributes

= _ ¥ Advanced Authentication Settings

» || Certificate Authentication Profile Enable Password Change
* || Active Directory Enable Machine Authentication
__é, aaalab Enable Machine Access Restrictions To configure MAR Cache distribution groups: (i

» [ LDAP Aging Time {hours) i Administration > System > Deployment

£ obBe [[] Enable dial-in check
» = RADIUS Token [[] Enable callback check for dial-in clients

an [) Use Kerberos for Plzin Text Authentications,

] RSA SecurlD

[E5] SAML Id Providers

< Social Login w Identity Resolution
el

Advanced control of user search and authentication.

If identity does not include the AD domain

() Reject the request

() Only search in the "Whitelisted Domains” from the joined forest
(® Search in all the "Whitelisted Domains" section /§,

O|X| ISEE aaaalab.com & zatar.comOil A ALE XIS HME 4= Ql&LICE

Cte= &lghuc

"test user" SME Sl A S5t=X| &It "zatar.jo" = HRlol U= APRXPE AP%ﬂélAl_c-’_(Ol
0ol A= "demo" ALE A}t "zatar.jo" = HIQI0|BF QU "aaalab.com"0f| UX| &t 1 EH|AE ZAdt= of
chet Z&Lch).



Test User Authentication
* Usemame | demo
* Password N
Authentication Type | Lookup L

Authorization Data (] Retrieve Groups
Refrieve Aftributes

| Test |
Groups Attributes

Test Usarnams : dams

ISE WODE : ISEZ4-1.maalab.com
Scope i1 Default Scope
Instancs : aaalab
Aucthentication BEesult : SUCCESS

Auchentication Domain : zatar.jo
User Principal Hame SdemoRTALAr.jo
User Distinquiszhed Hame : C¥=demn, CN=lUsers, DC=zatar, DC=30

Croups : 2 found.
Attributes : 33 found.
Authentication time : 41 mm.

Groups fetching tims : 3 ms,
Attributea fetching time: 1 ms.

aaalab.com@| Al A E B 5 5t0H, AL A} khoud= aaalab.comO0i| /& LICt.



Test User Authentication
* Usemname | kholoud
* Password

Authentication Type | Lookup |
Authorization Data Retrieve Groups
Retrieve Atfributes
| T’Et |
Groups Attributes
Teat Usernams 1 kholoud
ISE HODE : ISEZ4-=1.aaalab.com
Scope : Dafaul t_ Scope
Inatance : aaalab
Ruthentication Besult : SUCCESS
Authentication Domain : aaalab.com
Usexr Principal Name : kholcoudfasaslab.com
User Distinguished Name : CM=kholoud,CH=Users,DC=aaalak,DC=com
Groups : 2 found.
Attributes 32 found
Authentication time : 33 ms.
Groups fetching time : © ms.
Attributes fetching time: 3 ms.
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1EALISE 21 =%

a.ClHOE &M35tst ChS CIHHE "trace"2 A™EFLICTH

- Active Directory(ad_agent.log)
- identity-store-AD(ad_agent.log)
- runtime-aaa(prrt-server.log)



- nsf(ise-psc.log)
- nsf-session(ise-psc.log)
b.2XME Rizdstn =X|7t U= AHSRILE AT LICE.

Ao AlLtE|@ "2

#1:Q215 Az of CHEt M2 HE = ad_agent.log TFU0I A 2FQIE 4= Q&L

ad_agent.log I+ 0| M:
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zatar ¥ateF Ep{AE 44 ;

d

2020-01-16 12:26:21,210 VERBOSE, 140568698918656, LsaDmEnginepDiscoverTrustsForDomain: Adding
trust info zatar.jo (Other Forest, Two way) in forest
zatar.jo,LsaDmEnginepDiscoverTrustsForDomain (), lsass/server/auth-providers/ad-open-
provider/lsadmengine.c:472

2020-01-16 12:26:21,210 DEBUG ,140568698918656,New domain zatar.jo will be added to the trusted
domain list.,LsaDmAddTrustedDomain (), lsass/server/auth-providers/ad-open-provider/lsadm.c:1997

ZF E Q! aaalabM| M A& X}F "demo"E AMGHE B

2020-01-16 12:29:08,579 DEBUG ,140568690480896,AdIdentityResolver: :search: do
(&(|(objectCategory:person)(objectCategory:computer))(sAMAccountName:demo)) search in forest
aaalab.com, searchIdentity (), lsass/server/auth-providers/ad-open-
provider/ad_identity_resolver_impl.cpp:738

(2 AFHE K= zatar ZHIQI01 U X|Bt ise= aaalab THIQIA THA{ & QIS C}S "8l0|EE|AE"
T o2l B(0d: newlab.com)0oi| A CHE = MH|QIE &elgfLctF THIQIM M A 5tK| &1 zatar.joE
M M= lstEd{™ UPN HO|AE A8 310 ISEMIAM AAM Q| X|E utetslof 22 AFEXt= CHS
Aoz ZQlsloF & LICHdemo.zatar.jo).

zatar.jo0l A "demo" AH& X} Z4AH

2020-01-16 12:29:08,604 DEBUG ,140568690480896,AdIdentityResolver::search: do
(&(|(objectCategory:person)(objectCategory:computer))(sAMAccountName:demo)) search in forest
zatar.jo,searchIdentity (), lsass/server/auth-providers/ad-open-
provider/ad_identity_resolver_impl.cpp:738

2020-01-16 12:29:08,604 DEBUG ,140568690480896, LsaDmpLdapOpen: gc=1,

domain=zatar.jo, LsaDmpLdapOpen (), lsass/server/auth-providers/ad-open-provider/lsadm.c:4102
2020-01-16 12:29:08,604 DEBUG ,140568690480896, LsaDmpIsDomainOffline: checking status of domain
zatar.jo,LsaDmpIsDomainOffline(), lsass/server/auth-providers/ad-open-provider/lsadm.c:3158

zatar TH|210d| /= A X} "demo™:

18037: pszResolvedIdentity = "demo@zatar.jo"

Line 18039: pszResolvedDN = "CN=demo,CN=Users,DC=zatar,DC=jo"
Line 18044: pszResolvedSAM = "demo"

Line 18045: pszResolvedExplicitUPN = "demo@zatar.jo"

Line 18056: "1579177748579 24325 "demo" AD-Log-Id=1579177581/40,
Line 18095: pszBase = "CN=demo,CN=Users,DC=zatar,DC=jo"
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1 Jip.ackermm1ts 860 101
o, Time Source Deesstination Protoco Lengt Info
1588 2028-81-16 12:29:98._. 10.48.68.161 19.48.68.241 KRBS 1488 TGS-REP

1591 2020-81-16 12:29:98... 10.48.69.241 19.48. 68,161 TP 66 46537 + 3268 [ACK] Seq=1l Ack=1 Win=29312 Len=8 TSval=785544300 TSecr=260534689

1592 2020-81-16 12:29:08._ 106.43.68.241 18.48.668.181 LDAP 1585 bindRequest(1) "<ROOT>" sasl
1593 2020-81-16 12:29:98... 10.43.60.101 18, 48. 68,241 LDAP 278 bindResponse(l) success
1594 2020-81-16 12:29:98._. 10.48.68.241 18. 48 . 68,181 TP 66 46537 + 3268 [ACK] Seq=1448 Ack=213 Win=30336 Len=8 TSval=7R55443083 TSecr=26@534689
1595 2020-01-16 12:29:98... 10.43.60,241 18.48.60.181 LDAP 370 SASL GS5-API Integrity: searchRequest(2) “de-asalab,dc=com” wholeSubtree
¢ 1596 2020-081-16 12:29:88... 10.48.68.181 18.48.68.241 LDWP 128 SASL GS5-APT Integrity: searchResDone(2) success [@ results]
1684 2020-01-16 12:29:98... 10.43.68, 241 18, 48.6@.181 ERES 1476 TGS-REQ
ALAA WEAA A AL AN A A A0 £ 241 A _AD _£A A SOE AACH TEE AEND

krb5_sgn_cksum: 68893f3116B882bcl276063af

¥ G55-APT payload (272 bytes)
~ LDAPMessage searchRequest(2) “de=asalab,dc=com™ wholeSubtree
messagelD: 2
~ protocolOp: searchRequest (3)

¥ searchRequest
baseObject: dc=asalab,dc=com
scope: wholeSubtree (2)
derefiliazes: neverDerefiliases (@)
sizelimit: @
timelimit: @
typesOnly: False
Filter: {&(|(objectCategory=person){objectiategory=computer)}{sAliccountlame=dema))
~ filter: and (@)

w and: (&(|(objectlategory=person)(objectCategory=computer)){sAMACcountName=deno) }
~ and: 2 items
= Filter: (|(ocbjectCatepory=person){objectlategory=cosputer))
« and item: or (1)
» or: (|{objectCategory=-person)(objectCategory=computer))
¥ Filter: (sAMAccountMome=dema)
~ and item: equalityMatch (3)
«~ equalityMatch

attributeDesc: sAMACcountName
assertionValue: demo

L

C o .
OS2 dde = e 5 2 HIEY 481 olgfet §&0| ddsts 29| E 7hK[ of &LCh.

1. AD "zatar.jo" 1 & 7|gte 2 & Q&

J&o| O BolM HMx|X| pfeM Ch& 23 HIAX|7F EAIELICH

2020-01-22 10:41:01,526 DEBUG ,140390418061056,D0o not know about domain for object SID 'S-1-5-
21-3031753119-2636354052-3137036573-513"', LsaDmpMustFindDomainByObjectSid (), lsass/server/auth-
providers/ad-open-provider/lsadm.c:1574

Groups(1 &) R0l M zatar.jooll A 252 AN oF &hLct.

AD ol AD & ZAM =el:



Test User Authentication
*Username
*Password
ication Type

amman

sssssess

MS-RPC

Authorization Data

Authentication Result Groups

Test Username
ISE NODE
Scope
Instance

Authentication Result
Authentication Domain
User Brincipal Hame
Groups

Attributes

Authentication time
Groups fetching time

Test User Authentication

Usex Distinguished Neme :

Retrieve Groups
Retrieve Atiributes

[ Test ]
Attributes

: amman

i isefire.wall.com
: Defanlt Scope

: amalab

: SUCCESS

: zatar.jo

: amman@zatar.jo

CN=grman, CH=Users, DC=zatar, DC=jo

: 2 found.
: 33 found.

: B3 ms.
: 5 ms.

Attributes fecching time: & ms.

*Username

amman

* Password

sesenses

Authentication Type

MS-RPC il

Autherization Data (] Retfrieve Groups
Retrieve Atfributes

Groups Attributes

Authentication Result

Name
Zatarjo/BuiltinlUsers
zatarjo/Users/iDomain Users

a | SID
zatarjors-1-5-32-545
5-1-5-21-3031753119-2636354052-3137036573-513

27 AD_agent.log0ll A =] AlLtE|2:

2020-01-22 10:41:01,516 DEBUG ,140390418061056,AD_GetTokenGroups: SID selected: [zatar.jo/S-1-5-
32-545],AD_GetTokenGroups (), lsass/server/auth-providers/ad-open-provider/provider-main.c:9669
2020-01-22 10:41:01,516 DEBUG ,140390418061056,AD_GetTokenGroups: SID selected: [S-1-5-21-



3031753119-2636354052-3137036573-513],AD_GetTokenGroups (), lsass/server/auth-providers/ad-open-
provider/provider-main.c:9669

pTokenGroupsList =

{

dwStringsCount = 2

ppszStrings =

{

"zatar.jo/S-1-5-32-545"
"S5-1-5-21-3031753119-2636354052-3137036573-513"
}

}

2."ZQlEl Z2[AE0 M "5{& S50l e TH"AME HAY"E MEE Z2

Connection Whitelisted Domains PassivelD Groups Attributes

¥ Advanced Authentication Settings

Enable Password Change
Enable Machine Authentication

Enable Machine Access Restrictions To configure MAR Cache distribution groups: (i
Aging Time {hours) i Administration = System = Deployment
[] Enable dial-in check

[C] Enable callback check for dial-in clients
[] Use Kerberos for Plain Text Authentications.

v Identity Resolution

Advanced control of user search and authentication.

Ifidentity does notinclude the AD domain i

(C) Rejectthe request

(%) Only search in the "Whitelisted Domains” from the joined forest
(O) Search in all the "Whitelisted Domains™ section ﬁ_\.

If some of the domains are unreachable
(®) Proceed with available domains
(") Drop the request

v Identity Rewrite

Changes the format of usernames before they are passed to active directory.
(%) Do not apply Rewrite Rules to modify username
(") Apply the Rewrite Rules Below to modify username

¥ PassivelD Settings

"Only search in the "Whitelist Domains" from the joined forest(Q1ZEl ZZ|AE0|A "S}O0|EBIAE
of = THIQ" HMoh S ME MEHSIH ISEE O|E2 QIEEICISZE EAIFLICH

2020-01-22 13:53:31,000 DEBUG ,140629434660608,LsaDmpFilterOfflineCallback: examine domain
newlab.com, LsaDmpFilterOfflineCallback(), lsass/server/auth-providers/ad-open-
provider/lsadm.c:3423

2020-01-22 13:53:31,001 DEBUG ,140629434660608,LsaDmpFilterOfflineCallback: domain newlab.com is
usable and is marked offline (DC or GC).,LsaDmpFilterOfflineCallback(),lsass/server/auth-
providers/ad-open-provider/lsadm.c:3498

2020-01-22 13:53:31,001 DEBUG ,140629434660608,LsaDmpFilterOfflineCallback: examine domain
zatar.jo,LsaDmpFilterOfflineCallback(), lsass/server/auth-providers/ad-open-provider/lsadm.c:3423
2020-01-22 13:53:31,001 DEBUG ,140629434660608,LsaDmpFilterOfflineCallback: domain zatar.jo is
not marked offline (DC or GC).,LsaDmpFilterOfflineCallback(), lsass/server/auth-providers/ad-
open-provider/lsadm.c:3454

"petra" AtEAt= zatar.jool| L2 ot A3 EILFDL 20| @IFof AlmigfL(Ct.



Test User Authentication
*Usemame | petra

*Password | sessssss
Authentication Type | MS-RPC

Authorization Data [] Refrieve Groups
Refrieve Atributes

Test. )

Authentication Result Groups Attributes

Test Username i petza

ISE WODE ¢ isefire.wall.com
Scope : Default Scope
Instance : aaalab

Authentication Reault  : FAILED

Error i Ho such user, please refer to Test user option to get further information

Processing Steps:

11:52:53:727: Resolving identity - petra

11:52:53:727: Search for macching accounts at join point - asalab.com
11:52:53:735: HNo matching account found in forest - aaalab.com
11:52:53:735:  Identity resolution detscted no matching account
11:52:53:735: Identity resclution failed - ERROR_NO_SUCH_USER

20| M:

= =M "Only search in the "Whitelist Domains" from the joined forest(P1AE! L 2| AE 0| A "s}
O|lEEIAEN Ue TPt A M E o ISE7F CHE = HQlod| 128 &~ gi&LICt

2020-01-22 13:52:53,735 DEBUG ,140629511296768,AdIdentityResolver: :search: already did
(&(|(objectCategory:person)(objectCategory:computer))(sAMAccountName:petra)) search in forest
aaalab.com, searchIdentity (), lsass/server/auth-providers/ad-open-

provider/ad_identity resolver_impl.cpp:735

2020-01-22 13:52:53,735 VERBOSE, 140629511296768,AdIdentityResolver: :examineDomains:
newlab.com, examineDomains (), lsass/server/auth-providers/ad-open-
provider/ad_identity_resolver_impl.cpp:601

2020-01-22 13:52:53,735 VERBOSE, 140629511296768,AdIdentityResolver: :examineDomains:
zatar.jo, examineDomains (), lsass/server/auth-providers/ad-open-
provider/ad_identity_resolver_impl.cpp:601

2020-01-22 13:52:53,735 VERBOSE, 140629511296768,AdIdentityResolver::finalizeResult: result:
40008 (symbol: LW_ERROR_NO_SUCH_USER), finalizeResult (), lsass/server/auth-providers/ad-open-
provider/ad_identity_resolver_impl.cpp:491

2020-01-22 13:52:53,735 VERBOSE, 140629511296768,AD_Resolveldentity: identity=[petral], flags=0,
dwError=40008,AD_Resolveldentity (), lsass/server/auth-providers/ad-open-
provider/ad_identity_ resolver.cpp:131

2020-01-22 13:52:53,735 VERBOSE, 140629511296768, LsaSrvResolveIdentity: identity=[petral,
flags=0, dwError=40008,LsaSrvResolveldentity (), lsass/server/api/api2.c:2877

2020-01-22 13:52:53,735 VERBOSE, 140629511296768,Error code: 40008 (symbol:
LW_ERROR_NO_SUCH_USER) , LsaSrvResolvelIdentity (), lsass/server/api/api2.c:2890

2020-01-22 13:52:53,735 VERBOSE, 140629511296768, LsaSrvResolveIdentity: identity=[petral,
flags=0, dwError=40008, resolved identity list returned =

NO, LsaSrvIpcResolveldentity (), lsass/server/api/ipc_dispatch.c:2738
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