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« Dot1x2F MAB(MAC Authentication Bypass) 72| x}0|%] O3}

« PKI(Public Key Infrastructure)oil CH&t 7|&£ o3}

- CA(Certificate Authority)ol M MEE CIZEME 7K1 A=EEZQIE| M QIBME EElISHE
gheo]l CHEr = X|ILIct

- HELQT Ex|(%M £ FM)olA RADIUS(Authentication, Authorization, and Accounting)
a4 Mxjo| LA

+ RADIUS/802.1x2+ Bf7H AL E AMHAHR/=ZCIE) S| x| e ol
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« ISE(Identity Services Engine) & 2|4 3.x

« CA-QIEAME YUZELICHEnterprise CA, MEIIE|/S & CA EE&= Certificate Provisioning
Portal AH).

« Active Directory(2|% ID &A) - Windows Server, 047|AM |ISEQF S #HEIL|CEH

- NAD(Network Access Device) - 22| X|(FM) EE= 802.1x/AAAZ 22 8 E WLC(F41 LAN
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MH & 22}0|HE QIS M 727
127, ISEO| A CSR(Certificate Signing Request) 244

5 | EHAIE ISE0 M CSR(Certificate Signing Request)S 4435104 CA(A )0l A& 5lo4 ISEO]|
U= MBE CIBME AlAE QAIBME F S8t WLt 0] 215 M= EAP-TLS(Extensible
Authentication Protocol-Transport Layer Security Authentication) 215 &01| ISEMIAM M QIS ME
EM%EI' ‘Jl\‘ QAIQL—“:". O|E ISE U|0‘I|A‘| -JF%IEI L—||:|'. |E:|I'&|4 Administration > System: Certificates > Certificate
Management > Certificate Signing Requests. OF2H certificate Signing Requests, 2 2| Generate Certificate Signing Requests (CSR)

ol 2ol EAIE R Z&Lct

Certificate Signing Requests

Generate Certificate Signing Requests (CSR)
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Signing Reques:

A Gertificate ¢ signed by an extemal authority, After a request has been signed, click “bind” to bind the regquest to the signed cerificate issued by
that authority, Once a CSR is bou
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Usage

Cenilicate(s) will be used o CLAP Authentication

Allow Wildcard Centificates [ ] (0
Node(s)

Genarate C5R's o thase Nodes:

MNode C5R Friendly Name
E e ise#EAP Authentication
- R iSe2HEAP Authentication
B icez ISE3HEAP Authentication
Subject
Cormrman Marme (CN)
SFODMNS

Organizational Uit {OU)

Drganization {0)
Cxample Company

City (L)
San Joso

State (51)
California

Country {C)
US
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/content/en/us/td/docs/security/ise/3-1/admin_guide/b_ise_admin_3_1/b_ISE_admin_31_basic_setup.html#concept_8B6D9760C14344EC972B2DD81876328B
https://www.cisco.com/c/ko_kr/support/docs/security/identity-services-engine-software/200295-Install-a-3rd-party-CA-certificate-in-IS.html
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3. MA| CAAMQle| AR EM RE QIBME ISEQ| AlZE £ UE QIS M MEAR 7IK2™

ISE GUIZ &0} 7+ A Administration > System: Certificates > Certificate Management: Certificate Signing Requests. A1
HE QIZ Mol s 5HE Friendly Name(Z!%58t 0|&) of2HolM CSR &S 2 3t Q1B Aol &

o 1=
Ql2tE Z 28t C S Bind Certificate.

Certificate Signing Requests

Generate Certificate Signing Requests (CSR)
ac CSRs) must be senti and d by an
mhat ynd, i

entermal authodity Click “expoit™ 1o downiload one of more CSRS S0 that they may be signed by an extem:al authonty. Afler a request has been signed, dick “band™ 10 bind the request 1o the signed cerificale issued by

Certificate Subject Key Length  Portal gro... Timestamp Host

CH=ise. @xample. com 0=k

sel example.com .0

sedexamplecom .0

CSRO{ 215 M HielE!

S

OII

2o B CA MY QB AME & ol stLt 2t CSRof| vFRIFE st of gLt 5 of Ot
E ISE =E=of CHsH 4 El LIHX| CSRof| CHsH BF=gfL|ct.
CtS H ORI M Browse MBE QIEAM mtUS MEHSI D et AlH O|FE Holft Cha
Certificate Usage(s)& MEHEILICE B3 AR E XE5IEdH Submit(ME)S =g LCt
Bind CA Signed Certificate
* Certificate File | Browse... | EXAMPLE _ISE ce
Friendly Name EAP Authentication System Certificate @)
Validate Certificate Extensions 0

Usage

EAP Authentication:

CSRO]| H QI & O1F A{ AMEH

4. 0|l MHEl QIS M7} ISE GUIZ O|SELICH EF A Administration > System: Certificates > Certificate
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3B AEZQIEE ZEI0|ME B M 71K 27|
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/content/en/us/td/docs/security/ise/3-1/admin_guide/b_ise_admin_3_1/b_ISE_admin_31_secure_wired_access.html#concept_5AF910B0A52145359ADCF11A873A8A93
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55tH. IF ID &AA AL

OF ID &A= HE3|ISE 218 HH S0 Ar8E|= 2T ID(HA == AEX) HE0| e 248
LIC}. Active Directory= Bt O 2 Active Directory0ll M ZAFE Aol Cigt Al Q15 /EE= %
B ALERE Aol CHE ALE R 1B E K|St Ol ASELICH LR A= XZJE(LHR) 24T HF
E{ AM/ZAE O|§ 2 MESHK| o2 2E Al QIS &7H A8E += gisLict

22 Z 1D A2 AISE = AeEISELY ZZ2EZ (S F8)0 & XIHEl= ID AAIL|CH
Protocol (Authentication Type) Internal Active LDAP RADIUS
Database Directory Token
Sarver
or RSA
EAP-GTC, PAP (plain text password) Yes Yes Yes | Yes
MS-CHAP password hash: Yes Yes Mo No
MSCHAPYT /w2
EAP-MSCHAPvZ (as inner method of PEAF, EAP-
FAST, or EAP-TTLS)
LEAP
EAP-MD5S Yes MNo No No
CHAP
EAP-TLS Mo Yes Yes No
PEAP-TLS

(certificate retrieval)

Note For TLS authentications (EAP-TLS and
PEAP-TLS), identity sources are not
required but can optionally be added for
authorization policy conditions.

ID ME A 7S

M o Ao CHEt AFMIEH LHE 2 Cisco Identity Services Engine Administrator Guide, Release 3.1
> Chapter: Segmentation > Policy Sets& & X5t AA|2.

ISEO]| Active Directory 29t 1 & F7}

ISE %4204 A Active Directory 29t 152 A& 6t24™ TX] Active Directory 7t ZOIEo| 21ES
Z7+8loF & LICH. ISE GUIO A Administration > Identity Management: Active Directory > {select AD instance name/ join
point} > tab: Groups> Add > Select Groups From Directory.

115

ISE 3.x& Active Directory?t & st= Ol Zeh AME LIS @+ AME S EB{H O| EME 2F


/content/en/us/td/docs/security/ise/3-1/admin_guide/b_ise_admin_3_1/b_ISE_admin_31_segmentation.html#ID37
/content/en/us/td/docs/security/ise/2-0/ise_active_directory_integration/b_ISE_AD_integration_2x.html

HE 3 A|L. Active Directory Integration with Cisco ISE 2.x.

N 21 1DAP QlABIAO] HOt DB S FIlste AROE SUS A2 SHE £ sl
ISE GUIO| A Administration > Identity Management: External Identity Sources > L DAP > LDAP instance name > tab:

Groups> Add > Select Groups From Directory.

6EHAl 215 M 215 T2 4

QIEA 0IF T2Ilelo| 22 EAP-TLS B0l (L8 CHE Q1B A 7|8 015 Wy Fof) ISE0] K&
2 aa+o|o+e R (IS 1D IS M)olli D (NAH = A8 B X8 4+ 9lE 215M BB

|>I

ISEO]| 2] 7| {&t JULICE olz{8t MH2 IDE 21Est7| fldl 215 HAof HiIE E LICt ISE
GUI0| A Administration > Identity Management: External Identity Sources> Certificate Authentication Profile = S 25t 1
Add.

Use Identity From(IDO{ M AF2)2 ID
=|L|Ch. MEH AMStS Cl2 Tt ZHA L)

Supject - Common Name

Subject Alternative Name

Subject - Serial Number

Subject

Subject Alternative Name - Other Name
Subject Alternative Name - EMail
Subject Alternative Name - DNS

ID & A7} Active Directory B2 = LDAP(R|E ID AA)E 7IHE|Z B, Binary ComparisonO|2t=
7152 ArEE = JU&LICH lel HIZ & ISE 215 ':F7=||01|H 4F M3t= Use Identity From(ID01|A‘| At
) MEHof|M 2210|HE 2B MM KL Active Directory2| IDE Z=Z|gLIC}H O|F H| §10]
IDE E2I0|HE °._|’o°k|01|k| ZHEHSHA| 7FR{ 20, Active Directory 2|5 I &0| T2 A}REU—I
L} ISEO] CHSH 2R oM =&sl{of 5t= CHE =740| US B ISE Wt F0{ BE-AH|7H A|ZHE W]
Active Directory0ll M Z3|Z|X| o &LICH O HIZE AFE35HEdH ID HE A0 %[5 ID AIHE &
£ £ UE 2|8 ID A4 (Active Directory 2= LDAP)E MEHELICE

CH22 ID7F 20| E 215 A2 CN(Common Name) ZE0i {1 O|F! H|m 7t & &stE F(Hd
B4 AbEh Zm|aaiolM of uch,


/content/en/us/td/docs/security/ise/2-0/ise_active_directory_integration/b_ISE_AD_integration_2x.html
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Extormal Idontity Sources

RIS ¢

(o
|H

2
KEAMIEH LI 2 Cisco Identity Services Engine #2|A}F 710|=, 2124 3.1 > & 7|2 MH > Cisco
ISE CA MH|A > 7RI & x| @152 2lel QIS AE AF& St 5 Cisco ISE 74 > TLS Z[E QIS

QI8 QIZ M QIF T2l PHET|E AE St AAIR.

7EHA| ID AA A|EAO F=7}

T

ID AA A|RHAE ISE GUIOIAM Mg = Q&LICH BN Administration > Identity Management. OFEH 1dentity
=E=1
Add.

Source Sequences , = —

& EtAl= 0424 Active Directory 7t ZQIEE X35 2
&7l 2ESHE £ Qs HES Roishs ID 24 AlTA] QB M 015 ZETUS Flste X
CtZ oteiel QIE Aol Hi I LICH use &.

047]0f| E A|El ool A= THX Active Directory0ll CHall ZE|E &S = U S8 O Z, AFS
AHE &S 4 Qi 79 CHS LDAP MEHE Za|BHLIch 0424 ID 2200 €
not found and proceed to the next storein the sequence §—||'O|_|E|_|'O| An_'|E—||'|E|O‘| A& |——||-_—|'. (0
AAIMHE EHolgtLct

==
ol
=
oo

6" Treat asif the user was
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Identity Source Sequences

Identity Source Sequence

Sebect Gertflicate Authentication Profile

ID AA AIRA

tom QIEAM Q15 Z=utelit Q1E HAMof HiQlEE = U&LICH

4

o

N

I'O

8CHA|. 2= Z2EZ MH|A ™H9|

.

Allowed Protocols Service(31& €l Z2E & AMH|A)= RADIUS @1& &0 ISE7} X5t 215 Y
H/Z2EZ0 ZG3HELICH ISE GUIIAM F445t24H Policy(Z42) > Policy Elements(&2H @ 4):
Results(Z1}) > Authentication(2!5) > Allowed Protocols(318 Ll Z2EZ)Z 0|88 C2 215
Mol @ AZ HFQIEEHLICH

N £ 11 Authentication Bypass(2!5 ?3l) > Process Host Lookup(Z2AM|A SAE ZT3))2
ISEO| A & A3 El MABRF 2240 &Lt

OF EfLICH O&X| foH
&Lch Al ISE ZHI|a
MAIEElE oI5

0|E{°|' A—IX-IO (o{||:iO|E o|) 75-‘,|X|-0-||A-| x|°_| ol _—rLA-IE| A—lgl |. Q|
oz Z2EZ0| o ATHE HAE|X| 22 RADIUS S410| Mg 4 ¢
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