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Q Search for users, groups, applications, or devices
4| grouips, app

Dashboard
Dashboard » Users » Add User

Add User

Adding Users

Most applications allow users to enroll themselves after they complete primary authentication.

Policies

Applications

Users

Add User Learn more about adding users 4
Pending Enroliments

Bulk Enroll Users

Import Users

Username duocadmin
Directory Sync

Bypass Codes Should match the primary authentication username.

2FA Devices
Groups

Add User
Administrators

Reports
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Phones
: P Add Phone
You may rearrange the phones by dragging and dropping in the table.

This user has no phones. Add one.

-'I' Q Search for users, groups, applications, or devices
Dashboard

Dashboard » Users » duoadmin » Add Phone
Policies
Applications
Users Type @® Phone

Tablet

Add User
Pending Enrollments
Bulk Enroll Users

Phone number = v 1 201-555-5555 Show extension field
Import Users
Directory Sync
Bypass Codes

Add Phone

2FA Devices
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Device Info

Not using Duo Mobile Model ﬁ ~ 0s
Activate Duo Mobile Unknown U/' Generic Smartphone

o|O|X|ofl & A|E! CHZ Generate Duo Mobile Activation CodeE AEHSHL|C}.

Dashboard
Dashboard » Phone: Generic Smartphone > Activate Duo Mobile

Activate Duo Mobile

Policies

Applications

Users This form allows you to generate a new activation code for this phone's Duo Mobile application. The Duo Mobile application allows the user to generate passcodes on their
mobile device or authenticate via Duo Push,

2FA Devices
Note: Generating an activation code will invalidate any existing Duo Mobile credentials for this device until it is activated with the new activation code.
Phones

Hardware Tokens

WebAuthn & U2F Ehone: Generic Smartphone
Groups
Administrators Expiration 24 hours j after generation

Reports

Settings Generate Duo Mobile Activation Code
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Dashboard
Dashboard » Phone: Generic Smartphone > Activate Duo Mobile
Policies . .
Activate Duo Mobile
Applications
Users A new Duo Mobile activation code has been generated, and any old credentials have been invalidated. You now have the option to deliver the installation instructions and/or
activation instructions to the user by SMS.
2FA Devices
Phones
Phone Generic Smartphone
Hardware Tokens
WebAuthn & U2F
Installation instructions Send installation instructions via SMS

Groups

Welcome to Duo! Please install Duo Mobile from your app
Administrators

store.
Reports
Settings i
Billing
Activation instructions Send activation instructions via SMS

Support

To activate the app, tap and open this link with Duo Mobile:
Upgrade your plan for support
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» Context Visibility

» Operations ¢ Policy = Administration » Work Centers

b System  ~ldentity Management = » Network Resources  » Device Portal Management  pxGrid Services  » Feed Service  » Threat Centric NAC
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RADIUS Token Identity Sources
General Connection
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Authentication Authorization
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* [ Active Directory
<5 AD
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| ODBC Enable Secondary Server () Always Access Primary Server First
~ [ RADIUS Token (&) Failback to Primary Server after
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(] RSA SecurlD
|| SAML Id Providers
| Social Login

¥ Server Connection

Safeword Server

Minutes (0-99)

* Primary Server

* HostIP | 19.127.196.230 | a

¥ Secondary Server

Host IP 7

* Shared Secret [ sseeseee Show
* Authentication Port i

* Server Timeout | gg

" Connection Attempts [ 3 i

Seconds i

Shared Secret
Authentication Port
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Show
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» Policy ~ Administration » Work Centers
» Feed Service  » Threat Centric NAC
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= System b Identity Management b Network Resources  » Device Portal Management  pxGrid Services

» Backup & Restore = Admin Access  » Settings

Deployment  Licensing  » Certificates  » Logging  » Maintenance  Upgrade
——
o
Authentication Password Policy Account Disable Policy Lock/Suspend Settings
» Authorization Authentication Type
~ Administrators
® Password Based |
* Identity Source | RADIUS:DUQ b4
Admin Users 1y
Admin Groups
O Client Certificate Based
b Settings
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Deployment  Licensing  » Cerfificates  » Logging  » Maintenance  Upgrade  » Backup & Restore = Admin Access  » Seftings
I

Administrators List > New Administrator

Authentication
¥ Admin User

» Authorization
* Name | duoadmin

~ Administrators
Status Enabled =
Admin Users Email | | [7] Include system alarms in emails
Admin Groups
External i
b Settings
Read Only []

Inactive account never disabled

¥ User Information

First Name | |

Last Name | |

» Account Options

* Admin Groups

1Super Admin

| Submit | | Cancel |
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2019- 08- 19T04: 59: 27- 0700 [ DuoFor war dServer (UDP)] Sendi ng request from 10.127.196.189 to
radi us_server_auto

2019- 08-19T04: 59: 27- 0700 [ DuoFor war dServer (UDP)] Received new request id 2 from

(' 10.127.196.189', 62001)

2019- 08-19T04: 59: 27- 0700 [ DuoForwardServer (UDP)] (('10.127.196.189', 62001), duoadmin, 2):
login attempt for username u'duocadmin’'

2019- 08-19T04: 59: 27- 0700 [ DuoForwar dServer (UDP)] Sending AD authentication request for
'duocadmin' to '10.127.196.230"

2019- 08-19T04: 59: 27- 0700 [ duoaut hpr oxy. modul es. ad_cl i ent. _ADAut hCl i ent Fact ory#i nfo] Starting
factory
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2019- 08-19T04: 59: 27- 0700 [ duoaut hpr oxy. nodul es. ad_cl i ent. _ADAut hCl i ent Fact or y#i nf o] St oppi ng
factory
2019- 08-19T04: 59: 37-0700 [-] Duo preauth call failed

Traceback (nost recent call last):

File "twi sted\internet\defer.pyc", line 654, in _runCallbacks

File "twi sted\internet\defer.pyc", line 1475, in gotResult

File "twi sted\internet\defer.pyc", line 1416, in _inlineCallbacks

File "tw sted\python\failure.pyc", line 512, in throwExceptionl ntoGenerator
Fil e "duoaut hproxy\li b\radi us\duo_server.pyc", line 111, in preauth

File "twi sted\internet\defer.pyc", line 1416, in _inlineCallbacks

File "tw sted\python\failure.pyc", line 512, in throwExceptionl ntoGenerator
Fil e "duoaut hproxy\lib\duo_async. pyc", line 246, in preauth

File "twi sted\internet\defer.pyc", line 1416, in _inlineCallbacks

File "tw sted\python\failure.pyc", line 512, in throwExceptionl ntoGenerator
Fil e "duoaut hproxy\lib\duo_async. pyc", line 202, in call

File "twi sted\internet\defer.pyc", line 654, in _runCallbacks

Fil e "duoaut hproxy\lib\duo_async. pyc", line 186, in err_func

duocauthproxy.lib.duo_async.DuoAPIFailOpenError: API Request Failed: DNSLookupError('api-
xxxxxxxx.duosecurity.com',)

2019- 08-19T04: 59: 37-0700 [-] (('10.127.196.189', 62001), duoadmin, 3): Fail node Secure - Denied
Duo login on preauth failure

2019- 08-19T04: 59: 37-0700 [-] (('10.127.196.189', 62001), duoadmin, 3): Returning response code
3: AccessReject

2019- 08-19T04: 59: 37-0700 [-] (('10.127.196.189', 62001), duoadmin, 3): Sending response
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