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) @ Device Security Check x ¥

é - https://sedl -Sekoample.comiEd4 5/ portal/ChentProvsonbtat.achionfrom= CLIEMT_PROVIEILN

CcISCO Client Provisioning Portal

Device Security Check
Your computer requires security software to be installed before you can connect o the network

6 Detecting if AnyConnect is installed and running...

Z0|HE AJARI| ot R UE MX|E[o] UK| 22 2 ISE= AnyConnect 22I0|HE MXIE E
= HAIX[E EAIELICH
f & Device Security Check x\;_-h

. - | (B~ Goog

sionstat.action from=CLIEN

* B https el - Zek example.comcidd 3 porta entProv

cISCco Client Provisioning Portal

Device Security Check
Your compuber requines S‘Eﬂ.ll'ﬂ" Softwang o be installed efore you can connect 1o he nebwork

Unable to detect AnyConnect Posture Agent

- + This is my first time here

1. You must install MJ‘:HHHEH‘ID check your desice belore
accessing the nebwork. Click here 1o download and install

ArVConnec
2. After installation, AnyConned will automabically scan your

device belore allowing you access 10 the nebwark
3. You harve 4 minutés 16 install and 1o the System scan to

camplate

Tip: Leave AnyConned running so i will automatically scan
your désick and connect you faster niod me you Jcoess this

nebvork

M4 vou have 4 minutes 1o install and for he compliance
" check to complete

+ Remind me what 1o do next

NSA(Network Setup Assistant) O ZZ2|71|0|M42 ZE}0|HE A|ARI|AM CHRE =510 Al=sHof &
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..pen'ii.'bg_i;'ii-iéfiﬁ_anycunnect-'.;l;'.e-nﬂwuric—as;?stant—wiﬁ-iiﬁﬁf:ﬂe @
You have chosen to open:
(=] _binaries_anyconnect-ise-network-assistant-win-4.2.02075.exe

which is: Binary File (323 kB)
from: https://ise?l-3ek.example.com:B443

Would you like to save this file?

Save File | [ Cancel ]

Trusted and Secure Connection

ii You are connected to
ISE21-3ek.example.com
whose identity has been certified. Your
connection to this website is encrypted.

(e) 2014 Casn Systerrs, [ne. Cace, Caco Systerd and Caco Systens logo are
regstered trademarks of Caco Systerns, Inc and/or its affiliates in the U.5, and
cartaan other countras.

AnyConnect Secure Mobility Client Downloader

2 Downloading AMP Enabler Service Profile. Please wait... -~
4 Time Left: 0 secs (482 Bytes of 482 Bytes copied)
g Transfer rate: 0 Bytes/Sec -

E Cancel




AnyConnect Secure Mobility Client Downloader
e [The AnyConnect Downloader is instaling AnyConnect Secure
Mobiity Chent 4.2.02075. Please wait...

&, -

Mx|7t 2t 2 E|™ AnyConnect Posture ZE2 778 &4 &0lg & Lct

'Y Cisco AnyConnect Secure Mobility Client [ @ [

This could take up to 30 seconds.

AMP Enabler:
Downloading AMP for Endpoints...

Scanning system ...

AMP Enabler:
Downloading AMP for Endpoints...
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¢y Cisco AnyConnect Secure Mobility Client | B S|

Compliant.
Metwork access allowed.

AMP Enabler:
Downloading AMP for Endpoints...

'Y Cisco AnyConnect Secure Mobility Client e B 3|

Compliant.
Metwork access allowed.

AMP Enabler:
Installing AMP for Endpoints. ..

Compliant.
Metwork access allowed.

AMP Enabler:
AMP for Endpoints installed.

AMP Connector?} LIEFZFL|C}.
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Scan Now

——

History

Settings

» . Status: Connected
| Scanned: 6/30/2016 5:07:27 PM
Policy:  Audit Policy

About

AMP 22l o E gL},
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|

s :
R Y | not provide any help to remeave these fles
You have chosen to open: ¥ scanner 1o seek such help.
|, elcar_com.rip

which i Compressed (ripped) Folder (184 brytes)
firorme hitpea/fsecure.sicar.ong

What should Firefoo: do wath this file?

eicarcoma.zip

9 Cpenwith | Windows Explorer (default) o 308 Bytes
ave File
Do this gutomatscalby for files lke this from new on. HCarcomz. zip
308 Byles
| ok || Conce | R OUR

We understand (from the many emails we receive) that it might be difficult for you to \ wErnlng !
After all, your scanner believes it Is a virus infected file and does not allow you to acc [ ] Threat Detected
miust refer to our standard answer concemning support for the test file. We are W’"'I'q ,___//

will not provide AV scanner specific support. The bist source 1o Bt such information

which you purchased,

S4B880a.2p.part has been detected as W32 EICAR.16Q1.

Please contact the support people of your vender. They have the required expertise t
Headhess 10 say that you thould have read the wser's rranual first before contacting th
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F Work Cenlers

aliil  |dgntity Services Engine * Confexd Visiility ¢ Operations * Policy + Administration

(45 1]

Endpoints = Metwork Devices

Endpoinits COedA00:14:8D:48

C0:4A:00:14:8D:4B g H

MAC Address: CO:4A:00:14:8D:4B

Usarnama: alice

Endpaint Profile: WindowsT-Workstation
e E,_ Current IP Address: 10.62.148.26

Location:
Attribubes Authantication Thraeats Vulnenabilities
Threat Detected
Typs: INMCIDENT
Savarity: Painbul
Reporied by:  AMP

Reported at:  2016-06-30 11:27:48
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Other Attributes

ConfigVersionld 72

Acct-Terminate-Canse Admin Reset

Event-Timestamp 1467303830
MNetworkDeviceProfileName Cisco

Device CoA type Cieco Cad

Device CoA port 170

NetworkDeviceProfileld 403caffc-Ta2 T-41c3-80bb-2 796403 | alEd
IsThirdPartyDeviceFlow false

AcsSessionlD clecBBac-6d2C-4h5d-0bh-T1 691411 5744
MNetwork Device Profile Cisco

Location Location®All Locations

Device Type Device TypefAll Device Types

Device I'P Address 1062, 148,120

ClscoAVPalr audit-session- id=0a3e 94 TRODOD0SabST7 548 1d

= e e

ISEMIM CIHOE & 4d3}5t24T Administration(22l) > System(A|AE]) > Logging(2Z) > Debug
Log Configuration(C|tHH1 21 x| 8|0[4)2 2 0[S 3504 TC-NAC Node(TC-NAC =E)E MEH
&1 TC-NAC 7t 2429| Log Level(21 BiHl)S DEBUGE 73 grL|C}.

L e 00— vy O oy [ i
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Debug Log Configuration TL-NAL I |
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ISE21-3ek/admin# show logging application irf.log tail
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2016-06-30 18:27:48,617 DEBUG [IRF-AMQP-Dispatcher-Notification-0]7[]
cisco.cpm.irf.amgp.NotificationDispatcher:processDelivery:53 —-:::::::-
com.cisco.cpm.irf.irf.service.IrfIrfIrfMessageHandler{MessageType =NOTIFICATION,
messageId=THREAT_EVENT, content='{"c0:4a:00:14:8d:4b":[{"":{"Impact_Qualification":""}, "
":1467304068599, "":"AMP", "":"Threat Detected"}', priority=0, timestamp=Thu Jun 30 18:27:48
CEST 2016, amgpEnvelope=Envelope=79, redeliver=false, exchange=irf.topic.events,
routingKey=irf.events.threat), amgpProperties=#contentHeader<basic> (content-
type=application/json-encoding headers=null, content-encoding headers=null=null, delivery-
mode=null, priority=0, correlation-id=null, reply-to=null, expiration=null, message-
1d=THREAT_EVENT, timestamp=null, type=NOTIFICATION, user-id=null, app-id=fe80el6e-cde8-4d7f-
a836-5455456ae5556f4, cluster-id=null)}

2016-06-30 18:27:48,617 DEBUG [IRF-AMQP-Dispatcher-Notification-0]7[]

cisco.cpm.irf.service.IrfNotificationHandler:handle:140 -:::::- . {messageType=NOTIFICATION,
messageId=THREAT_EVENT, content='{"c0:4a:00:14:8d:4b":[{"":{"Impact_Qualification":""}, "
":1467304068599, "":"AMP", "":"Threat Detected"}]}', priority=0, timestamp=Thu 30 18:27:48 CEST

2016, amgpEnvelope=Envelope=79, redeliver=false, exchange=irf.topic.events,
routingKey=irf.events.threat), amgpProperties=#contentHeader<basic> (content-
type=application/json, content-encoding, content-headers=null, null, delivery Null, mode=null,
priority=0, correlation-id=null, reply-to=null, expiration=null, message-id=THREAT_ EVENT,
timestamp=null, type=NOTIFICATION, user-id=null, app-id=fe80e-cde8-4d7f-a836-54545416ae556f4,
cluster-id=null)}

2016-06-30 18:27:48,617 [IRF-AMQP-Dispatcher-Notification-0]7[]
cisco.cpm.irf.amgp.NotificationDispatcher:processDelivery:59 -:::::- DONE

:Envelope (deliveryTag=79, redeliver=false, exchange=irf.topic.events,
routingKey=irf.events.threat) #contentHeader<basic> (content-type=application/json, content-
encoding=null, headers=null, delivery-mode=null, priority=null, correlation-id=null,
correlation-id=null, reply-to=null, message-id=THREAT EVENT, timestamp=null, type=null,
type=type=NOTIFICATION, USER-ID=USER-ID=ME, APP-ID=FE=NULL, APP-ID=NULL, APP-ID=FEID=NULL, APP-
ID=NULL, APP-ID=NULL, APP-ID=FEID=NULL, APP-ID=FEID=NULL, APP-ID=NULL, APP-ID=FEID=NULL, APP-
ID=NULL, APP-ID=NULL, APP-ID=FEID=NULL, APP-ID 116E-CDE8-4D7F-A836-545416AE56F4, CLUSTER-
ID=NULL)

2016-06-30 18:27:48,706 [IRF-EventProcessor-0]I[]
cisco.cpm.irf.service.IrfEventProcessor:parseNotification:221 -:::::- :
{messageType=NOTIFICATION, messageId=THREAT EVENT, content='{"c0:4a:00:14:8d:4b":[{"
":{"Impact_Qualification":""}, "":1467304068599, "":"AMP", "":"Threat Detected"}]}',6 priority=0,
timestamp=Thu 30 18:27:48 CEST 2016, amgpEnvelope=Envelope=79, redeliver=false,
exchange=irf.topic.events, routingKey=irf.events.threat),

amgpProperties=#contentHeader<basic> (content-type=application/json, content-encoding, content-
headers=null, null, delivery Null, mode=null, priority=0, correlation-id=null, reply-to=null,
expiration=null, message-id=THREAT_EVENT, timestamp=null, type=NOTIFICATION, user-id=null, app-
id=fe80e-cde8-4d7f-a836-54545416ae556f4, cluster-id=null)}

1ol et HE7 PANC ZE TS ELCH

2016-06-30 18:27:48,724 DEBUG [IRF-EventProcessor-0]T[]
cisco.cpm.irf.service.IrfEventProcessor:storeEventsInkES:366 -:::::- PAN -
c:0:0:4a0:0:0:0:4a 14:8d:4b {incident={impact_Qualification=Fighting}, =1467304068599,
vendor=AMP, title=Threat Detected}
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