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Client connects
b the network Authorization Policy is assigned by ISE
e

I5E Requests VA Scan
Clualys scans the Endpoint for Vulnerabilities

Qualys reports the CVSS score

Co& is done based on scan results
{Full Access / Quarantine)
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Add New Virtual Scanner x

You have 4 virtual scanner license(s) available. Choose one of the options balow to get started,

Get Started Download Image | Have My Image
Only
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@UALYSGUARD‘ VIRTUAL SCANNER

QualysGuard® Scanner Console
Name: ekorneyc _qualys, LAN IP: 10.62.145.82

Set up network (LAN) =
Change WAN interface =
Disable WAN interface =
Enable proxy =

Reset network config =
System shutdown =
System reboot =

Version info: 3.11.16.5.11.0
Exit this meanu? (¥/M)
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@UALYSGUAHD‘ VIRTUAL SCANNER

Perscnalize
Update in progress 12%
I
Personalize this scanner >  Enter personalization code:
set up network (LAN) =
Enable WAN interface >
Enable proxy =
Reset network config »
Systern shutdown =
Systemn reboot =
Version info: 3.9.7.5.11.0

Exit this menu? (/M)
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CVSS Scoring

CVSS stands for Common Vulnerability Scoring System, the emerging open standard for
vulnerability scoring. CVS5 scoring provides a common language for understanding
vulnerabilities and threats. When enabled, an overall CVSS score is displayed for
vulnerabilities in scan reports (automatic).
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New Hosts

General Information:
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Deasplcryrnant MNodes List > ISE21-3ek
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FODN ISE21-Jek.example.com

IP Address 10.62.145.25

Moda Type Identity Services Engine (ISE)
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Enter Qualys Configuration Details
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cisco-av-pair = on-demand-scan-interval=48
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cisco  loentty Sarvices Engina Heurus = Context Vigibility v Oipueraibions * Policy » Administration * Woark Contars
Endpoints | Network Devices
Endpoints — Qi:4A00:14:80:48

Co:4A:00:148D:48 O F H

MAC Address: CO:4A:00:14:0:48

Usemame: alice
i Endpain Profile: MicresoM-Workstation
Caurrant IF Address: 10.62.148.63
- Location:
Attribuftos Authantcation Thraals Vulmgrabilitps
CHD-90783
Thithe: Microsoft Windows Bemote Deskiop Prolocn] Bemode Code Execution Vulnerability (MS12.020)

CVES sooee: 03

CVEIDS: CVYE-20012-0002 CWE-2012-0152,

Reported by:  Qualys

Eeported at:

QID-38173

Ththe: S5L Certificate - Signature Verification Failed Yulnerability

CVES soore: 94
CVEIDS:
Repored by:  Qualys
Reparned at:
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@UAL‘:"SGUARD‘ VIRTUAL SCANNER

QualysGuard® Scanner Console
Name: ekorneyc_qualys, LAN IP: 10.62.145.82
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Detailed Results

= 10.62.148.563 (ekorneyc-pc.example.com, EKORNEYC-PC)

w Vulnerabilities (6) [F [
P HEEEE 5 Microsoft Windows Remote Desklop Protocol Remote Code Execution Vulnerability (MS12-020)

* RN 3 SSU/TLS use of weak RC4 cipher

(N || 3 Windows Remote Deskiop Protocol Weak Encryption Method Allpwed
L | | 2 MNelBIOS Name Accessible

L | | 2 S5L Cenificate - Signatura Verification Failed Vulnarability

L3N | 1 ICMP Timestamp Requast

p Potential Vulnerabilities (1) EE
» Information Gathered (26) [

=X 4
ISEQ| C|HZ

ISEOIM CIHH2E & 4d3t5HE{T Administration(Z 2]) > System(A|AE]) > Logging(2Z!) > Debug
Log Configuration(C|HH 21 5"|JL|:LE4|0|1\=|)0§ 0|5 3t04 TC-NAC Node(TC-NAC L E)E MEH
5t Log Level(21 &I'el)va-runtime ! va-service 7t L4 E DEBUGR HZ & LIC.

dlesl identity Sanvices Enging Homa ¥ Comtm Viskaty ¢ Cperations ¥ Podicy - * Wiork Conters

= Sysinm b dgnity Maragemant b Notwork Resources ¢ Devioe Portel Managemen!  poGind Senaces 1 Fiisbd Senvios b PragigiD  * Treonl Contric NAG
Depknynirt  Licending ¢ Contfcates ~Loggng ¢ Manenancsd Upgrade Backup S Restcie ¢ Adwin Accedds ¢ Sefttrgs

]
Local Log Settings Mg List » 153 - Bk eocmenpla.com
Debug Level Configuration
Parmobe Logoing Tangets
Logng Catogonrt fa B Rt o Dttt
Mozsage Capiog COMpanent. Mama w LG Lived DusCription
Detuy Log Configuration [ | | 11
Colpction Fiers ) varruntime DEBLG Wulnerabdity Assesement Runtime messages
)} vaeservice S DEBLIG Widnerpbity Arseosment Service meRraoes
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FOIg 21 - varuntime.log.ISE CLIGIAM =& &Qlg & QlaL|ct.

ISE21-3ek/admin# show logging application varuntime.log tail

TC-NAC Docker7t EH A= ZQE HAE &5t HYHS eroraLICH

2016-06-28 19:06:30,823 DEBUG [Thread-70][] va.runtime.admin.mnt.EndpointFileReader -:::::- VA:

[{"operationType":1, "macAddress":"C0:4A:00:14:8D:4B", "ondemandScanInterval":"48", "isPeriodicScan
Enabled":false, "periodicScanEnabledString":"0", "vendorInstance":"79644b7-0b7-4b3-09b3-04b3-04b5-
04b3-b611-199fb81adb99", "psnHostName" : "ISE21-3ek", "heartBeatTime":0, "lastScanTime":0}]
2016-06-28 19:06:30,824 DEBUG [Thread-70][] va.runtime.admin.vaservice.VaServiceRemotingHandler

.{"operationType":1, "macAddress":"C0:4A:00:14:8D:4B", "ondemandScanInterval":"48", "isPeriodicScan
Enabled":false, "periodicScanEnabledString":"0", "vendorInstance":"796440b-0b7-0-4b3-09b3-0-4b3-



4b5-04b-4b5-4b5-04b-4b-4b-4b-4b5-4b5-4b-4b-b611-199fb81a4b99", "psnHostName" : "ISE21 -
3ek", "heartBeatTime":0, "lastScanTime":0}

ZD7h 4 AEIH D E F|oF CloJETH HYAE ClME ol MEELICH

2016-06-28 19:25:02,020 [pool-31l-thread-8]I[]

va.runtime.admin.vaservice.VaServiceMessagelListener -::::::- VaService
.[{"macAddress":"C0:4A:00:14:8D:4B", "ipAddress":"10.62.148.63", "lastScanTime":146713439400, "vuln
erabilities": [{\"vulnerabilityId\"Id\"QID-90783\"cve3", ":\"CVE-2012-0002,CVE-2012-
0152,\",\"cvssBaseScore\":\"9.3\",\"cvssTemporalScore\":\"7.7\",\"vulnerabilityTitle\":\"Microso
ft Windows MS 12-020)\",\"vulnerabilityVendor\":\"Qualys\"}", "{\"vulnerabilityId\":\"QID-

38173\",\"cvelds\":\"cvssBaseScore\":\"9.4\",\"cvssTemporalScore":\"6.9\"\":\"SSL -
\",\"vulnerabilityVendor\":\"Qualys\"}", "{\"vulnerabilityId\":\"QID-
90882\",\"cveIds\":\"\",\"cvssBaseScore\":\"4.7\":\"\": ,\"vulnerabilityTitle\":\"Windows
\",\"vulnerabilityVendor\":\"Qualys\"}", "{\"vulnerabilityId\":\"QID-
90043\",\"cveIds\":\",\"cvssBaseScore":\"7.3",\"\"Vss
score\":\"6.3\",\"vulnerabilityTitle\":\"SMB SMB
\",\"vulnerabilityVendor\":\"Qualys\"}", "{\"vulnerabilityId\":\"QID-38601\",\"CVE0366-2655\":
CVE-2015-
2808,\",\"cvssBaseScore\":\"4.3\",\"cvssTemporalScore\":\"3.7\",\"vulnerabilityTitle\":\"SSL/TLS
RC4 \",\":\"Qualys\"}"]}]
2016-06-28 19:25:02,127 DEBUG [pool-311l-thread-8][]
va.runtime.admin.vaservice.VaServiceMessageListener -::::::- VA: DB ,
lastscantime:1467134394000, mac:C0:4A:00:14:8D:4B
2016-06-28 19:25:02,268 DEBUG [pool-311l-thread-8][]

va.runtime.admin.vaservice.VaAdminServiceContext -:::::- VA:pri-lan json

2016-06-28 19:25:02,272 DEBUG [pool-311l-thread-8][]
va.runtime.admin.vaservice.VaPanRemotingHandler -::::::- VA:
:{C0:4A:00:14:8D:4B=[{"vulnerabilityId":"QID-90783", "cveIds":"CVE-2012-002,CVE-2012-

0152, ", "cvssBaseScore":"9.3" TemporalScore":"7.7","vulnerabilityTitle":"Microsoft Windows Remote
Desktop Protocol Remote Code Execution Vulnerability (MS12-

020)", "vulnerabilityVendor":"Qualys"}, {"vulnerabilityId":"QID-38173","cveScore":"9.4":"cvss9.4"
vssTemporalScore":"6.9", "vulnerabilityTitle":"SSL - ", "vulnerabilityVendor":"Qualys"},
{"vulnerabilityId":"QID-90882","cvelds":", "cvssBaseScore":"4.7", "cvssTemporalScore":"4"

title":"Windows Remote Desktop Protocol Weak Encryption Method
Allowed", "vulnerabilityVendor":"Qualys"}, {"vulnerabilityId":"QID-

90043","cvelds":", "cvssBaseScore":"7.3", "cvssTemporalScore":"6.3", "vulnerabilityTitle":"SMB
", "vulnerabilityVendor":"Qualys"}, {"vulnerabilityId":"QID-38601","cveIds":"CVE-2013-2566,CVE-
2015-2808, ", "cvssBaseScore":"4.3",""cvss3" score":"3.7","vulnerabilityTitle":"SSL/TLS RC4

", "vulnerabilityVendor":"Qualys"}]1}

grolg 27 - vaservice.log.ISE CLIOIAM =& &olgh 4~ Ql&L|C.

ISE21-3ek/admin# show logging application vaservice.log tail

O{HE{of MEE FLE HIt2F

2016-06-28 17:07:13,200 [endpointPollerScheduler-3][] cpm.va.service.util.VaServiceUtil -
systemMsg: [{"systemMsg":"91019", "isAutoInsertSelfAcsInstance":true, "attributes": ["TC-
NAC.ServiceName", " ", "TC-NAC.Status", "VA ", "TC-NAC.Details", "VA VA " tc-
NAC.MACAddress", "C0:4A:00:14:8D:4B", "TC-NAC.IpAddress","10.62.148.63", "TC-

NAC.AdapterInstanceUuid", "79640b7-09b5-4f3b611-19 881ad4b99", "TC-NAC.VendorName", "Qualys", "TC-
NAC.AdapterInstanceName", "QUALYS_VA"]}]

AdapterMessagelListenere AZH0| 2t 2 E M7} X| Of 58 Soto| AEfE & QlgLICt.

2016-06-28 17:09:43,459 [SimpleAsyncTaskExecutor-21][]



cpm.va.service.processor.AdapterMessagelListener -:::::-

: {"AdapterInstanceName" : "QUALYS_VA", "AdapterInstanceUid":"a70031d6-6e3b-484a-0-
627£30248ad0", "VendorName" : "Qualys", "OperationMessageText":" :1, :0, : {0}
2016-06-28 17:14:43,760 [SimpleAsyncTaskExecutor-2]1[]
cpm.va.service.processor.AdapterMessagelListener -:::::-

: {"AdapterInstanceName" : "QUALYS_VA", "AdapterInstanceUid":"a70031d6-6e3b-484a-0-
627£30248ad0", "VendorName" : "Qualys", "OperationMessageText":" :0, :0, 1"}
2016-06-28 17:19:43,837 DEBUG [SimpleAsyncTaskExecutor-2][]
cpm.va.service.processor.AdapterMessagelListener -:::::-

: {"AdapterInstanceName" : "QUALYS_VA", "AdapterInstanceUid":"a70031d6-6e3b-484a-0-
627£30248ad0", "VendorName" : "Qualys", "OperationMessageText":" :0, :0, 1"}
2016-06-28 17:24:43,867 DEBUG [SimpleAsyncTaskExecutor-2][]
cpm.va.service.processor.AdapterMessagelListener -:::::-

: {"AdapterInstanceName" : "QUALYS_VA", "AdapterInstanceUid":"a70031d6-6e3b-484a-0-
627£30248ad0", "VendorName" : "Qualys", "OperationMessageText":" :0, :0, 1"}

O{R{E{= QIDE, CVEE= CVSS ™Mot &7 7I A LCt.
2016-06-28 17:24:57,556 DEBUG [SimpleAsyncTaskExecutor-2]7[]

cpm.va.service.processor.AdapterMessagelListener -:::::-
:{"requestedMacAddress":"C0:4A:00:14:8D:4B", "scanStatus" : "ASSESSMENT_SUCCESS", "lastScanTimeLong"

:146713439440000, "ipAddress":"10.62.148.63",": [{"vulnerabilityID-3":"QID"

8173","CVEIds":", "CVSSBaseScORE":"9.4", "CVSSTemporALScORE":"6.9", "VULNERABILITYTitle":"SSL -
", "vulnerabilityVendor"}, {"vulnerabilityId"}, "QID-90043","cveld":

"n "cvssBaseScore":"7.3", "cvssTemporalScore":"6.3", "vulnerabilityTitle": "SMB SMB

", "vulnerabilityVendor":"Qualys"}, {"vulnerabilityId":"QID-90783","CVE2120-21 0002,CVE-2012-
0152, ""cvssBaseScore":"9.3", "cvssTemporalScore":"7.7", "vulnerabilityTitle":"Microsoft Windows
Remote Desktop Protocol Remote Code Execution Vulnerability (MS.12-020)","":"Qualys":"Qualys"
ID":"QID-38601", "cvelds":"CVE-2013-2566,CVE-2015-

2808, ", "cvssBaseScore":"4.3", "cvssTemporalScore":"3.7","":"SSL, TLS/SSL RC4

", "vulnerabilityVendor":"Qualys"}, {"vulnerabilityId":"QID-

90882", "cvelds":", "cvssBaseScore":"4.7", "cvssTemporalScore":"4", "vulnerabilityTitle": "Windows
Remote Desktop Protocol Weak Encryption Method Vendor"Allowed", "Allowed", "Vendor" Qualys"}]}
2016-06-28 17:25:01,282 INFO [SimpleAsyncTaskExecutor-2]1[]

cpm.va.service.processor.AdapterMessagelListener -::::::- IRF
{"C0:4A:00:14:8D:4B":{"vulnerability":{"VSS" Base_Score":9.4,"CVSS_Temporal_Score":7.7},"
":146713439400, "title":"","":"Qualys"}}

2016-06-28 17:25:01,853 DEBUG [endpointPollerScheduler-2][] cpm.va.service.util.VaServiceUtil -

systemMsg: [{"systemMsg":"91019", "isAutoInsertSelfAcsInstance":true, "attributes": ["TC-
NAC.ServiceName", " ", "TC-NAC.Status", "VA successfully completed", "TC-NAC.Details", "VA
completed; :5","TC-NAC.MACAddress","C0:4A:00:14:8D:4B", "TC-NAC.IpAddress","10.62.148.63","TC-
NAC.AdapterInstanceUuid", "79640b7-09b5-4b3b-1111 99fb81adb99", "TC-NAC.VendorName", "Qualys", "TC-
NAC.AdapterInstanceName", "QUALYS_VA"]}]

L=l A

£ 1. ISEE CVSS_Base_Score?} 0.00| 1L CVSS_Temporal_Score7} 0.02! #|2MH H 1 ME
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£ & gL

FlofdE = & UKIE ISEMAM = 0|

vaservice.log0l| EA|E|= C|H{3:

2016-06-02 08:30:10,323 INFO [SimpleAsyncTaskExecutor-2]/[]
cpm.va.service.processor.AdapterMessagelistener -:::::::- IRF {"C0:4A:00:15:75:C8":{"VSS8":
Base_Score":0.0, "CVSS_Temporal_Score":0.0},"":146485905000, "title":"","":"Qualys"}]}



SHZA:

cVsS 7“'*7P 02! ol = F[fHo| gi7{Lt UIE S5l o{HEE F4517| Toil Qualys Cloudoi| A
cvss M7t #MSHE|X| ok 7| HE LTt cvss M4 £04 7|50| E435HE X|A] 7|82 ofHEE
Mg 788 Foll 22 = ELICh.CVSS M —'T'—017P M= X, O{RE QIAEIAT}ISEO|
MM E|A= K| &Rl of & LICH Vulnerability Management(F2f 4 E2l) > Reports(2 M) >
Setup(dH) > CVSS > Enable CVSS Scoring(CVSS M= &3l =88 4 QlaLch

24 2. ISEE Qualys CloudoliA] EHIE e fof XS HEYX|2 F0HE 7Ix{X| pf&LCt.

EX|/Eol:

-

Teh F0{ YHo| YRR, VA HALE EE|7HsHof ELICT AbAolT 5ot ofEH &
o}

vaservice.log0ll ZA|E|l= CIHHT:

2016-06-28 16:19:15,401 [SimpleAsyncTaskExecutor-21]1[]
cpm.va.service.processor.AdapterMessageListener -:::::- :(

: ' [B@R6dabeb20 (byte[311]) 'MessageProperties [headers={}, timestamp=null, messageId=null,
appId=null, clusterId=null, type=null, correlationId=null, replyTo=null,
contentType=application/octet-stream, contentEncoding=null, contentLength=0, deliveryMode=0,
persistent, persistent priority=0, redelivered=null, repriority=null false,
receivedExchange=irf.topic.va-reports, receivedRoutingKey=, deliveryTag=9830, messageCount=0])
2016-06-28 16:19:15,401 [SimpleAsyncTaskExecutor-21]1[]
cpm.va.service.processor.AdapterMessagelListener -:::::-
:{"requestedMacAddress":"24:77:03:3D:CF:20", "scanStatus": "SCAN_ERROR", "scanStatusMessage":"

:1904 . IP .","lastScanTimeLong":0, "ipAddress":"10.201.228.102"}

2016-06-28 16:19:15,771 DEBUG [SimpleAsyncTaskExecutor-2][]
cpm.va.service.processor.AdapterMessagelListener -:::::- Macaddress:24:77:03:3D:CF:20, IP

(DB) :10.201.228.102,

2016-06-28 16:19:16,336 DEBUG [endpointPollerScheduler-2][] cpm.va.service.util.VaServiceUtil -
:::::::- VA SendSyslog

systemMsg: [{"systemMsg":"91008", "isAutoInsertSelfAcsInstance":true, "attributes": ["TC-
NAC.ServiceName", " ", "TC-NAC.Status","VA ", "TC-NAC.Details"," :1904 . IP IPp

.","TC-NAC.MACAddress","24:77:03:3D:CF:20", "TC-NAC.IpAddress","10.201.228.102", "TC-
NAC.AdapterUuid", "79640b7-40b7 b5-4f3b-b611-199fb81ad4b99", "TC-NAC.VendorName", "Qualys", "TC-
NAC.AdapterInstanceName", "QUALYS_VA"]}]

SHZEA:

Qualys Cloud= A=ZQIEO| |P FATL HAM| MEsHK| ot S 2 LIEHHLICH AIEXQIEQ P F

£ Vulnerability Management > Assets > Host Assets > New > IP Tracked Hosts0i| 7}z = X|
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