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4.1. Exchange S5 QI M M4
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6. IISE CHA| A[ZHBHLICEH
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8. OlEM EIZEl £
SEN
A0
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ol CHH A8 LICH Microsoft Active Directory 20122| Exchange S5 O|0|ME & CEP &
RIEM

A Q7 ALE
QT MNE
Ctg FAof Cidt X|Alg E|stn o™ RS ELICH
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- ISE(Identity Services Engine)0i| CiEt 7|& X[ 4
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- Microsoft Active Directory 2012 R2

=4

Cisco ISE= SCEP ZEEZ 2 AI&35t0{ 712l & x| SE(BYOD 22 %) X|&EL|Ct. 2|F SCEP
CAE At2%E [ 0| CA= ISEC| SCEP RA ZE2Z/0of| 0|5 ZO|E/L|CH.SCEP RA T2 10| AL
M F ABM7I AEE = JE UABM XMELH XSS 2 FIHELICH

- CARE QBA,
. CAOIAM MES RA(SE 7|®) 2B M
RA'.: SE ClHo|AMM REE =4l & HESIT, E2t0|UE IS ME YZst= CAM 2FE ©
Ct5t= AR E SHetshL|C).

Al K|

oL

RA 215 {7} BtZ £|H CA F(0| 0|0l A= Windows Server 2012)01 M At 22 A
Ct. O] Active Directory/CA #E2|XI7} =522 +~&5HoF ghL|C}.
g4 ol of @lLCt.

Jst=

CH=2 2 Windows Server 2012 R20{|A{ 0| &N

ISEO0|| EA|L|= =7| SCEP 215 M:

Edit SCEP RA Profile

*Name | External_SCEP |

Description | |

* URL

http://10.0.100.200/certsrv/ mscep | Test Connection

Certificates

v LEMON CA

Subject CN=LEMON CA,DC=example,DC=com
Issuer CN=LEMON CA,DC=example,DC=com

Serial Number
Validity From
Validity To

1C 23 2A 8D 07 71 62 89 42 E6 6A 32 C2 05 EO CE
Fri, 11 Mar 2016 15:03:48 CET
Wed, 11 Mar 2026 15:13:48 CET

v WIN2012-MSCEP-RA

Subject

Issuer

Serial Number
Validity From
Validity To

Save Reset

CN=WIN2012-MSCEP-RA,C=PL

CN=LEMON CA,DC=example,DC=com

7A 00 00 00 OA 9F 5D C3 13 CD 7A 08 FC 00 00 00 00 00 0A
Tue, 14 Jun 2016 11:46:03 CEST

Thu, 14 Jun 2018 11:46:03 CEST

MSCEP-RA 2/& M7} Bt=2 E|o{ A Alz|o{oF §FCt 7F &g LICH

&=

Z=9|:Windows Server2| &

1. o|T Jlel 7| Al

=
—

2 E[Xtol| A £ 2lst &AL



certutil 2 AH&3+09 Active Directory0l| A RA 21 AQt ¢1AE J7HQ! 7|8 3t&Lct. O o 2 7|
ZiE|o|L{ & &&LCt.

certutil -store MY %$COMPUTERNAME%-MSCEP-RA
Z7| MSCEP-RA 215 A2 O0|§ 0| CtE A2 0| LM =™ /oo g LCtapqLt 7|2 Mo 2
ZFE O|F0| Zgfk(o{oF gLct.

sllzerssAdministrator>certutil —store MY COMPUTERNAME:—MSCEP-RA
Y "Personal"
Certificate B
Ferial Number: 7aB8000BA7?48cBebLidSaade37300000000ABAY
Izzuer: CH=LEMOWN CA, DC=example, DC=com
MotBefore: 14-/86-2816 11:46
MotAfter: 14-06-2018 11:-46
Subject: CH=WIN2ZB12-MSCEF-RA,. C=FPL
ertificate Template Mame (Certificate Type?: EnrollmentAgentOffline
on—root Certificate
emplate: EnrollmentAgentOffline,. Exchange Enrollment Agent (0ffline request
ert Hazshtshal: £f3 3a b8 a7 ae bha Be b5 c4 ebh ec BY ec 89 eb 58 1c 5a 15 ca
?Hggdguntainer = f162c2921346fh17hfc312ffed?Pd22258_a53324173eBf —41%94-hee5—2f27
c
Simple container name: le—-84278304-39225-4h4?-abh8-5a12?7eci472A
Provider = Microsoft Strong Cryptographic Provider
rivate key iz NOT exportahbhle
Eignature test passed

Certificate 3

Serial NHumber: 7aBBB0BARa?f5dc313cd?adsfcARRARRRAAREA

Izzuer: CH=LEMON CA, DC=example, DC=com

MotBefore: 14-86-28016 11:46

HotAfter: 14-06-2018 11:46
Subject: CH=WUIH2B12-MSCEP-RA,. C=FPL

ertificate Template Hame {(Certificate Typed: CEPEncryption

on—root Certificate

emplate: CEPEncryption,., CEP Encryption

ert Hashizshal>: Be el % 11 33 23 cB 34 2b bd hd 78 £f7 el h? 23 ht Ba 5c b2

Key Container = e32681B8cBhbl128829c?M1dbeabbcBed3s ahl3241Y—3ed8f—4194-heeb—2£27

Simple container name: le-A955h42bh-6442-48a8-?Yaa—7h4cBa?9c36?
Provider = Microsoft Strong Cryptographic Provider

rivate key iz MOT exportahle

Encryption test passed

ertlUtil: —store command completed succezsfully.

2. 0| 74l 7| ArA|

otef EC0IM X 7|8 S22 AAELICH

C:\ProgramData\Microsoft\Crypto\RSA\MachineKeys



. v ThisPC » Local Disk (C:) » ProgramData » Microsoft » Crypto » RSA » MachineKeys v O

Mame Date modified Type
%) bdefcb2fd2b%8c0l ecdebelbldi2daal_a3332417-3elf-4194-bee3-0f07af Tcbfd2 11/03/2016 15:09 System file
%) Tad36feB06e483060f48a804af 2fe0al_as332417-3e8f-4194- bee3-0f07af Tcbfd2 11,/03/2016 15:00 System file
%) T6044fb33636aeddb@590521c2e8815a_a5332417-3e8f-4194-beed-9f97af Tcbfd2 11703/ System file
%) c2319c42033a5ca 7 f44e731bfdafalbl_a5332417-3e8f-4194-bee3-997af 7 cbfd2 11/03/2016 13:09 System file
%] ded986f00a1eelde2dcB40870fdb506c_a3332417-3elf-4194-bee3-0f97af T cbfd2 11/03/2016 15:00 System file
%) e326010c0b128329c971d6eabbcBe035_a5332417-3e8f-4194-bee5-9f97af T cbfd2 14/06/2016 11:56 System file
%] ed(Vebfe2dbB0535d30408fd239982ee_a3332417-3e8f-4194-beed-9f07af T cbfd2 11/03/2016 1517 System file
%] f162c291346fb17bfc312ffe37d29258_a3332417-3e8f-4194-bee3-4f97af Tcbfd2 14/06/2016 11:56 System file
%) foBBaacef042fb7fTceb23121 2eefdad_a53332417-328f-4194-bhee5-9f9Taf T cbfd2 02/03/2016 14:59 System file
%) foBbaacebB42fb7fTceb23121 2eefdad 34601 aa-5e3c-4094-0e3a-Tbde 02530 22/08/2013 16:50 System file
%] folbaacef®42fb7Tceb231212eefdad_fO9dbi3d0-2b5b-4682-9d23-ad03508c00b5 18/03/2014 10:47 System file
3. 0|7 MSCEP-RA 2/&M 4]
7Rl 7|8 AIKIEH % MMC 2014 MSCEP-RA 215 ME K& LIC
MMC > Bl > ALHQI ETHHH. . > "QISA F7" > HFE| A > 22 HFE]
File Action View Favortes Window Help
= #[E 8| o= B[
| Console Root Issued To - Issued By Expiration Date  Intended Purposes Friendly Mame
4 [ Certificates (Local Corr|| FI]LEMON CA LEMON CA 11/03/2026 <All> <Mone>
4 [0 p?r50”3| alwin2012.example.com LEMON CA 11/03/2017 Client Authenticati.. <MNone>»
| Certificates| || FWIN2012-MSCEP-RA LEMON CA 14/06/2018 Certificate Request ... _<None>
b [ Trusted Root Certifi | 7] \yin2012-MSCEP-RA LEMON CA 14/06/2013 Certificate Request ... <None>
[- || Enterprise Trust
= | Intermediate Certifi

4. SCEPO| CHEt M| IS ME A ELICE
4.1. Exchange &5 2I& M 44

4.1.1. of2io| LI & A& 3104 cisco_ndes_sign.inf It LS MAdErL|CH 0| HEE= LSO
CSR(Certificate Signing Request)2 +35t7| 2|5 certreq.exe =0 M AFS & LICt.

[NewRequest]

Subject = “CN=NEW-MSCEP-RA,O0U=Cisco,0=Systems, L=Krakow, S=Malopolskie, C=PL”"
Exportable = TRUE

KeyLength = 2048

KeySpec = 2

KeyUsage = 0x80

MachineKeySet = TRUE

ProviderName = “Microsoft Enhanced Cryptographic Provider v1.0
ProviderType = 1

[EnhancedKeyUsageExtension]
OID = 1.3.6.1.4.1.311.20.2.1

[RequestAttributes]

CertificateTemplate = EnrollmentAgentOffline
B0l Y HESE SAE 2 2F Ago met tde ZHst D 25 EXFSHEA 5
MEIREX(MSE E7) EISHAAIL,

J\o|. [||0II



4.1.2. Ct2 BHES AE5101 INF I UE 7|2 2 CSRE BHELICH

certreq -f -new cisco_ndes_sign.inf cisco_ndes_sign.req
A1 Chst 84X ALEX HEAE HESIO| A|AR] HEAEQ SESHE B2 22S FEELICHO
A1 FAE = JU&LICH

sUzeprsz~AdminiztratorsDesktopicertreq —f —new cisco_ndesz_sign.inf cisco_ndes_si
Active Directory Enrollment Policy

{55845863-8765—-4CA3—84BB- E14191DFDE4E}
ldap:

ser context template conflicts with machine context.

ertReq: Request Created

sUserssAdministratorsDesktop

4.1.3. CtE BBES ME5t0{ CSRE MEFLICH

certreq —submit cisco_ndes_sign.req cisco_ndes_sign.cer

Ol A& TI™dste S ol Ye|ln XAt CAE M=sl ok ELCt.

Certification Authority List | ? [ %]

Select Certification Authority
CA Computer

- W a5 "I
A LI L Y= =

O Cancel

sUzerssAdminiztratorsDesktopiecertreq —submit cisco_ndes_sign.req cisco_ndes_si

Active Directory Enrollment Policy
{55845863-87Y65-4CH3-84BB-E141 A1 DFDE 48>

ertificate retrieved{Issued? Issued

ssUserss~AdministratorsDesktop>

A L2 E QIS ME = ELICE ol BF 2z M ABSME 7M1 24 A
XI-AE O|E°}'L.|L__|'

~
o
>
_|_|-r|

certreq -accept cisco_ndes_sign.cer



sUsersAdministratorsDesktoprcertreq —accept cisco_ndes_sign.cer

tsxUserss<AdministratorsJesktop>

4.2. CEP =8} Q&M 4

4.2.1. M 1t cisco_ndes_xchg.inf& A4 grL|C}t.

[NewRequest]
Subject = "CN=NEW-MSCEP-RA,0U=Cisco,0=Systems, L=Krakow, S=Malopolskie, C=PL"

Exportable = TRUE

KeyLength = 2048

KeySpec = 1

KeyUsage = 0x20

MachineKeySet = TRUE

ProviderName = “Microsoft RSA Schannel Cryptographic Provider”
ProviderType = 12

[EnhancedKeyUsageExtension]
OID = 1.3.6.1.4.1.311.20.2.1

[RequestAttributes]
CertificateTemplate = CEPEncryption
410 dHEE Aot SLeF EHAHE s->FLIC

422. M INF ItLE 7|Hto 2 CSRE MdgfLct.

certreq -f -new cisco_ndes_xchg.inf cisco_ndes_xchg.req
4.23. RS AgLct

certreq -submit cisco_ndes_xchg.req cisco_ndes_xchg.cer

42427 ZFE Q! M AR 015504 Af ABAE S ErLIct,

certreq -accept cisco_ndes_xchg.cer

5. &l
4TtA & Obx| 27H2| A MSCEP-RA QIE M7t 24 HFE 74l XME L0 LiEt LT
EFiIe Action View Favorites Window Help

e #F 8| 6= BE

-

| Console Root lssued To Issued By Expiration Date  Certificate Template Intended Purposes Friendly M...
a (5 Certificates (Local Com ERLEMON CA LEMON CA 11/03/2026 <All> <MNones
4[] Personal ExiJNEW-MSCEP-RA LEMON CA 14/06/2018 Exchange Enrollment Agent (Offline request)  Certificate Request Agent  <Mone>
| Certificates LI NEW-MSCEP-RA LEMON CA 14/06/2018 CEP Encryption Certificate Request Agent  <None>
b [ Trusted Root Certifi| T 0in2012. cxample.com LEMON CA 1170372017 Domain Controller Client Authentication, ... <None>

I» || Enterprise Trust

rir
A

certutil.exe TTE AE35l0{ QIS ME &EQIE £ Q&L H%HPE M QOIS olEE A5t
I &=l MSCEP-RA 215 M7t E A|Z|o{oF &L|Ct.

certutil -store MY NEW-MSCEP-RA



sUzerssAdministratorsDesktopicertutil —store MY WEW-MECEP-RA
Y "Perszonal"
Certificate 2
ferial NHumber: 7aBBBBBABAchZ250f5a?dbcl1l11350000ABHHNBARAC
lssuer: CN=LEMUM CH, Di=example, Di=com
MotBefore: 14-/86-2016 13:48
HotAfter: 14-86-2018 13:48
Subject: CH=MWEW-MECEP-RA. OU=Cizco. 0=EBystemsz. L=Krakow. 5=Malopolskie. C=PL
ertificate Template Mame <Certificate Typel: CEPEncryption
on—root Certificate
emplate: CEPEncryption, CEP Encryption
ert Hazh(shal>: 31 4e 83 @8 57 14 25 &2 Bh ht ?a el 4f cb6 f2 cf 61 Bh ed 99
Key Container = 1ha225d16a794cYichl15%e78h356342c_a5332417-3eblf—-4174-bhee5-7f27a

Simple container name: CertReq—CEPEncryption—f42ec236-077a—48a?7-h83a—47adbccid
Be

Provider = Microsoft REA SChannel Cruyptographic Provider
Encryption test passed

Cerial NHumber: 7aBABABRALZ2813070a2bh3616f ARBBRBRABARAL
Iszuer: CH=LEMON CA, DC=example, DC=com
MotBefore: 14-86-2816 13:35
MothAfter: 14-86-2818 13:35%
Bubject:= CH=MEW-HMHSCEP-RA,. OU=Cisco, O0=Systemsz, L=Krakow, S5=Malopolskie, C=PL
;ertiticate lemplate Mame (Certificate Type?: EnrollmentAgentOffline
on—root Certificate
emplate: EnrollmentAgentOffline,. Exchange Enrollment Agent (Offline request?
ert Hashizshal)>: 12 44 ha ebt 4c 4e f8 78 7a ab ae 68 2bh bA b2 ad e? ha 62 %a
Key Container = 328e64886bdi15%eca?bl2283F3f67eeb_a5332417-3ebBf—4174-bee5-7£27a

Simple container name: GCertRegq—EnrollmentAgentOffline—BecBhBc4-8828-4Fl?-927h—
2f86958%cab
Provider = Microsoft Enhanced Cryptographic Provider vl . @

S ignature test passed

ertltil: —store command completed successfully.

sswUserssAdministratorsDesktop>
6. IISE CtA| A|ZFEFLICEH

M7 I8 S M2 R IS(QIEIS HE AMHIA) MHE CHA AlEHsHAIAIS.

iisreset.exe

sUserssAdministratorsDesktopriisreset .. exe

Attempt ing atup...

Internet services successfully stopped
Attempting start...
Internet services successfully restarted

7. Nl SCEP RA T 21} Q] AiAd

ISEO| A Af SCEP RA Z2E(O|T™ URLY S8t MH{ URL)E dHESIEE M QIS AII CHREE
E|lo AMEE 2 e AUBSM ME A FIHELICH



External CA Settings
SCEP RA Profiles (SCEP-Simple Certificate Enroliment Protocol)

J Edit =bAdd | )¢ Delete

[] Name « | Description URL CA Cert Name
[ External_SCEP http://10.0.100.200/certsrv/mscep LEMON CA,WIN2012-MSCEP-RA
O New_External_Scep http://10.0.100.200/certsrv/mscep LEMON CA,NEW-MSCEP-RA

8. 2EM HES =Y

M SCEP RA =21} 20| BYODO|M Al25tE IS A HIZE!0f
o

K| tLCh &2 >
AR > OIF A > 01F Z[Et > QIZ A BIER0IM &g + UF).

I

ol
= -

cisco  |dentity Services Engine Home » Operations » Policy » Guest Access [RGULTINETENTA] » Work Centers

+ System » Identity Management  » Network Resources » Device Portal Management  pxGrid Services  » Feed Service  » Identity Mapping

Deployment  Licensing  ~ Ceriificates + Logging » Maintenance Upgrade  Backup & Restore b Admin Access b Setlings
<]

» Certificate Management Edit Certificate Template

~ Certificate Authority * Mame | EAP_Authentication_Certificate_Template |

Internal CA Settings Description | This template will be used to issue certificates for EAP Authentication |

Certificate Templates Subject

c Name (CN ;
External CA Settings omman Name (CN) - §UserName$

Organizational Unit (OU) | Example unit

City (L) | City

|
Organization (O) | Company name |
|
|

State (ST) | State

Country (C) [ US

Subject Alternative Name {SAN)

[ MAC Address v]
Key Size |2048 T |
* SCEP RA Profile | New_External_Scep| v ]

ISE Internal CA
New_External_Scep
External_SCEP

A=

1. microsoft 7|= T 2 A

2. Cisco ISE Zdx|ag|o|M 7t0|=



https://blogs.technet.microsoft.com/askds/2008/04/28/configuring-network-device-enrollment-service-for-windows-server-2008-with-custom-certificates/
//www.cisco.com/c/ko_kr/support/security/identity-services-engine/products-installation-and-configuration-guides-list.html
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