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" Aruba IAP =

SSID: mgarcarz_byod (access for BYOD provisioning,
authentication EAP-PEAF)

Personal

Device SSID: mgarcarz_byod_tls (secure access using EAP-TLS)
Onboarding

(BYOD)

Aruba APOM 2|5t M WELKT = 27HLIC}.

53 MMl &S (mgarcarz_byod)2 802.1x EAP-PEAP(Extensible Authentication Protocol-Protected
EAP) A A0 AFREILICH
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™ LHS ISE AFSRI7E ALEE).
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/content/dam/en/us/td/docs/security/ise/how_to/HowTo-105-Network_Access_Device_Profiles_with_Cisco_ISE.pdf
/content/dam/en/us/td/docs/security/ise/how_to/HowTo-105-Network_Access_Device_Profiles_with_Cisco_ISE.pdf

Metwork Devices List = aruba

Network Devices

* Mame |aruba |

Description | |
‘1P Address: [ 10.62.148.118 | /[32 |
* Device Profile |[=| ArubaWireless | » | &3
Model Mame | - |
Software Version | - |

* Metwork Device Group

<

Location |ﬂ.|| Locations | | Set To Default |

Device Type |All Device Types  ( | | Set To Default |

+ RADIUS Authentication Settings

Enable Authentication Settings

Protocol RADIUS

* Shared Secret

TTEL || Show |

Enable KeyWrap |:|:'

* Key Encryption Key Show
* Message Authenticator Code Key Show

Key Input Format = ASCII HEXADECIMAL

CoAPort [3709 | Set To Default |

Hote S YA ol CHsH AHE 7Hs8 Z2HO0| gie B Administration(22]) > Network
Resources(LIE 3 Z2|AA) > Network Device Profiles(WE 23 C|HIO|A ZZZoA FAE £
ol |_||:|.
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2EHA|. HEt Foizzotd

Policy(=#&) > Policy Elements(&& 2 &) > Results(Z1}) > Authorization(H &t £04) >
Authorization Profiles(#& £0{ Z2 I )Z 0|5 5t0{ 1EHAH2F & et Network Device Profile(|
EQ|3 C|HIO|A Z20)S MEISHLICH ArubaWireless. A El Z 2 E 2 Aruba-redirect-BYOD

with BYOD PortalO|H 120 L2} U&LICE.

Authorization Profiles = Aruba-redirect-BYOD
Authorization Profile

*Name | Aruba-redirect-BYOD |

Description |
* Access Type |ACCESS ACCEPT - |
MNetwork Device Profile ArubaWireless | - | &3

+ Common Tasks

& web Redirection (CWA, MDM, NSE CPP)

Mative Supplicant Provisioning | = Value | BYOD Portal (default) v|

v Advanced Aftributes Settings

Select an item

+ Aftributes Details
Access Type = ACCESS_ACCEPT

et fof Zzutol Cier 178 371 H-gkl= & elc|ElMd A agojMel Y571 el&Lch
Aruba= HAE ZHo| Cig X 2|CIRME Kot x| EX|BH 2 HE F0{ Z2 o] stLte

37t Yo (e, 23 ohF olO|x|ol| ZA[E CHE Arubaoi| T &ELICH

w Common Tasks

_Native Supplicant Provisioning \."alue| BYOD Portal (default) v|

The network device profile selected above requires the following redirect URL to be configured manually on the network access device in order to enforce web redirection:

https:/fiseHost:8443/portal/g?p=10lmawmklleZQhapEvIXPAoELx
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Policy(&%H) > Authorization Rules(T 8t £0{ &) 2 O|s3st Z4x|eio[Mo| o|O|X|of EA[E!
CHE EAIELICEH

Basic_Authenticated_Access Employee EAP-TLS EndPoints:BYODRegistration EQUALS PermitAccess
Yes
ArubaRedirect Aruba:Aruba-Essid-Mame EQUALS mgarcarz_aruba Aruba-redirect-BYOD

M, Ar&X}7+ SSID mgracarz_aruba0ll 9125t 1 ISEE EZ2t0|HEE 7|2 BYOD ZEHE Z|C[3)
M3St= Authorization Profile Aruba-redirect-BYODE HHetstL|CH. BYOD Z2ZAMA 7} gt2£|H 22t
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Policy Sets  Profling  Postwa  Clent Provisioning  » Policy Eléments T e
ik hane to da visibilly sotup O n
Hatus  Policy Sel Name Dascription Conditions Allowed Protocols | Server Sequence Hils
@ Asuba E Aruba-Aruba-Essid-Name EQUALS mgarcarz_sniba Dafaull Metwork Access x + [ [i]

¥ Authentication Paolicy (1)

¥ Authorization Policy - Local Exceptions

¥ Authorization Policy - Global Exceptions

™ Authorization Policy (3)

Results
+
Status  Rule Name Conditions Profiles Security Groups Hits Actions
& commple.com-ExtemalGroups EQUALS excampike. com/Builtindhdministratons
@ Autharized AND E:  EndPaintsBYODI on EQUALS Yes % PormitAccess S * k& 0 1
Mobwork Accoss-EapAuthontication EQUALS EAP-TLS
@ Radirect £ Anba-Aruba-Essid-Namoe EQUALS mgarcarz_snuba * Aruba_Redinect_BYOD + [
@  Dofaul * DanyAcooss + -~ B 0 ke
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Native Supplicant Provisioning | » Vﬂ|U8| BYOD Portal (default) v

The network device profile selected above requires the following redirect URL to be configured manually on the network access device in order to enforce web redirection:

https://iseHost:8443/portal/g?p=10ImawmklleZQhapEvIXPAoELx



« ZE:O|O/X[0| EAIEICHE MEEH ZEO| ISEVM SARIE|E ZE HE5 (7] 8443) L
Ct.
mgarcarz_ise2l
Type: Radius Authenticatinnj
IP or hostname: mgarcarz-ise20.example.
URL: Jportal/g?p=Kjr7eB7RrrLl
Port: 8443
Use https: Enabled j
Captive Portal failure: Deny internet j
Automatic URL Whitelisting: | Disabled j
Redirect LIRL:
OK = Cancel
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Security(:2 2+ > Authentication Servers(2/& MH)Z 0|535t04 CoA ZE 7} 0|O|X|of| EA|E
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Authentication Servers | Users for Internal Server | Roles | Blacklisting

Edit
Mame: mgarcarz_ise20
IP address: 10.48.17.235
Auth port: 1812
Accounting port: 1813
Shared key: T
Retype key: seses
Timeout: 3 secC.
Retry count: 3
RFC 3576: Enabled -|
Air Group CoA port: (3799
MNAS IP address: 10.62.148.118
MAS identifier:
Dead time: 3 min.
DRP IP:
DRP Mask:
DRP VLAN:

| DRP Gateway:
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Edit mgarcarz_aruba

WLAN Settings a =

Security Level

More Key management: |WF‘A-2 Enterprise :l
Secure
Termination: | Disabled :I
Authentication server 1: | mgarcarz_ise20 :I Edit
9 Ente
rprise
Authentication server 2: | -- Select Server -- :I
Personal Reauth interval: |I:I- | |hr5. 'I
Authentication survivability: | Disabled ~|
Open
MAC authentication: ["] Perform MAC authentication before 802.1X
[ MAC authentication fail-thru
Less Accounting: | Use authentication servers :l
S
SEHre Accounting interval: El min.
Blacklisting: | Disabled ~|
Fast Roaming
Opportunistic Key Caching(OKC): [
B02.11r: |
802.11k: ]
B02.11v: [l
« Access(HAM|A) Bl: Network-based Access Rule(HIE 3 7|8t HAMA FE)S MEHS 0]

A)
SSIDOIM 54 THE FHELICH

1EtAHM 2 EE B4 2=2HE AP%E*I—IEP olO|X|ofl EAIE CHE New(ME BHE7)E 28/5t1
Rule type(T+=! §&): Captive portal(Z5% E &), Splash page type(AZ2HA| HO|X| R&):

External(2|5)2 MEARFLICY.

WLAN Settings VLAN ) Access |

Access Rules

Maore
Control Access Rules (3)
= Enforce captive portal
® Allow any to all destinations
- Role-based @ Allow TCP on ports 1-20000 on server 10.48.17.235
Edit Rule Enforce captive portal
3 - Network-bas«
Rule type: Splash page type: Captive portal profile:
_ : External :I mgarcarz_ise20 :I
Unrestricted Captive portal :I :
Edit
Less

Control
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HISE AEH{(1~20000 &
5{&0| olO|x|ol ZA|El CHZ MCcHz &S

2|0 TCP ZE)of CHst

St K|

- - maarcarz_
L WLAN Settings |1 =} Security il Access |
Access Rules
More
Control Access Rules (3)
= Enforce captive portal
® Allow any to all destinations
- Role-based @ Allow TCP on ports 1-20000 on server 10.48.17.235
Edit Rule Allow TCP on ports 1-20000 on server 10.48.17.235
) - Network-bas«
Rule type: Service: Action: Destination:
- Unrestricted Access control j @® Network |cust0rn j |Allow j |t0 a particular server j
Q Application
Protocol: 1P:
Less ' Application category TCP j 10.48.17.235
Contral —
ontre " 'Web category
- Port(s):
'Web reputation 1-20000
Options: | Log ["] Classify media "] DSCP tag
|| Blacklist || Disable scanning "1 802.1p priority
oK Cancel
Cl=22 &elskL|CtH
A= 71 —-H- .
A 2 A== §O= m MM st =LAl
70| S2HEH ESst=X| & Qlste{t o S S EtAAIL.

1Et7|. EAP-PEAPE A+&3t04 SSID mgarcarz_aruba0il 244

R4 %H
o T
A& LIch

ISEC| & ¥l Q1T 27} LIEFLSLICH 7|2
Aruba-redirect-BYOD ™8t 2o =2}l o] gt

ol&
o
=
I_

~ Operations + Policy » Gue ¥ Admini

il jdantity Services Engine

RADIUS Livelog = TACACS Livelog  Reporis b Troubleshool  + Adapiive Network Conirol

Misconfigured Network Devices

Misconfigured Supplicants
0

1

[il] Shew Live Sessions i3 Add or Remove Columns = & Refresh @) Reset Repeat Counts
Authentication Policy

Autherization Polley

RADIUS Dreps
12

Autherization Profiles Network Device

O| Ar8E[i&LICH olOlX|ofl EA|E CHZ

Client Stopped Respond
0

Refresh| Every

Event *

Time v O et (R | ldentity © Endpoint 1D
[ -]
2015-10-29 22:23:37... @ a 0 cisco CO:dA:00:14:6E:31 Default == DotlX == EAP-TLS Default == Basic_Authenticated... PermitAccess Session State is Started
2015-10-29 22:23:37.., a cisco Default == DotlX == EAP-TLS  Default == Basic_Authenticated... PermitAccass aruba Authentication succeeded
2015-10-29 22:19:09.., a cisco C:4A:00:14:6E:31 Default == DotlX == Default Default == ArubaRedirect Arubaredirect BY0D  aruba Authentication succeeded

ISE= EAP 43 0| & & RADIUS HA|A =2 H|AIX|E

-
7t 0| gtete|X| b &L|CHCisco av & url-redirect EE = url-redirect-acl

o122
HATET ).
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No. Source Destination | Protocol | Lengthl Info | User‘-l\tarml Acct-Session-Id
133 10.62.148.118 10.48.17.235 RADIUS 681 Access-Request(l) (id=102, 1=539) cisco
134 10.48.17.235 10.62.148.118 RADIUS 257 Access-Challenge(1l) (id=102, 1=215)
135 10.62.148.118 10.48.17.235 RADIUS 349 Access-Request(1) (id=103, 1=307) cisco
136 10.48.17.235 10.62.148.118 RADIUS 235 Access-Challenge(11) (id=103, 1=193)
137 10.62.148.118 10.48.17.235 RADIUS 386 Access-Request(l) (id=104, 1=344) cisco
138 10.48.17.235 10.52.148.118 RADIUS 267 Access-Challenge(11) (id=104, 1=225)
139 10.62.148.118 10.48.17.235 RADIUS 450 Access-Request(l) (id=105, Ll=408) clsco
140 10.48.17.235 10.62.148.118 RADIUS 283 Access-Challenge(11) (1d=105, 1=241)
141 10.62.148.118 10.48,17.235 RADIUS 386 Access-Request(l) (id=108, 1=344) cisco
142 10.48.17.235 10.62.148.118 RADIUS 235 Access-Challenge(11) (id=106, 1=193)
143 10.62.148.118 10.48.17.235 RADIUS 386 Access-Request(l) (id=107, 1=344) cisco
.148. 118 RADILIS 363 Acc cept(2) (1d=107, 1=321)
150 10.52.148.118 10.48.17.235 RADIUS 337 Accounting-Request(4) (id=1p8, l=295) cisco 04BDBEBEB142- CO4ADDL46E3] - 42F8
1S3 10.48.17.235 10.62.148.118 RADIUS 62 Accounting-Response(S) (1d=108, 1=20)
=T
Packet identifier: Oxsb (107)

Length:

321

Authenticator: 1173a3d3ea3do798fe30fdaccfsdaf 19

[This i

s a response to a request in frame 143]

[Time

rom request: 0.038114000 seconds]

4 M‘tnbute Value Pairs

L AVP:
DoAVP:
[ avP:
DAVP:
[» AvD:
[ AVP:
AVP:

1=7 t=User-Mame(l): cisce

1=67 t=State(24): S2656175746853657373696f 623a30613330313165625862. . .
1=87 t=Class(25): 434143533a30613330313165625862687544413379554e61 . . .
1=6 t=EAP-Message(79) Last Segment[1]

1=18 t=Message-Authenticator(20): e0b74092cact28803ded37032b761512
1=58 t=Vendor-Specific(26) v=Microsoft(311)

1=58 t=Vendor-Specific(28) v=Microsoft(311)

ArubatE M|A40| MM E|QICtT & T8 H(EAP-PEAP IDE cisco) ME4SH o4&t o|O|x|ofl EAIE A
& mgarcarz_arubalL|C}.

El cisco

Info

Name:
IP Address:

RF Trends

cisco Signal (dB) Frames (fps)
10.62.148.71 100 > 10

MAC address: c0:4a:00:14:6e:31

os: Win 7 _‘_
50 o
Network: mgarcarz_aruba S
Access Point: 04:bd:B8:c3:88:14
Channel: 11 ol
Type: GN _ A,
Role: mgarcarz_aruba Speed (mbps) Thrnughput (bps)
RF Dashboard | 3 =
Client signal Speed ’
cisco oM - =
Access Point Utilization Noise Errors

04:bd:88:c3:88:14

o| (oL | §§

06:20 06:20

2 ISE(Aruball & £H 7|5)2 2| ZIC|HME FEELICH

Aruba CLIOIAME= s M40l CHEF XY Het Fof SEE &Qle + U&LICH

<tfroot>

04:bd:88:c3:88:14#

show dat apat h user

Datapath User Table Entries

Flags: P - Permanent, W - WEP, T- TKIP, A - AESCCM
R - ProxyARP to User, N - VPN, L - Tocal, I - Intercept, D - Deny local routing
FM(Forward Mode): S - Split, B - Bridge, N - N/A



10.62.148.

10. 62. 148.

0.0.0.0

172.31.98.

0.0.0.0
04:bd:88:

MAC ACLs Contract Location Age Sessions Flags
118 04:BD:88:C3:88:14 105/0 0/0 0 1 0/65535 P
71 C0: 4A: 00: 14: 6E: 31 138/ 0 0/0 0 0 6/ 65535
C0:4A:00:14:6E:31 138/0 0/0 0 0 0/65535 P
1 04:BD:88:C3:88:14 105/0 0/0 0 1 0/65535 P
04:BD:88:C3:88:14 105/0 0/0 0 0 0/65535 P
c3:88:14#

x| Tetol CHSH ACL ID 1382 2fRléted™ CtS S - efLich

<#root>
04:bd:88:

show dat a

Datapath

5: any

6: any

7: any

<....S0me

Ol= o|O

c3:88:14#

path acl 138

ACL 138 Entries

- permit, L - log, E - established, M/e - MAC/etype filter

- SNAT, D - DNAT, R - redirect, r - reverse redirect m - Mirror

- Invert SA, i - Invert DA, H - high prio, 0 - set prio, C - Classify Media
- Disable Scanning, B - black Tist, T - set TOS, 4 - IPv4, 6 - IPv6

- App Throttle, d - Domain DA

any 17 0-65535 8209-8211 P4
172.31.98.1 255.255.255.255 6 0-65535 80-80 PSD4
172.31.98.1 255.255.255.255 6 0-65535 443-443 PSD4

ngar car z-i se20. exanpl e. com 6 0-65535 80-80 Pd4

ngar carz-i se20. exanpl e.com 6 0-65535 443-443 Pd4

ngar carz-i se20. exanpl e.com 6 0-65535 8443-8443 Pd4 hits 37

10. 48. 17. 235 255. 255. 255. 255 6 0-65535 1-20000 P4 hits 18

output removed for clarity ... >

|Xloll AR A i Aol Ciell GUIoIA &l At LRI LICH

Vlan
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Authentication Servers | Users for Internal Server | Roles | Blacklisting | Firewall Settings | Inbound Firewall | Walled Garden |

Roles Access Rules for mgarcarz_aruba
default_wired_port_profile = Enforce captive portal

wired-instant ® Allow any to all destinations

Arubabss ® Allow TCP on ports 1-20000 on server 10.48.17.235

weecot_BYOD aruba
mgarcarz_aruba

mgarcarz_aruba_tls

Mew Mew
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| Fircfox > [Py - | + ‘

6 @ https//mgarcarz-ise20.example.com:B443/portal/PortalSetup.action?portal =0d56f&f0-6d90-11e5-978e-0050! 77 « & v Google

BYOD Welcome
Welcome to the BYQD portal.

Access to this network requires your device to be configured for
enhanced security. Click Start to provide device information befare
components are installed on your device,

|3

Flease acceptthe policy: You are responsible for
maintaining the confidentiality of the password and all
activities that occur under your username and password.
Cisco Systems offers the Service for activities such as the
active use of e-mail, instant messaging, browsing the World
Wide Web and accessing corporate intranets. High volume
data transfers, especially sustained high volume data
transfers, are not permitted. Hosting a web server or any
other server by use of our Service is prohibited. Trying to
access someone else’s account, sending unsolicited bulk
e-mail, collection of other people’s personal data without
their knowledge and interference with other netwark users
are all prohibited. Cisco Systems resernves the right to
suspend the Semvice if Cisco Systems reasonably believes
that your use of the Service is unreasonably excessive or you
are using the Service for criminal or illegal activities. You do
not have the right to resell this Service to a third party. Cisco £
Systems resemves the right to revise, amend or modify these
Terms & Conditions, our other policies and agreements, and
aspects of the Service itself. Motice of any revision, L

m

mZ! X E A2 M, ArubaZ7t §XX|(5.5.5.5)8 AFES T HTTP 2IC|HME ISERZ BHEHeErs
EolgtLct,

ISEO] - EE|0f Arubal| F& ZEHoi| SAHE 0t e 7™ URLRILICE T2{Lt 2 8in ZHo] o
o Q=7 ChE2 2ol FI7HELCH

« cmd = 219!

* mac = c0:4a:00:14:6e:31

* essid = mgarcarz_aruba

* ip=10.62.148.7

* apname = 4bd88c38814(mac)

 url = http://5.5.5.5


http://5.5.5.5

File Edit View Go Capture Analyze Statistics Telgphon! Tools Internals Help

o amsI EMXT A vdTL (B D @@\ %E B

Filter: |htl'p |E|Expressiorl... Clear Apply Save
MNe. Source Destination Protecol Length Info
724 10.62.148.71 3. 5.3.5 HTTP 335 GET / HTTP/1.1
726 5.5.5.5 10.62.148.71 HTTP 498 HTTP/1.1 302
752 10.62.148.71 23.62.99.25 HTTP 151 GET /ncsi.txt HTTP/1.1
755 23.62.99.25 10.62.148.71 HTTP 515 HTTP/1.1 302

# Frame 726: 498 bytes on wire (3984 bits), 498 bytes captured (3984 bits) on interface 0

@ Ethernet II, Src: 04:bd:88:c3:88:14 (04:bd:88:c3:88:14), Dst: Tp-LinkT_14:6e:31 (c0:4a:00:14:6e:31)

@ Internet Protocol Version 4, src: 5.5.5.5 (5.5.5.5), Dst: 10.62.148.71 (10.62.148.71)

E3] Transm1ss1un contro] Protocol, src Port: http (B0), Dst Port: 53939 (53939), sSeq: 1, Ack: 282, Len: 444

»

server:\rin
pate: Thu, 01 Jan 1970 05:36:56 GMT\r'\n
Cache-Control: no-cache,no-store,must-revalidate,post-check=0,pre-check=0%r\n

[truncated] Location: https://mgarcarz-ise20.example.com:B443/portal/g7p=101mawmk I 1eZqQhapeEvIXPACELX&Cmd=10gin&mac=c0:4a:(

Connection: close\rin
Srin
[HTTP response 1/11

ame=1inst ant—c} 43
A88%3a14 &switchi
p=secure login. ar|
ubanetwo rks comd

Ol2{8t @142 QI8 ISE Cisco M IDE CHA| 4S5k T ISEOIAM ST MAIS o BYOD(EE

THE CIE) &S HASE = U&Lich

T AAEH

mm

Cisco C|HFO|A 9| A2 audit_session_id7t LEtX o 2 AFZ E|X|B CHE HIHO|H= RIBEIX] &

L|cth.

ISE CIHZ M ZAF MM ID ZH(HIEXTE Sl S EX| ok 5)el 482 &g = U&Lch

<#root>

AcslLogs,2015-10-29 23:25:48,538,DEBUG,0x7fc0b39a4700,cntx=0000032947,CallingStationID=
c04a00146e31,FramedIPAddress=10.62.148.71,MessageFormatter: :appendvValue() attrName:
cisco-av-pair appending value:

audi t - sessi on-i d=0a3011ebXbi uDA3yUNoLWvt CRyuPFxkqYJ7TTO6f 0OZ7GLHX] 1M

J2|x2 BYODO| C|HFO|AE S5¢& = O A E EMR&LICH 240X

<#froot>

AcslLogs,2015-10-29 23:25:48,538,DEBUG,0x7fc0b39a4700, cntx=0000032947,CallingStationID=
c04a00146e31,FramedIPAddress=10.62.148.71,Log_Message=[2015-10-29 23:25:48.533 +01:00
0000011874 88010 INFO

Fl

A

ﬁ




MyDevi ces: Successful ly registered/ provisioned the device

(endpoint), ConfigVersionId=145, UserName=cisco, MacAddress=c0:4a:00:14:6e:31,
IpAddress=10.62.148.71, AuthenticationIdentityStore=Internal Users,

PortalName=BYOD Portal (default), PsnHostName=mgarcarz-ise20.example.com,
GuestUserName=cisco, EPMacAddress=C0:4A:00:14:6E:31, EPIdentityGroup=RegisteredDevices
Staticassignment=true, EndPointProfiler=mgarcarz-ise20.example.com, EndPointPolicy=
Unknown, NADAddress=10.62.148.118, DeviceName=ttt, DeviceRegistrationStatus=Registered
AuditSessionId=0a3011ebXbiuDA3yUNoLUvtCRyuPFxkqY]7TT06f00Z7G1HX]j1M,

cisco-av-pair=

audi t - sessi on-i d=0a3011ebXbi uDA3yUNoLWvt CRyuPFxkqYJ7TTO6f 0OZ7GLHX] 1M

4 2%0|M 22t0|HE = BYOD 3H0|X|2 EC[RME LT 047|M NSATI T2 2EE|T H¥
ot

3CHAH. HEQ3 M™ =20 A

Cisco Metwork Setup Assistant

Network Setup Assistant

Apphying configuration... Specify additional
information if prompled.

Concel |

D 204 oo Syabemy, Ing, Cass, Cics Syntems angd Tico Tyabemg logo o
regminvred racdemasiy of Cipcn Sywbemy. Inc ancdior dy addabe n S U5 and
SRR G SadaTiray
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Lt
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olo|X|o EAIE CHZ 7|2 HO|ESIO|7 AFE ElLICHenroll.cisco.comE AFHE 7}5).

! *Wireless Metwork Connection [Wireshark1.10.3 (5VM Rev 53022 from /trunk-1.10]]
Eile Edit View Go Capture Analyze Statistics Telephonz Tools  Internals Help

AN ERXES AT L QAQR #®Mx%| B
Filter: http BE}(pression... Clear Apply Save
Ma. Source Destinaticn Protocol Length Info
182 10.62.148.71 10.62.148.100 HTTP 223 GET Jauth/discovery HTTP/1.1
184 10.62.148.100 10.62.148.71 HTTP 520 HTTP/1.1 3202
F Frame 182: 223 bytes on wire (1784 bits), 223 bytes captured (1784 bits) on interface 0
# Ethernet II, Src: Tp-LinkT_14:6e:31 (c0:4a:00:14:6e:31), Dst: Cisco_f2:b1:42 (c4:0a:cb:f2:b1:42)
# Internet Protocol version 4, Src: 10.62.148.71 (10.62.148.71), Dst: 10.62.148.100 (10.62.148.100)
F Transmission Control Protocol, Src Port: 55937 (55937), Dst Port: http (B0), Seq: 1, Ack: 1, Len: 169
= Hypertext Transfer Protocol

+ GET Jauth/discovery HTTP/1.1%r%n
User-agent: Mozilla/4.0 (Windows NT 6.1; compatible; Cisco NAC web Agent wv.)\r\n
Accept: */%\r\n
Cache-Ccontrol: no-cache'\rn
i
[Full request URI: http://10.62.148.100/auth/discovery]
[HTTP reqguest 1,/1]
[Response in frame: 1847

Stre # Hate et Bl Yt

0| &EHOo 2 NSAL= ISEX| Q426+, AHu|ado|ME AF25t0d xml T2 0t S 7HXK{2 1, SCEP &
H2 st Ol ISEX| M&stn, MBE CIEM(ISE LIS CAWIM MB)E 7K, FMHM Z2
oelg PS5, o X2 e 2 M El SSIDO| @1Z2E &= U&LICH

Zot0|HENM 28 +=TELICHWindows 2| B2 %temp%/spwProfile.log). B &2 2|5 L&
E=242 MeFELICH

Logging started

SPW Version: 1.0.0.46

System locale is [en]

Loading messages for english...

Initializing profile

SPW is running as High integrity Process - 12288

GetProfilePath: searched path C:\Users\ADMINI~1.EXA\AppData\Local\Temp\ for file name = spwProfile.xm
GetProfilePath: searched path C:\Users\ADMINI~1.EXA\AppData\Local\Temp\Low for file name = spwProfile

Profile xm not found Downl oading profile configuration...

Downloading profile configuration...

Di scovering | SE using default gateway

Identifying wired and wireless network interfaces, total active interfaces: 1
Network interface - mac:C0-4A-00-14-6E-31, name: Wireless Network Connection, type: wireless
Identified default gateway: 10.62.148.100

ldentified default gateway: 10.62.148.100, nac address: CO-4A-00-14-6E-31



redirect attenpt to discover |ISE with the response url

DiscoverISE - start
Discovered ISE - : [mgarcarz-ise20.example.com, sessionId: 0a301lebXbiuDA3yUNolLUvtCRyuPFxkqYJ7TT06f0o0Z7
DiscoverISE - end

Successfully Discovered | SE: ngarcarz-ise20. exanpl e.com session id: 0a301lebXbi uDA3yUNoLWt CRyuPFxkqYJ:

GetProfile - start
GetProfile - end

Successfully retrieved profile xm

using V2 xml version
parsing wireless connection setting

Certificate tenplate: [keysize: 2048, subject: OU=Exanpl e unit, O=Conpany nane, L=Ci ty, ST=St at e, C=US, SAN: M

set Chal | engePwd

creating certificate with subject = cisco and subjectSuffix = OU=Example unit,0=Company name,lL=City,ST=
Installed [LAB CA, hash: fd 72 9a 3b b5 33 72 6f f8 45 03 58 a2 f7 eb 27AM

ec 8a 11 78AM

] as rootCA

Installed CA cert for authMode nmachi neOrUser - Success

Ht t pW apper : : SendScepRequest

- Retrying: [1] time, after: [2] secs , Error: [0], msg: [ Pending]
creating response file name C:\Users\ADMINI~1.EXA\AppData\Local\Temp\response.cer

Certificate issued - successfully

ScepWrapper::InstallCert start

ScepW apper::Install Cert: Reading scep response file

[C:\Users\ADMINI~1.EXA\AppData\Local\Temp\response.cer].
ScepWrapper::InstallCert GetCertHash -- return val 1
ScepWrapper::InstallCert end

Configuring wireless profiles...

Configuring ssid [ngarcarz_aruba_tl s]

WirelessProfile::SetWirelessProfile - Start

Wreless profile: [nmgarcarz_aruba_tls] configured successfully



Connect to SSID

Successfully connected profile: [ngarcarz_aruba_tls]

WirelessProfile::SetWirelessProfile. - End

Olg48t 2= Cisco C|HIO|AE A& 8t= BYOD Z2ZAMAQ SUfLICH

N #1: 047|M= Radius CoA7} EIQ5HX| SF&LICH ME TAIEI SSIDOH CHA| 91Z35H 0} 5t
742 o 2|7 0|A4(NSA) LT},

O] EHAI0AM A|lARIO| 2[5 SSIDO| HZEE Alst=X] Y = UELICH ALSK QB M7E = 7
Ol¢ AUEe B2 (EAE THZ) SHIE AUBAME =slof BfLICH.

Select Certificate

IIser name on cerificate:

Cisco com -
cisco@example.com

administmtnr@e:amile .com

Expiration date: FA7/201612:29:41 FM

OK | | Cancel | | View Ceriicate

AMZXOI 044 £ NSAC| 2= o|O|x|of| LIEFLE HEQF ZHCt



Network Setup Assistant

Your device is now configured for secure
access to the 'mgarcarz_aruba_tlz" network.

ea |

ib 3004 Cieg Synbems. Ing. Qs Caes Syndems angd Ccs Synbe=s ogn o
epgrninned tractampeiy of Cipon Sypiemy. Ing arsdipr iy aliiptey g UG, ang
prEEan pihar oominagp

Ol ISEOIM 2fRle &= U&LICH F Hmf 2= EAP-TLS 2180 =350, Ol
Basic_Authenticated_AccessO| Ciigt 2 & Z74(EAP-TLS, Employee & BYOD Registered true)zt
olx|5t

QI x| & LIC}.

‘el Identity Services

RADIUS Livalog TACACS Livelog  Reports  F Troubdeshool ¢ Adaplive Network Contal

Misconfigured Supplicants Misconfigured Network Devices © RADIUS Drops * client Stopped Respond
1 0 12 0
[il] Show Live Sessions i3 Add or Remove Columns = & Refresh ) Reset Repeat Counts Refresh | Bvery
- JStatus o dentty ©  Endpointi | Authentication Policy * Autherization Policy Authorization Profiles Netwark Device | Event *
2015-10-29 22:22:37... @ a 0 cisco CO:4A:00:14:6E:31 Default == DotlX == EAP-TLS  Default == Basic_Authenticated... ParmitAccess Session State is Started
2015-10-28 22:23:37... B a cisco COi4A:00:14:6E:30  Default >=> DotlX == EAPTLS  Default == Basic_Authenticated... PermitAccess aruba Authentication succeeded
2015-10:29 22:15:08... a cisco CO:48:00:14:6E:31 Default >> DotlX => Default Default >> ArubaRedirect Arubawedirect-BYOD  aruba Authentication succeeded

St AEZQIE ID E7(0dAf o|O|X|of| ZEAIE CHE A= EQIE0f BYOD Registered Z2i17¢
trueE MHE|0] U=X| &g = JU&LCH.



EndPaints Endpoint List

users Endpoints by Profile Endpoints by Policy Service Node

Lalest Manual Network Scan Results

mgarcarz el ma.... 1%

RowsPags | 1 j 1 5n Go | 1 Tolal Rows
Greresn  dasd  BTmshw  GEdt MOMActonsw  Refresn MOM Parner Encpoint importy  Export Trierw  @w
Endpoint MAC Address Vemdor{OUlh  Logikcal Hestname MOM Device P Address Static Satic Portal Uscr Devics BYOD Profils Server
Prafile Profies Server Kientifier Assignment Group Registration Registration
Assigrenent
X EncpointPral || MAC Asdres Hostnams MDM Sen | | Device it || P Address Stabic Ass | | St Gr Portal User lj BYOD Re | | Profle Server
WindowsT COMADII4BES  TR-LINK TE. mgascarz-pe 106214871 false e ciseo Regisiered (T8 mgarcarz-ise. .

= Workstation

Windows PCO|IMH M| M Z210t2l0| 7|8 MY (EAP-TLS82Z 7122 AS2 2 WHERIS
M, ol &1 Z 0| EA|ELIC.

Manage wireless networks that use (Wireless Network Connection)
Windows tnes to conmect to these nebworks in the coder Isted below,

Add  Bernowve  Move down .ln.l:l.lﬂ.u'pmpul.

Metvweork you Can view, modiy, and reonder (1) |m| Secunsy |

= migarcarz_anba_tls Seouriby WiR
‘5 " Searity type: WPAZEnberprae -

!l-. W‘""m Srcumtn WRE - .'E 'Il.l

. poruszor WLAML Secunty: WP
'! . Thoose & network autheracaton method:

= mgeecars_byod Securty: WRA| | pacrosofts Smart Cend or other certficat. v | | Settngs |
fp— [¥] Remember my oedentals for this connecton esch

bme ['m lopped on

Ol &AM Arubas AFE A7} £|E SSIDO| HAE[IS S EQITLICH



El cisco

Info | RF Trends

Name: cisco Signal (dB) Frames (fps)
1P Address: 10.62.148.71 .

MAC address: c0:4a:00:14:6e:31

0s: Win 7

Network: mgarcarz_aruba_tls B P e e ————— g v_
Access Point: 04:bd:88:c3:88:14

Channel: 11 0 | 10

Type: GN fih - e e =i =t

Role: mgarcarz_aruba_tls Speed (mbps) Throughput (bps)

RF Dashboard 2o 1 ;:

Client Signal Speed : 1:
cisco el & . Y 10
1007

1K

D 10K

Access Point Utilization Noise Errors

04:bd:88:c3:88:14 = = e e e e

Atso 2 MAME|T Network?t S

rok
S
i
|0
Hu
A
02
rn
12
ok
ro

A HET AMAE MSELict

Authentication Servers | Users for Internal Server | Roles | Blacklisting | Firewall Settings | Inbound Firewall

Raoles Access Rules for mgarcarz_aruba_tls
default_wired_port_profile ® Allow any to all destinations
wired-instant
ArubaAAb
weecot BYOD _aruba
mgarcarz_aruba

mgarcarz_aruba_tls

Mew Mew

7|E} 222 4 CoA X|H
CoA7} Z&El CWA

BYOD 5 &0/ & CoA HA|X|7} QX|EH Mz S8 HAE ZTH

ffo

A235H= CWA 20| 047|of Lt

ofr

o A& L.
= [—] = | © L 2
THE Wk fof 72 ol0|x|ol| EAIE Wt Zr&Lch
Guest Authenticate_internet GuestEndpoints Aruba:Aruba-Essid-Name EQUALS PermitAccess
mgarcarz_aruba_guest
Guest_Authenticate_Aruba Aruba:Aruba-Essid-Mame EQUALS mgarcarz_aruba_guest Aruba-redirect-CWA

AEXHE MAB 215 & At835t0{ SSIDO| x|, o{H & | O|X[of H4ZE AcstH M S
AE ™z EICIRMELICEH AAE=E M AEE ddst AL B A-HE AL8E & A&LICH
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CISCO Sponsored Guest Portal

Sign On
Welcome to the Guest Portal. Sign on with the username and password provided to you.
Username:
cisco
Password:
IIIIIIIIIl

Dont have an account?

HLEI HdE3Moz AZALIT CoA HIAIX|7L #HEF F04 HEHE BE6HT| /8l ISEOIM LIERZ

o T1—

C|HFO|A R MSEL|Ct

CISCO Sponsored Guest Portal

Welcome Message
Click Continue to connect to the network,
You're very close to gaining network access.

o|O|X|oll ZA|E! CHZ Operations(& ) > Authentications(215)0ll A & QIE 4= &Lt

cisco CO:4A:00:15:76:34 Windows7-Workstat... Default >> MAB Default => Guest_Authenticate_internet Authorize-Only succeeded PermitAccess

C0:4A:00:15:76:34 Dynamic Authorization succe...

cisco C0:44:00:15:76:34 Guest Authentication Passed

C0:44:00:15:76 C0:4A:00:15:76:34 Default == MAB == ... Default >> Guest_Authenticate_aruba Authentication succeeded Aruba-redirect-Cwa

ISE2| CoA HIA|X| C|{A:

<#root>

2015-11-02 18:47:49,553 DEBUG [Thread-137][] cisco.cpm.prrt.impl1.PrRTLoggerImpl -::::: -
DynamicAuthorizationFlow,DEBUG,0x7fc0e9ch2700,cntx=0000000561, sesn=c59aa4la-e029-4ba0-a31lb
-44549024315e,CallingStationID=c04a00157634, [DynamicAuthorizationFlow: :createCoACmd]

Processing incoming attribute vendor , name



NAS- | P- Addr ess, val ue=10. 62. 148. 118

DynamicAuthorizationFlow.cpp:708

2015-11-02 18:47:49,567 DEBUG [Thread-137][] cisco.cpm.prrt.impl.PrRTLoggerImpl -:::::-
DynamicAuthorizationFlow,DEBUG,0x7fc0e9cbh2700,cntx=0000000561,sesn=c59%9aa4la-e029-4ba0-a3lb
-44549024315e,CallingStationID=c04a00157634, [DynamicAuthorizationFlow: :createCoACmd]
Processing incoming attribute vendor , name

Acct - Sessi on-1d, val ue=04BD88B88144-
C04A00157634- 7AD

. ,DynamicAuthorizationFlow.cpp:708

2015-11-02 18:47:49,573 DEBUG [Thread-137][] cisco.cpm.prrt.impl.PrRTLoggerImpl -:::::-
DynamicAuthorizationFlow,DEBUG,0x7fc0e9cbh2700,cntx=0000000561,sesn=c59%9aa4la-e029-4ba0-a3lb
-44549024315e,CallingStationID=c04a00157634, [DynamicAuthorizationFlow: :createCoACmd]

Processing incoming attribute vendor , name cisco-av-pair, v
alue=audit-session-id=0a301lebisZXypODwqjB6j64GeFiF7RwvyocneEial7ckjtU1HI. ,DynamicAuthorizationFlow.cpp
2015-11-02 18:47:49,584 DEBUG [Thread-137][] cisco.cpm.prrt.impl.PrRTLoggerImpl -:::::-
DynamicAuthorizationFlow,DEBUG,0x7fc0e9cbh2700,cntx=0000000561,sesn=c59%9aa4la-e029-4ba0-a3lb
-44549024315e,CallingStationID=c04a00157634, [DynamicAuthorizationRequestHelper::

setConnectionParams]

defaults fromnad profile : NAS=10.62.148. 118, port=3799, timeout=5

retries=2

,DynamicAuthorizationRequestHelper.cpp:59
2015-11-02 18:47:49,592 DEBUG [Thread-137][] cisco.cpm.prrt.impl.PrRTLoggerImpl -:::::-
DynamicAuthorizationFlow,DEBUG,0x7fc0e9ch2700,cntx=0000000561,sesn=c59%9aa4la-e029-4ba0-a3lb
-44549024315e,CallingStationID=c04a00157634, [DynamicAuthorizationRequestHelper: :set
ConnectionParams] NAS=10.62.148.118, port=3799, timeout=5, retries=1,
DynamicAuthorizationRequestHelper.cpp:86
2015-11-02 18:47:49,615 DEBUG [Thread-137][] cisco.cpm.prrt.impl.PrRTLoggerImpl -:::::-
DynamicAuthorizationFlow,DEBUG,0x7fc0e9cbh2700,cntx=0000000561,sesn=c59%9aa4la-e029-4ba0-a3lb
-44549024315e,CallingStationID=c04a00157634, [DynamicAuthorizationFlow: :onLocalHttpEvent]:

i nvoki ng Dynam cAut hori zati on, Dynani cAut hori zati onFl ow. cpp: 246

Aruba0il A K| & 3l= Disconnect-ACK:

<{froot>

2015-11-02 18:47:49,737 DEBUG [Thread-147][] cisco.cpm.prrt.impl.PrRTLoggerImpl -:::::-
DynamicAuthorizationFlow,DEBUG,0x7fc0e9eb4700,cntx=0000000561, sesn=c59aa4la-e029-4ba0-a31lb
-44549024315e,

Cal I'i ngSt at i onl D=c04a00157634

, [DynamicAuthorizationFlow: :
onResponseDynamicAuthorizationEvent] Handling response
ID c59aad4la-e029-4ba0-a31b-44549024315e, error cause O,

Packet type 41(Di sconnect ACK) .

DynamicAuthorizationFlow.cpp:303



CoA Diconnect-Request(40) Z! Diconnect-ACK(41)E 0|88t THZ! Zix{= CtSot Z&Lct

aruba_Endpoint_CWA.pcap [Wireshark 1.10.6 (v1.10.6 from master-1.10)]

(=) | = XCe Q¢ VT4 BE el dEEEX @
Filter: | udp.port==3799 » | Expression... Clear Apply Save

No. Time Source Destination Protocol Length Info

144 17:47:49.654868 10.48.17.235 10.62.148.118 100 Disconnect-Request(48) (id=1, 1=58)
147 17:47:49.707216 10.62.148.118 19.48.17.235 RADIUS 74 Disconnect-ACK(41) (id=1, 1=32)

b Frame 144: 100 bytes on wire (8060 bits), 160 bytes captured (880 bits)
»Ethernet II, Src: Vmware 99:6d:34 (80:50:56:99:6d:34), Dst: Cisco lc:e8:00 (00:07:4f:1c:eB8:00)
»Internet Protocol Version 4, Src: 10.48.17.235 (10.48.17.235), Dst: 10.62.148.118 (10.62.148.118)
»User Datagram Protocol, Src Port: 16573 (16573), Dst Port: radius-dynauth (3799)
wRadius Protocol
Packet identifier: @x1 (1)
Length: 58
Authenticator: 517f99c301100cb16f157562784666Ch
[The response to this request is in frame 147]
wAttribute Value Pairs
PAVP: 1=6 t=NAS-IP-Address(4): 10.62.148.118
PAVP: 1=14 t=Calling-Station-Id(31): c04a08157634
»AVP: 1=18 t=Message-Authenticator(80): d@0elfn60c68b99da3146b8592c873be

N &7 RFC CoAL B Z2 I Aruba(7|= M%) B24E 0I5 0f AL EI & LICH Cisco
CIHHO| A9} E4E OIF 0| 42 Cisco CoA S330| KHOIZ E[9S ZdlL|Ch,

2A| sHZ

o] MMolME HI|THOM EXE HZSHE O AFRE 4 Y= MEE KZELcH

FQDN CHA IP A E AFESlE Aruba 35 £ H

Arubal| 4 ZEO0| ISEC| FQDN CHAI IP TAZ TA =l 32 PSN NSA7F Al ghL|ct.

<#root>
Warning - [HTTPConnection]

Abort the HTTP connection due to invalid certificate

7 O|Rf= ISE0| 2 m (A8 QIS ABILICE ISE0| e4Zs7| fl5H IP F4AE P%ﬂ
S (FQDN CHA IP FAE AF2 350 URLE 2ICI2iM8t 743t =& 0|F = FQDN ZA5 2| ISE ¢!

ot & MZE|mH AljEh|ct.

o|>| rir
oY

N &1 HEleX{= BYOD ZHE A& AFSBLICHZD, AHR X7 & 01510k B,

JIB8Mo 2 E4 TEHZ FME Aruba Access-Policy= tcp ZE 80, 443 &/ 80802 & &rL|C}.



NSAE ISEXIM xml ZZ2IUE 71X 7| {I&H tcp ZE 890501 ¢AZ2E 4= Qi&LICH O| LRI E
DE|R&LICH

<#root>

Failed to get spw profile url using - url

L

https:// ngarcarz-i se20. exanpl e. com 8905
/auth/provisioning/evaluate?
typeHint=SPWConfig&referrer=Windows&mac_address=C0-4A-00-14-6E-31&spw_version=

1.0.0.46&session=0a3011ebXbiuDA3yUNoLUvtCRyuPFxkqYJ7TT06f00Z7G1HX]j1M&os=Windows A11]
- http Error: [2]

HTTP response code: O

]
GetProfile - end
Failed to get profile. Error: 2

Aruba CoA £ E H3S5

7|22 E Aruba= CoA Air 1& CoA ZE 59990 CiEt X E WS E XMSELICH StEI L HE
Aruba 204= {3 ol 8EsHK| eft&LICha R Zol).
Event 5417 Dynamic Authorization failed

11213 No response received from Metwork Access Device after sending a

o Dynamic Authorization request

Steps

11201 Received disconnect dynamic authorization request
11220 Prepared the reauthenticate request
11100 RADIUS-Client about to send request - { port = 5999  type = RFC 5176 )

11104 RADIUS-Client request timeout expired [@ Step latency=10009 ms)

Mo response received from Metwork Access Device after sending a Dynamic

1213 Authorization request
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arubacoa5939.pcap [Wireshark 1.10.6 (v1.10.6 from master-1.10)]

® ® B @ e Q¢ PTF 4 EBE el @PEXKX @

Filter: | udp.port==5999 + | Expression... Clear Apply Save

No. Time Source Destination Protocol Length
.148.118

»Ethernet II, Src: Vmware 99:37:59 (00:50:56:99:37:59), Dst: Cisco 1c:e8:00 (09:07:47:1c:eB8:00)
»Internet Protocol Version 4, Src: 10.48.17.141 (10.48.17.141), Dst: 19.62.148.118 (10.62.148.118)
»User Datagram Protecol, Src Port: 59726 (59726), Dst Port: cvsup (5999)
vRadius Protocol

Code: Disconmect-Request (48)

Packet identifier: éxb (11)

Length: 58

Authenticator: 00b8961272015b5cecf27ccifietfell
wAttribute Value Pairs

FAVP: 1=6 t=NAS-IP-Address(4): 18.62.148.118

FAVP: 1=14 t=Calling-Station-Id(31): cB4aB0157634

BAVP: 1=18 t=Message-Authenticator(88): 1959020d15fe2b8584b3a&87cle3c366

047|M Al 5tE %At o] M2 RFC 51760] AHEEI CHE CoA ZE 3977 £ @/

o>
C
n

QU= Aruba C|HFO|AOIM 2IC|2M

v6.30] A4%|! Aruba 360001 M BICI24M0| CHE HEB2I9 o7k Cha /| AHS ot e & 4 9
SLICH 7! 2% L B2 od7lolM 2IE £ laLic

7768 89:29:48.511911€£18.75.94.213 173.194.124.52 HTTP 1373 GET / HTTPR/1.1

772 89:29:48.521865€ 173.194.124.52 18.75.94.213 HTTP 416 HTTP/1.1 208 Ok (text/html)

794 89:29:41.698257€10.75.94.213 173.194.124.52 HTTP 63 GET /&arubalp=6b0512fc-f699-45¢6-b5ch-262b3260e5 HTTP/1.1
797 89:29:41.756306€ 173.194.124.52 18.75.94.213 HTTP 485 HTTP/1.1 382 Temporarily Moved
<#root>

packet 1: PC is sending GET request to google.com
packet 2: Aruba is returning HTTP 200 OK with following content:
<meta http-equiv="'refresh' content='1l; url=http://www.google.com/

&ar ubal p=6b0512f c- f 699- 45c6- b5cb- €62b3260e5

'>\n
packet 3: PC is going to link with Aruba attribute returned in packet 2:
http://www.google.com/

&ar ubal p=6b0512f c- f 699- 45c6- b5cb- €62b3260e5

packet 4: Aruba is redirecting to the ISE (302 code):
https://10.75.89.197:8443/portal/g?p=4voD8q6W5Lxr8hpab77gL8VdaQ&cmd=10gin&

mac=80: 86: f 2: 59: d9: db& p=10. 75. 94. 213&essi d=SC¥2DW Fi &pnane=LRC- 006&apgr oup=def aul t &ur | =ht t p¥8AY2 F%2 Fw

kl

e e

r

Cisco Identity Services Engine £t 2|A} 7}0|E, 2I12|A 2.0
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/content/en/us/td/docs/security/ise/2-0/admin_guide/b_ise_admin_guide_20.html
/content/en/us/td/docs/security/ise/2-0/admin_guide/b_ise_admin_guide_20.html
/content/dam/en/us/td/docs/security/ise/how_to/HowTo-105-Network_Access_Device_Profiles_with_Cisco_ISE.pdf
/content/dam/en/us/td/docs/security/ise/how_to/HowTo-105-Network_Access_Device_Profiles_with_Cisco_ISE.pdf
http://www.cisco.com/cisco/web/support/index.html?referring_site=bodynav
http://www.cisco.com/cisco/web/support/index.html?referring_site=bodynav
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