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7‘|'rr|-—|E| EZHOM SREH FF7L ASE = U&LICLHT™ 5
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. Cisco ASA(Adaptive Security Appliance) VPN Z1I|12{0[|M

. Cisco AnyConnect Secure Mobility Client Z4I|12{|0|M

. Cisco FireSight 7|2 4

. Cisco FirePower 7|2 T4

. Cisco ISE Z1x|18jo|M

ABElE T 24

Ol EMe| HE = Chg 2ZEQ o A stESo{ HHE 7[gte=z FLICH

- Microsoft Windows 7

. Cisco ASA H{71 9.3 0|4t

. Cisco ISE 2AZ EQ||o{ {7 1.3 0|4+

. Cisco AnyConnect Secure Mobility Client H7 3.0 O] 4}

. Cisco FireSight Management Center {7 5.4

. Cisco FirePower ™ 5.4(VM)
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( Internet MDb”E

\ Security VPN
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172.16.32.1
External k —

Cutside: Inside:
Gig 00 172.16.32.100 Gig 0/1 172.16.31.100

ASAVPN S

Internal

FirePower VPN assigned IP: - ISE
172.15.31.205 172.16.50.50 y 1772.16.31.202
[Management)

FireSight
172.16.31.206

O| HEQZ d™of CiEt EE22E Chant Z&Lich

1. AF& XF= Cisco AnyConnect Secure Mobility Version 4.02 S35l ASAZ 24 VPN MM A
xtst|C}.
14

2. AEXRIE hitp://172.16.32.1 0 HM|A5tE{ D A|=ELICEH EEfE2 VMol DX|E[1
FireSightoll A 22|35t FirePowerZ &3l 0|5 & LIC}

3. FirePowers S E2fZ(AM4 HM)2 REHQIEIQ) =S FHEIXIE ERIHEE Seta
A EME Q&LICt 2 REST API(Application Programming Interface)& 3l ISE n’d2
AlZHerLICHQuarantineByIP & &),



5. ASAE VPN A& Xto| 9142 Z&LICHAnyConnect= Always-On VPN HMA 2 TEE|RIS
o2 M Mol d-EL|ct gLt ofgol= CHE ISE HE §0{ #=I0| UXISIH(HEEIE =
AEQ| AR) MEtE HEQT HMATF MBELICHO| BAMME A7 HEQ 30 ofZ
A A5t T Q1B SH=X|7 BR5HK| k& LICHISET} O1F 3l HEt 2040 AL == B AFS X}
= ZHp|2 el WEa °HA1|¢7+ ABHELICH.

oM o1 CHE, o AlLt2|2E ISE7F 2150 AASEIT HIES|T A4 ClBo|A 7+ RADIUS
CoA(Z2E %|4l Cisco EIHPolﬁ)Z XHste 82 ZE K89 2I5E MM(VPN, R4
802.1x/MAB/Webauth, F41 802.1x/MAB/Webauth)Oi| I:H CIRSES-igsin }

~

ELALZXHE FTEIM 0|S5tEdH ISE GUIE AFSE = JU&LICHEF HTIo| 2(0|C|of 0
M2 E0ME 0|& X|HE + J&LICH

FirePower
2 13:VM o{ZZt0|AE O] BEAof MHEE! of KMol AFELICH & 7| Zdx|ady|o|AMTH CLI
E&ll £dELICH 2= A2 Cisco Defense Center0l| A FFAI=IL|CH REAIEH LK ol 2AM
of gtgd HME MME A EXSHAAIL.

VMol & 371 2| QIE{m0|A Tt RI&LICE stLtE 2 2l&0|1 CHE sttt QIR HALS ULICHLHE
12]F).

VPN A& XIo| 2 E EBHZ 2 FirePowerE &3l 0|5 & LIC}.
FireSight Management Center(Defense Center)
HAA o] H2Y

= Policies(&*l) > Access Control(
2 ANI5H7| QIH AR L= HMA XHES

SHIE 2lo|dAE Mx|5tT FirePower C|HIO|AE F7}8H
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HIA Aoy 2 0|85t HTTP EBHE S 172.16.32.
HeLct

CHE ZE ECfE2 oS ELCh
ISE 2l|0|C|ofo]Md 2&

AR LIE| ZHO|M SR ElE ISE RE Q| $RH H{T 2 ISE 1.2 Remediation Beta 1.3.192JL[C}.
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Sourcelire Downloads Saarch Downiad Saui
+ ISE 1.2 Remadiation Bata 1.3.19
Pobrgary e, 1018 | 386 KB ) mei
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Policies(Z) > Actions(Zf2]) > Remediations(11 &) > Modules(2&)£ 0|S3t04 m} S Mx|EL|
Ct.

Cwerview  Analysis EElTi=g Dovices Objects | AMP

Access Control [mtrusan v Fias Metwork Discowary 550 Apphoation Detectors Lisers Carralation Actions * Modules

& Success
Meodule successhully install=d

Installed Remadiation Modules

Module Hame Version Diescription

Cacn T05 il Routa 1.0 Black an TP address ina Croe TS ok

Lzce ML Squn 1.1 Shun &1 IP sddress in the FIX firsyall

ISE L.Z Remediation 1.3.1% Cuaranting IF addresses using Jdendby Semvices Eralne 1.3
Hman Remeddiatinn 2.0 Parfarm an Nmap Soan

St Abinbute Valus 1.4 et an Akinbute Malus

O ChS SHEIE QIAEAE gtEoqof BHLCH Policies(3) > Actions(Zf ) > Remediations(L ™
) > Instances(RIAFIA)2 0|53t REST APIo] 2R3t ISE #2| At ZEI &7H PAN(RIA 2
2l =E)9| IP FTAE MBELICHERS Admin F& 2 AE35te HE o AFEXE HE).



Edit Instance

Instance Name

Module

Description

Primary Admin Mode IP
Secondary Admin Mode IP foptional}

Lsername

Fassword
Ratyoe to confirm

SYSLOG Logging

White List
[an aptranal list of networks )

re

2P FASERHE I

Configured Remediations

ise-instance

ISE 1.2 Remediation (v1.3.19)

172.16.31.202

admin

.® On \_ Off

Create H Cancel J

Yol Ak&st{oF & LCt.

Mo configured remediations available

Add a new remediation of type [Quarantine Source IP

v]| Add |

HEHEAH A



OlX| & MaatH 738 FdsioF &t o] 732 o|Fo P& HMA Ko 73]
(DropTCP80)1t L x|et= AZ 2| AlEF A| EE[HEILICEH HEIE F45l2{H Policies > Correlation
> Rule Management2 O| S &FL|C}.

Overview Analysis EaEll=TT8 Devices AMP

Access Controd Intrusion = Flles Metwork Discovery S5L Application Detectors Lisers Correlation Actions »

Policy Managemeant Rule Managemant White List Traffic Profilas

Rule Information

Rule Mame CorrelateTCPE0Black
Fule Description
Rule Group Ungrouped

select the type of event for this rule

a connection event occurs v | | at the beginning of the connection |  and it mests the following conditions:

| @ &dd condition _' | @ Add complex condition J

¥ | Access Control Rule Name w | containg the string v |D.'u|.'-T1:PB|:||

Rule Options

sSnoaze IF this rule generates an event, snooze ford nours el

Inactive Perieds There are no defined inactive pericds. To add an insctive period, click "Add Inactive Period".

O &2 of HatH HAoMq AHSELICH M HAME M4d5t2{™ Policies > Correlation > Policy
ManagementZ O|S &t Ct& &l 2l FIIELICH L EZ 0| M Remediate(’H)E 22!t
T 7X| 2tdg FIHELIC}sourcelP(0]| 701 £ 4d) 2! syslogoi| CHEH mH:
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-2 Create Policy

Sort by | State w

%, b [ [

ASA

VPN HO|ES|0|2 2 S5t= A
;

AE QIS0| ISEE M85 S A MEELICHES {728 &
RADIUS CoAE s*giréﬂ C}.

& |
=

tunnel - group SSLVPN- FI RESI GHT general -attri butes
addr ess- pool POOL- VPN
authentication-server-group ISE
accounting-server-group ISE

def aul t - group-policy PCLICY

aaa-server | SE protocol radius
i nteri maccounting-update periodic 1
dynamic-authorization
aaa-server |SE (inside) host 172.16. 31. 202
key *k k k%

webvpn

enabl e outside

enabl e inside

anyconnect - essential s

anyconnect image di sk0:/anyconnect-w n-4.0.00051-k9. pkg 1
anyconnect enabl e

tunnel -group-1ist enable

error-recovery disable

ISE

NAD(Network Access Device) 743

2

Administration(®2l) > Network Devices(H Ef3 C|H}O|A)Z 0|53t RADIUS 22I0|1ERZ
S5t= ASAE FItgfLch

xMed HESD Ao AL

e APl & 7|5 € & /33l 5t24T Administration(& 2l) > System(A|AE]) > Settings(Add) >
Adaptive Network Control(3{8 8 HIE{3 X[o{)2 = 0|S & LICt.



/> Home  Operations |*  Policy | ¥
Zgt Identity Management [l Network Resources |24 Device Portal Management

Deployment Licensing Certificates Logaging Maintenance Backup & Restore

Settinys Adaptive Network Control i
= Chent Provisioning

iAdaptive Network Control:
FIPS Mode
Adarm Settings
¥ E Posture

= Profiing
» [ Protocois

Service Status Enabled »

ann
L]

Save Reset

T 1.3 Ol5tollME Ol 7|58 A=ZQIE H= AH[AELT BILICH

A|HElI DACL

2| El ZAE| AH8 E|&= DACL(Downloadable Access Control List)2 444335}2424 Policy(Z3l) >
Results(Z 1) > Authorization(T &t 5 0{) > Downloadable ACL(CI2 2E. 7} 8t ACL)2 0|S &L
Ct.

Z{2|ol CHet Het Foi Z2mel

Policy(Z3l) > Results(&t) > Authorization( & 5§ 04) > Authorization Profile(# gt £0{ Z 21}
)2 0|85t M DACLE At83to] et Roi Z2m g MM ELct

——
] I
el 7> Home  Operations | ¥ Palicy | v Guest Access
I:ﬂi. Authentication [3' Authorization Iﬁ Profiling E Posture IEI Client Provisioning b TrusiSec
Diclionaries Conditions
Authorization Profiles = LimitedAccess
Results )
[ ye ] Authorization Profile
} *Mame || imitedAccess |

arEr O
» B A - Description |
™ e Authorizaton * Access Type [ ACCESS ACCEPT -

v | Awthorizafion Profies

» [ Downloadable ACLS Service Template -

» | Inline Posture Node Profiles
b [ Profilng
» [ Poshure
v [ Cient Provizioning v Common Tasks
v [ TrustSec

* DACL Name DENY ALL QUARANTIME -




et 2o 75

T Iie| HEt fo HEE *”HoHOF grich 5 |l 7 2{(ASA-VPN)2 ASAOIM B2 ElE 2

VPN A|4d0i| CHEE x| HMHAE MBEELICHEZAETL 0|0 AE|Z|o] Y= B MeISE VPN MI
Mofl chal = ASA-VPN_quarant/neOI MEELUCHAEE HEXHZ °”A1|*7P NS E).

olzst 722 MM3524H Policy(Z &) > Authorization(Z 8 £0{)2 2 0|S&fLIC.

E ¥ g < Home  Operations | ¥ Palicy | * Guest Acoess | ¥ Adminestration | *
| &} Authensication H Authorizason |4} Frofiting [, Pasture |t} Giient Frovisioning |&] Tusisee & Policy Elements

Authorization Policy
Define the Authonzation Pollcy by configuring niles based on dentity |:||'l_'|l,l|'|" angor other condibens, Drag and drop rules (o change the order
For Policy Export go te Administration = System = Backup & Bestore s 1oy Export Page

Pirst Matched Rule Applies -

¥ Exceplions (0)

=y -

Sialus Rula Nama Conditions (identity groups and ¢lher conditions) Parmizsions

ASANPN_quaranline DEVICE:Davica Type ECQUALS All Device TypaslASAPN [ LimiledAccess
SassionEPSSkatus EOUALS Quarantine

AEA-WFH DEVICE Devica Type ECAUJALS All Device TypessASA- VPN ParmilActess

CtE& &elgfuch
m| 23 0l440] MICHZ &S sHEX| 2HolstE{™ of 4410 MBE HEE ASAAIR

AnyConnect7} ASA VPN A4 A|Z}

'y Cisco AnyConnect Secure Mobility Client o @ |3l

CunnEEtEd to 172.16.31.100.

172.16.31. 100

00:00:09

ASAE= DACL ¢i0| Mlddg I LICHTIA HERHZ ML)

asav# show vpn-sessiondb details anyconnect
Sessi on Type: AnyConnect

Username : cisco | ndex .37
Assigned IP : 172.16.50.50 Public IP : 192.168.10.21



Pr ot ocol : AnyConnect - Par ent SSL- Tunnel DTLS- Tunnel

Li cense : AnyConnect Essentials

Encryption : AnyConnect -Parent: (1l)none SSL-Tunnel: (1) RC4 DITLS-Tunnel: (1)AES128
Hashi ng : AnyConnect - Parent: (1)none SSL-Tunnel: (1)SHA1 DTLS-Tunnel: (1)SHA1
Bytes Tx : 18706 Byt es Rx : 14619

Group Policy : POLICY Tunnel G oup : SSLVPN FlI RESI GHT

Login Tinme : 03:03:17 UTC Wd May 20 2015

Dur ati on : Oh:01m 12s

Inactivity : 0h: 00m 00s

VLAN Mapping : NA VLAN : none

Audt Sess ID: acl10206400025000555bf 975
Security G p : none

DTLS- Tunnel :
<sone output onmitted for clarity>

AR HHA Al

AR} http://172.16.32.10] HMAFE{D AT 5T HAMA HHMo| MBS, ST EcH=0| Qlat
Qo2 RIEHE|MH, syslog HIAIX|7t FirePower Z2| IP A0 M&EL|CH

May 24 09:38:05 172.16.31.205 SFIMS: [Primary Detection Engi ne

(cbed5720- f Obf - 11e4- a9f 6- bc538df 1390b) ] [ AccessPolicy| Connection Type: Start, User:
Unknown, Cient: Unknown, Application Protocol: Unknown, Web App: Unknown,

Access Control Rule Name: DropTCP80, Access Control Rule Action: Bl ock,

Access Control Rul e Reasons: Unknown, URL Category: Unknown, URL Reputation:

Ri sk unknown, URL: Unknown, Interface Ingress: ethl, Interface Egress: eth2,

Security Zone Ingress: Internal, Security Zone Egress: External, Security
Intelligence Matching |IP: None, Security Intelligence Category: None, Cient Version:
(nul'l), Nunmber of File Events: 0, Number of |IPS Events: 0, TCP Fl ags: 0xO,

Net BI OS Domain: (null), Initiator Packets: 1, Responder Packets: 0, Initiator Bytes:
66, Responder Bytes: 0, Context: Unknown, SSL Rule Name: N A, SSL Flow Status: N A,
SSL Cipher Suite: N A SSL Certificate: 0000000000000000000000000000000000000000,

SSL Subject CN: NNA, SSL Subject Country: N A SSL Subject OUJ NA, SSL Subject Og:
N A, SSL Issuer CN:. NNA, SSL Issuer Country: N A, SSL Issuer QU N A, SSL Issuer Og:
NA SSL Valid Start Date: NA, SSL Valid End Date: N A, SSL Version: N A SSL Server
Certificate Status: N A, SSL Actual Action: N A, SSL Expected Action: N A SSL Server
Name: (null), SSL URL Category: N A, SSL Session ID:
0000000000000000000000000000000000000000000000000000000000000000, SSL Ti cket Id:
0000000000000000000000000000000000000000, {TCP} 172.16.50.50:49415 -> 172.16.32.1:80

FireSight & ###H &3 MF

FireSight & 2|(Defense Center) & 22+ 7| 20| MBS E[{2 M, Ol= Defense Centeroi A & &
£ syslog HIA|X|of| o|& 2 ElL|CH.

May 24 09:37:10 172.16.31.206 SFI MS: Correlation Event:
CorrelateTCP80Block/CorrelationPolicy at Sun May 24 09:37:10 2015 UTCConnection Type:
FireSI GHT 172.16.50.50:49415 (unknown) -> 172.16.32.1:80 (unknown) (tcp)

O| EtAHI0| A Defense Center= ISEO CHEF REST API(AE]) E&E 2 A ELICH ISEE HTTPS Al
0|04 Wireshark(SSL(Secure Sockets Layer) Z22{1Q!3F PAN 22| 21F M2l 7H2! 7| AH&)oll M

=g =+ AU&LICH



120 142,16, 31, 2068 142,16, 31 . 20 Liw] b Client Hella

121 1/2.16, 31 . 22 154, 16,31 . X6 L 6 https = 22046 [aCd] Seq=1 Ack=h1E win=1651E [an=0 |Sva =01 | Secr=3 220010
15 182016, 20 2000 15216, 31 . 500 (42 A5 [P segnert of a reassenbled POUL

174 177218, 2 s 152,016,316 | 5wl 681 Server Hella, C=rtificats, Certificete Hequest, Server Hello Done

124 175216, A0 157, 168,21 . A0 £ Eh QHDSE = nhips [acs] Se=alE Ack=12449 Win=1/"05 Len=0 TSyal SSCAHDDE TSecr=2Ea] RS
128 172,16, 3 . 2% 152,16, 31 . A0 g SH QEGSS = qbips [ACE] Seq=31H sck=REsd Win=SD4ED L en=D TSyal=SEAHDIDE [hsor=ERlatES
126 1/72.16,.31 . 2% 172,16, 31 .5 [ Sh dR0eS = hbips [ACK] Seq=51H Ack=E2512 Win=24795 | en=0 TSvnl SSEAHDNDE Theor=3E01 RN
127 172,16, .20 172.16.31.: 1 5wl a3 Certificele, Clienl Hey =schange, Chamge Cipher Spec, Finished

178 1770830 20 171,310 T g 73 Charge Cipher Soer

175 1721631 .20 172.16.31. T 5wl 19 Finishsd

130 172,163 .206 172.16.31. TCR G OABGSE > Hllps [ACK] Seq=BR6 Ack=3571 Win=RE295 L en=D TSwdl=SPRRN07 Thucr=301634657
132 1??.1!5.!'7!-' 203 172.16.31. TR A hilps = 48046 [ACK] Seq=2571 Ack=1CHS Win=17750 Len=0 TSea]=389166000 TSecr=97200111
136 172.16.31 .20 172.16.31. HTT=7 5 473 RKTTRS1.1 200 0K

F Ld T L T L T El T

Sucare Sockets |ayer
M5l Recasd Layes: dpplocation Data Frotacal: Boip
Canlert Tyae: Appt icalion Data (2F)
Warsicny T 5 1,0 [OxC307)
Lenglis 724
Frorypled dpplicalion Delar = lee28lsa3ee TE3SGne 9 e a2 9 d 2 cidai o 11 deh 7es,
U'Hvurtcut Tranrr'er Prolecel

Muaranlinefy TR 17516,

TE: dellaie,geipg=l. 2550
Cormnsclicn: TE, class=hryn
I dutharizazion: Basic YWRLaWdES haXa Tz
Hest: 1721831, 205y
Ugar_fpanT: Libwasw-perl /6. 05
K]
Call reduest LRT: hitp: /01720 16,31 2020 e fensQua -ant ineby T20 172, 1550, 50]

AEE ISEO]| o|sH Az

POI'

SR IP FA0] CHE GET 20l M (172.16.50.50)0] M =1 aliE
=|=[=3

Analysis(4]) > Correlation(& #&H|) > Status(&Elf)2 0|S3t0{ 3%l mH S = elghct.

Conbest Eaplossr  Connections »  Bstrggiona e Riese®  ploss» Usesy Waineebiiiese  Ceorrelstien s Simlus Cusiom v Sesnh
Bockrmart Ths Paga

Remeaediation Status
Tiain vidim of Seowidistions

iz Swarch Conwrs res (EE Search

|, D= Aembdinlon Hust - Bl = Rul = Bl e

B UL B8 L fa: S v P S T o vl son Felics o vel wied! P S8 o o’y | caveecr of rerescali

. RLEg-pe | (LD i S0ay 1P Rve] L v prioen Pl SLCCecehy | COgEriph of remeqarie
g 1 of i Cis plpwing rows. | =T of ¥ rows
VeEm Db

il bl [eee &l

ISEE A2| X CoA H&

O| BAH|0l M ISE port-management.log= CoAE & &HoF &2 L 2ILICtH

DEBUG [RM TCP Connection(142)-127.0.0.1][] cisco.cpmprrt.inpl.PrRTLogger | npl
-::::- send() - request instanceof D sconnectRequest

clientInstanceIP = 172.16.31.202

clientInterfaceIP = 172.16.50.50

portQption = 0

server| P = 172.16. 31. 100

port = 1700
tinmeout = 5
retries = 3

attributes = cisco-av-pair=audit-session-i d=ac10206400021000555b9d36
Calling-Station-1D=192. 168. 10. 21
Acct - Ter mi nat e- Cause=Adm n Reset



Ok

E} Q] (prrt-server.log)2 CoA &2 MIAIX|E NADO| M&5t0d MME SZELICHASA).

DEBUG, 0x7f ad17847700, cnt x=0000010786, CPMSessi onl D=2e8cdb62- bcOa- 4d3d- a63e- f 42ef 8774893,
Cal I i ngSt ati onl D=08: 00: 27: DA: EF: AD, RADI US PACKET: Code=40 (
DisconnectRequest) |l dentifier=9 Length=124

[4] NAS-IP-Address - value: [172.16.31.100]

[31] Calling-Station-ID - value: [08:00:27:DA:EF:AD]

[49] Acct-Term nate-Cause - value: [Adm n Reset]

[55] Event-Tinestanp - value: [1432457729]

[ 80] Message- Aut henticator - val ue:
[ 00: 00: 00: 00: 00: 00: 00: 00: 00: 00: 00: 00: 00: 00: 00: 00]

[26] cisco-av-pair - value: [audit-session-id=ac10206400021000555b9d36],
Radi usd i ent Handl er. cpp: 47

ise.psc= CHE It FAHE &S TSELICH

INFO [admin-http-pool 51][] cisco.cpmeps.prrt.PrrtMnager -:::::- PrrtMnager
disconnect SessSi on=Sessi on CallingStationID=192.168.10.21 FramedIPAddress=172.16.50.50
Audi t Sessi onl D=ac10206400021000555b9d36 User Nane=ci sco PDPI PAddr ess=172. 16. 31. 202

NASI PAddr ess=172. 16. 31. 100 NASPort | D=nul | opti on=Port Def aul t

Operations(%f &) > Authentication(2!&)2 2 0|5 & [ Dynamic Authorization succeeded(& &

gt Hof &Z)7t £ AlZ|o{of EL|CH

VPN Al HZEo| ZFLA&LICE

AE XM= MM AZ0| BISS Lel7| flsl dEIE EHLICHB02.1x/MAB/HAE |RF

2HAE SHE).

@Ciscn AnyConnect Secure Mobility Client | = | [=] | 208 |

VPN:

The secure gateway has terminated the VPN connection.
The following message was received from the secure

172.16.31.100 - Connect

2 ®

Cisco AnyConnect 219| M|¥ HE = Ct31t Z&L|Ct

10: 48: 05 AM Est abl i shing VPN. ..

10: 48: 05 AM Connected to 172.16. 31. 100.

10: 48: 20 AM Di sconnect in progress, please wait...

10: 51: 20 AM The secure gateway has terminated the VPN connecti on.

The following message was received from the secure gateway: COA initiated

ANEHEl HAMAIF U VPN HME(AHE])

Always-On VPNO| 2 MEEIIe B2 M MMO| SA| 25 E I—IEP O|#0f= ISE ASA-
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ASAO0I M show vpn-sessiondb detail anyconnect CLI B2 AF&3t0{ HMA T} AMEHE MMHS &
RIg = &Lt
asav# show vpn-sessiondb detail anyconnect
Sessi on Type: AnyConnect Detail ed
User nane : cisco I ndex : 39
Assigned IP : 172.16.50.50 Public IP :192.168.10. 21
Pr ot ocol . AnyConnect - Parent SSL- Tunnel DTLS- Tunnel
Li cense . AnyConnect Essentials
Encryption . AnyConnect-Parent: (1l)none SSL-Tunnel: (1)RC4 DILS-Tunnel: (1)AES128
Hashi ng . AnyConnect-Parent: (1)none SSL-Tunnel: (1)SHA1 DTLS-Tunnel: (1)SHAl
Byt es Tx . 11436 Byt es Rx . 4084
Pkts Tx . 8 Pkts Rx . 36
Pkts Tx Drop : O Pkts Rx Drop : O
G oup Policy : POLICY Tunnel Group : SSLVPN FI RESI GHT
Login Tinme . 03:43:36 UTC Wd May 20 2015
Dur ati on : Oh: 00m 10s
Inactivity : 0h: 00m 00s
VLAN Mapping : NA VLAN . none
Audt Sess I D : acl0206400027000555c02e8
Security Gp : none
DTLS- Tunnel :
<sone output ommted for clarity>
Filter Name : #ACSACL#-IP-DENY ALL_QUARANTINE-5561da76
= -
&4 4
Ol MMo| M= Hu|aeio|Md EXME slidste ol AASE = Us HEE MSgLich
FireSight(Defense Center)
ISE ™ A3 2 E& S 2|x[of /}U&LCt
r oot @ef ence: /var/sf/remediations/ISE_1.3.19# |s
_lib_ ise-instance ise-test.pl ise.pl nodule.tenplate
EF SF(SourceFire) 224 ot A|AEE ALEstE ZHEE perl 23 BIEQIL|CH WHO| Al T(H

/var/log/messagesE &dll AotE & QIE = A&LICt



May 24 19:30: 13 Defence SF-IMS[2414]: ise.pl:SourceIP-Remediation [|NFQ [2414]
quar_ip:172.16.50.50 (1->3 sid:1l) Starting remediation

May 24 19: 30: 13 Defence SF-1MS[2414]: ise.pl: Sourcel P-Renmedi ati on [INFQ [2414]
quar _i p:172.16.50.50 (1->3 sid:1) 172.16.31.202 - Success 200 OK - Quarantined
172.16.50.50 as admin

ISE

ISE0I| A Adaptive Network Control AMH|AE 438 st= X0 SLELICHEHEIY ZEMAN|AM At
Mgt 238 EedH(prrt-management.log X prrt-server.log) Runtime-AAA0]| CHt DEBUG il g
g Mstsfor g LICHC|IHOE #438t5t2{™ Administration > System > Logging > Debug Log
Configuration2 £ 0|5 &tL|C}.

EE 8t Operations(2 Q) > Reports(E2 1L M) > Endpoint and Users(ZEZQIE S AL Xl) > Adaptive
Network Control Audit(2{& 8 L E {3 o] ZAHER 0|§3tod ZHE| @& BE A2t ZAutoi CH

e HEE £ + A&LIch
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https://tools.cisco.com/bugsearch/bug/CSCuu41058

. ISE A 1.3 pxGrid2} IPS pxLog OH&Z 2|AH|0|MH S &t

. Cisco Identity Services Engine #2|A} 7I0|=E., BI2|A 1.4 - Setup Adaptive Network Control

. Cisco Identity Services Engine API 2= AEAM, BIZ|A 1.2 - 2| RESTful AMH|A 471 API

. Cisco Identity Services Engine API &t Z 7}0|E, 2l2|A 1.2 - 2LIE|2! REST API A7}

. Cisco Identity Services Engine #2|A} 7I0|E, BI2|A 1.3

. 7|1& K| U £ XM - Cisco Systems



/content/en/us/support/docs/security/identity-services-engine/118688-technote-pxlog-00.html
/content/en/us/td/docs/security/ise/1-4/admin_guide/b_ise_admin_guide_14/b_ise_admin_guide_14_chapter_01101.html
/content/en/us/td/docs/security/ise/1-3/admin_guide/b_ise_admin_guide_13/b_ise_admin_guide_sample_preface_00.html
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