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. Microsoft Windows H{Z1 7 with Cisco AnyConnect Secure Mobility Client, %1 3.1

. AZEQ|0{ HT 15.0.2 0|42 A& 5t= Cisco Catalyst 3750X Series A 2| x|

. Cisco ISE B{™ 1.3 0|4+
o| & '|°| MEE= S 3 3o ClHtolAE ECHE EEER&LICE O] EMo AHEE E% Clat
OlAE & 7|2P5|(7|%) An|ago|Me = AI"*EI‘B/'!%LIEP.?_*XH HE®Z7 &S 521 4%, 2E

FFo{o| &AMl &S 0|2l HKIstAl7| HHEFLICH

0| MMojME Chst MH|AO CHEF O|HIY 2! SMS 22l X|2457| QlsH ISEE TAdsHS dhedo]]
CHaH Ad@dste|ct.
SMTP &%

O|HIY MHIAE A8 3tE4™ ISE0| SMTP(Simple Message Transfer Protocol) 2 20| A7t 74
lo{ {010k °*|—| CHMBHE 495248 Administration(Z 2) > System(A|AE]) > Settings(A) >
SMTP Server(SMTP A{H{)Z o|S&fL|C}.

cisco Identity Services Engine /> Home Operations |1 Policy

- System &2 Identity Management i MNetwork Resources |8, Device Portal Management

Deployment Licensing Certificates Logging Maintenance Backup & Restore
Settings SMTP Server Settings
= Client Provisioning " SMTP Server| 10.62.145.48

Endpoint Protection Service
FIPS Mode
= Alarm Settings
¥ || Posture
= Profiling
» || Prolocols
= Proxy
TrustSec Sellings
i= SMTP Server

Ol MHE 218 = 253 9l0| ISE0|AM 2= 2E O|HYS +2e & Q/o{oF gfL|ch

2 3:sMTP 20| M m|3do|Mel B2 of2
ZIl5t I CHE RE 2AE0IM 2B S 9&3}
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I
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SMS MH|A 7} ISEMIAM 2 S5tE{T 5% SMS HIO|EQ0IE F5Hok & LICHISEE Smip2SMS
3 Hitp2SMS 70| ES|0|& R|HFLICL7|BXMo 2 & LE{Zl SZAHE 2Ish Ol2] +-8& HolE
Aol= 97HLIChOle{Et HIO|EQOIE =™HsHoF & =& US). 0248 T2 2|l
Administration(Z 2]) > System(A|A &) > Settlngs(gé) > SMS gateway(SMS HO|ES)|0))Z 0|5
gfLict.

i

RESD I EISERY Senfoct Bngine f% Home  Dperalions | Policy | Guest Aocess v Administrstion | =

S ldentty Managamant il Metwork Resaurces [£8 Devics Portal Managamen [y pecrid Saricas [ Fesd Service
Daployment Lize:nsing Cartificates Legging Mairdenancs Backup & Restore Admin Accoss stlings |
Settings SMS Gateway Providers
Clhenl Prosigioning
Erdpaint Pretechon Sovice § Edit sfpAdd 3 Dalete
:= FIF= Mada [] SMS Gatewsy Provide... o S5M5 Geteway Provide...  5MS Gateway Provider URL
i= Alamn Sattings O arl thms, attnet
* P O clickatelViaSMTP
= Prodll . . . , .
= ™ [ Global Default http:ifapiclickatell.com/hittp/sendr
. Profocols °
== O tamokile htkp:fmmeinmobile dEfApL 2 iGety
i Froxy -
. O oOrange orange. net
Trusb&ec Sellings | -
By TS Sprint messaging. sprintpos.c...
--------- T-Mo tmnma
thli:-u'l:wa.:fl I_ [-Mahlle momall.het
= Rystam Tima O TreRingHRingCompaty Ptk ki g A D v rimg 1. b
Pollcy Sets [ verizon VIWPLE. comn

SMTPE &3 SMS A 0|ES] O]

SMTP SMS HIO|EH0|E F3tE AL, Cisco Identity Services Engine 2 2|Af 7F0/=, E2|A
1.49| SMS Gateway Settings for SMS Email Gateway(SMS O|HI &l HO|E 0|0l CHEF SMS AH|O]
E 90| M&) MMofl 2t Provider Domain( XM &AF £ 0HQ) E=pFEQstL|Ct

7|82 MHE(H|0] JUD)2 MBSl= B SMTPAPI £2 EHZZ/ EHEO| 72 $message$valuelt &
&Lct
= .

7|2 HAIX| 2t A8 ElE Mul2ol et EetEuch L2l Mu|Ao ZR(HAE HXS Maist
) AZM ZE AMXF X1 H O] X|(Notify Guest/SMS Notification) | T4 & = Q&LICH 7[&

Zf2 ohaa Z&uLh
Page Customizations

Message text:

5

X~ O

Hello $ui_first_ name$, Your account details: Username: $ui_user_name$ Password: $ui_password$

SMTP APl £& HEX/ EHE T MEX Halg = J&LIct.7[E2kol sl X[ xl= SX ixll=


/content/en/us/td/docs/security/ise/1-4/admin_guide/b_ise_admin_guide_14/b_ise_admin_guide_14_chapter_011011.html#reference_637B4FC473F247249AD42888125FA5D0
/content/en/us/td/docs/security/ise/1-4/admin_guide/b_ise_admin_guide_14/b_ise_admin_guide_14_chapter_011011.html#reference_637B4FC473F247249AD42888125FA5D0
/content/en/us/td/docs/security/ise/1-4/admin_guide/b_ise_admin_guide_14/b_ise_admin_guide_14_chapter_011011.html#reference_637B4FC473F247249AD42888125FA5D0
/content/en/us/td/docs/security/ise/1-4/admin_guide/b_ise_admin_guide_14/b_ise_admin_guide_14_chapter_011011.html#reference_637B4FC473F247249AD42888125FA5D0

$mobilenumber$™ $message$ LLICL.HE E04 E|AE HEZ! $messagevalueE FEE I O
Cilo|B{= SMTP HO|2 E0{M &S ELICH.

172.16.31. 202 10,52, 145,48 IFF from; <trom@example,com=, subject: Your Guest Account Credentials, (text/spledinl

[* Frame 15: 4925 bytes on wire (3408 bitsl, 426 bytes captured (3408 bits)
[+ Ethernst 1L, Src: Vmware 58:ch:ad [00:0c:28:%8:ch:ad), [Dst: Ymware cQ:O0:01 (00:50:5%5: cf:060:01)
[+ Internet Frotocol Version 4, Src: 172.16.31.202 (172.16.31.202), Dst: 10.62.145. 48 (10.62.145_43)
[+ Transmission Control PFrotocol, Src Port: 13072 (13072), Dst Port: smbp [25], Seq: 75, Ack: 241, Len: 350
|+ Simple Mail Transfer Protocel
| Internst Massage Format
[+ From: <fromEexample.coms=, 1 item
[+ To: =tofexample.coms, 1 item
Feszagqe- [ =1H19655749. 5143281118161 5. Javaail . iseadminportalgise14=
Subject: Your Cuest Account Credentials
MIM=-Version: 1.0
[+ Conbent-Type: Lexl/plain: charsel=ull-28
Content-Transfer-Encoding: 7aityrin
| = Line-based text data: text/plain
test template Hello wrin
text:Your accaunt details:yrin
text:lUssrname: zuwtbhrnbryn
text:Password: MO21ATAKN TN

Ej|AE HEX 2XtE0| ZLIH $message$2| 2t O| CHAIELICHO| ool HE SMS L& AH[A 2

SMTP APl £2 E/Z2/ 2l 7} 9| It CIE o= test template2 $mobilenumber$ 2/L|CF.0| ZtO| Al
82 M MEEl= Ho|2=Lct

— Internet Message Format
l* From: <from@sxample.com=, 1 item
" To: <to@example.com=, 1 item
Message-ID: <15598789688.71432843368072. JavaMail. iseadminportal@iseld=
Subject: Your Guest Account Credentials
MIME-Version: 1.0
© Content-Type: text/plain; charset=utf-8
Content-Transfer-Encoding: 7bit\r\n
= Line-based text data: text/plain
test+template2+666666666Y N

5o zue
Iwﬂ%“mﬁﬁmzﬂﬂ+cﬂiﬁﬁuﬂ&m$@wﬁ¢§&Qﬂiﬂ%%ﬂEﬂﬂ%ﬂ

E LI}

SMTP APl £& EZ 2/ Lo o=|a4 fO 2 T E SMTP SMS 71|OIEQAIOI(Cnckateuv.aSMTP)OI

8t 7} R| 047} QU&LICH OlE{Et 2f2 25 staticILICH $message$! $mobilenumber$zt M <l). O
e HolZEE =™t F7t IHIOIE-IE M3E = UAZ S LEILZ| fls MBElH, Ol= SMTP
SZA7E QFE £ USLICLUERZR EAIE 22 SSA7L M3t SHIE L2 2 dblo{ok &
LICt. O] 22 O] B2 XE S MS k= ZE ol Yo cHal SLELIct.

o & E™ CtS0 Z&LCh.



— Line-based text data: text/plain
api id:[API+ID]INry\n
user: [USERNAME]\ r\n
password: [PASSWORD] Y\ r\n
to: 77777777\ r\n
mo:1yryn
from: [FROM+NUMBER] \ r\n
text:Hello ttt,\r\n
text:Your account details:\r\n
text:Username: TODDOOO\ri\n
text:Password: Z:u*DKQ.\r\n

HTTPE & SMS H0|ES O]

HTTP2SMS HO|ER|0|2] BL HTTP Get 2% Y S AtEStEd™ SMS HTTP APIE =ELCt

m .-:l Idenlity Managamsant i Maksiork Rassuices |2 Drevica Porlal Managamant Ihsr prGAd Sarvices |z Faad Servica
Deploymsank Licenzing Cerliicales Lagaing Mainlenance Backup & Fleslore Adimin Accass l S e Mings |

SME Gateway Provnder List > New S5MS Gateway Provuder

5MS Gateway Provider

Sellings
= Clienl Prowisianiong

i=| Adapive Network Cantrol SMS Gatewsy Provider Mamea: * |

1= FIPS Mode
1= Alarm Seftings Select Provider Interface Type:
v [ Fosturs (71 &MiS Email Gateway
= Praliing B SMS HTTP AP
¥ [O Profoools LIRL: ™
1= Praxy
= TrustSes Seffings Diata (L encofed poricn);
= SMTF Sanver
= SMS Galeway
— E Lse HTTP POSET method for data porhon
i= Sysbem Time
1= Paliay Seis HTTP POST dals conlent bype:
= ERS Settings HTTPS Vearname:| |

HTTRS !-"HH-":-WI.IId.l

HTTFS Hust| |

HTTPS Paort |

I ( Conc
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—

oo
Am

o, TSt ok

Q'I_l
rr
Mo
>
e

UEtMo = SMS MSAH= BF=EA| M&lof st 4 & M= A
E #135(800| otl Z<)E LtEtL{oF B LICH.

CH2 2 AwalJawly SMS MH|A B2 XHE 7|82 2 5= | ILICH O] URL X &=
http://awaljawaly.awalservices.com.sa:8001/Send.aspx & LIC}.

Ct

io
rlo

Z/ DH7HH S ULt

- 28 R (SMSSumitReq)
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. At X} dlo|E{ SlIC{(UDH)
CtZ2 O] ofof| M At El= URLLICY.

http://awaljawaly.awalservices.com.sa:8001/Send.aspx?REQUESTTYPE=SMSSubmitReq&Usern
ame=&Test&&Password=123456&MOBILENO=$mobilenumber$&MESSAGE=$message$

N2 E He HEs O™ URLO| ZEHELICHLESS A2 MEXM & EXtYo| FIIHE
= UELIC
Cte2 MEd Heof cish & 7Hx| &3 AFE L.
1. AtEXt Ol HIYHS = o] 2130l ZFE[o{of BLICHRIEFLH T Ut A E T ALEE).

o>
ol

2 FOIE HEE AEM ZHIM HAE AN QI8 SO &3 83 ToolM RSS2 7HKiS

LICH.

3. HAIX| EEE CHg IRIOIM AHS 22 MMYELICLAEM Z8 > Z& H0|X| ALEX} XIH >
HAEOH 2B >SMS B > HAIX| HAE,
Ci|O|E{ 201 Cia] HTTP POST AtE &S & &35/ BIHTTP POST 2%0| ALE-ELICH



[] Use HTTP POST method for data portion

HTTP POST data content type:
HTTPS Username:

H-r":'.s PaEEWﬂrd‘. SESEREEESER SRR NN RN
HTTPS Host:
HTTPS Port: | 443

Bl/EIA E = application/xmit 22 28X K8 X/HEfLICt

POST HMEE A3l 89 ¢
A BZA7F |80k gLICH

B} 2E ME = SMS AMH|

Data L= 2 POST HIMESF & AF2EILICHGET HMES| CIO|E HEH ARl 2E M
£ GET HTTP 2730 CiEF URI(Uniform Resource Identifier)2| 204 F7+HElLICE

LURL: * |amE=EaAdmin&&Passwnrd=123456&MDEILEND=$mﬂbilenumberS&MESSAGE=$message:ﬁ
| Hello World ! |

CF2 2 GET HTTP £%d0i ci3t URIC| of| ILC}.

WMOBTLENG=133 454 T3 HESSAGE=Re]l lo+Daer 15 30 WiAYcurrarcoune+detal 13438 ADsernaneY 3hruuaecld 15 0ATasawords JA+A5ET 4 L5 B -.'q'fﬂnlln—ll-'_,r 1d+%31 -:'i

$message$i+E URL B0 AHE5HK| 2L X[t HE 7| Data EE0i| =T GET HTTP 8
off CHEF URIC| AIZHHIAIX| HE) 2 X{0f O HE 7t E A|E LY.

URL: *| :Reg&Username=8Admin&&Password=123456&MOBILENO=%mobilenumbert&MESSAGE=
| Hello World ! |

CI2 2 GET HTTP QX0 cist URIC| o lL|C}.

EMOBILENO=123456THSHEESAGEFHa L Lo+ or Ld+ 02 1 kel Lo+ User A 2CE0AYour+acoount +detail 54 3AL0AUSaToaTet iA+nuseri 0 1L 0nFasswordi IR+ R5ET AL SETvg ]

C
)
l_
e
In
o
1]
[N
rr
C

RLE QFYE|X| f&LICHHAE HA™E 2HIY #1357 URLE CHAIE L
CtX|HEl= 88X thAMl= $mobilenumber$L! $message$ 2/L|Ct.

. Hlo|E| &= 0| Z =& application/x-www-form-urlencoded A|AE0] 2|3 URLZ QI =L
Ct.

. 37 URL 130l F 7tX| 0| A=l ol= 39 X2l &Alo| ChELICHA Hmi(RFC
173801 2|5l X|HE)E S¥S URLL| CIE AR E BAIZ F 2510 %2022 Q13 ELICH.
= Hm(application/x-www-form-urlencoded systemO| 7131 El ZAR)E I HE + EAIZ QAT
3F_T'_ e EXFES 2 M5HT| Qe AFSELICHSF M S M2 BA| ATHef OFE urlencode( )
2 urldecode( ) &8 M85, Ol SME ARHA %20 CHA H3H7| 7|2 (+) 2 QA SHE



mo ox

et 3 3to| application/x-www-form-urlencoded Al A&l
=

:URL 23 0| A $message$ H+E E A 3t7HLE $message$variableE Data =0
AL S

= B SMS & Zl(Portal Customization Page > SMS & &])2| Message &/ £0]|
HEE JtXMEUCt HAIX] B4 E HEO| B E HO|EH= URLE I3 ELIC

202k AFZ ElL|C} ISEE HIO|E EE
AESH7| 2| B2+ EXAFE &5

a
m]
—

2 ek

CHE2 & 7FX| of iLCH.

URL: *

ame=aAdmin&&Password=1234568MOBILENO=%maobilenumbers&M ESSAGE:$messageﬂi

URL: *

‘Reg&lUsername=8&Admin&&Password=123456&MOBILENO=$mobilenumber$&MESSAGE=

fmessages |

CHE2 GET HTTP &0l CHEF URIC| 0| 2IL|CY.

{MESSAGE=Hel lo+lUsarl $2CilAYour+account+detailsi3At bAUsernameiIb+onser (014 0APasswordi IR+ 5R7 (4 5Bmvvyg )

HI:GET HHME= HTTPSE X[&HX| & &LICHPOST HIM =04 AEH.

AEM EES B3| HAE AHS Masts ASAHE ST S5 ASAIA A2 ST 27 O
HY glg B % et



Account Infarmation

Dizliver nobfcatian using:
Print

Sms
Email

Copy me

Sponeed's Email address®

SpOnEsrEeLan liJ'-:l.Lrl.lI"

0l ol YL OFofl FAE SMTP 0|8 S8H AAE OlHY FA2 MSELICLAEME
FromS 2 AFRElS BE OlHUS MBE + /LI AE ML AE MM Bol HAE olHY =
£ NIZ 44 o ISEL L1 APiel Al B o PIEIOIA(GU) SHE BB Lich

Unable to send email.

SMTP A HA2 o|2{3t O|HYS +EEX| oL &K XIE A™YELICLHE S04, =H 2
example.com?2| O|H Yt {85t F MHHE FHE = JU&LICH

Ol SM0| 2 Ssttd™ AZM7F HetE & 93ttt A& M 2 F0i {o{oF FLct.

Send SMS notifications with guests' credentials

7|12 AEM IE(ALL_ACCOUNTS)O| alid Heto| HIg 48t |of d&LICH 0| BHEsted™
Guest Access(HIAE M| A) > Configure(T4d) > Sponsor Groups(AZ A 18) >
ALL_ACCOUNTS(ALL_ACCOUNTS)Z O|S&FLC}.



Sponsor Can

¥ View guests' passwords

v Reset guests' account passwords

Extend guest accounts

Send SMS notifications with guests' credentials

Delete guests' accounts

KRR KRR

Suspend guests' accounts
. Require sponsor to provide a reason

Reinstate suspended guesis' accounts

K &

Approve requests from self-registering guests

Access Cisco ISE guest accounts using the programmatic interface (Guest REST API)

SMSE Sdll ¢S MESIH 7|2Mo 2 §3 SMS SZXHE MEHE = = SM0| gie2E T
& SMS S=2X7F ArSELICHO|E #HE oPE4E'=| AEM ZEHE MER XEE + U&LICH

AEM EZEHE MEA} X|H5H2{H Guest Access(HIAE HAM|A) > Configure(T+4d) > Sponsor
Portals(&Z A X&) > Sponsor Portal(&Z A Z&)2 O[S LICt 12 CH= Portal Page
Customization S M2 MBSt of2iE A3 E3t04 Create Account for Known Guests(2dZ! Hl4
Eof Cji# 0712 E MA)Z 0|58 4 USLICH

w7 Create Accounts
Guest Types
Create Account for Random Guests
Create Account for Imported Guests

Guest Access Information

w Notify Guests

B2 FolM gt 2 Previous(0|T)0l| M Settings(A)E #HZ5t T a2 M 0| X|of| CH3H #45t= (0
S

HA
S=RE MEfErLICH



Freview Se ::mgs

» Settings specific to known guests

Fields to include Required

First name ]
Last name ]
Ermail address [
Phone number [
Company ]
SMS Service [
Provider

Guests can choose from these SMS providers:
¥|Global Default

[VIT-Mobile

(VaATT

[~ verizon

[ IClickatelViaSMTP -

Person being ]
visited

Reason for visit [
| Custom Fields... |

[.m [ »

» Settings for known, random and imported
guests

Allow sponsor to tag accounts as belonging to a
group

Allow sponsor to choose notification language
] Include AUP link

] Require acceptance

Guest portal Create Account for Known Guest H|O|X|7} AF& A} HO|E|H E
£ HAE AYE dM5t= S0 SMS MSAE MElE = J&LICH Ol &
oI-EIo." A|-9-5|L_|E|-_

Ed

E
o5}
==



Create Accounts Manage Accounts (10} Pending Accounts (0} Matices (0]

Guest type:

Canfractor {detaul)

Warimum devices that can be connecled 5
Naximurn access durabon: 365 days

Guest Information Access Information

Duration:”
Known Eandom Imp=ort
&0 Ciays {Masimum; 368}

Firsi name:
From Date {yyyy-mim-dd) ¢ Frriwm Tirme *
2015-05-17 1306
Lasl nama;
To Date {yyyy-mm-dd) * To Tirme *
2015-08-14 1303
Email addrass:
Locaton:
San Jose

Phone number:

Cormpany:

SME provider:

ATT
Glabal Defaui
T-Nabile

SMS HO|EHo|of AZE & i7L} L/ E HFEHetH ISE GUIOIM L &lS EHLct

Unable to send SMS.

HFALSRL YEE [ SMSE TS EIX| X2 ALSRE W 22 & 22/ H
M&ELoh

rim

fifo
iy
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ol

2

AE ZHE Sl (S22 Y + USLICLHALAE ASKtE R



CI1SCO Sponsored Guest Portal

Create Account

Provide us with some information 20 we can create an account for you.

Username

test

First name

test

Last name

Email address

mgarcarzigheisco.com

Phene number

Company

Person being visited({email)
Reason for visit

SE Y H©lo|x|of| AHH ZHu} A 72X 2 KNS ELCH



CISCO Sponsored Guest Portal

Account Created
Use the following information to sign on to the network.
Username: test
Password: o0
First name: test
Email: mgarcarz@cisco.com

Location: San Jose
SMS provider: Global Default

EY HdZ S8 HAEo0 Ci5H 042{ SMS HO|EH0|E 518 5t2{™ Guest Access > Configure >
Guest Portals > Self Registered Guest Portal > Self Registration Page SettingsZ 0|5 & L|Ct.

..........

v SMS Service Provider v

Guests can choose from these SMS providers:
v Global Default

v T-Mobile

v ATT

__Merizon

<)

=Y L P O L W e

Guest see providers list only if multiple are selected

HLAEE AEE ddsts S SMS 24t
gst= ol AFSELCH

MEfE = l&LICholE ROIEo| At B3FE T



T
CISCO Sponsored Guest Portal

Create Account
Provide us with some information so we can create an account for you.

Username

test

First name
Last name
Email address
Phoene number

43666666666

Company

SMS provider
ATT

Glabal Default
T-Mabile \

Reason for visit

AELICH 5 R| = B E- 9| Self Registration
&Lct. 8 Y8 Ho|x|oMH AAET} O|HY EE= SMSE
=L A&LCH

7t

S20| 225%™t Ho|x|of &

stg
=2
o

Success Page A M0{ M H|E G5}
SOl LES S 2 MEFEE

of |'0||

I.

]

i
4L
o]
AA
St
=

ol Il



v Self-Registration Success Settings

Include this information on the Self-Registration Success page:
v User name
v Password
¥ First name
¥ Last name
¥ Email address
¥ Phone number
+ Company
v Location
¥ SMS Service Provider
v Person being visited

v Reason for visit

Allow guest to send information to self using:

. Print
. Emall

. SMS

O|HY EE= SMS(E= = CHE Sall Xtd 8H2 AAS2 2 T™ESt24™ Self Registration Page
Settings(&Z 55 H/0/X] A%)Q| Ot x| MME AKXt X/HEf L.

0| 32 HAE A8 d'd ol olHIY F4Lt M3t HS & 2=l of &fLICH.



AE AR ANES MM 0 Ol SM2 ALY 4 GOH AEMII £502 2 HES 323
$oflgt ¢2lo| MEELC

olHYE St HAE &2l

Ol MMM MEEHCHE HAEE AHAIS SE5t1 ABE22 AME 558 + &Ltz
O ZE M A0 CHEE AZEAM £0I2 EMSHE = QU&LCt

Ol 4 AEME %O.J% Fotof 5= OIIHI % AMEgLIcholH Yol & 237+ 22/E). et
HAE o{7I2E7} g8l ElLIct ol 7Is oPE4':‘=|(7|E7“°E HI& A 3lEl) Guest Access(Al
AE HH|A) > Confi gure(?%) > Guest Portals(71| E X&) > SelfRe g istered Guest Portal(4l X
58 HAE X&) > Self Registration Page Settings(dX S8 HAEE &2 EHR)Z 0|85t
Require self-registered guests to be approved(B &2 Q) SME & M5tgrLict

v Require self-registered guests to be approved

Guest Access > Settings > Guest Email Settings

Email approval request to: | sponsor email addresses listed below -

5pc:n5c:r@example.cc:m|

Eet HLAE AHEHE 828 & A= 2E X2 OlHY FAE XSalok gf L.

HAE OlHY A% H 0| K|l A TLAIEE 4 Q)

FIF

B IR FIt dE 2 oS58 2 &Lt
v Guest Email Settings Identify the SMTP server and specify the email address

SMTP server: 10.62.145.48

Configure SMTP server at:
Administration > System > Settings > SMTP

Default 'From' email address:* | donotreply@example.com |

(®) Send notifications from sponsor's email address (if sponsored)

() Always send notifications from the default email address

Olgfet dE2 ZE HAE ¢E RBo| HEELICHAEAMTI SIS EBF ofLIEt).

O|HIY/SMSE St HAE AHHE R



o7}2E7 2 UtE2E M HAE MKt LBS B & USLICLO|(HAAE REH)E F/95t
2™ Guest Access(HAE HA|A) > Guest Types(HIAE. §8) > Contractor(HI2AH 2 O|S &L
Ct.

g
'{Ilsn:!n Tdentily Services Engine

B Manage Accounts i settngs

Acoount Expiration Notification

£ Home  Operstons |*  Policy ™ GuestAccass| ¥ Administraton | *

] Send account expistion notification 3 days befare account expires

Wizw messages n:

English - Englsh x|
& Emal
Use custorrization from: | Sef-Registered Guest Portal (def=]
Messagas: Copy text from: | E|

Your ascount iz Jgoling ©o eXpire in 3 days. Please notify your aponasy oo eEtend your
account now to avoid any delews.

Send test ermall to me at:

email addrass send |
Corvfigrre SMTE server a6 Adminiskration > Systems > Settings » SHTP sener
¥ gmMe
Messagas: Copy text from: | EI

TOUY asScount 18 Jolng To eXpire in 3 days. Fleade notliy ¥Your aponasy oo extend your
account now ta awvaid any delays.

Send test SMS to me at:
phone number Global Dafzult ~|| send

o T el U PR

Configure SME senvice provider 3t Al Tohle CMS Gateway

These sponsor groups can create this | Venzan
ClckatalvBEMTR
Sponsor Groups  ALL_ACCOUNTS {default) GRL m’;ﬁe
COWH_ACCOUNTS (default) ThefingRingCompany

Sprink

AR RE HAEE HH BHE 3 Mol Z2lg gl Eluich.ol 4212 SMS W/EE olHYS
Sall MEE S AL

oHel £ QBLICHSMSE RZRHE MEiEt & o BE AAE AL ELICK
2|1 CHE SMS MIZRHE AL E 4 s HRolE).

MO ME BIAE OHY BLH7| &M S MBBLICHIIEM SMTP M 7H8 4 & 7432 &
4 &LICholHY FAS Q215tH S Ol HIAIXIZH MEFEILIC

Your account is going to expire in 3 days. Please notify your sponsor to extend your account now
to avoid any delays.
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ISEE EXIE AAR Z1of it olHUe B &= Ql&Lctol 7|s8 E4d55ted™
Administration(#2l) > System(A|AH]) > Alarm Settings(Z 2 4) > Alarm Notification(Z & &
)RR 0|85t From(Al&) X To(B &) O|HY =4 & MSELICt

E;ﬂm Engine ¢ Home  Operations | ¥  Policy | ¥  GuestAccess ¥ Adminisiraton |

=&+ System & Identity Managemeant [ Metwork Resourcas [z Device Portal Management |5 paeGrid Services |E3] Feed Semvice

Ceployment Licensing Corbficaies Logpging Maintenance Eackup & Restonz Admin Accoss

Settings Alarm Eﬂti.illg.'i-

E Cliant Frr.ul:lmn-.] 5‘1 c -IJ' Al Nu-hﬁ h

- Alarm Gonfiguration [T

= Endpoint Protection Sandcs ’ ¥

= FIFS Moda

i= Aarm Sattings Enter Emall addresses to recelve alarm notification
F |: Pasiiire

= Prefling
L] I: FroEos

1= Frony

= ThusiSes Settings

= EMTE Server Erter sander e-mail : | iSe-alert e s AMple, com

mgarcarz@cisco.com
Enter mullgle &-mails separatad wih comema

= EME Gataway

= Sysbemn Time Sava m

Falcy Sals

EHS Saltings

Alarm Configuration(Z@E Z1Z|22{|0|M) MMM S L 8o| &35 E/%=X) = lgLIct

Alarm Settings

Alarm Configuration Alarm Notification

Alarm Name: CA Server is up
Description: CA Server is up
Suggested Actions: A notification to inform the administrator that the CA server is up

£ Status:

submit Cancel

¥ysisin Sapisl B} 22018 O OOl HEBLICL IS S TaEE Ul ¥

ISE Alarm : Warning : No Accounting messages in the last 15 mins
No Accounting Start

Details :
No Accounting messages in the last 15 mins

Description :



No Accounting messages have been received from Network Device(s) in the past 15 minutes
for any of the session(s) authorized by ISE Policy Service Nodes

Suggested Actions :
Ensure RADIUS accounting is configured on the Network Device(s), Check Network Device(s)
configuration for local Authorization

*** This message is generated by Cisco Identity Services Engine (ISE) ***

Sent By Host : isel3

REST API& &3f SMS T&

ISEOIME HAE AF2ALE MASH7| 26 HAE REST APIE AF2E £ A&LICLAHAE APRXP
7} 22 SMS XMIZX2 MME|H HAE REST APIE AF236l0{ SMSE A
EHCl30 Z&Lch

ra
of
ok

PUT https://<ISE-ADMIN-NODE>:9060/ers/config/guestuser/sms/444/portallId/
££2d99e0-2101-11e4-b5cf-005056bf2f0a

Authorization: Basic XXXXXXXXKXXXXKXXXKXXX

Accept:a pplication/vnd.com.cisco.ise.identity.guestuser.2.0+xml

0| ool M 444= HAE AEXHIDO|T Z! EXHY(/2d99e0-2101-11e4-b5cf-005056b12f0a) 2 E =
ID(AEM ZE)QILICEH

ATEHE AZM ALRXI0] CHE 7|12 HTTP T8t S0i7} RS LICHRIME LIBS API &
= MUME R AUAIL.

Cte& &elRrLc

24&l o] /5ol CHall ALE 7hsEh &l MAtot ei&LIch

X &

24&l o] AIE|T oMol A8 E + U §HE X iE 27 eiaLict

e HE

. Cisco Identity Services Engine #2|x} 7}0|E, BlIE|A 1.3

. Cisco Identity Services Engine #2|Al 7I0|E, 8€l2|A 1.4 HAE HHA TN

. Cisco Identity Services Engine API 2% MEA, Bl2|A 14HAE MAXI0{A SMS BIAE H

2

&

. Cisco Identity Services Engine #Z|At 7t0|E, EIE|A 1.3 SMS H|O|E90]| &3



/content/en/us/td/docs/security/ise/1-4/api_ref_guide/api_ref_book/ise_api_ref_ers2.html#pgfId-1159723
/content/en/us/td/docs/security/ise/1-4/api_ref_guide/api_ref_book/ise_api_ref_ers2.html#pgfId-1159723
/content/en/us/td/docs/security/ise/1-3/admin_guide/b_ise_admin_guide_13/b_ise_admin_guide_sample_preface_00.html
/content/en/us/td/docs/security/ise/1-3/admin_guide/b_ise_admin_guide_13/b_ise_admin_guide_sample_chapter_011011.html#reference_637B4FC473F247249AD42888125FA5D0

. Cisco ISE # 2]

. 7|& X|® 2 £ A - Cisco Systems



/content/en/us/td/docs/security/ise/1-4/admin_guide/b_ise_admin_guide_14/b_ise_admin_guide_14_chapter_0101.pdf
//www.cisco.com/c/ko_kr/support/index.html

	ISE 버전 1.4 이메일 및 SMS 알림 구성
	목차
	소개
	사전 요구 사항
	요구 사항
	사용되는 구성 요소

	구성
	SMTP 설정
	SMS 설정
	SMTP를 통한 SMS 게이트웨이
	HTTP를 통한 SMS 게이트웨이

	이메일을 통해 자격 증명을 사용하는 게스트 알림
	SMS를 통해 자격 증명을 사용하는 게스트 알림
	게스트 사용자(셀프 등록)
	이메일을 통한 게스트 승인
	이메일/SMS를 통한 게스트 계정 만료
	이메일을 통해 경보 전달
	REST API를 통해 SMS 전송

	다음을 확인합니다.
	문제 해결
	관련 정보


