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Snort

ISE
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791 2 QIF A

EPS(Endpoint Protection Service)

F3t Hof B
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HAE

1Et7A|. pxGrid S5

2EH7|.pxLog & Z1T| 22 0|M

3EHA. 33 Biml Dot1x M|M

4EH7|. Microsoft Windows PCOIMH ZEE EE
5EHA|.pxLog

6. ISE A2

7t 7Al.pxLog ZE| A

8CHA|. ISE ZAZ| A

pxLog 7|5

pxGrid TZEE 27 ALE

=

215 M &l Java KeyStore

SAE O|E

JHEERE B0 ALE

Syslog

Snort

Cisco ASA(Adaptive Security Appliance) ZIAt
Cisco Sourcefire NGIPS(Next Generation Intrusion Prevention System)
Juniper NetScreen

Juniper JunOS
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Linux iptables

FreeBSD IPFirewall(IPFW)

VPN ZH| 2fEll & CoA 2|

pxGrid ItEL{ & £ M

ISE API:REST2} EREST2} pxGrid H|1
CIRZCE

o MHE

el

ISE(Identity Services Engine) H™ 1.32 pxGrid2t= M APIE X|HELICH RIS, ¢

E)2 X|sts O] HCHMO| RISt TEEZ2 CHE Eot £F Mo &4 SE 2 XL
O] EMoiME 7' BB = = El pxLog OHE 2|71 0|442| ALE 0| CHsH AHELICHpxLogE S
HAXHE AEl5H7] 98 IPS(Intrusion Prevention System)0i| A syslog HIA|X|E =415t 1 pxGrid O
AXIE ISER HEE £ JU&LChietM ISEE HIERZ HHAE HMtst= JIEXQIES| HEt £
o AEHE 247351 7| 2/ RADIUS CoA(Change of Authorization)E AFEEFLICH 0| ZE A2 %]
B AL Xtol| A EHSHA > ELICt

O| oflofl M= Snort7t IPSE AFEEIRX|CHCHE £F M2 A8 e = U&LICHANZE IPSY EHe =
HELICLERE BE W2 3ARL| IP FAE AHE510d syslog HIAIX|E pxLogdll T& st A
LICEHO|ZEA st B2 0| £F Mo| S&E + U&LICH

lofl

Ol EMoMe LAl Ex| & ATt AFE T &7 pxGrid £F M| X 2 X HAE HHE &
JHErLICE.

AN T ALY

QT ME

Cisco0| M= Cisco ISE Z1I|2ai|0|M & o|g{8t =A|ofl CHEH 7| XAl ERStD
LIC}.

20

rr
oy
o>

. ISE & 4 e 2o 7
. Cisco Catalyst 22|x|2| CLI 7+

ABElE 7E 24

Ol EMe| HE = Chg 2ZEQ o A st HHE 7[gte = FLc

HO

- Microsoft Windows 7

. Cisco Catalyst 3750X Series Switch Software, % 15.0 0|4}

. Cisco ISE £2ZE 9|04, {7 1.3 0|4

. Cisco AnyConnect Mobile Security with Network Access Manager(NAM), H{71 3.1 0|4}



. Snort {7 2.9.6 with Data Acquisition(DAQ)
. Tomcat 701 A %|El pxLog OHZ 2|7 0| (MySQL HZF 5 Z F)

LIES{3 Ctolo{a® S EB|E 5/

CHS

1.

S Y \an 2 Vian 222 :
{untrusted) @ [trusted) pxlog ISE
Ethd Ethl 10.222.0.51 Gig0:
10.221.0.60 SS—_F 1) 355 0 60 10.62.97.40

3750 - - Gigl:

Snort 10.222.0.62
Vian 221 "\

:\ Any Security

= Solution
supporting
b syslog !
Windows?

DHCF
10, 220.0.140

» Data Traffic (ICMP from client)
» paprid

—_— Radiug

Syilog
2 U E{3 Ctolo{a ol EAIE ECiE S FLCt

Microsoft Windows 7 AF&Xt= AL|x[0d 21235104 802.1x 21E 2 & T LICt.

. 22| x|= ISEE AAA(Authentication, Authorization, and Accounting) AMEHE AR & LICtH

Dot1x A HAMA HEH Hof F20| YUx|etD M HELT MM AT HodE L|ICHDACL: 2
= 58(PERMIT_ALL).

AEAH= AlR|E 4 Q= HIEY T ¢4Z25tedn A= 35t1 Snort +&12 dkshL|C}.

rr

. [2tM Snort= syslogE &3l pxLog OHEZ 2|7i0|Mol| 2Bl MEErLICY.

. pxLog OHEZE|7|0|M2 2 CO|E{H[O| A0 CHEH &Qle =~ ELICHSnort| A 21 syslog

HIAIXRIE £ 5tD SARS| IP FAE FESH7| I ElLIC O™ CHS pxGridE A& 5t
o 2Kt P FAE He|5t7| 951 ISER RS MAELICHISES pxGrid ZIEE2{Y).

ol _“
0x

ISEE HE Hod MAMES CHA| WoteL|CAlE ZQIE 7} ZHAE|E|= 2 Session:EPSStatus

EQUALS Quarantine Z710| & &1 Ct& W&t 0o 20t 0| L X|E LICHDot1x
Quarantine). ISE= AM2 Z25t7| 2l A|x|0ll CoA SEE E-LICHO|E A 5tH MeIE
Ol EE|HE|D 2T MEXH MEHE HERHI HMAE M35t MER
DACL(Downloadable ACL)(PERMIT_ICMP)O| & ElL|C}.



7. 0| EtA0M ZElRt= AEZRIE S AB| SHAME BHE =
X

&LICt.Ol= pxLogl| GUIE &
ek 2 U&LICHCHAL ISEO CHEE pxGrid HIA|X|7F M& E

ol
RA
SELCH

§'|=l
1
0

8. ISE= 6Tt HI2t RALEF 2dS s~ LICH o|HoE A=EZQIETL O HE|=|X| ot ™
A HM A 7F MSELICH

pxLog

OF 7 [= %

Mysgl database
(configuration of pxlog
app rules and logs)

Tepl3306
Linux Server or Wi
e
Udp/514 Syslog-ng pxlog (Java application on Tomeat)
—— 3y ({receiving syslog - sarvlet processing web requests
rmessages from (adminisirative access via GUI] &£
network)
- enforcer module (separate thread)
processing syskog messages and using pxgrid
File read to communicate with ISE
operation T
W WGl topl/dd3

prgrid: top/d443
Ol &F M2 Linux Al&Bol oiZ 2|7 0lMd MEE dX|stE JYLIC

1. JavaZ M E|T Tomcat 0| 5 El pxLog OHZ2|710|M.0| o ZE|7|0|M2 Ch2 1 Z 0|

AL
2 232 MEse MET - ¥ HatexiE Sof 22 ol UKL 7| Qlsh ASELICH



| AEE|E AB|EQILICHEnforcere T P oll M syslog HIA|X|

Enforcer module - -I% }?:.
FAE 7ol el sHY HIAIXIZE &2l5t, E(0dl: pxGridE S8+ H2|

= ol7(%|x5tE),

)2 M#ELICH

2. pxLogdl CHEF 74| 2i|o[M 0| Z & & MySQL Ci|O|EH|O|A (2! & 21).
3. 2|F A|AE0|M syslog HIA|XIE = 415+0{ IO A= syslog AE{ILICY.
AR
pxLog OHZ E|#|0|M2 CtZ 2to|EEH 2§ MEELIct

- jQuery(AJAX X|H8)

. JSTL(JavaServer Pages Standard Tag Library) = 2(MVC(Model View Controller) 2 %!, H|O|
Ee= E"'“’F ?-E—%! LICt.JSP(JavaServer Page) 2= &= HIHZAO| B AL E|0d Java 2204
HTML =7} el& Lot

-2 0|'-r'| AARISE Logdj

. MySQL 7=

. Ellol2 BIC{=/adzoll ch#t displaytag
. Cisco2| pxGrid API(34&ll H™ alpha 147)

olg{st 2 E 2tolE28{Ele Z2ME9| |ip C|HE 2|0 0|0 /222 { 0|4 JAR(Java ARchive)
IS OR*ECEY E7F st

2
S o

|K

2=

mjo

tedE Chs & s>

[e]]]

MR

1. Tomcat Webapp C|ZIE{2(0f CiEt ™A CIHEZ|e| =2 aiAELICt

2. WEB-INF/web.xml It 2 HESL|CH FLSHH et HE A2 serverip #H0l ISEE 7}
2|ZIL|C} EE§F Java Certificate KeyStores(&Z2|E = U&= stLE L IDE StLb) 7 7|22k CHA

MEE = JU&LIct ol E20[HE I M 213 M2t &7H SSL(Secure Sockets Layer) Al
M2 AL 5= pxGrid APIOIAM AP EILICH S 410| B2 QIS ME XNS3HokF 5t HEZE A
2|5l ok ELICHRIMISH LIS 2 pxGrid T2EE QF AME MME X sHAAIL,

3.ISE ZAE O|&0]| pxLog0il M SHIEH| &QIE[}=X| 2 QIE LICHDNS(Domain Name
Server) £ fetc/hosts 80| B2 = & X). RAtMIEH LIS 2 pxGrid ZEEZE QT AtE MM
2 XM AIRL.

-

4. mysql/init.sql A3 EEZ MySQL H|O|E{HIO|AE FHBfLCHAIA ZHE ¥4
WEB-INF/web.xml Tt oi| Bt3at of & LICt

gk

AN
= AUx|E

Snort
0| EMOIME EX IPSOH| XS Tx| ofoo2 ZHEHSH MHED M ZE Lo}

Snort= DAQ x|zt &f7H QlEtele = I ELICH EEHE 2 iptablesZ 2|CIRMELICH



i ptables -1 FORWARD -j ACCEPT
iptables -1 FORWARD -j NFQUEUE --queue-num 1

O ChS ZAF & 7|2 iptable #&I01 2t AU 2[00 HEFEILICEH

H 71 X| AFEAF X|'E Snort T+210| A EIR & LICH/etc/snort/rules/test.rules T2 0| T4 741|212
ol Z&E|0] /US).

alert icnp any any -> any any (itype:8; dsize:666<>686; sid:100122)

alert icnp any any -> any any (itype:8; ttl: 6; sid:100124)

I Z!Q| TTL(Time To Live)O| 60|7L} HIO|2=2| 3 7|7} 66601 M 686 AtO|2! AL Snorte= syslog
HAIX|E S ELICH EBHE2 Snortof| 2|3l AFEHE|X| eE& LICH.

CcCc
o

rot

A7t 4T RHF EEAHEX]| = E YA LS d5HoF & LICH/etc/snort/threshold.conf).

event _filter gen_id 1, sig_id 100122, type limt, track by_src, count 1, seconds 60
event _filter gen_id 1, sig_id 100124, type limt, track by_src, count 1, seconds 60

2 CHE syslog ME{7} pxLog AlAEl(/etc/snort/snort.conf)2 7t2|ZILICH.

out put al ert_syslog: host=10.222.0.61: 514, LOG AUTH LOG ALER

U 9| Snortdl M= syslog Z4L| 2 2{| 0|40t i El H-|ZL7P U&LICH OHC |
E pxLog ZAEZ HE3SI7| 2I3H localhost & syslog-ngE 7IE2I7|E8 7|2 AHE M = UE&
L|C}.

ISE
=
7Hel /K eIE A

1. ISE0IM 7|2 Mo 2 H|g &St El pxGrid G482 Administration(# 2[) > Deployment(T )01l A
st grLct.



Deployment Nodes List = lise

Edit Node
General Settings Profiling Configuration
Hostname lise
FQDM lise.example.com

IF Address 10.62.97.40
Mode Type Identity Services Engine (ISE)

Personas

v| Administration Role STANDALONE | Make Primary |

+| Monitoring Role | PRIMARY v Other Monitoring Mode

| Policy Service

| Enable Session Services (i
Include Mode in Mode Group | Mone > |

| Enable Profiling Service
pxGrid i

2. Administration(# 2l) > Certificates(2!& A1) > System Certificates(AlAE 215 M)l M
pxGridoi| 218 M7t AL El=X| & elgrct.



i < Home  Operahions | Poliey|»  GuestAccess | » Mm%;

m L5k |dentey Management iuamum Resountes |8 Device Ponal Management |e] pocinid Senices | Feed Semvice
Deployment Licensing Cerificales Logging Maintanance Backup & Restare Admin Access Sattings

Certificate Management Edit & em Certificate

lasuer
Oveniew

*Frigndly Name | Jise

Fystem Carilicatas

Description |
Endpoint Certificales Subject  Chi=lige saample com
Issuar win212
Trusted Cenificalas
Walid From  Tus, 26 Aug 2014 12:32:56 CEST
OCSP Clignt Profli walid To [Expiration) Thu, 25 Aug 2016 12:32:56 CEST

Setial Murmber T8 00 00 00 30 4C 06 27 D1 7D BE DF A6 00 00 00 00 00 3D
Cenificate Signing Requests

Signatura Algorihm  SHATWITHRSA

KeyLength 2043

Certificate AMmhority

Usage
Irtkmnal GA Suings +~ EAP Authentication: Us= carificate for EAP prodocols that use S5UTLS tunneling
»| Admin: Use cadificats bo authenticats the ISE Admin Partal
Cenificats Templates
~ pGrid: Lse codtifecate far ihe paGrid Contraller
External CA Seftings = Porlal; Use for portal

EPS(Endpoint Protection Service)

EPSE Administration(2 2l) > Settings(A &)l g MHsl(7 2o 2 H|EAshalof &hLct.

7> Home  Operations | ¥  Policy | v

o - -
- |
= e 3 2 2S5 El =

.@ Identity Managament i Metwork Resources Eg“ Device Portal Management

Deployment Licensing Certificates Lagging Maintenance Backup & Restore
Settings Endpoint Protection Service i

i= Client Provisioning

3= [Endpoink Protection Service |

= FPS Mode Senvice Status Enabled

5_5 Alarm Settings

ok

O|& Sall Ael/Fel siiMl 7152 A8 E + A&LICH

e Foi 73



cisco Identity Services Engine <> Home Operaions | v  Policy| v  GuestAccess|v  Administration | v

&, Authentication B Autharization . |4 Profiling 17, Postura & Cligni Prosisioning |=] Trusise: & Policy Elamants

Authorization Policy

Define the Authorization Policy by configuring rules basad on |d-|'|||-..- |r.:-ups -ml oihier c:-nl ons, Drag and drop rules to change the order
Far Palicy Expen go b Administration = System = Backup & Be 3 Expo

First Matched Rule Apphes -

k Exceplions (0)

Sialuz  Rulz Mame Conditions (identity groups and other conditions Parmissions
Dot x Quaranbne DEVICE, Device Type EQUALS All Device Typas#swilch Fermit_ICHMF
SessionEPSSams EQUALS Quaranting
Drotix Full Access DEVICE: Device Type EQUALS All Device Typesfswilch Parmit_ALL
& gn 7A2 A= ZOIE 7t ZE|E ZR0BH WAELICH 22/ RIBHE HAIAE RADIUS
CoA0] ofsH SH2 = AIMELICLES AQXIE SHIE SF LEE HERT Fxlof FItsHok &

2 sliid

pxGrid & EH= CLIOIAM 2 Qle &~ Ql&LLCt.

|i se/ adm n# show application status ise

| SE PROCESS NAME STATE PROCESS | D
Dat abase Li stener runni ng 6717

Dat abase Server runni ng 51 PROCESSES
Application Server runni ng 9486

Profil er Database runni ng 7804

AD Connect or runni ng 10058

M&T Sessi on Dat abase runni ng 7718

M&T Log Col | ector runni ng 9752

M&T Log Processor runni ng 9712
Certificate Authority Service runni ng 9663
pxGid Infrastructure Service runni ng 14979
pxGid Publisher Subscriber Service runni ng 15281
pxGid Connection Manager runni ng 15248
pxGid Controller runni ng 15089
ldentity Mapping Service runni ng 9962

pxGridoi| CHEt HE o LI E Q& LICHAdministration > Logging > Debug Log Configuration >
pxGrid). C|HH T2 pxGrid C|H E 2|0l K& EL|Ch 7t S 2 8 HIO|E{= pxgrid/pxgrid-
jabberd.log 2! pxgrid/pxgrid-controller.log0il & L|C}.

1Bt Al pxGrid 55

TomcatO| A|ZFE|™M pxLog OHZ2[7|0|M0| At S22 FFELICt.




1. pxGrid& AFE5t2{H ISEO]| At Xt 2HE SEFLICHAMIME HMA HEHO| U= AHSAH1E
2| 8. o] 242 Pxgrid Operations(Pxgrid 2F2d) > Register users(AFH& Al S8)0{ A 2
g £ JUsLct

ilrar]re pxLog - Application integrating IPS
CISCO

Homepage
T This 15 the homepage of pxgnd applicaton mtegrating IPS wath ISE.
Pxgrid Operations * Register users
Logs Display Sessions
ClearLogs Display Sessions by IP
Resources * Display Profiles

Display SGT

Display Users

Check capabilities

Quarantine IP

Quarantine MAC
UnQuarantine IP
UnQuarantine MAC

E0| At 522 A|ZHEL|CY,

on

], pxLog - Application integrating IPS with Cisco ISE
CISCO

Homepage
Fematraten

The Eemstration process has stated

Manage Rules

Pxgrid Operations >

Lol Twe pEgrid clhients are being regstered on ISE
ClearLogs
Cme chent with Seasion privilleges (to browse session data) and other with EPS privileges (to execute cquarantme)

Resources

Fleaze logm to I2E and approve registration by chicking *Approve”
Content of the page will be updated mtematcally every 5 seconds to notify of the users are approved on ISE

“Wartmg For the status to be updated
Watmg for the status te be updated.

2. 0| A E ISEMIM SHE ALSKE &Qlslor g LICHAIS Q10| 7IEMo = HIE g5t
).



SN Enulse ¢y Home  Operations |  Policy|  GuestAccess|v |

9 5 —r : et "
=fs System ik Identity Management [l Metwork Resources |28 Device Portal Management B peGrid Senices

Live Log

o Enable @ Disable @Apprmre @ Group Wl Decline amlale - d@p Refresh = Total Pending Approval(Z) -
O Client Name Client Description  Capabilities Status Client Group
O » ise-adminlise Capabilities(3 Pub, 1 Sub) Online Administrator
O » ise-mnt-lise Capabilities(1l Pub, 0 Sub) Online Administrator
b pxclient session tast Capabilities(0 Pub, 0 Sub) Pending Sesslon

¥ pxclient eps tast Capabilities(0 Pub, 0 Sub) Pending EPS
50l % pxLoge AJAX ZE£& Sall HelxtolA Aisez L ELcH

oession user: pxchent session registered and approved succesfully
EFPS user: pxclient eps regstered and approved succestully

ISEE sHE & AL X2l AEHE Online(22+2!) EE= Offline(2Z2t21)(H 0|4 Pending(2 &
&)0| ot =he 2 F AIRFLICEH

2t AH|.pxLog T+ ZHx|aal|ofM

pxLogE syslog IHIAIXIE Melst ofof et 2 Aok g LICH A #EIE FItstE{H
Manage Rules(T+%! Z2))& ME{EHLICH.

v pxLog - Application integrating
CISCO

Homepage
Fules tor the Enforer module.

IFPS sending syslog messages, Enforcer receming and processing

Manage Rules

Pxgrid Operations

Logs When the match agamst configured rules 15 found

Enforcer 15 automatically executing quarantine via pxerid

ClearLogs

Resources

19 snort[

New Rule | | | Add New Rule |

O|X| enforcer 2 &2 syslog HIA|X[0|AM O] & Al(RegExp)2 & &LICH "snort[". AME|H ZE IP
FAE 7"*”°P_’ DW”* T4 ool /e FALE MEiELICHOR -E-—o—l '='°F £F M0 R|ELCHA
A-"ol_l- |_|.| Syslog MME ZXSHAAILEE IP =4 (_._7=|x|.) |.| Az| =Lt kst
H A& 2P5| TEE MY =& UELICHH: A|TLIM HET}



3EAL X Hmi Dot1x Al

Microsoft Windows 7 AE|0|M2 f4 dot1x M[MS AlZFgfLIC} Cisco Anyconnect NAME2 &1}
2 A2 E|AR&LICHEAP-PEAP(Extensible Authentication Protocol-Protected EAP) #8410 T A4

LICE.

[

@ Cisco AnyConnect Secure Mobility Client

Metwork error. Unable to lookup host names.

Lo B eS|

-

Limited Access - DNS Failure

0 Network:

Connected (10.221.0.240)

fo1¥6O)

peap

ISE Dot1x Full Access T8t £0{ T2} 0| MEHEIL|CH A X|E A HMA H

Qe UMA EES 22t

3750#show authentication sessions interface g0/17

Interface: G gabitEthernet0/17
MAC Address: 0050.b611l.ed31
| P Address: 10.221.0.240
User- Nane: cisco
Status: Authz Success
Dormai n:  DATA
Security Policy: Should Secure
Security Status: Unsecure
Qper host nobde: singl e- host
Qper control dir: both
Aut hori zed By: Authentication Server
Vian Policy: NA
ACS ACL: =xACSACLx-IP-PERMIT ALL-53fc9dbe
Session tinmeout: NA
Idle tineout: NA
Conmon Session ID: 0A010000C000037E6BAB267CF
Acct Session ID: 0x00003A70
Handl e: 0xA100080E
Runnabl e et hods |ist:
Met hod State
dot 1x Aut hc Success

3750#show ip access-lists interface g0/17



permit ip any any

4EtA. Microsoft Windows PCOIA| ZEE EC|7{st= W2l E'LICt

0|7Zd2 TTL = 72! Microsoft Windows INZI0|AH ELHE B &M= 428 EoiFL|Ct.

c:\> ping 10.222.0.61 -i 7 -n 1
O| gt2 ™Y ®|2l2| Snortol| M H A0 BE It g L|Ch 2t A pxLogod| CHEF syslog HIA|X|7}
MEEL|CE.

Sep 6 22:10:31 snort snort[6310]: [1:100124:0] ALERT {ICWP} 10.221.0.240 ->
10.222.0.61

pxLogE syslog HIAIX|E =415t0 XEIGtD S IP L E AC|6te & LEFLICHOHS 238
I.

Logs from the achons executed by the Enforer module

66 | SYSLOG | QUARANTINE | Sep 6 22:10:31 snort snort[6310]: [1:100124:0] ALERT fICMP} 10.221.0.240 -» 10.222.0.61 | 10.221.0.240

6ErAl. ISE A2

ISEE IP A7} AE|ERSE Enghuct

wiliab]ia
clges 1de oz A -"'-_""' Hama Cigsaiabng | 7 Palicy | ¥ Giin=al Sceaed | Eamiiddraian | ¥

B Aurhesiications ‘F:ﬂ:nrli d;?n.rnulr-u-'.l-.-c':.n: Senice ‘.T:ﬂ.l laahzai

Pl bl ectar Endpaint Pretection Service Audit
Favorites
Froim D907 2014 12:00:80 AN 10 09072014 121648 A
Ervpoint #rotection Serics Audt Lagged AL Endgoins 1D F Addrass Cparation Qpsratian Oparation O Auckt Sassian D
N P 20040057 01 Duiaranhns COERS 15 Al D000 00 REAS2E

operation Typ= [ -] 20040807 00:10-32.8 go.m0.E6: 1ED:A] 10320.0240  Quaranting  RUNHNG 15 1A O00CO000STEEERSRET
* Time Ranga Tu ey -
Z7 o 74
=47, = ™

EY A= xZRIE | AL{X|0|M HEF F04 HENE UMIO|ESIT| flsll HEH F0{ Y
=
=

Esln, A2|E MEHS T, RADIUS CoAE K& EhLCT



. 5
_ Pl bl L e e m S

M o et Taapdm oL IR T T e e ] o Brege | il LT g Pk pete iy g e 4t grrar |
o o o o o
[l S G Brhinnd g bl Bimeer Qilamad ¥ Bt ﬂlq.ll-....l-:-..-‘ Bafiaih [yary b mengte # | hiw | | giear 2 reconds % | i Gt T ey
—— : Elmban - [ idenbly ' Tadigaink D duiBgsizad or Foley dathor bt Frofied  Foiteed Diviis | Oavics Fet ' ity droag Fumit
kj -

IRAGRETBRIR M 5] o LR il 1 Trmon e n aaed
SRTAGEET BRIRTD -] @ HF (it DL R v ad baidasdad
I A084T BRIBI) n o 11 Dwtpgh == Duofls Guwssses Feomi KR LA TFa=af ey oert iy e Aol T K 00S w0 eackes
SR AERET IR [ -] a Lt D n Sgfom Rl e
I ASAT L M u o - B B, Dpmripnd Surcesded
PR SR Lo ] [ ] @ 1 Dteel mm Delds Pull Rcadd Fadsmd Bl (] R L WAy Ol AT S el

Ol AIEXIZE M MM AlZHSH D MBHEl BMA(Permit_ICMP)E 2= 5§ Z A5t CoA SZ HA|
Xl Lc.

| Destination I Protocol | Length| Info

16.62.97.48 RADILS 326 Accounting-Request(4) (id=157, L=284)
18.62,71,148 RADIUS 238 Access-Accept(2) (id=113, 1=196)
18.62.71.148 RADIUS 62 Accounting-Response (5) (id=157, 1=208)
18.62,71,148 RADIUS

No. |Source
580 16.62, 71, 140
581 10.62.97.40
582 10.62.97. 40
2536 10.62,97.40

176 Disconnec t-Request(48) (id=3, 1=134)

2537 10.62.71.149 18.62.97.40 RADIUS 62 Disconnect-ACK({41) (id=3, 1=28)

2538 10.62,71. 148 10.62,97. 48 RADIUS 394 Accounting-Request(4) (id=158, 1=352)
2541 10.62.97.408 18.62.71.148 RADIUS 62 Accounting-Response (5) (id=158, 1=20)
2545 10.62,71.148 10.62.97. 48 RADIUS 272 Access-Request (1) (id=114, 1=230)

2546 10.62.97.48 16.62.71. 146 RADIUS 168 Access-Challenge (11) (id=114, 1=118)

* Internet Protocol Version 4, Src: 10.62.97.40 (10.62.97.40), Dst: 10.62.71.148 (10.62.71.14a)
¥ User Datagram Protocol, Src Port: 45006 (45006), Dst Port: mps-raft (1760)
= Radius Protocol

Code: Disconnect-Request (40)

Packet identifier: 0x3 (3)

Length: 134

Authenticator: 2ledScdafeachf8765%9a5e ldce0ddsos

= Attribute Value Pairs

FAYP: 1=6 t=NAS-IP-Address(4): 16.62.71.148

BOAVP: 1=19 t=Calling-Station-Id(31): 00:50:B6:11:ED:31

r AYP: 1=10 t=Acct-Session-Id(44): 00003A6GE

BAYP: 1=b t=Acct-Terminate-Cause(49): Admin-Reset(6)

4

3

-4

AVP: 1=6 t=Event-Timestamp(55): Sep 7, 2014 00:00:00.000000000 CEST
AVP: 1=18 t=Message-Authenticator(80): 587cTbaf54760d8470021Fd233b06427
AVP: 1=49 t=Vendor-Specific(?6) v=ciscoSystems(9)

ALQIR|M ZAntE Holg + USLICHA=ZAE o CHEF AMEHE AML).

3750#show authentication sessions interface g0/17

Interface: G gabitEthernet0/17
MAC Address: 0050.b611. ed31
I P Address: 10.221.0.240
User - Nane: cisco
Status: Authz Success
Donmi n:  DATA
Security Policy: Should Secure
Security Status: Unsecure
Oper host node: singl e-host
Oper control dir: both

Aut hori zed By:
VI an Policy:
ACS ACL

Aut henti cati on Server
N A

XACSACLx-IP-PERMIT ICMP-53fc9dc5



Session tinmeout: NA
Idle tinmeout: NA
Common Session I D: 0A01000C000037E7BAB7D68C
Acct Session ID: 0x00003A71
Handl e:  OxEOO0080F

Runnabl e met hods i st:
Met hod State

dot 1x Aut hc Success

3750#show ip access-lists interface g0/17
permit icmp any any

7 AHl.pxLog AE| SHA|

Ol A M = &EIXIL sl A= ZQIE O] A2 s E - LICH

T pxLog - Application integrating
CISCO

Homepage

UnQuarantme IF address

Manage Rules

Pxgrid Operations

Logs IP Address | | UnQuarantine
ClearLogs

Resources ouccestully ungquarantined 1p: 10.221.0.240




——

Operations | Folicy | =

.ﬁuthenticatiuns _ Reports "‘\Truubleshunt

Endpoint Protection Service

Endpoint Operation

® *IP Address || | (Example: 1.2.3.4)
(O *MAC Address

* Operation | Quarantine || Submit |

Update Information

For a complete list, go to Operations = Repors = Endpoints & Users = Endpoint Protection Service Audit

Last Operation Status
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o voms G v+ v

!ml'urdl:ad:ns “-adwl'lP'ntc:.ln' Hemdre “ Tow b 5 o
e port Sclecher Endpoint Fratoction Series Audit
Fareoritas
m From0 307 014 12:00:00 AM 10 0807201 122550 AN
Endpaoint Protection Service Audk Lagged A1 Encpant 1 1P Achelramin Qparaticn Qperalisn Oparaion I Al Session R
5F Akers 201A-05-07 0821032 ggegpslLER Tl 102210240 Ungusssrtine  SOC0ESS 17 G100 SN0 A TEF Rai TR
* Time Ranga Taday - 2004-05:07 05:20:10.300 ppengell:Em31 102210240 Unousrarting  RUNMHNG 17 14310000300 3TETAAETOESS

F0LA-GF0F NELIE00S  poso.a6:11:5031 1002310240 Quarantine  SJOCESS

jai
=

S Qagl onoConn3TEGRAERST CF

SR A-DRF DL AL h LB La22 1,4 240 ke PR NG 1B LEel Relili = MR S T Lt
Edtamal Mabile Device Haragamant g e e LI ’ i

pxLog 7|5

Ol Z 2|70l M2 pxGrid APIC| 7|58 E04F 7| 2lal A MEIR&LICHOIE SslCleg o3

. ISEOIM M4 & EPS AFEXI S5
- ISEO|M & dstEl 2E MMol| CHEF ME CIREE
- ISEQ| 7 &g MMol| CiEt HE CIRES(IP T4H)
. ISEQ| § &9 At8Xtof CHEt ME CIR2E2EE(AE A} O|F 7IF)
CBE ZZ2o(Z 2O Ue)of CHEF HE EA|
. ISEO| HO|El TrustSec SGT(Security Group Tag)oll Ciet HEE E A|ELIC.
7 & 2l(pxGrid 7|S)
- IPEE MAC TAE 7|Hte 2 AP
- IPEE MAC TAE 7|8to 2 A sHA|
g% O B2 71s0| A=FELIC

C2 2 pxLoge| & J7HX| A3 BIAFQILICH

L pxLog - Application integrating IPS with
CISCO

Homepage

List of the users wnth actve sessions downloaded from ISE wa pxgnd

Manage Rules

Pxgrid Operations *

Logs cisco | User |dentity Groups:Employee,User Identity Groups:VPN,Unknown
ClearLogs

Resources

List of activs sessions oo ISE

ld User Demain MAC State  ESPStatus SGT Frofile  MAS P MAS Port
Lans 0 | clsco O 50 BA:11:ED: 3 Started Lnknoeen | 10.62.71.140 | GigabitEthemetd 17 | Acct-Session-ld O000EA72

Clearlags

PHgrid Operations




o] pxLog - Application integrating IPS with Cisco ISE using pxgrid
CISCO

Homsepage
Degplay seemon by IF address

Manage Rules
Pxgrid Gperations  »

S IP Ackdress ﬁIII_?_ZI.I].]-!II Cizplay

ClearlLogs

Ressurces

Liat al'the sesmser fownd Ly IP
ld User Domain MAC State  ESPStatus SGT Profile  MASIP MNAS Part
clson 00:50:B6: 11 :ED: 3T Started Urknowm | 10.62.71.140 | GigabitEctherna 17 | Acct-Session-ld O00034A72

vifrane, pxLog - Application integrating IPS with Cisco ISE using pxgrid
CISCO

Homepage

List of S5GT tags doamloaded from [SE win prend

Manage Rules

Pxgrid Operations Id 56T Name SGT Description 56T number

Lags i aldbc?f0-3597-11e4-81d2-00505630 3113 | Marketing | 3

NN OcZca0fi-3506-1164-51d2-0050569¢3ff1 | Quarantined | Ukers violating pelicies, limited access | 2

e 8 | 0c03db0-3597-11e4-51d2-00505693FE | 1T 2
17 2075d0-3598- 11e4-31d2-0050569C 33 | Developement 3
Dfce9320-3546-1 1ed-81d2-0050569C 3F3 | WPN | Anyconnect lkev sessions Z
006 T0B0-2002-11e4-907B-0050060F 20 | ANY Ary Security Group i
cff3b6d0-2c02-11e4-907b-0050566f2105 | Unknown - Unknown Security Group o
1ch527d0-35%8- 11e4-31d2-0050569c 2ff3 | Finance Only for audits ?

vtl1ar]1e pxLog - Application integrating IPS with Cisco ISE using pxgrid
CISCO

Homspags
Manage Rules List af the profile dowsndead Sraen ISE wa prgrd
Pagrid Operations Profile id Profile Hame Full Profile Mame
Leas Oadd0640- 20021 1ad-007h-0050500F 208 | ¥erox-WarkCentre-5020-dn Herow-DeviceXerce-WorkCentre-5020-dni
ihoce 16571 140-2c02- 1124- S0P b-0050565420n | Cisco-AP-Airanet-124D Cisca-Device:Cisen-Aeces-Paint: Cisco-AP-Airanst-1240
S Galetdbl-Fc02-11e4-907 b-00S056512f0a | ¥erox-Phaser-6140ch Herme-Oevice:Keron-Phaser-6130dn
120 100-2c02- 11 ed-807 L0050 5601 2i0a . WM are-Deyvice WWare-Device
FIETARID-2601-1 1 2d-207 b-DO505 6k 2108 .Ciin:b-'ﬂ'LE Cisca-Devica: Cisen-WLC
Q01 30-2002-1 124 -007h-005056b 208 I Herax-Plhaser-8EE0mip Heroe-Deviceierse-Phaser-8860mip
Chdbazadl-Ze02-11e4-907 b-00505501 208 Weros-Plhasar-7 5000 Meraw-Davice:erou-Phaser-T500dx
I1ed3ed0-2e02-11e4-507 b-0000566720a | Philips-intellivae Firilips-Device:Philips-Intellive
15T (OAD-2602- 11 e4-907 b-00505 k12 [0a _IIILIr'lk-I].ﬂ.F‘-ﬁ';“l OLink-Device: DLink-DAP-1522
Oeb5500-2002-1124-2070-0050060 208 | Merox-WarkCentre-5235 Heroe-Deviceieroe-WorkCentre-5225

pxGrid Z2E& 7 AIE

a&

ZE0|AE AR = & Holl stLtel D& 9| #4870 B = U&LICHIHE PO E AIS K
= I=X<=] =7 ZkA
T = I:-|'|=|-|—I' El=||-—||:|'.

rr

< MM - MM/ Z2E/SGTol| Ciet MEE HM/CIREE5HE ol AFZ ElLCE.
. EPS - 42| A™sl= Ol AFRELICE

I& M U Java KeyStore



UM A28 CHZ, 2CI0|HE o E 2710|492l pxLog ! pxGrid ZIEZZ{(ISE)0ll S4I1€ 2l 7+ 4
=l 15 M7t 24o{oF & LICt.pxLog OHE 2|7 0| M2 Java KeyStore It oi| & 28 L|Ct.
. store/client.jks - £2I0|21E ! CA(Certificate Authority) 2185 ME Z & & LICH.
. storefroot.jks - ISE XM|@12 EZ & & LICHMnT(Monitoring and Troubleshooting Node) ID & CA
RIEM
mele ofs 2 H3ELCh7|8kcisco123). THY 9Ix| 2 HIZ S & WEB-INF/web.xml0ol| A $4Z
g = AaUct

CH22 M Java KeyStoreE MM5t= EHAIQILICH

—

. ZEtO|ME 7| KZ A

EQRIEE = AE) 7| MEALE HM5t2{™H CA 215 M(cert-ca.der= DER & 4]0|0{0F &
)% 7t K4S LICt

pxgrid store # keytool -inport -alias ca -keystore root.jks -file cert-ca.der

M FIMHEAE BFE m LSOl 7| KME A AMAST| S AFSElE 4 EE MEELICH

.MnTID QIBME FE 7| MEAZE JtXSLCtH(cert-mnt.der= ISE0|A] 7tX{= ID 215 0|

DER &4[0|o4of &).

pxgrid store # keytool -inport -alias mmt -keystore root.jks -file cert-mt.der

MA5t2{H CA Q1B ME JHRiSLICH

pxgrid store # keytool -inport -alias ca -keystore client.jks -file cert-ca.der

. 22I0|¢E 7| K& A0 742! 7|E Bt LC}.

pxgrid store # keytool -genkey -alias clientcert -keyalg RSA -keystore client.jks -
keysi ze 2048

. 22I0|E 7| HE A0 M CSR(Certificate Signing Request)2 A &fL|Ct.

pxgrid store # keytool -certreq -alias clientcert -keystore client.jks -
file cert-client.csr

. cert-client.csroll MAE3t 1 MEE Z2I0|HE QUBSME 7HX{SLIC}.



pxgrid store # keytool -inmport -alias clientcert -keystore client.jks -file cert-
client.der

B M7t Z e xlof U= x| = lgfLch.

(0]
all
N
Py
o
>
2
o
==
M

pxgrid store # keytool -list -v -keystore client.jks
pxgrid store # keytool -list -v -keystore root.jks

FO|IISE1.3 -7 ado|EE|H ID QIEME K& £ Q= SM0| QK| CA MEHE
M7AELIChmEle Hasol=8 ISEE M °I’<HE Ab2 81 X|BF SSL/ServerHello HIA|X|of
CA 1B ME HESHK| et&LIch o|E A ot2 (RFCO ek A Melg & He 2 oldkles
Zo0|UEAM 2771 EB[7HELICH.

MM CI22E9 22 048] 7|52 QI8 pxGrid APIE 7| &2 &g L|ct 22to|HE & ISEO]
@125t CLIC| hostname HZ O 2 XO|El ISE SAE OI.:.% FAELCHO™H CH 2210 E
= 5 SAE O|E0] I:HoH DNS &Qlg A|E5t1 sHE IP FAMAM CIO|EE @145t D 7HX{ 284
1 A|=ELICHISE SAE O|E0f CHEt DNS &Qlof AlufstH E2t0|E = H|OIEHE 7t/ e{n
AMESHR| 2 &LICtH

Z9|:0| AlLt2|20 M lise.example.com@! FQDN(Fully Qualified Domain Name)O| OFL|Z2} O|
ALIZIR0IME ZAE 0|8 0] EQloi AFRELICH.

LR & ALY

Cisco= pxGrid APIE AAlstD X[ HErLIchotEnt 22 7| X[ 7} L|Ct.

30
o>

pxgrid-sdk-1.0.0-167
LS ol= CtZo| Z&Eu ot

. pxGrid JAR I} U1} Z A =8 I E Qlst7| el Java THUZ £/H C|ZYE £ USL
Ct.

- QI ML UE ME

=

- pxGridE A3l

Ct22 34X IP FAE syslog HAIXIE M&sts Bt £&F Mo SEQLCHZAI| e oMol M
2HIE RegExp &2 AFE3lE B 0|28 #&lI2 pxLogol €A S&e = U&LICt.



host[id] [sig_gen, sig_id, sig sub] [action] [nsg] [proto] [src] [dst]
o|§ EW CtS3 Z &Lt

snort[6310]: [1:100124:0] ALERT {I CMP} 10.221.0.240 -> 10.222.0. 61
SHXIP FAE 4 0K IP FA(CHAHE HEHULICH £ Mo cHet M2 3tHE
RegExpE # &5t 34Xt IP FTAE FET t ZZ'S ZHEREILICH OS2 ME 100124 2 HIAIX|
ICMP(Internet Control Message Protocol)0il CHEF RegExp Of| &I L|C}.

snort[\.*:100124:.*| CWP. *

Cisco ASA(Adaptive Security Appliance) ZJAt

ASAZFHTTP(0d) ZAALE <lsl 7+ E B2 Y syslog HIAIX|E= CHS 1 Z&LCH.

Mar 12 2014 14: 36: 20: %ASA-5-415006: HTTP - matched O ass 23:

M513-025_class in policy-map MS_Mar_2013 policy, UR nmatched -

Dr oppi ng connection frominside: 192.168.60.88/ 2135 to

out si de: 192. 0. 2. 63/ 80
CHA| MiE2 212l RegExp & A& 310 OI2{%t HIAIXIE EERISIT SZAXHIP F4
LICHOFX|2 P FA 2ol 5 2Hr).

W
et
1

0
>

Mfn
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=
e

Cisco Sourcefire NGIPS(Next Generation Intrusion Prevention System)

CH=2 2 Sourcefire MMM EH HA|X|2| of IL|C}.

Jan 28 19:46:19 IDS01 SFIMs: [CA I DS] [Policyl]l[119:15:1] http_i nspect: OVERSI ZE
REQUEST- URI DI RECTORY [C assification: Potentially Bad Traffic] [Priority: 2]
{TCP} 10.12.253. 47:55504 -> 10. 15. 224. 60: 80

(et SYet =27t ME 7| HE| SAERIP FAE FES

o MHEo| M3Elez prog Aol MEsHE + A&LICH

740| ZHE
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rr
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Juniper NetScreen

CHZ 2 0| Juniper IDP(Intrusion Detection & Prevention)0ll A 21 M A|X| 2] of L|C}.

dayl d="20061012" recordl d="0" timeRecv="2006/10/12

21:52: 21" tineGen="2006/10/12 21:52:21" domai n="" devDonVer 2="0"

devi ce_i p="10. 209. 83. 4" cat="Predefined" attack="TROJAN:SUBSEVEN:SCAN"
srcZn="NULL" srclntf="NULL" srcAddr="192.168.170.20" srcPort="63396"

nat Sr cAddr =" NULL" nat SrcPort="0" dstZn="NULL" dstIntf="NULL"

dst Addr ="192. 168. 170. 10" dst Port="27374" nat Dst Addr ="NULL" nat Dst Port ="0"

prot ocol ="TCP" rul eDomai n="" rul eVer="5" policy="Policy2" rul ebase="1DS"

rul eNo="4" action="NONE' severity="LON alert="no" el aspedTi me="0" inbytes="0"
out byt es="0" totBytes="0" inPak="0" outPak="0" totPak="0" repCount="0"

packet Dat a="no" var Enum="31" misc="<017>"interface=eth2" user="NULL"



app="NULL" wuri ="NuULL"

= ~ <ok A
B7RI0| P FAE SUR WHOR FEH 4 ULICH

Juniper JunOS

JunOSE CHE1 FAHEfLICH

Jul 16 10: 09: 39 Juni perJunCS: asp[ 8265]:
ASP_IDS_TCP_SYN_ATTACK: asp 3: proto 6 (TCP)
ge-0/0/1.0 10.60.0.123: 2280 -> 192.168.1.12:80, TCP
SYN fl ood attack

Linux iptables

CH= 2 Linux iptables 2| 04| IL|LC}.

Jun 15 23:37: 33 netfilter kernel: |nbound IN=lo QUT=

MAC=00: 13: d3: 38: b6: e4: 00: 01: 5¢: 22: 9b: ¢2: 08: 00 src=10.0.0.1 DST=10. 0. 0. 100 LEN=60
TOS=0x10 PREC=0x00 TTL=64 | D=47312 DF PROTO=TCP SPT=40945 DPT=3003 W NDOW:32767
RES=0x00 SYN URGP=0

178 =X xtables, rpfilters, pattern matching St Z2 ip
83501 ZE Rl mfZof CHEt syslog HEE MEE &= U&Lct
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FreeBSD IPFirewall(IPFW)

CtS2 IPFW AR Z2fJHE 9| of Lt

Sep 7 15:03:14 delta ipfw 11400 Deny UDP 10.61.216.50 10.81.199.2 in via fxp0
(frag 52639:519@480)

VPN £H| 4 E| 3! CoA X
ISEE CoA XZ| SHIM MM fEE elalgdr £~ Ql&L|Ct.

. ©M 802.1x/MAB(MAC Authentication Bypass)2| Z< ISEE CoA XRIEE F&stH, of A2l
5 il 2152 E2|{ELICh.

- ASA VPN2O| ZA<2 ISE= M DACLO| @1ZE! CoA(F Hm| 215 AR2)E MELICH
EPS ZE2 ZIHHEILICHAHHEIS AMSIH &4 CoA TE WIS MEFLICLRMH/FM A
? EM7t ElX| et &LICHEE 802.1x AIFEX A
ELt ASA7} CoA SEE £4151H VPN M|440| AKX E| T %S AFZ K}of|
E AELLCH
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| —— = .
Cisco AnyConnect ]

The secure gateway has terminated the VPM connection.
F I % The fellewing ressage was received frorm the secure gateway: COA
inrhiated

AnyConnect VPNO| RS2 Z CIA| A= E (XML Z2Eof| 2 EE)st= F 7HK| 7ts8 £ F M
ol U&Lct.

S 2 - VPN Ho|EQo|2te| 0| B mE 2 S3tH, el Szols MEEX]

5
o>
r

. Always-on - AnyConnect7t XIS 2 M|ME CtA| -S| ZAstD &S
M MMo| MHE|HEHE ASAE M audit-session-idE ME{ENLICH ISE B0 O] MM A MM
O|lH HE| #alg ¢7dE 7ts5-80| Q& LICHESH VPNHME R4/ M dot1xet EE| A EZQIE
O|MAC FAE IDE ASE + eigLith

O| &F M2 EPS7} ISEXME SEGIES sl MME 7|02 SHIE S8 2| CoAE TETIES
ste= ZdelLch.ol 7|15 ISE HA 1.3.10 = ELCt

pxGrid tEL{ U &M
CtS2 pxGrid IHEL] & £F M| SEILICE

- LogRhel(Security Information and Event Management) - REST(Representational State
Transfer) API X|¥
. Splunk(SIEM) - REST API X|#
- HP SIEM(Arcsight) - REST API k|
. SIEM(Sentinel NetlQ) - pxGrid X|& 7|
- SIEM(Lancope StealthWatch) - pxGrid x| 7| &
. Cisco Sourcefire - pxGrid 1HCY15& X| & 7| &
. Cisco WSA(Web Security Appliance) - 2014'A 48 pxGrid x| 7| &
CHE IEH X £ M2 O3 2 &Lt

. Potended(F|2FA &It

- Emulex(THZ! Z§A{ L 4

- Bayshore Networks(DLP) Z! loT(Internet of Things) Z%H)
- Ping Identity(IAM)/Single Sign On(SSO)

- Qradar(SIEM)

- LogLogic(SIEM)

- Symantec(SIEM MDM(Mobile Device Management))



Hot £2 M MA| 5 &2 Marketplace Solutions CatalogE & Xt AA|

ISE API:REST2} EREST2 pxGrid H|

ISE HH7 1.30{| M= 37t K| K& 2| APIE AI2E £ Q& L.

Hlw LHE2 cts Z&Lch

rlo

REST Q|¥ RESTful pxGrid
A8 O|E + 93 ARl O + 243

SetolHiE 218 (IR HTTP 1) (7I2 HTTP oIF) =oX

—

et 22 otLIR HMgHERS #EIRH) (T E)

OH M| A MnT MnT MnT

ME tcp/443(HTTPS)  tcp/9060(HTTPS)  tcp/5222(XMPP)
HTTP HME CIRZE THKALZIIHAIE 7| 7FRA 7 /HI A
Z|2Mo 2 gMEtE o oL otL|R

I H 2 B2 o2
CoAS= x| ot INE

CoA iRl NE ot X|HEl=*
AMEXR Y otL|2 of otLIR
A=ZOIE Y oL of oL
A=ZQIE ID :L—E— ot of ot
Z2|(IP, MAC) oL otLIR of

A | sHAI(1IP, MAC) otLIL oL of]

ZE HI2A/S otL| 2 otL| 2 of

HAE A &Y otL|2 of ot
HAE ZE =] ot of ot
HE3 x| 2 otL|2 of ot
HERXF x| 28 & otLL of otL|R

* Z48|= ISE H{X 1.3.12] Unified CoA K| At2EFL|Ct.

CIR2C

pxLog= Sourceforge®i| M Ct2EEE = 2AU&LICE

SDK(LZEQ|0] 7He 7| E)7t OIDI Z k|0 AU&LCtpxGridod| CHEt %41 SDK X API EAM= Tt

EL{ &= Cisco 072 E Elo| 22|t A|2.

e e

. Cisco ISE 1.2 REST API

. Cisco ISE 1.2 2|5% RESTful API

. Cisco ISE 1.3 ZE|xl 7l0|=

. 7|& x| 3 £ M - Cisco Systems



https://marketplace.cisco.com/catalog/search?utf8=%E2%9C%93&commit=Find+Solutions&search%5Btechnology_category_ids%5D=51
http://sourceforge.net/projects/pxlog/files/
/content/en/us/td/docs/security/ise/1-3/admin_guide/b_ise_admin_guide_13/b_ise_admin_guide_sample_preface_00.html
//www.cisco.com/cisco/web/support/index.html?referring_site=bodynav
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