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. Cisco ISE CWA(Central Web Authentication) & 2 E 281 24 24
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. Cisco ISE BIZd 1.2.0.899 O[4}

. Cisco WLC(Wireless LAN Controller) HH&1 7.2.110.0 O|&(HH7 7.4.100.0 O|&f 0| 7|&
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. Cisco VWLC(Virtual WLC) %1 7.4.110.0
. Cisco ASA(Adaptive Security Appliance)) %1 8.2.5
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WLCS| ZAI|af|o|MHd2 it CWA ZAx|agj|o|Mut BH4ZAE|X| ot &LICHSSIDE RADIUS @152 At
235t= MAC ZEZ2 61%&5% TME|H RADIUS 047l 282 E 0|4 2| ISE HX ==& 7I2|
ZILct.

=

ol EMolM= ISE AI|1eio|Mof Ciall Az HFefL|CH

10| Zm|22o|A oflof M EEH = = = jesse-dunkel(172.18.124.20) %! jesse-
maibock(172.18.124.21)IL|C}.

CWA 5 &2 WLC7} ISE0l RADIUS MAB(MAC Authentication Bypass) S MEE f AIEHE
LICEHISE= HTTP EiE 2 ISER 2IC|HMet7| @la ZHEE o 2[C|2MH URLE SHELICHA
0| Bt PSNOIM fX| B 2|E/=2 2 RADIUS L HTTP E2iZlo| S8t PSN(PoIicy Services
Node)© 2 OIS 3H= Z10| ERELICHO| Al Ustmo= prel FEloz 4% E|H PSN2 CWA
URLO| XtA| ZAE O|ES /.;.*°'°H—II:+ :LEM 17 2|C|3ME AF83t0{ RADIUS L HTTP E2f
Zlo| U PSNO 2 MEE|TE stedH 2 PSN01| CHEt =18 dgstok &fLict.

ISEE T#45tE{H CtF BHAHE &t = &Lt
1. 22I0|HEE PSN IP FAZ Z|C|AMEE{H F 7HK| 728 M EtLICH Policy(Z2Y) >
Policy Elements(&2| 2 4) > Results(Z1) > Authorization( 8t 5 04) > Authorization
Profiles(Z8 §.0{ Z21}Q)E 0|SehLiCh.

Cl2 220 ME =202 0|2 DunkelGuestWirelessoll CHEH M E £ Ho{FL|C}

™ Web Redirection (CWA, DRW, MDM, NSF, CPP)

Centralized Web Auth *  ACL | ACL-PROVISION Redirect Default =
™ static IP/Host name | 172.18.124.20
“ Airespace ACL Mame ACL-PROVISION

Access Type = ACCESS ACCEPT

Alrespace-ACL-Name = ACL-PROVISION

disco-av-pair = url-redirect-acl=ACL-PROVISION

cisco-av-pair = url-redirect=https://172.18.1.24.20: port/guestportal/gateway Psession]d =SessionldValueBaction=cwa

Ct2 JgloMe Z2 10 0|& MaibockGuestWirelessoll CHEF 22 & Ho{FL|C}



 Web Redirection (CWA, DRW, MDM, NSP, CPP)

Centralized Web Auth »|  ACL | ACL-PROVISION Redirect Default|
&  Static IP/Host name [172.18.124.21
o Airespace ACL Name ACL-PROVISION

¥ Afttributes Details

Access Type = ACCESS_ACCEFRT

Alrespace-ACL-Name = ACL-PROVISION

cisco-av-pair = url-redirect-acl=ACL-PROVISION

cisco-av-pair = url-redirect=https:/f172.18.124.21: port/guestportal/gateway ?sessionld=SessionIdValuefaction=cwa

2 1:ACL-PROVISIONS Z220|ME7} 215 AI ISEQI SAIE = U= E WLCo| +HE 22X
ACL(Access Control List)2IL|CHXFA|I8H LIE2 WLC 2 ISE 74 0| Cisco A2 5 & €I
g ; xFR ol.AlAl O

. Network Access:ISE Host Name S80I YX|Z|= 5 Het £0{ HME FH5t0 MM H
ol- = o;| .\J_E_u_l.0|° x.||_-_ol-|_||_-_|._

Status  Rule Name Conditions (identity groups and other conditions) Permissions

GuestAccess Network Access:UseCase EQUALS Guest Flow GuestPermit

DunkelGuestWireless MNetwork Access:ISE Host Name EQUALS jesse- DunkelGuestWireless
dunks|

MaibockGuestWineless MNetwork Access:ISE Host Name EQLIALS jesse- MaibockGuestWireless
maibock

Default DenyACcess

O|X| 22}0|HEJ} IP FTAR BIC|HME|E 2 AF2XH= URLO| 213 Ao MEQF A% K| o
7| 20l 2IEM BnE H&LICHAEE §04, 215 A2 FQDN2 jesse-dunkel.rtpaa.local O| X|
BF URL2 172.18.124.202]LICt. CtE2 HEtR K7L IP FAE QIBME ATE = Ues 2B
Mo Lct.
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Issuer
* Friendly Name| iesse-dunkel.rtpaaa.local,jesse-dunkel.ripaaa.local,172.18.124.20,172. 18,124 20 # RTPAAA- |

Description | |

Subject CN=jesse-dunkel.rtpaaa.local
DNS Mame: jesse-dunkel.rtpaaa.local
DNS Mame: 172.18.124.20
IP Address: 172.18.124.20
Issuer DC=local DC=rtpaaa,CN=RTPAAA-SUD-CAL
Walid From Thu, 19 Dec 2013 14:00:39 EST
Valid To
(Expiration)
Serial Number 37 80 74 E7 00 00 00 00 00 14
Signature
Algorithm
Key Length 2048

Subject Alternative
Mame (SAN)

Sum, 20 Jul 2014 13:54:58 EDT

SHATWIthRSAEncryption

Protocol
EAP: Use certificate for EAP protocols that use SSLTLS tunneling

HTTPS: Use certificate to authenticate the ISE Web Portals

SAN(Subject Alternative Name) & =2 AFR5tH Hat KoM IP T4 172.18.124.200]
e URLS 25 + glaLich chy#h S2to/els ul2 HuE sisteial a7l san g2
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WLANSs > Edit ‘jesse-guest’

eneral | Security | QoS | Policy-Mapping | Advanced |

La'rnrz | Layer 3 | AAA Servers |

Select AAA servers below to override use of default servers on this WLAN
Radius Servers

Radius Server Overwrite interface | Enabled

Authentication Servers Accounting Servers

™ Enabled M Enabled
Server 1 | IP:172.18.124.20, Port:1812 # || IP:172.18.124.20, Port:1813 ¢ |
Server 2 | IP:172.18.124.21, Port:1812 3 || IP:172.18.124.21, Port:1813 |

2. JIAE SSIDO| 22215t 1 Operation(2F2d) > Authentications in the ISE(ISE0|A 215)Z 0|

Sotl SHE et 7o 730l HEEJ=K] &L/t
HA-02-04 10: 1447513 0 aQ 0 gouestll DA% M1 0acas: T2 jesse-dunis Session Sate is Starbed
140204 10:14:47 504 Q gguestill DOAG: M AAARTE  jessrwic Guestiermit jesse-dunked Authanize-Cnly sucneecerd
M14-02-04 10: 14:4F. 451 Q OO0 0000432 jessmwic jesse-dunked Cymamic Authorization succeeded
HO1A-02-04 10 14:47.475 H Q cpgue=stil Do 71 0 A8: T2 esme-cunked Gt futhenbication Passed
H14-03-04 10:14: 18815 u Q Ol =AGe P 1-00=08: D DO 11 Dbih: 32 jrmrpoa DunkaiCumtifireloss  fesse-dunlesd Autrertication sucreeded

Z7| MAB 215 DunkelGuestWireless &t 504 = Zul 2of| M2 E/LICH Ool= 3 By ISE
L E?Qljesse-dunkel2 £ EH5| 2|C|2 M= A LICE.gguest01 A A7} 220161
GuestPermite| 2HIE %|Z T&to| X[HELICt
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WLANSs > Edit 'jesse-guest

. General | Security | QoS | Policy-Mapping | Advanced

|'- Layer 2 | Layer 3 | AAA Servers

Select AAA servers below to override use of default servers on this WLAN
Radius Servers

Radius Server Overwrite interface Enabled

Authentication Servers Accounting Servers

™ Enabled # Enabled
Server 1 IP:172.18.124.21, Port:1812 + || IP:172.18.124.21, Port:1813 *
Server 2 IP:172.18.124.20, Port:1812 * || IP:172.18.124.20, Port:1813 *

5. HIAE SSIDOf| 21915t Operation(EHY) > Authentications in the ISE(ISE0IAM 915)2 0]
St SHE HEt 20 & 0| MBEIR=X| = RIFfLCt.

20140304 10:09:45. 725
2A014-002-04 10:0eeqk. FIL
2014-02-04 10:02:45.172
2012-07-04 10:09:45.055
0120704 10:09:00.275

HE 1 L e JERSA-MA LK session 5Ate k5 Stanmed
L2 jomenowls GLestPrmmt Emsp-mabock  Acthorze-Only sumesded

Ot 32 o s a-mabock Dynamic Authorization suocesded
(AR 32 pesse-rnabock  Guest Authentieation Passsd
ALTLIAAKEE  jescaenic MabockGuestiiredecs fesseemaibock  Authenbication sucoesdes
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Overview

Event 5200 Authentication succeeded
Username DC:AD:T1:0AAA32

Endpoint Id DC:AS:T1:0AAA32

Endpoint Profile

Authorization Profile DunkelGuestWireless

AuthorizationPolicyMatchedRule DunkelGuestWireless

ISEPolicySetName GuestWireless

IdentitySelectionMatchedRule Default

Authentication Details

Source Timestamp 2014-02-04 10:14:18.79

Recelved Timestamp
Policy Server

Event

2014-02-04 10:14:18.815
jesse-dunkel

5200 Authentication succeeded

M MH 52 73 Zd0 Hlustn = 7ie| UX[(0] gf2 TH/AEA L E)E &g

ol

DunkelGuestWireless T Network Access:ISE Host Name EQUALS jesse-

dunkel

2t T:E|AE AFO|0f SSIDOIAM 4242 211 WLCOIAM 22}0|oiE &= X|QofF ghLCt.



	격리된 게스트 네트워크에 대한 고정 리디렉션이 있는 ISE 컨피그레이션 예
	목차
	소개
	사전 요구 사항
	요구 사항
	사용되는 구성 요소

	배경 정보
	구성
	네트워크 다이어그램
	구성

	다음을 확인합니다.
	문제 해결


