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SWI10: 192.168.1.20

_ SWI20: 192, 168.2.20

3750X-6
G1,/0/1

Trumk (wlan 10,20)

G1/0/20
G1/0/48
(10.48.66.104) Sy 10: 192.168.1.10
6102 3750X-5
ISE
(10.48.66.74)
Yianld

Default gateway:
192.168.1.10 {first scenarios)
192,168, 1, 20 (later scenarios)

Windows7
192.168.1.200

HAEE Z2t0[HE CHs -, CPP(EEHIH"")% ?/&l ISER 2lC|2Mz|o{of BFLICH AL
EXH= MAB(MAC Authentication Bypass) EE & 802.1xE E3&l| Q1S E/LICHISEE 2IC|3M
ACL(Access Control List) O|&(REDIRECT_ POSTURE)J—P 2|C|2M URL(ISEZ ZIC|EM)E Al
5to4 HEH Hof =2 utle2 dhsekstL|ct.

bsns- 3750- 5#show authentication sessions interface gl/0/2
Interface: G gabitEthernetl/0/2
MAC Address: 0050.5699. 36ce
I P Address: 192.168.1.201
User - Nane: cisco
Status: Authz Success
Domai n:  DATA
Security Policy: Should Secure
Security Status: Unsecure
Oper host node: singl e-host
Oper control dir: both
Aut hori zed By: Authentication Server
Vlan Policy: 10
ACS ACL: xACSACLx-IP-PERMIT ALL_ TRAFFIC-5lef7dbl



URL Redirect ACL: REDIRECT POSTURE
URL Redirect: https://10.48.66.74:8443/guestportal/gateway?sessionId=
CO0A8000100000D5D015F1B47&action=cpp
Session tineout: NA
Idle timeout: NA
Conmpn Session |D:  COA8000100000D5D015F1B47
Acct Session ID: 0x00011D90
Handl e: 0xBBOOOD5E

Runnabl e met hods i st:
Met hod State
dot 1x Authc Success

DACL(Downloadable ACL)2 O| EtAH[0|M 2& EEHEE &S ELICt

bsns- 3750- 5#show ip access-lists xACSACLx-IP-PERMIT ALL_TRAFFIC-5lef7dbl

Extended | P access |ist xACSACLx-|P-PERM T_ALL_TRAFFI C-51ef 7db1l (per-user)
10 permt ip any any

2IC|EM ACL2 EIC|RM glo] o] EEfEE & LICH.

. ISEO CHEt ZE EEHE/(10.48.66.74)
. DNS(Domain Name System) 2! ICMP(Internet Control Message Protocol) E2{Z|
CtE 2E EZiT2 2|C[=Mx|o{of & LIC.

bsns- 3750- 5#show ip access-lists REDIRECT POSTURE
Extended | P access |ist REDI RECT_POSTURE
10 deny ip any host 10.48.66.74 (153 mat ches)
20 deny udp any any eq dommin
30 deny icnp any any (10 matches)
40 pernmit tcp any any eq www (78 nmat ches)
50 pernit tcp any any eq 443

Ol AQ|x|E AFERIQF S s VLANO SVIZL &LCt.

interface VI anl0
i p address 192.168. 1. 10 255. 255.255.0

CHS Ao ME &Rl IS LIEHLZ| {8l o Lo =~ ELICt

Ezf=|o| 2IC|=|M ACLol =B 3t X| &

H siE EcHEo| E|lC|MMElX| pfesz SEHS grotok gLl =fel

LS ——

debug epm redirect

Zeto|HMET M&stE 2 ICMP THZ!ofl CHell T 27t {ofof B LICH.

Jan 9 09:13:07.861: epm-redirect:IDB=GigabitEthernetl1/0/2: In

epm host _ingress_traffic_qualify ..

Jan 9 09:13:07.861: epmredirect: epmredirect_cache_gen_hash:

| P=192. 168. 1. 201 Hash=562

Jan 9 09:13:07.861: epmredirect:|P=192.168.1.201: CacheEntryGet Success
Jan 9 09:13:07.861: epmredirect:|P=192.168.1.201: I|Ingress packet on
[idb= G gabitEthernet1/0/2] didn't match with [acl=REDIRECT POSTURE]
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£015t2{0 ACLS &olgtLct.

bsns-3750- 5#show ip access-lists REDIRECT POSTURE
Extended | P access |ist REDI RECT_POSTURE
10 deny ip any host 10.48.66.74 (153 natches)
20 deny udp any any eq donmin
30 deny icmp any any (4 matches)
40 pernmit tcp any any eq ww (78 nat ches)
50 pernit tcp any any eq 443

Egi=o| 2Ic|&jd ACLO| =& &

AUz 1-ciad sAEJ S8 VLANO 1 EXH SvI 10 UPLILICE.

£9IxlolM ZIH HZBY % U La(Layer 3)2 | CHE EBiTiE AlRHE mi(A$Ixlol HE
430f SVI QIE{H0A T} 918) CHETH 22 A%Ho| WwAEHLICH

1. 2ClO|MEE SYUSH VLANOIA CHA A E(192.168.1.20)0 CHEH ARP(Address Resolution

Protocol) 2l g Al&s5tT 82 A LICHARP ECfE2 2IC|HMEIX] 2 F).

2. ARl Oy IP FA7H T AR FHEIR| &2 R0l T AMS XHEELICHS
2tO[AE QL AQ|X| Zto| TCP SHEM|0|Z 0| Rt EEIA&LICHO| A ME AL(X| 2/F 2 Ct
E mjZlo| M&SE|X| & LICtOo| AlLtE|20 M= 22H0|21E(192.168.1.201)0| T
VLAN(192.168.1.20)01 Q! A 2| %[0 SVI QIE{H O|A UP(IP &4 192.168.1.10)0| = CIE
SAEQO|TCP MME AIRi&LICEH

192, 168, 1..281 192, 168, 1.8 IcP 52 58251 = hitp [5YN] Seq=4l47236714 Win=8192 Len=8 M55=1428 W5S=4 SACK_PERM=1
192, 168, 1..28 192, 168, 1,281 ICP Ab http = SE251 [5YN, ACK] Seq=3805228432 Ack=4147236715% Win=4128 Len=b N55=1128
192, 168, 1..281 192, 168, 1.28 IcP Ak 58251 = hitp [ACK] Seq=ql47236715 Ack=3005230433 Win=64268 Len=0

192, 168, 1..201 192, 168, 1.28 HTTP Adh GET / HTTPSL, 1

192, 168, 1.28 192, 168, 1. 281 212 HTTP/1.1 302 Page Moved
i

P Frame 286: 212 byles on wire (1696 bilts), 212 byles caplured (1696 bils)
b Raw packel dala
¢ Internet Prolocol Yersion 4, Src: 192, 168,1.20 (192, 168,1.29), Dst: 192,168.1,201 (192, 163,1.281)
b Transmission Contrel Protocel, Src Port: hilp (B0}, DsL Porl: 58251 (58251), Seq: 3005220433, Ack: 4147237081, Lem: 172
~ Wypertext Transfer Prolocol
v HTTP/AL. 1 302 Page Mowvedi i
Location: hilps:/ /10 48,66, 748443 /gues Lporlal fgaleway 7sess ionTd=C08ABAG0 1 0080O0 500 15F 1B4T&ac L Lon=cpph
F'r'm._;nd ¢ono-cacheyryn
Cachie-Contral: na-cacheyryn
Wrhn
[HTTP response 1/1]

3. TCP MMo| MHE|T HTTP 0| ME LM A{X|= ISER S| 2C|& Mo &7 HTTP S&
£ HFEHErLICHRIR] §lE).

0|48t BtAH|= C|{20i 2|8l & QI=lL|Ct.0i2] ACL XS 47} Ql&LCt.

epmredirect: | P=192. 168. 1. 201: Ingress packet on [idb= G gabitEthernet1/0/2]

matched with [acl=REDIRECT_ POSTURE]

epmredirect: Fill in URL=https://10. 48. 66. 74: 8443/ guest port al / gat eway?sessi onl d=
COA8000100000D5D015F1B47&act i on=cpp for redirection

epmredirect: | P=192. 168. 1. 201: Redirect http request to https:

/110. 48. 66. 74: 8443/ guest port al / gat eway?sessi onl d=COA8000100000D5D015F1B47&act i on=cpp



epmredirect: EPM HTTP Redirect Daemon successfully created
REMIEF CIHZ:

debug ip http all

http_epm http_redirect_daenon: got redirect request

HTTP: token len 3: 'GET'

htt p_proxy_send_page: Sending http proxy page

http_epm send_redirect _page: Sending the Redirect page to ...

ISE0] Z174(SSL(Secure Sockets Layer) MM 10.48.66.74:844301 ©1Zd) O| f
2 E|E| Mg E2[7HstX| ef&LICh

epmredirect: | P=192. 168. 1. 201: Ingress packet on [idb= G gabitEthernetl/0/2] didn't
match with [acl=REDIRECT POSTURE]

#Ho:MMo| ALX[o ol 72 7| HE Ol EPC(Embedded Packet Capture)& Ar&3t0 &
fIxloMH EHEIE XY 5= UELICE O™ HR{= AL{x|of EPCE At&35101 7HX{2t& LTt
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epmredirect: | P=192. 168. 1. 201: Ingress packet on [idb= G gabitEthernetl/0/2] matched
with [acl=REDIRECT_POSTURE]
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