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Metwork Access Users List > New Network Access User

Identities

* Network Access User
L P |
& - “Name [ sponsor
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; Latest Manual Netweork Scan Res . ¥ | Spnnmr@mﬂ{'scu'mﬂ I

* Password

*Password | | Meed help

* Re-Enter Password | |

¥ User Informalion

First Mame | |
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* Account Options
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Change password on nextlogin [

¥ User Groups
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<> Home Operations|v  Policyl ¥  Administration

% Sﬁtem &L |dentity Management B Network Resources |4t Web Portal Management |es, Feed

Sponsor Group Policy ~ Sponsor Groups Settings

Sponser Group List = SponsorAllAccounts
Sponsor Group

General Authorization Levels Guest Roles Time Profiles

Allow Login | Yes |
Create Single Account | Yes v]

Create Random Accounts | Yes -
Import CSV | Yes -

Send Email | Yes - |

Send SMS Yes]
View Guest Password

Allow Printing Guest Details [ Yes

View/Edit Accounts | All Accounts .]
SuspendReinstate Accounts | All Accounts '|

*AccountStartTime[1 | Days (valid Range 1 to 999999999)
* Maximum Duration of Account[ S| Days (valid Range 1 to 999999999)
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Settings SMTP Server Settings
i= Cliert Provisioning *SMTF 35[\'&![ smtp.test-cisco.com | (#.9. email.example.com)
i= Emdpoirt Profection Service Guest User Settings

= FIPS Made (® Use email address from Sponsor ) Disable Nofifications

12 Alsern Seftings (®) Enable Motifications
b [ Posture () Usa Default email address _

i= Frofiing * Default email addiess
v [ Protocols Save Rasat
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=% System Z4 Identity Management i Metwork Resources |i!:: Web Portal Management |¢_,.' Feed Senvice

Sponsor Group Policy Sponsor Groups Seftings

Spensor Portal Language Template List = English

Settings

v B General Language Template

~ [ Sponsor Configura Template Definition

i= Authentication Source Configure Home Page
- Language Templat
= . w Configure Login Page
= o e Configure Change Password
iz ChineseTradtional ¥ & o =
12 Czech Gelting Configure Common Table Headers
j Dutch _mﬂ,m Configure Create Single Guest Account
i= Enghish Configure Create Random Guest Accounts
i= French_Frangais Configurs Impont Guest Accounts
iz German_Deutsch Configura Bulk Create Status Display
i= Hungarian_Magyar Configure Bulk Print Tabular Display
i= Ralian_Raliano : irati
= Configure Sponsor Settings Customizations
i= Japanese_ B4 i
E Configura Emaill Notifications

2 Korean_EH = 0]
i= Poligh_polski
££ Portuguese_Portuguls *Subject | Guest Text Notification
= Hu:m_Ph‘::mm
:2 Spanish_Es * Destination | sms@test-cisco.com

L — Hrmmts user:Userfame

» 5 Guest password:password

apl_id:AccountID
to:$mobilenumber§
text:Your guest account details:
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Deployment Licensing Cartificates Logging Maintenance Backup & Restors Admin Access Seftings
Settings Alarm Settings
i= Chent Pmmniq
2 i Alarm Configuration
i= FIPS Mode
iz Alarm Settings Enter Email addresses to receive alarm notification
¥ k=JPnﬂmm
£= Profilng
» [ Protocols
2 Proxy Enter multiple e-mails separated with comma;
i= Security Group Access
= SWTP Server Enter sender &-mail :
= System Time
E Peboy Sets Save Resat

Postfix= ISE0I|A o|H|YS -/r-AIo}'— SMTP ME{IL|CH 2 7} X| AFASH HZA AFE S FQl5tT 7|
2 Zu|ag|o|Mo| AFSEILICH T E5E{H OIS EHHE 2 Z2 AL,
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11° my

st= 7 FFLICHmaildrop.CHHE 2 main.cfol M 2 FH #4E AtE

myhostname = smtp.test-cisco.com

mydomain = test-cisco.com

mydestination = $myhostname, $mydomain, localhost
local_transport = maildrop

CtZ A= master.cfo| A maildrop2 & 45t6t= A LICH master.cfoll M SHE £8 B3
glct
maildrop unix - n n - - pipe
flags=DRhu user=vmail argv=/usr/bin/maildrop -d S${user}
74 =HIQlo| gl ZHEHE HiZ 0|2 2 7| & {recipient} OH7H 24~ CHAI {user} OH7H 247} A
&Lt
. O|HYE =4I5t7| 2l AAEElE 2 HH SMSE F+-gfLICt

neptun ~ # useradd sms

neptun ~ # passwd sms

New password:

BAD PASSWORD: it is too simplistic/systematic



Retype new password:
passwd: password updated successfully
neptun ~ # chown -R sms:sms /home/sms/

H e EEE
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neptun sms
neptun sms

oo I8

F:.L% 2 E ool sSMS AtERtoi| A SHt2 7| ME £lo{oF B LICHmaildir X
2 "Hr2 [
[== Ry = — ]

|.| xfEOE AHA—|EI |__||:_|.

ArE5HE I ArA|

o maildrop% = CIAEZ|oM AHZALHE 2|5l .mailfilterE
L|Ct o 2ol CHEF M8t AL KFof| 7| BF |8t z|o{oF °|'L|E|-

# touch /home/sms/.mailfilter
# chmod go-rwx /home/sms/.mailfilter

CSa Z&Lch

# Mailfilter script for parsing ISE SMS messages

# Author:

Michal Garcarz at cisco.com

# Date: 1 Dec 2013

#DEFAULT="

SHOME/ .maildir/"

DATE="date"
SHELL="/bin/bash"

# Our log file

logfile "/home/sms/maildrop.log"

# Our verbosity in the log file

VERBOSE="5

log "-----
log "Email

received at: SDATE"

if (/ASubject:.*Guest.*Text.*Notification.*/)

{
log

"Email processed by script sending SMS via Kannel"

USERNAME=""
PASSWORD=""

TO=
if
{

if
{

if

if

(/*text:Username: (.*)/:b)

log "Username exists SMATCH1"
USERNAME=$MATCH1

(/*text:Password: (.*)/:b)

log "Password exists SMATCH1"
PASSWORD=$MATCH1

(/*to:(.*)/:Db)
log "Mobile phone exists S$SMATCH1"

TO=$MATCH1

($USERNAME ne "" && $PASSWORD ne "" && $TO ne "")



log "Sending via HTTP to kannel username=$USERNAME password=$PASSWORD to=$TO"
DATA="ISE Guest portal Username: SUSERNAME Password: $PASSWORD"

#also curl can be used instead of wget
xfilter "wget -0/dev/null \"http://192.168.112.100:13013/cgi-bin/sendsms?username=
tester&password=foobar&to=$TO&text=$DATA\" >> /tmp/maildrop-kannel.log 2>>
/tmp/maildrop-kannel.log"
}

#deliver to maildir (not used since xfilter returns !=0)
to $DEFAULT/
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. O|HY EF Zof CHEr AFE Xl O|F Y HILHS E & LICHISES| 7|8 HEZI0] AFEH).

CEEEEIQE ER 2R T2 OS SEFLICwget - ZE OH7H B9k A Kannel
smsbox0l HTTP GETE EHLICILEH
(username=tester&password=foobar). O|& 2 SMSE e :"._4°F0| A= Kannelof| 4 E AL
EXte| A7 HLICH

o{7|ol= F 7ol 21 ool U&LICt

. /home/sms/maildrop.log - A3 &IE Aol 21
. /tmp/maildrop-kannel.log - wget A&o| 21

Zhd

smsbox@t bearbox 25 Bt Tt UM #+4E 5= &LICH 0| ALzl oM ME o 2% SMPP
MHHE AFZEFLICHsmpp sms MH|A -‘-:‘XP TES ZM5H oM ofe] MHIAE €H &2 £
U&LICHSMS HIAIXRIE $£4l5t0 B EE EHR Tt lea 2 70| ZHEEILICH ol £8 M2 ©ME
ME0|H §tLte| SMPP 2ZAHE AF2ELCt.

CH=S 2 /etc/kannel/kannel.confoil A 2|8 L2 lL|C}.

#bearerbox

group = core

admin-port = 13000

admin-password = bar

smsbox-port = 13001

log-level = 0

log-file = "/var/log/kannel/kannel.log"
access-log = "/var/log/kannel/access.log"

# SMSC SMPP

group = smscC

sSmsc = smpp

host = ****_com

port = 1775
smsc-username = 41jt7wi3
smsc-password = ****x%%
system-type =
address-range =



# SMSBOX SETUP

group = smsbox
bearerbox-host = localhost
sendsms-port = 13013

sendsms-chars = "0123456789 +-"
global-sender = 12345

log-file = "/var/log/kannel/smsbox.log"
log-level = 0

access-log = "/var/log/kannel/access.log"
white-list =

black-1list =

reply-couldnotfetch =
reply-couldnotrepresent =
reply-requestfailed =
reply-emptymessage =

# SEND-SMS USERS, this credentials has been used in wget script
group = sendsms-user

username = tester

password = foobar

user-deny-1ip = "* Kk * *nv

user-allow-ip = "192.168.*. *"

# SMS SERVICE Default

# there should be default always (this is for receiving SMS messages - not used)
group = sms-service

keyword = default

text = "No service specified"

USBE Sdll #CIEE &5t GSM SMSCE #de = JU&LICH

group = SmscC

smsc = at #type = GSM

smsc-id = usb0-modem

my-number = 1234

modemtype = auto #types: wavecom, siemens, siemens-tc35, falcom,
nokiaphone, ericsson

device = /dev/ttyUSBO #phone device seen on server

CH-2 0| T3k7|ol M D& 71553 2 adstsior $LICHOIE S0{ Android BT 2.2 Ol 0lAE A
SEICi2 & #O18 FATUSB Bl 2ol M 2 AIBHELID

Hlo{%f A I smsbox 25 Al&sloF FLICHoE EH ChEnt Z &L

neptun ~ # /etc/init.d/kannel-bearerbox start

* Starting kannel bearerbox ... [ ok 1]
neptun ~ # /etc/init.d/kannel-smsbox start

* Starting kannel smsbox ... [ ok 1]

neptun ~ # netstat -atcpn
Active Internet connections (servers and established)

Proto Recv-Q Send-Q Local Address Foreign Address State PID/Program name
tep 0 0 0.0.0.0:13013 0.0.0.0:% LISTEN 24170/ smsbox

tep 0 0 0.0.0.0:13000 0.0.0.0:% LISTEN 24151 /bearerbox
tep 0 0 0.0.0.0:13001 0.0.0.0:% LISTEN 24151 /bearerbox

A|&HatE4R HIQ)o{8tAof siLF O|Ato| SMSC7F TAI &[0 Qlo4of BFLCt.

Cte& &lgiuc
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AEM ZEHO| 7|2 ZETJF AHSELICHB443). AE M7} https:/lise.test-
cisco.com:8443/sponsorportal/ofl 22 21gL|C}.

AZEMO| L ™ol 2P E O|HIY FATH =X EHelgh|ct

i

il ]n
ciIsco Sponsor Fortal Welcome spansor | My Settings | Sign Out

My Settings
Language template: | English v [ Use brovesar Iocals
Locakion: | |
Your email address: | spensor@test-cisco.com | [ Receive amail confamation
Guest role [defaul): | Guest -|
Account duration [defaul): | DefaultEightHours .|

* Time zone (default): | GMT +01:00 Eump-efWW-|

Motification language (defaul): |Englis]'| -|
ald password: | |
Mew password: | | Meed help with passwand palicy?
Canfirm password: | |
Save | | Cancel

SMS ZZE AIE50d HAE HHE e



Create Account

First name: [ John

Last name: | Smith

Email address: [guest@test—cisca.com ¥ Send email notification
Phone number: | 48504 & ¥ Send text notification
Company: [

Optional data 1: [

Optional data 2: |

Optional data 3: [

Optional data 4;

Optional data S:

* Guest role: [ Guest -l

* Account duration: l DefaultEightHours -rl

* Time zone: [ GMT +01:00 Europe,fWars-l

* Notification language: [ English -l

(cance

HLE o{7t2E7 d3Moz HYEIRICtE &l HAIXIZE EAIELICEH



Successfully Created Guest Account:

=4

ISEE T AEI SMTP AB{Z O|H|

Username:
Password:

Frst name:

Last name:

Email address:
Phone number:
Company

Status:
Suspended:
Optional data 1:
Optional data 2:
Optional data 3:
Optional data 4:
Optional data 5:
Guest role:

Time zone:
Motification language:
Account duration:
Account start date:

Account expiration date:

LHok gFLICt.

jsmith02

teub79_&r

John

Smith
guest@test-cisco.com

485

Awaiting Initial Login

false

Guest

GMT +01:00 EuropefWarsaw
English

DefaultEightHours
2013-11-30 22:39:00

2013-12-01 06:39:00

SMTP M= HIA|XIE =415t maildrop2 At&3510{ 2 A (sms@test-cisco.com)0f| H|A|X|
g MEgtL|ct CHE 2 Mvarflog/messagesOll Al 38t LI L}

Nov 30 22:39:47 neptun postfix/smtpd[18460]: connect from unknown[192.168.112.1]
Nov 30 22:39:47 neptun postfix/smtpd[18460]: 2B36030B32: client=unknown
[192.168.112.1]

Nov 30 22:39:47 neptun postfix/cleanup[18463]: 2B36030B32: message-id=
<563762958.941385847586377 .JavaMail.root@ise2>

Nov 30 22:39:47 neptun postfix/gmgr[32658]: 2B36030B32: from=



size=689, nrcpt=1 (queue active)

Nov 30 22:39:47 neptun postfix/pipe[18464]: 2B36030B32: to=<sms@test-cisco.com>,
relay=maildrop, delay=0.18, delays=0.14/0/0/0.04, dsn=2.0.0, status=sent (delivered
via maildrop service)

H e A

SMSZE it HYe ELH7| Mol maildir CIAE{ 2|2 EM 22 =& 5t = /home/sms/mailfilterS
Alstist|C)
=20OH .

CH2 & /home/sms/maildrop.logoil A gt &8 LI lL]|C}.

Email received at: Sat Nov 30 22:39:47 CET 2013

Email processed by script sending SMS via Kannel

Username exists JjsmithO02

Password exists t6ub79_6r

Mobile phone exists 4850XXXXXXX

Sending via HTTP to kannel username= jsmith02 password= t6ub79_6r to=4850xxxxXxXxXxX

H e EE

mailfilter A3 B E= 2 E O|0|E{E 211 xfilterE MAEFLICH xfilter= wget2 £&35t01 2 E O 7H
H~Z Kanneloll & &LICtH

C}2 2 /tmp/maildrop-kannel.logoll A gf 38t L& QJL]ct.

--2013-11-30 22:39:47-- http://192.168.112.100:13013/cgi-bin/sendsms?username=
tester&password=foobar&to=4850xxxxxxx&text=ISE%20Guest%20portal%20Username:
%20%20jsmith02%20Password:%20%20t6ub79_6r

Connecting to 192.168.112.100:13013... connected.

HTTP request sent, awaiting response... 202 Accepted

Length: 24 [text/html]

Saving to: " /dev/null'

0K 100% 1.14M=0s

2013-11-30 22:39:47 (1.14 MB/s) - “/dev/null' saved [24/24]
HTTP GET % 0| £2H=lL|C}.

Zhd

-

Kannel smsboxi= wgetH|Al HTTP LE & =418 £ SMSE MY 7| ?I5H sHE LE 2 bearbox2
M&3cto 2ot

CH= 2 /var/log/kannel/smsbox.log0l| A & &8 L& IL|C}.



2013-11-30 22:39:47 [18184] [5] INFO: smsbox: Got HTTP request </cgi-bin/sendsms>
from <192.168.112.100>
2013-11-30 22:39:47 [18184] [5] INFO: sendsms used by

2013-11-30 22:39:47 [18184] [5] INFO: sendsms sender:<tester:12345>
(192.168.112.100) to:<4850xxxxXxXxXX> mMsg:

jsmith02 Password: t6ub79_6r>
2013-11-30 22:39:47 [18184] [5] DEBUG: Stored UUID £d508632-9408-49el-9eda-
3ce8d4b939d4

2013-11-30 22:39:47 [18184] [5] DEBUG: message length 57, sending 1 messages
2013-11-30 22:39:47 [18184] [5] DEBUG: Status: 202 Answer: <Sent.>

2013-11-30 22:39:47 [18184] [5] DEBUG: Delayed reply - wait for bearerbox
2013-11-30 22:39:47 [18184] [0] DEBUG: Got ACK (0) of £d508632-9408-49el-9eda-

3ce8d4b939d4
Kannel(Z{'d) HIO{Ef A7} 2174 SMPP AMEHO| (AL HAIXIE d3Mo = MEELICH

CH2 2 /var/log/kannel/kannel.logfl A g &8t LI L.

2013-11-30 22:39:47 [18165] [8] DEBUG: boxc_receiver: sms received

2013-11-30 22:39:47 [18165] [8] DEBUG: send_msg: sending msg to box: <127.0.0.1>
2013-11-30 22:39:47 [18165] [6] DEBUG: SMPP[SMPP:*****_ com:1775/0:41jt7wi3:]:
throughput (0.00,0.00)

2013-11-30 22:39:47 [18165] [6] DEBUG: SMPP[SMPP:***** com:1775/0:41jt7wi3:]:
Sending PDU:

2013-11-30 22:39:47 [18165] [6] DEBUG: SMPP PDU 0x2056bf0 dump:
2013-11-30 22:39:47 [18165 [6] DEBUG: type_name: submit_sm

2013-11-30 22:39:47 [18165] [6] DEBUG: command_id: 4 = 0x00000004
2013-11-30 22:39:47 [18165] [6] DEBUG: command_status: 0 = 0x00000000
2013-11-30 22:39:47 [18165 [6] DEBUG: sequence_number: 5 = 0x00000005
2013-11-30 22:39:47 [18165 [6] DEBUG: service_type: NULL

2013-11-30 22:39:47 [18165] [6] DEBUG: source_addr_ton: 2 = 0x00000002
2013-11-30 22:39:47 [18165] [6] DEBUG: source_addr_npi: 1 = 0x00000001
2013-11-30 22:39:47 [18165 [6] DEBUG: source_addr: "12345"

2013-11-30 22:39:47 [18165] [6] DEBUG: dest_addr_ton: 2 = 0x00000002
2013-11-30 22:39:47 [18165] [6] DEBUG: dest_addr_npi: 1 = 0x00000001
2013-11-30 22:39:47 [18165 [6] DEBUG: destination_addr: "4850xxxxxxx"
2013-11-30 22:39:47 [18165] [6] DEBUG: esm_class: 3 = 0x00000003

]
]
]
]
]
]
]
]
]
]
]
]
]
2013-11-30 22:39:47 [18165] [6] DEBUG: protocol_id: 0 = 0x00000000
]
]
]
]
]
]
]
]
]
]
]
]
]

]
]
]
]
]
]
]
]
]
]
]
]
]
]
]
]
]
]
]
]
]
]
]
]
]
]
]
]

2013-11-30 22:39:47 [18165] [6] DEBUG: priority_flag: 0 = 0x00000000
2013-11-30 22:39:47 [18165 [6] DEBUG: schedule_delivery_time: NULL
2013-11-30 22:39:47 [18165] [6] DEBUG: validity_period: NULL

2013-11-30 22:39:47 [18165 [6] DEBUG: registered_delivery: 0 = 0x00000000
2013-11-30 22:39:47 [18165] [6] DEBUG: replace_if_present_flag: 0 = 0x00000000
2013-11-30 22:39:47 [18165] [6] DEBUG: data_coding: 0 = 0x00000000

2013-11-30 22:39:47 [18165] [6] DEBUG: sm_default_msg_id: 0 = 0x00000000
2013-11-30 22:39:47 [18165] [6] DEBUG: sm_length: 57 = 0x00000039

2013-11-30 22:39:47 [18165 [6] DEBUG: short_message:

2013-11-30 22:39:47 [18165 [6] DEBUG: Octet string at 0x205ec70:

2013-11-30 22:39:47 [18165] [6] DEBUG: len: 57

2013-11-30 22:39:47 [18165] [6] DEBUG: size: 58

2013-11-30 22:39:47 [18165] [6] DEBUG: immutable: 0

2013-11-30 22:39:47 [18165] [6] DEBUG: data&colon; 49 53 45 20 47 75 65 73

74 20 70 6f 72 74 61 6¢C ISE Guest portal
2013-11-30 22:39:47 [18165] [6] DEBUG: data&colon; 20 55 73 65 72 6e 61 6d



65 3a 20 20 6a 73 64 69 Username: Jjsmi

2013-11-30 22:39:47 [18165] [6] DEBUG: data&colon; 74 68 30 32 20 50 61 73
73 77 6f 72 64 3a 20 20 th02 Password:

2013-11-30 22:39:47 [18165] [6] DEBUG: data&colon; 74 36 75 62 37 39 11 36
72 t6é6ub79.6xr

2013-11-30 22:39:47 [18165] [6] DEBUG: Octet string dump ends.

2013-11-30 22:39:47 [18165] [6] DEBUG: SMPP PDU dump ends.

2013-11-30 22:39:47 [18165] [6] DEBUG: SMPP[SMPP:****** com:1775/0:41jt7wi3:]:
throughput (1.00,0.00)

2013-11-30 22:39:47 [18165] [6] DEBUG: SMPP[SMPP:****** com:1775/0:41jt7wi3:]:
throughput (1.00,0.00)

2013-11-30 22:39:47 [18165] [6] DEBUG: SMPP[SMPP:****** com:1775/0:41jt7wi3:]:
Got PDU:

2013-11-30 22:39:47 [18165] [6] DEBUG: SMPP PDU 0x2056bf0 dump:

2013-11-30 22:39:47 [18165] [6] DEBUG: type_name: submit_sm_resp

2013-11-30 22:39:47 [18165] [6] DEBUG: command_id: 2147483652 = 0x80000004
2013-11-30 22:39:47 [18165] [6] DEBUG: command_status: 0 = 0x00000000
2013-11-30 22:39:47 [18165] [6] DEBUG: sequence_number: 5 = 0x00000005
2013-11-30 22:39:47 [18165] [6] DEBUG: message_id: "4128473611307259"
2013-11-30 22:39:47 [18165] [6] DEBUG: SMPP PDU dump ends.

2013-11-30 22:39:47 [18165] [6] DEBUG: SMPP[SMPP:****** com:1775/0:41jt7wi3:]:

throughput (1.00,0.00)
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//www.cisco.com/en/US/docs/security/ise/1.2/user_guide/ise_user_guide.html
http://kannel.org/doc.shtml
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