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No. Time Source Destination Protocol Length Info
1883 55.281836 0.0.8.8 255.255,255, 255 DHCP 342 DHCP Discover - Transaction ID @xc629cl2d
[ 1645 7@.718483 0.9.98.0 255.255.255.255 DHCP 342 DHCP Discover - Transaction ID 8xc629c12d]
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Relay agent IP address: ©.8.0.0

Client MAC address: IntelCor 26:eb:9f (b4:96:91:26:eb:9f)

Client hardware address padding: @@200008000000000000

Server host name not given

Boot file name not given

Magic cookie: DHCP

Option: (53) DHCP Message Type (Discover)

Option: (61) Client identifier

Option: (12) Host Name

Option: (6@) Vendor class identifier
I v QOption: (55) Parameter Request List I
Length: 14
Parameter Request List Item: (1) Subnet Mask
Parameter Request List Item: (3) Router
Parameter Request List Item: (6) Domain Name Server
Parameter Request List Item: (15) Domain Name
Parameter Request List Item: (31) Perform Router Discover
Parameter Request List Item: (33) Static Route
Parameter Request List Item: (43) Vendor-Specific Information
Parameter Request List Item: (44) NetBIOS over TCP/IP Name Server
Parameter Request List Item: (46) NetBIOS over TCP/IP Node Type
Parameter Request List Item: (47) NetBIOS over TCP/IP Scope
Parameter Request List Item: (119) Domain Search
Parameter Request List Item: (121) Classless Static Route
Parameter Request List Item: (249) Private/Classless Static Route (Microsoft)
Parameter Request List Item: (252) Private/Proxy autodiscovery
v Option: (255) End
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pssptoniacions Profiler Condition
NMAP Scan Actions

Description

Allowed Protocols * Name Windows10-DHCPOption55_1 DHCP Option 55 Parameter Request List for
Windows 10.

indows P

DHCP ~

Attribute Name | dhcp-parameter-request-li v

Operator EQUALS ke

Attribute Value |1, 3, 6, 15, 31, 33, 43, 4¢
Systemn Type Administrator Created
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Overview Ext |d Sources Network Devices Endpoint Classification Node Config Feeds Manual Scans Policy Elements Profiling Policies
< B &
* Name Description Policy for Workstations
|4 VMWare-Device
|4 Vizio-Device Policy Enablad :
|4 WYSE-Device * Minimumn Certainty Factor 10 (Valid Range 1 to 65535 )
~ |4 Workstation
* Exception Action NONE o
|4 ChromeBook-Workstati
[0 FreeBSD-Workstation * Newwork Scan [NMAR) Action NONE w
3 L/ir Linux-Workstation Create an |dentity Group for the policy ) Yes. create matching Identity Group
) Mo, use existing Identity Group hierarchy
» |4 Macintosh=-Workstati
Parent Palicy FSUNONE*™
> |4 Microsoft-Workstatio
_ * Associsted CoA Type Global Settings W
|4 OpenBSD-Workstation
5 qu SuriciNokstatin System Type Administrator Modified
3 |4 Xerox-Devi
|4 Xerox-Device Hilsa
|4 Z-Com-Device
[/ ZTE-Device | If Condition Windows10-DHCPOptionS5_1  ~ Then Certainty Factor Increases 10 & v
> |4 Zebra-Device I If Condition ©S_X MountainLionWorkstationRule1Check? Then Certainty Factor Inereases 30 &~
Overview Ext |d Sources Network Devices Endpoint Classification Node Config Feeds Manual Scans Palicy Elements Profiling Policies
< B &
* Name Microsoft-Workstation Deseripon  Generic policy for Microsaft workstation
|4 WYSE-Device
|4 ChromeBook-Workstati * Minimum Certainty Factor 10 (Valid Range 1 1o 65535 )
|4 FreeBSD-Workstation
* Exception Action NONE o
> |4 Linux-Waorkstation
>[4 Macintosh-Workstati- * Metwork Scan (NMAP) Action NONE w
~ |4 Microsoft-Workstatio Create an dentity Group for the policy () Yes, create matching Identity Group
O Ko, use existing identity Group hierarchy
|4 Vista-Workstation
Parent Policy Workstation
| Windows10-Workstat
* Associated CoA Type Global Settings e
|4 Windows 7 -Workstati
tem Type Cisco Provided
[ Windows8-Workstati Syeemily
WindowsXP-Worksta
l Rules
|4 OpenBSD-Workstation
> |4 Sun-Workstation I If  Condition Windows10-DHCPOption55_1  wr Then Certainty Factor Increases 10 @ v I
4 If’ Xerox-Device If  Condition MicroesoR-Workstation-Ruled-Check1 ~ Then Certainty Factor Increases 10 -




Overview Ext Id Sources Network Devices Endpoint Classification Node Config Feeds Manual Scans Paolicy Elements |Pr0fi|ing Policies
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Nama Windows10-Workstation Jeseription Policy for Micresoft Windows 10 werkstation

TR

|4 Workstation Salicy Enabled :

|4 ChromeBook-Workstati

nimum Certainty Factar 20 (Valid Range 1 to 65535 )
|4 FreeBSD-Workstation
) . * Exception Action NONE w
> |4 Linux-Workstation
|4 Macintosh-Workstati * Network Scan (NMAR) Action NONE w
| ~ |4 Microsoft-Workstatio | Create an ldentity Group for the policy ‘Yes, create matching ldentity Group
| Vista-Workstation O Ho. use existing Identity Group hierarchy
|4 Windows 10-Workstai * Parant Policy Microsoft-Workstation w
|4 Windows7-Workstatis
* Associgted CoA Type Global Settings ~
|‘ Windows8-Workstati
System Type Administrator Modified
|4 WindowsXP-Worksta
|4 OpenBSD-Workstation Rules
|4 Sun-Warkstation
4 Xerox-Device | If Condition Windows10-DHCPOption55_1 w Then Certainty Factor Increases . 20 v |
|4 Z-Com-Device If  Condition Windows10-Workstation-Ruled-Check1 L% Then GCaertainty Factor Increases w 20 v
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Live Logs Live Sessions

Misconfigured Supplicants Misconfigured Network Devices RADIUS Drops Client Stopped Responding Repeat Co

0 0 0 0 0

~  Latest 20 records ~  Last 5 miny
£F Retrosh 5 Reset Repest Couets 1) Expart To Fi
Time Status Dotalls  Ropeat.. Identity Endpaint ID Identity Gro.. Endpoint Profile Authorization Policy Authorization Profiles
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Edlt(Ax-I)E ZalgrL|c}.
- EndPointPolicy 7} Window10-Workstation 0| L dhcp-parameter-request-list 2} 0| 0|10 T 438t
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= Cisco ISE

Context Visibility - Endpoints

Endpoints B4:96:91:26:EB:9F

B4:96:91:26:EB:9F Oz g

MAC Address: B4:96:91:26:EB:9F

Endpoint Profile: Windows10-Workstation

Location: Location — All Lecations

Applications

General Attributes
Description

Static Assignment
Endpoeint Policy

Static Group Assignment

Identity Group Assignment

User-Fetch-User-Name
User-Name
UserType

allowEasyWiredSession

Attributes Authentication Threats Vulnerabilities

false
Windows10-Workstation
false

Workstation

dot1xuser
dot1xuser
User

false

I dhcp-parameter-request-list

1,3,6, 15,31, 33, 43, 44, 46, 47, 119, 121, 249, 252 I

2A &
ol 4of M= 74

. DHCP T{Z! 0|

Ijzefold 2ME

=.°|='
I
9.'—'
rr
i
>
ol
ok
b
30
rr
0
HL
i
Pl
OH
o
r
[ul

Z20dd 7IS(EH FA E= SPANAE)E stz ISEEM 2o £

A= x| FHlgLct.

. Operations(£

) > Troubleshoot(2Al| 3{Z) > Diagnostic Tools(TIE =) > General Tools(¥

Ht &) > TCP Dump(TCP BHX £)?ISE 2| GUIIM TCP H= ZHXME 7|BXMo = A&sted

™

. ISE PSN == 0{|A of2H CIHZ & A3} - -nsf-nsf M| M-light MM C|EE{2|-= 2 0} LZ{-HEY

-AAA

. Profiler.log, prrt-server.log 2! Isd.loge &% HEE E AIRFLICH
. D7 9 58 Mol 34X S = 2 Fingerbank.org DHCP X|2 O|O|E{H|0|A S & Z= 54

Al2.

H7He4 @& 22 2o TAEIUEX| HQIFLIC YEtso
Ay
=



http://www.cisco.com/en/US/tech/tk801/tk379/technologies_tech_note09186a008017874c.shtml

28N

++|SE PSN ‘= E9| 59| C|HZ AFS -
-nsf

-nsf M| M

-light MM C|HE{2

-I 2 o

-HE2-AAA

++% 7| 2l

Ol

++prrt-server.log
++|SE = EO|M = AlE HAA F

RADIUS,2020-12-29 06:35:19,377,DEBUG,0x7f1cdcbd2700,cntx=001348461,sesn=isee30-
primary/39791910/625,713} id=B4-96-91-26-EB-9F, RADIUS I Z!:Z E=1(AccessRequest) A|& X}
=182 Z40[=285

++|ISEE= Unknown_profileT} x|

AcslLogs,2020-12-29 06:35:19,473,DEBUG,0x7f1cdc7ce700,cntx=001348476,sesn=isee30-
primary/39779110/625,CPMS ID=0A6A270B0000018B44013AC, At & Xt
=dot1xuser,CallingStationID=B4-96-91-26-EB-

9F ,AuthorizationPolicyMatchedRule=Unknown_Profile, EAP-Tunnel=EAP-EAP fast,
EapAuthentication=EAP-MSCHAPV2, UserType=Al & &},
CPMSessionID=0A6A270B0000018B44013AC, EndPointMACAddress=B4-96-91-26-EB-26-EB-
EB-EB,

++ISE= HMHA HEES S HMA X|F
RADIUS,2020-12-29 06:35:19,474, DEBUG,0x7f1cdc7ce700,cntx=001348476,sesn=isee30-
primary/397791910/625,CPMS5
0AG6A270B0000018B44013AC,user=dot1xuser,CallingStation|D=B4-96-91-26-EB-9F , RADIUS I{
Zl: 3 E=2(AccessAccept) 2% Xt=186 Z0[=331
++ISE7} DHCP HEE Y YO|0[EE &t &LCt.
RADIUS,2020-12-29 06:35:41,464,DEBUG,0x7f1cdcad1700,cntx=001348601,sesn=isee30-
primary/39791910/627,CPID=0A6A270B0000018B44013AC,CallingStationID=B4-96-91-26-EB-
9F,RADIUS 1lZ!: 3 E=4(AccountingRequest) 293 X}=45 Z!0|=381

[1] AHE A} O|F - Zk:[dot1xuser]

[87]NAS ZE ID - ZL:[7|7HHIE 0|CH411/0/13]

[26] cisco-av-pair - &f:[dhcp-option=



[26] cisco av ME Z}::[audit-SeSSion-id=0A6A27OBOOOOOO18844013AC]
++|SEE O17I 2 & SE& CtA| ELICE.

RADIUS,2020-12-29 06:35:41,472,DEBUG,0x7f1cdc5cc700,cntx=001348601,sesn=isee30-
primary/397791910/627,CPDM=ID
0AB6A270B0000018B44013AC,user=dot1xuser,CallingStationID=B4-96-91-26-EB-9F , RADIUS I{
Z!:3 E=5(AccountingResponse) 2|5 At=45 Z 0|=20,RADIUSHandler.cpp:2216

++I 2 122 |og

++0nce Accounting Update is received with the DHCP option dhcp-parameter-request-list , ISE C|
HtO|A& Z=ub U™ AR

2020-12-29 06:35:41,470 DEBUG [SyslogListenerThread][]
cisco.profiler.radius.SyslogDefragmenter -:::::- parseHeader inBuffer=<18181>Dec06:35:41
isee330-primary CISE RADIUS_Accounting 000000655 2 0 2020-12-29 06:35:41.467
+00:00000234376 3002 2 2 Radius-AH|:RADIUS HH #2| Z Al /Cl0|E, ConfigVersionld=99,
x| IP #24=10.106.39.11, UserName=dot1xuser, RequestLatency=6, NetworkDeviceName=sw,
User-Name=dot1xuser, NAS-IP-Address=10.106.39.11, NAS-Port=50113, Class=ACS:0AGA
0B00000018B44013AC:isee30-primary/39791910/625, Called-Station-ID=A0-EC-F9-3C-82-0D,
Calling-Station-ID=B4-96-96 26-EB-9F, NAS-Identifier=Switch, Acct-Status-Type=Interim-Update,
Acct-Delay-Time=0, Acct-Input-Octets=174, Acct-Output-Octets=0, Acct-Session-
Id=0000000000b, Acct-Authenticate-Input, Input=Acct-Remote, Acct-Input, Acct-Input, Input-Acct-
Input, Acct-Input-Input, Acct-Acct-Acct-Input, Input-Input-Acct-Input, Acct-Acct-Input-Acct-Acct-
Input, Acct-Input, Acct-Acct-Acct-Access-Input, Packets=1, Acct-Output-Packets=0, Event-
Timestamp=1609341899, NAS-Port-Type=Ethernet, NAS-Port-ld=GigabitEthernet1/0/13, cisco-av-
pair=dhcp-option=dhcp-parameter-request-list=1\, 3\, 6\, 3\, 31\, 33\, 34\, 43\, 43\, 46\, 47\, 119\,
121\, 249\, 252, cisco-av-pair=audit-session-id=0A6A270B0000018B44013AC, cisco-av-
pair=dot1x,

2020-12-29 06:35:41,471 C|EH1 [RADIUSParser-1-thread-2][]
cisco.profiler.probes.radius.RadiusParser -:::::- & 24 10S M A 1:dhcp-parameter-request-
list=[1, 3, 6, 15, 31, 33, 43, 44, 46, 47, 119, 121, 249, 252]

& M:cisco-av-pair value:dhcp-option=dhcp-parameter-request-list=1\, 3\, 6\, 15\, 31\, 33\, 43\, 44\,
46\, 47\, 119\, 121\, 249\, 252, audit-session-id=0A6A70B000000000\ 118B44013AC, HIAM =
=dot1x

8] M:dhcp-parameter-request-list 4:1, 3, 6, 15, 31, 33, 43, 44, 46, 47, 119, 121, 249, 252

2020-12-29 06:35:41,479 C|H{1 [RMQforwarder-4][]
cisco.profiler.infrastructure.cache.AbstractEndpointCache -:B4:96:91:26:26:EB:9F:12413370-4-
49a-17a-11eb 13-1a99022ed3c5:ProfilerCollection:- O] Mac2| &7 X}:B4:96:91:26:EB:9F =
isee30-primary.anshsinh.local &/ LIC}.

2020-12-29 06:35:41,479 C|EH1 [RMQforwarder-4][]
cisco.profiler.infrastructure.probemgr.Forwarder -:B4:96:91:26:26:EB:9F:12413370-49-1-b1-31eb -
1299022ed3c5:ProfilerCollection:- 2= X 91 E B4:96:91:26:EB:9Fis30-primary.anshsinh.local 3
HAIX| 2E£& 3002RLCt.

2020-12-29 06:35:41,479 C|H{1 [RMQforwarder-4][]
cisco.profiler.infrastructure.probemgr.Forwarder -:B4:96:91:26:26:EB:9F:12413370-49-1-b1-31eb -



1a99022ed3c5:ProfilerCollection:- QIE X OIE A A radius true2LIC}.

++ A M

2020-12-29 06:35:41,480 C|H{ 1 [RMQforwarder-4][]
cisco.profiler.infrastructure.probemgr.Forwarder -:B4:96:91:26:26:EB:9F:12413370-49-1-b1eb-
1a99022ed3c5:ProfilerCollection:- M & ‘J:dhcp-parameter-request-list

2020-12-29 06:35:41,482 C|H{1 [RMQforwarder-4][]
cisco.profiler.infrastructure.probemgr.Forwarder -:B4:96:91:26:26:EB:9F:12413370-49-1-b1eb-
1299022ed3c5:ProfilerCollection:- IEXZQIE 7} &M &g =™ &LICT

2020-12-29 06:35:41,482 C|H{1 [RMQforwarder-4][]
cisco.profiler.infrastructure.probemgr.Forwarder -:B4:96:91:26:26:EB:9F:12413370-49-1-b1eb -
1299022ed3c5:ProfilerCollection:- dhcp-parameter-request-list,

++AZ CHE 70| M2 CHE 2AIM 49 U5

oo

2020-12-29 06:35:41,484 C|H{1 [RMQforwarder-4][]
cisco.profiler.infrastructure.profiling.ProfilerManager -:B4:96:91:26:26:EB:9F:12413370-49-11eb 3-
1299022ed3c5: L 2 0} - 3 |ntel-Device OHE B4:96:91:26:EB:9F (& Al 5)

2020-12-29 06:35:41,485 C|H{1 [RMQforwarder-4][]
cisco.profiler.infrastructure.profiling.ProfilerManager -:B4:96:91:26:26:EB:9F:12413370-49-11eb 3-
1299022ed3c5: T2t 3l:- HM Q3 AH|0[/0| B4:96:91:26:EB:9F (& 4l 10)2 2 XIE

2020-12-29 06:35:41,486 C|EH1 [RMQforwarder-4][]
cisco.profiler.infrastructure.profiling.ProfilerManager -:B4:96:91:26:26:EB:9F:12413370-49-11eb 3-
1299022ed3c5: X 2 1} 2:- 22 Microsoft-Workstation O§E! B4:96:91:26:EB:9F (& Al 10)

2020-12-29 06:35:41,487 C|EH1 [RMQforwarder-4][]
cisco.profiler.infrastructure.profiling.ProfilerManager -:B4:96:91:26:26:EB:9F:12413370-49-11eb 3-
1299022ed3c5: L 2 1} 4 3l:- 2 Windows10-$/3 AEl[0|490| B4:96:91:26:EB:9F (& 4l 20)

++Windows10-Workstation2 4301 [[}2} 402| &AM =ZF0| 7} =22 2 C|HIO|AQ| @
E iE—”—'E A—lEHoI-L||:|._

2020-12-29 06:35:41,487 C|H{1 [RMQforwarder-4][]
cisco.profiler.infrastructure.profiling.ProfilerManager -:B4:96:91:26:26:EB:9F:12413370-49-11eb 3-
1a99022ed3c5: Z 20t UZ:- HH H|E 71X £ F: =X Q1E:B4:96:91:26:EB:9F =X RIE
2:Windows10-Workstation for:40 ExceptionRuleMatched:false

2020-12-29 06:35:41,487 C|H{1 [RMQforwarder-4][]
cisco.profiler.infrastructure.profiling.ProfilerManager -:B4:96:91:26:26:EB:9F:12413370-49-11eb 3-
1a299022ed3c5: L2 0} - A= X QIE B4:96:91:26:EB:9F [ X|5t= 20| HEEIU&LICE

2020-12-29 06:35:41,489 C|H{1 [RMQforwarder-4][]
cisco.profiler.infrastructure.profiling.ProfilerManager -:B4:96:91:26:26:EB:9F:12413370-49-11eb 3-
1299022ed3c5: T2 1} 3l:- Q= X Q1 E B4:96:91:26:EB:9F IdentityGroup #HZE &

2020-12-29 06:35:41,489 C|H 1 [RMQforwarder-4][]
cisco.profiler.infrastructure.profiling.ProfilerManager -:B4:96:91:26:26:EB:9F:12413370-49-11eb 3-
1a299022ed3c5: T2} U R:- A= X OIE B4:96:91:26:EB:9F - 3b76f840-8c00-11e6-996¢-



5254000485211

2020-12-29 06:35:41,489 C|H{1 [RMQforwarder-4][]
cisco.profiler.infrastructure.profiling.ProfilerManager -:B4:96:91:26:26:EB:9F:12413370-49-11eb 3-
1a99022ed3c5: Z 2 ul U2:- T 2 U UZIE A= X OIE B4:96:91:26:EB:9F, %424 Windows10-
Workstation, &%|5t= 22 Windows10-Workstation® A&310{ A= X QIE FJHAIE ZESIE S
L|Ct.

2020-12-29 06:35:41,489 C|EH1 [RMQforwarder-4][]
cisco.profiler.infrastructure.profiling.ProfilerManager -:B4:96:91:26:26:EB:9F:12413370-49-11eb 3-
1299022ed3c5: L 20 I 2):- QIE X OIE B4:96:91:26:EB:9F X! ep HIA|X| L= = 30022 X|&35HE
O|HEE HL|Ct.

2020-12-29 06:35:41,489 C|EHH1 [RMQforwarder-4][]
cisco.profiler.infrastructure.profiling.ProfilerManager -:B4:96:91:26:26:EB:9F:12413370-49-11eb 3-
1299022ed3c5: X 21}t QI Al:- Q= X 9| E B4:96:91:26:EB:9F IdentityGroup/=2|3 ZZ1}2J0|
AE|IRELCHEHE CoA U

2020-12-29 06:35:41,489 C|H{ 1 [RMQforwarder-4][]
cisco.profiler.infrastructure.profiling.ProfilerManager -:B4:96:91:26:26:EB:9F:12413370-49-11eb 3-
1a299022ed3c5: Z 20 UR:- A= X QIE HRAE 0| ZEE
ConditionalCoAEvent:EndPoint[id=ff19ca00-499f-11eb-b713-1a99022ed3c5,name=<null>]
MAC:B4:96:91:26:EB:9F

2 M:Calling-Station-ID #t:B4-96-91-26-EB-9F

£ M:EndPointMACAddress #f:B4-96-91-26-EB-9F

& 4:MACAddress 4t:B4:96:91:26:EB:9F

++Lightweight Session Directory 2 Cl|0|E{ T&

2020-12-29 06:35:41,489 DEBUG [RMQforwarder-4][]
cisco.profiler.infrastructure.probemgr.LSDForwarderHelper -:::::::::- IE Z QIE
.B4:96:91:26:EB:EB:9F Windows0-Workstation

2020-12-29 06:35:41,489 DEBUG [RMQforwarder-4][]
cisco.profiler.infrastructure.probemgr.LSDForwarderHelper -:::::::- LSDfor
defaultruus,defaultus,B4:96:96:21:26:222:EB 9F

++=2 2 CoA7l ARUE o= EHE

2020-12-29 06:35:41,489 C|H 1 [CoAhandler-52-thread-1][]
cisco.profiler.infrastructure.profiling.CoAhandler -:B4:96:91:26:26:EB:9F:9fe38b-30-43eb-13eb -
b713-1299022ed3c5:ProfilerCoA:- 4 E M2 CoA FH R & = Reauth

2020-12-29 06:35:41,490 C|H 1 [RMQforwarder-4][]
cisco.profiler.infrastructure.cache.AbstractEndpointCache -:B4:96:91:26:26:EB:9F:12413370-49-a-
17a-11eb 13-1a99022ed3c5::- =4l A= X QIE AC|0|E 5 -
EP:B4:96:91:26:EB:9FepSource:RADIUS T2 H SGA:falseSG: I AE|0|M

2020-12-29 06:35:41,490 C|HH1 [RMQforwarder-4][]



cisco.profiler.infrastructure.cache.AbstractEndpointCache -:B4:96:91:26:26:EB:9F:12413370-49-a-
17a-11eb 13-1a99022ed3c5::- 'HEt ¥ A= EOIE QC|0|E -
EP:B4:96:91:26:EB:9FepSource:RADIUS I = H SGA:falseSG:Windows10-Workstation

++ISEE £ Oi&5t04 CoAE & 8Hok st=X| &QIELICHISEE T2 E HZAN Ux|ste &=
ol Ues &4 1I':'FCoA Eg|7&LC}.

2020-12-29 06:35:41,701 C|H{1 [CoAhandler-52-thread-1][]
cisco.profiler.infrastructure.profiling.CoAhandler -:B4:96:91:26:26:EB:9F:9fe330-43b-ea-11eb 713-
1a299022ed3c5:ProfilerCoA:- 2 02| MMM E A X|0|AM AHE 7HsE BE MM X2|ELich
policystatus=ENABLED

2020-12-29 06:35:41,701 C|HH1 [CoAhandler-52-thread-1][]
cisco.profiler.infrastructure.profiling.CoAhandler -:B4:96:91:26:26:EB:9F:9fe38b-30-43eb-13eb -
b713-1a99022ed3c5:ProfilerCoA:- & O|F: A x| & AEf: AL

2020-12-29 06:35:41,702 C|H{1 [CoAhandler-52-thread-1][]
cisco.profiler.infrastructure.profiling.CoAhandler -:B4:96:91:26:26:EB:9F:9fe38b-30-43eb-13eb -
b713-1a99022ed3c5:ProfilerCoA:- lnsvalue name 6d954800-8bff-11e6-996¢c-525400b48521 rhs
operandID 427060690-c0-8c-11e6-996¢-525400b48521 rhvaluename 9 3 AEf 0|4:Microsoft-
Workstation:Windows10-Workstation

2020-12-29 06:35:41,933 C|H 1 [CoAhandler-52-thread-1][] com.cisco.profiler.api.util -
:B4:96:91:26:EB:9F:9fe38b38b-43ea-11eb 3-1a99022ed3c5:ProfilerCoA: - FE 04 ZAol| M Al
& Jtst xEE =

2020-12-29 06:35:41,933 C|H{1 [CoAhandler-52-thread-1][] com.cisco.profiler.api.util -
:B4:96:91:26:EB:9F:9fe38b38b-43ea-11eb 3-1a99022ed3c5:ProfilerCoA:- ##t £04 &3 HAVING
H#4:4270690-8¢00-11e6-996¢-525400048521

++ 78t F04 FA0| o] = YRI5t CoA7l EEIZHELICH

2020-12-29 06:35:41,935 C|H{1 [CoAhandler-52-thread-1][]
cisco.profiler.infrastructure.profiling.CoAhandler -:B4:96:91:26:26:EB:9F:9fe38b-30-43eb-13eb -
b713-1a99022ed3c5:ProfilerCoA:- applyCoa:2IE X QIE RADIUS & 7|2 OHE HHX}:
MAC:[B4:96:91:26:EB:9F]

|44 ID:[0A6A270B00000018B44013AC]

AAA At :[isee30-primary] IP:[10.106.32.119 ]

AAA 21E{H|0]|A:[10.106.32.119 ]

NAD IP £4::[10.106.39.11 ]

NAS ZE |D:[7|7}H|E 0O|H441/0/13]

NAS ZE R%:[0|HY



VPN 0452:[7H%]]
MAB 045:[7{%]]

2020-12-29 06:35:41,938 C|H{1 [CoAhandler-52-thread-1][]
cisco.profiler.infrastructure.profiling.CoAhandler -:B4:96:91:26:26:EB:9F:9fe38b-30-43eb-13eb -
b713-1299022ed3c5:ProfilerCoA:- CoAd| CiE & IPE £&3ic{1 ELICHI=ZOIE
10.106.39.11:B4:96:91:26:EB:9F CoA E&: QIS

2020-12-29 06:35:41,938 C|HH1 [CoAhandler-52-thread-1][]
cisco.profiler.infrastructure.profiling.CoAhandler -:B4:96:91:26:26:EB:9F:9fe38b-30-43eb-13eb -
b713-1299022ed3c5:ProfilerCoA:- AAA M| A CoA-REAUTH %1&8:10.106.32.1198 S 2IE
IH 0]|£:10.106.32.119 - NAD:10.106.39.11

2020-12-29 06:35:41,949 DEBUG [SyslogListenerThread][]
cisco.profiler.probes.radius.SyslogDefragmenter -::::- parseHeader inBuffer=<181>Dec 29
06:35:41 isee30-primary CISE_Passed_Authered_Authentications 00000656 2 1 StepData=2=(
E =1700 \, type = Cisco CoA ), CoASourceComponent=Profiler, CoOAReason=T48t £0{ %24 0j A{
MEE|E Ad=EXQIE ID I&/EM/=E| Z2E HZF, CoAType=Reauthentication - Ot X|2}, [ E <.
3 x|l ZZ2o}=Cisco

++prrt-server.log
AcslLogs,2020-12-29
06:35:41,938,DEBUG,0x7f1c6ffcb700,cntx=001348611,Log_Message=[2020-12-29 06:35:41.90
0:00 0000234379 80006 HE TE2UUe|{ T2 07} HEt £o{ 2 HA NS EC|Hs T
A& LICE. ConfigVersionld=99, EndpointCoA=Reauth, EndpointMacAddress=B4:96:91:26:EB:9F,
EndpointADAddress=10.106.39.11, EndpointPolicy=Windows10-Workstation,
EndpointProperty=Framed-Service,MessageCode=3002\,EndPointPolicylD=42706690-8c00-
11€6-996¢-525400048521\,UseCase=\,NAS-Port-ld=GigabitEthernet1/0/13\-Type=0|H\, S &
=\{AF& X} O|&=dot1xuser\;
DynamicAuthorizationFlow,2020-12-29
06:35:41,939,DEBUG,0x7f1cdc3ca700,cntx=001348614,[DynamicAuthorizationFlow::onLocalHttp
Event] =4I CoA E&:
<X 2!E id="39c74088-52fd-430f-95d9-a8fe78eaa1f1" type="last">
<M M $£4="10.106.39.11">
<identifierAttribute name="Uselnterface">10.106.32.119</identifierAttribute>
<identifierAttribute name="Calling-Station-ID">B4:96:91:26:EB:9F </identifierAttribute>
<identifierAttribute name="NAS-Port-ld">GigabitEthernet1/0/13</identifierAttribute>

<identifierAttribute name="cisco-av-pair">audit-session-
id=0A6A270B0000018B44013AC</identifierAttribute>

<identifierAttribute name="ACS-Instance">COA-IP-TARGET:10.106.32.119</identifierAttribute>

</session>



</reauthenticate>
++CoA & -

RadiusClient,2020-12-29 06:35:41,943,DEBUG,0x7f1ccb3f3700,cntx=001348614,sesn=39¢c7408-
52fd-430f-95fe9-8d9-95d9 8eaa1f1,CallingStationID=B4:96:91:26:EB:9F, RADIUS IfZ!. 3 E
=43(CoARequest) 218 X}=27 Z0[=225

[4] NAS-IP-F 4 - 2£:[10.106.39.11 ]

[31] Calling-Station-ID - Zf:[B4:96:91:26:EB:9F]

[87] NAS ZE ID - Z}:[7|7HH|E 0O|C{411/0/13]

[26] cisco av & - gL [7FRIAH:HE=RCIF]

[26] cisco av & - &f:[audit-session-id=0A6A270B00000018B44013AC]

RadiusClient,2020-12-29 06:35:41,947, DEBUG,0x7f1cdcad1700,cntx=001348614,sesn=39¢7408-
52fd-430f-95fe9-a8fe9 8eaalf1,CallingStation|D=B4:96:91:26:EB:9F, RADIUS I{Z:3 =
=44(CoACK) Al&dx}=27

Al A 2

Radius,2020-12-29 06:35:41,970,DEBUG,0x7f1cdc6cd700,cntx=001348621,sesn=isee30-
primary/39791910/628,CallingStationID b4-96-91-26-EB-9F,RADIUS I{Z!. A E
=1(AccessRequest) 4/#X}=187 Z0|=285

++ISEE AEZQIE C|HIOo|A | A= ZQIE YA UX|SHE M HEH Foi Z=2otdg oiEefLict

AcslLogs,2020-12-29 06:35:42,060,DEBUG,0x7f1cdcad1700,cntx=001348636,sesn=isee30-
primary/3977919110/628
SessionID=0A6A270B0000018B44013AC,user=dot1xuser,CallingStation|D=B4-96-91-26-EB-9F |-
9ENTITYPolicyMatCHEDDefault, AuthorlZATIONPolicyRule=MatCHEDRule
MICROSOFT_WORKSTATION, EapTunNEL=EAP-FAST, EapAuthentication=EAP-MSCHAPV2,
UserType=At& X}, CPMSessionID=0A6A270B000018B440013AC, EndPointMACA4-Dddress=B9
-91-26-EB-9F, PostureAssessmentStatus=NotApplicable, EndPointMatchedProfile=Windows10-
Workstation,

++H M A 20| MESH -

RADIUS,2020-12-29 06:35:42,061,DEBUG,0x7f1cdcad1700,cntx=001348636,sesn=isee30-
primary/39791910/628,CPID=0A6A270B0000018B44013AC,user=dot1xuser,CallingStationID=B4-
96-91-26-EB-9F , RADIUS 1iZ!: 3 E=2(AccessAccept) 28 X}=191 Z0[=340

o e

- Fingbank.org DHCP X|& Cl[O|E{H|0]|A
. ZI& x|#d & M - Cisco Systems



https://github.com/karottc/fingerbank/blob/master/dhcp_fingerprints.conf
http://www.cisco.com/cisco/web/support/index.html?referring_site=bodynav
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