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MONITOR WLANs CONTROLLER WIRELESS SECURITY MAMAGEMENT COMMANDS HELP  FEEDBACK

Web Login Page

Web Authentication Type External (Redirect to external server) &
Redirect URL after login

External Webauth UBL https://mlatosielse. wilaaan.com: B44 3/portal/PortalSetup.action?portal =2
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Identity Services Engi I
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[ Configure B Manage Accounts B Settings
Portals Settings and Customization

Portal Name: #* Description:
| Sponsored Guest Portal (default) | | Sponsors create guest accounts, and guests access the network using their | Portal test URL
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.https://mlatosieise.wlaaan.com:8443/portal/PortalSetup.action?portal=27963fb0-e96e-11e4-a30a-
005056bf01c9

ACL(Access Control List) 7
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General

Acoess List Name FLEX_GUEST
Deny Counters 634752
Destination
Seq Action Source IP/Mask IPF/Mask
I Parmit 0.0.0.0 !/ 0,0.0.0
0.0.0.0 0.0.0.0
. 10.48.66.207 /0,000
2 Permit
255.255,255.255 0.0.0.0
. 0.0.0.0 £ 10,.48,66,107
3 Permit
0.0.0.0 255.255.255,255

Protocol

uoP

TCP

TCP

Any

any

Ay

Source Port
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General Security QoS Advanced

Layer 2 Layer 3 AAA Servers

Layer 3 Security None =

v Web Palicy

* Authentication
Passthrough
Conditional Web Redirect

Splash Page Web Redirect

On MAC Filter fajlurel®

Preauthentication ACL IPv4 | FLEX_GUEST

Cwver-ride Global Config Enable

& :FlexConnecte| 24 ARQJE 7|2 A8
gHLIC}H Ol = Wireless(F41) > Access Points(%‘}dlé E"JE) ol M &E ==
gt AP Name(AP O|&) > FlexConnect > External WebAuthentication ACLs(2|5 &l ¢!

ACL)2 MEedgtL|ct.

Dest Port DSCP Direction Numberof Hits

Amy Any ARy 208398 8
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http://tools.cisco.com/Support/BugToolKit/search/getBugDetails.do?method=fetchBugDetails&bugId=CSCue68065?referring_site=bodynav

All APs > APcB89c.1d6e.a3cd > ACL Mappings

AP Name APcB9c.1d6e.a3cd
Base Radio MAC bB8:be:bf:14:41:90

WLAN ACL Mapping

WLAN Id 0

WebAuth ACL FLEX_GUEST

_Add |

WLAN Id WLAN Profile Name WebAuth ACL

WebPolicies

ik

WebPolicy ACL | flexacl

_Add |

WebPolicy Access Control Lists

AAA(Authentication, Authorization, and Accounting) Mt Z4x|23|0|M
ol odlof e 215 2l 04728 M7t 25 o|Fo| Xo|gt ISE ME{E 7t2|ZLct.

. General | Security | QoS | Advanced |

| Layer 2 | Layer 3 | AAA Servers

Select AAA servers below to override use of default servers on this WLAN

Radius Servers

Radius Server Overwrite interface Enabled
Authentication Servers Accounting Servers
Ef Enabled If Enabled
Server 1 | IP:10.4B.66.107, Port:1812 =~ IP:10.48.66.107, Port:1813 = |
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Administration(# 2]) > Network Resources(HIE.{3 2|4
A0 CHE 2EE U=grLCt.
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B3RP F
- RIE A > t% et
Network Devices

* Name | wLc 7510-2 |

Description | |
* 1P Address: | 10.48.39.88 RAE
Model Name | - |
Software Version | - |

* Network Device Group

WLC | WLAAAN WLCs | | setTo Default
Location | a)l Locations | | setTo Default
Device Type [All Device Types | | SetTo Default

[ 8 Authentication Settings

Enable Authentication Settings
Protocol RADIUS

* Shared Secret snnee

el1E A 2
Q15 M2 F7IEHLCE.

Policy(Z%) > Authentication(2!5 )01l M AH

Ol ool A= CHS o7+ & AFS B LICH

2) > Network Devices(HIE2{3 C|H}O|

Shiow



. O|&:WLC_LWA_HAE
. Z74: Airespace:Airespace-WLAN-Id. 0| Z712 WLAN ID 32 &x|5t04, Ol= WLCO{ 0|0
H9o|E WLAN mlatosie_LWAZS| IDR]L|C}.

- {optional} 2!5 A Non_Cert_Auth7} 22 3tX| §i2 15 T2 EZE 5{E5HK|B 7282 M8
& = A&
- Guest_Portal_Sequence - Ar&X7F EHE HO[El HAE AIEXAUE HolghLct.
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May 15,13 02:04:02.589 PM E a miatosedcdsco.com WLE_7510-2 Permmiticcess Ariieated Guest Authertication sucoseced
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debug client MA: CA: DD: RE: SS



debug web-auth redirect enabl e nacMA: CA: DD: RE: SS

debug aaa all enable
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