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interface Ethernet0/0

nanei f | SE

security-level 50

i p address 192.168. 102. 253 255. 255. 255.0

|

interface Ethernet0/1

nanei f outside

security-level O

i p address 10.48. 39. 236 255.255.255.0

|

access-list split extended permt ip 192.168.0.0 255.255.0.0 any

|

aaa-server |SE protocol radius

i nteri maccounting-update

!--- Mandatory if tunnel established from WEBVPN Portal aaa-server |SE (|ISE) host

192. 168. 102. 254 !--- this is the iPEP IP key cisco crypto ipsec transformset TSl esp-aes esp-
sha-hmac crypto ipsec security-association lifetime seconds 28800 crypto ipsec security-
association lifetime kil obytes 4608000 crypto dynami c-map DVAPL 10 set transformset TS1 crypto
dynam c-map DMAP1 10 set reverse-route crypto map CML 10 ipsec-i saknp dynam ¢ DVAP1 crypto nap
CML interface outside crypto i saknmp enabl e outside crypto isaknmp policy 1 authentication pre-
share encryption aes hash sha group 2 lifetine 86400 ! ip local pool VPN 192.168.5.1-



192.168.5. 100 ! group-policy DfltG pPolicy attributes dns-server value 192.168.101.3 !--- The
VPN User needs to be able to resolve the CN from the !--- ISE HTTPS Certificate (which i1s sent
in the radius response) vpn-tunnel - protocol |PSec svc webvpn split-tunnel-policy tunnel specified
split-tunnel -network-1ist value split address-pools value VPN ! tunnel-group cisco general -
attributes address-pool VPN authentication-server-group |SE accounting-server-group |SE /---
Does not work without this (see introduction) ! tunnel-group cisco ipsec-attributes pre-shared-
key cisco ! route outside 0.0.0.0 0.0.0.0 10.48.39.5 1 route | SE 192.168. 0.0 255.255.0.0

192. 168. 102. 254 1 !--- You need to make sure the traffic to the local subnets !--- are going
through the inline ISE !
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MZX{ dJACL(Downloadable ACL) & = Zu}elg MAstE Zd0| E&LICH

A1 z2 L 0|21 YUR|StE dJACL O|E L 7}XqoF st Zd2 of =Lt
. T ESACLY £ QIR HE £

+ @l dACL:
Downloadable ACL List = ipep-unknown

Downloadable ACL

EH .
Mame | ipep-unknown

Description

* DACL Content | deny tcp any any eq 80
permit ip any host 192.168.101.1
permit udp any any eg 53

= Profies Jipep-unknown

"Name | ipep-unknown

Cescriplion

*DACL Mame | ipEp-unknown -

I URL Redirect  [o§ I

¥ Attnbutes Details
CIsCo-Ev-pair = pep-authz=trus

DACL = pdp-Unknduwn
csco-av-pair = wi-redrect=httos:/ip:porty guestporal gabeway Psession[d = Session[d Valuelaction=cpp

&g dACL:



Diownloadable ACL List = PERMIT_ALL_TRAFFIC
Downloadable ACL

*Name | PERMIT ALL TRAFFIC

Description | allow all Traffic

* DACL Content | permit ip any any

SErZ 2L

Inline Posture Mode Profiles = ipep-compliant

Inline Posture Node Profile

"Mame | jpep-compliant

Cescription

* DACL Name PERMIT_ALL TRAFFIC

URL Redirect [

¥ Attributes Details

cisco-av-pair = ipep-authz=true
DACL = PERMIT_ALL TRAFFIC
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Sopess o this retwark i archectec ay Ciszo ISE agent sciowara. Plaase wse the agark bo sccess the netwerk

A tha aant hias hean irebaled @nn sanhes the campianra o sne systam, 0 c#=n faar tha pastinat o LRI T armass desired mat=ork |
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ci scoasa# show vpn-sessiondb renote

Sessi on Type: |Psec

User nane : cisco I ndex : 26
Assigned IP : 192.168.5.2 Public I P : 10.48.39.134
Pr ot ocol : I KE | Psec

Li cense : | Psec

Encryption : AES128 Hashi ng : SHAL
Bytes Tx : 143862 Byt es Rx : 30628
Goup Policy : DfltGpPolicy Tunnel Goup : cisco
Login Tine : 13:43: 55 UTC Mon May 14 2012

Duration : 0h:09m 37s

Inactivity : Oh: 00m 00s

NAC Resul t : Unknown

VLAN Mapping : NA VLAN : none
iPEPO]| A

Wi se-ipep- 1/ adnm n# show pep table session

Current Sessions (IP, MAC(if available), Profile ID VLAN (if any)):
192. 168. 5.2 00: 00: 00: 00: 00: 00 2 0

W-i se-ipep-1/adm n# show pep table accesslist nornal

#ACSACL#- | P-i pep- unknown- 4f bl10ac2:



deny tcp any host 192.168.101.1 eq 80
deny tcp any host 192.168.101.1 eq 443
permit ip any host 192.168.101.1
permt udp any any eq 53
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iPEP:

Wi se-ipep- 1/ adnm n# show pep table session



Current Sessions (1P, MAC(if available), Profile ID VLAN (if any)):

192. 168. 5.2 00: 00: 00: 00: 00: 00 3 0

Wi se-ipep-1/adnmi n# show pep table accesslist normal
#ACSACL#- | P- PERM T_ALL_TRAFFI C- 4f 57e406:

pernmit ip any any

#ACSACL#- | P-i pep- unknown- 4f b10ac2:

deny tcp any host 192.168.101.1 eq 80
deny tcp any host 192.168.101.1 eq 443
permit ip any host 192.168.101.1
permt udp any any eq 53

Wi se-ipep-1/adm n#

#ed HE
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