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1EHA|. ISEOIM HEAE 745248 ISE GUIO| 2121509 Administration > System > Maintenance >
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Repository. 181 CHS AddO| LEQ}

ahali |dentity Services Engine Home b ConlextVisibilty  » Operaions  » Policy » Work Centers

b Identity Management  » Network Resources  » Device Portal Management  pxGrid Services

Deployment  Licensing  » Certificates  » Loggng Upgrade  » Backup & Restore  » Admin Access  » Settings

Patch Management Repository List

Repository

J Edit | SloAdd | <l Generate Key pairs g Export public key = 3€ Delete O Validate

Operational Data Purging

(] Repository Name +  Protocol Host Path

2EHA|. M| Z Repository Name 2B prp ZE2EEZE X|™HELICH 27 CFR server Name, Path, User Name'2!
Password= 2 215t 11 submit0l] LE2} UE WX H

"tses’  Identity Services Engine Home » Context Visibility } Operations » Palicy ~ Administration » Work Centers

b ldentity Management  » Metwork Resources  » Device Portal Management  pxGrid Services
Deployment Licensing  » Certificates  » Logging Upgrade  » Backup & Restore  » Admin Access  » Settings

Repository List > Add Reposito
Patch Management P ry pository

Repository Configuration

Repository

Repository Name | FTP-Repo

Operational Data Purging

* Protocol | FTP il

Location

* Server Name

10.106.37.174 |

*Path |/ |

Credentials

* User Name | ftpuser |

* Password

Submit Cancel

CLIOIM FTP A&t A A
SSHE E45l ISE = E9| CLIo| 2015t C}S B2 AlsshL|C}.
ise/admin#

ise/admin# configure terminal
Enter configuration commands, one per line. End with CNTL/Z.



ise/admin(config)# repository FTP-Repo
ise/admin(config-Repository)# url ftp://10.106.37.174/

ise/adminconfig-Repository)# user <Username> password plain <Password>
ise/admin(config-Repository)# exit

ise/admin(config)# exit
ise/admin#

SFTP ME 4 78

GUIOIA SFTP ME A T4

1EHA[ ISE M KHEAE F435H2{™ ISE GUI0| 21215104 Administration > System > Maintenance >
Repository. O3 CHF Addod| LE2F e RRE.

‘thul Identity Services Engine Home  » ContextVisibiity  » Operations  » Policy |BRANL Al * Work Centers
» Identity Management  » Network Resources  » Device Portal Management  pxGrid Services

Deployment  Licensing  » Certificates  » Loggng Upgrade  » Backup & Restore  » Admin Access  » Settings

Patch Management Repository List

Repository
- _,'? Edit cﬂ:Generate Key pairs gl Export public key |~ 3 Delete  JValidate

Operational Data Purging
] Repository Name «  Protocol Host Path

2EHA|. M| Z Repository Name 2B sprrp T2 EZ2 2 X|™HELICH 27 CFHS server Name, Path, User Name' 2!
Pass/vord% é'a—!ﬁl':'_ Submito'" L-|'9|' (BAIE 7/1'7-('|E|':|



‘dses |dentity Services Engine  Home ) Context Visibilty  » Operations  » Policy » Work Centers

b Identity Management  » Network Resources  » Device Portal Management  pxGrid Services

Deployment  Licensing  » Certificates  » Logging | ~Maintenance | Upgrade  » Backup & Restore  » Admin Access  » Seltings
<]

Repository List > Add Repository
Repository Configuration

Patch Management

Repository

* Repository Name | SFTP-Repo
Operational Data Purging '

* Protocol || SFTP = |

Location

* Server Name| | 10.106.37.34

“Paty [/

Credentials

* Enable PKI authentication [

* User Name] pan

* Password] sessssse

oo ]

37|, After you c& 7| suomit,a Hd HIA|X[7F LEEHE LICH O|O|X[of| EA|E! CHE CLIE A& 35t04
SFTP M| SAE F|E FI}stEls HIAIX|7} EA|IELICE

Host key of sftp server must be added through CLI using 'crypto host_key add' exec command before this
repository can be used. Also ensure that the host key string matches the host name used in the URL of the
repository configuration.

4ATtAH. SSHE &35H IS EO|CLIo| 2a2l5t 1 BB AFS T LICH crypto host_key add host <ip address of

theserver> SAE |% ZI_S |'%|=1 L—“:I'

ise/admin# crypto host_key add host 10.106.37.34
host key fingerprint added
Operating in CiscoSSL FIPS mode

# Host 10.106.37.34 found: Tine 1
10.106.37.34 RSA SHA256:exFnNITDhafaNPFr35x6kC1lpR0OiTP6xS+LBmtIXPfnk
ise/admin#

CLIOIM SFTP 2| ZX|EE| T+

SSHE E£35 ISE =E9| CLIo| 219I5t1 2 Hae AISEH |}



ise/admin#

ise/admin# configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
ise/admin(config)# repository SFTP-Repo
ise/admin(config-Repository)# url sftp://10.106.37.34/

ise/adminconfig-Repository)# user <Username> password plain <Password>
ise/admin(config-Repository)# exit

ise/admin(config)# exit
ise/admin#

NFS A& A 74
GUIO|AM NFS K& A A

1A ISEOM HEAE F435HE4H ISE GUIO| 2 1215+04 Administration > System > Maintenance >
Repository. 121 Ct& O|0O|X[0d| EA[E! CHE Add(F7HE Z2/gfLct

‘thuh Identity Services Engine Home ) ContextVisibiity  » Operations  » Policy |BRA Al * Work Centers
» Identity Management  » Network Resources  » Device Portal Management  pxGrid Services

Deployment  Licensing  » Ceriificates  » Loggng Upgrade  » Backup & Restore  » Admin Access  » Settings

Patch Management Repository List

Repository
- __'° Edit cﬂ:Generate Key pairs gl Export public key |~ 3 Delete  JValidate

Operational Data Purging
] Repository Name «  Protocol Host Path

fjo
iy
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d

2EHA|. NS Repository Name ME Ners Z2EZ 2 K|HFLICH 27 CHS server Name 2! path
submitOl| Lt} Q= WAEH.



‘dies' Identity Services Engine Home » Context Visibility » Operations » Policy » Work Centers
b |dentity Management  » Network Resources  » Device Portal Management  pxGrid Services

Deployment  Licensing  » Certificates  » Logging | ~Maintenance I Upgrade  » Backup & Restore  » Admin Access  » Settings
<]

R itory List > Add R it
Patch Management epository List > epository

Repository Configuration
Repository

* Repository Name | NFS-Repo

Operational Data Purging

* Protocol | NFS v

Location

* Server Name | 10.106.37.200 |

*Path | /nfs-repo |

mb Cancel |

CLIOIA NFS ME A 74

SSHE E4&l| ISE == 9| CLIo| 29151 C}S a2 AlsHL|Ct

ise/admin#

ise/admin# configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
ise/admin(config)# repository NFS-Repo
ise/admin(config-Repository)# url nfs://10.106.37.200:/nfs-repo
ise/admin(config-Repository)# exit

ise/admin(config)# exit

ise/admin#

ISE 2Z X{&EA 7M
GUIIM 24 MEA 7Y

1EHA[ ISEM KHEAE F435H2{™ ISE GUI0| 21215109 Administration > System > Maintenance >
Repository. L& CHS Add0]| LEQF RlE AAE.



"thailie Identity Services Engine Home  » ContextVisibiity  » Operations  » Policy |BRENL LAl  Work Centers

¢ ldentity Management  » Metwork Resources  » Device Portal Management  pxGrid Services

Deployment  Licensing  » Certificates  » Loggng Upgrade  » Backup & Restore  » Admin Access  » Settings

Patch Management Repository List

Repository

J Edit ok Generate Key pairs (- Export public key | 3¢ Delete 0 Validate

[] Repository Mame +  Protocol Host Path

Operational Data Purging

2EHA|. M| Z Repository Name 21EH pisk ZE2EEZE X|™HELICH 2T CFS pah & 221510 submitoll LE2F
[ JAAMH.

‘tes  Identity Services Engine Home » Context Visibility » Operations » Policy ~ Administration » Work Centers

» Identity Management  » Network Resources  » Device Portal Management  pxGrid Services

Deployment  Licensing  » Certificates  » Logging Upgrade  » Backup & Restore  » Admin Access b Settings
o

R itory List > Add R ito
Patch Management i SP=EE

Repository Configuration
Repository

* Repository Name | Local-Repo

* Protocol ’m

Location

Operational Data Purging

*Path |/

£ )

CLIOIM 24 ME A 7

SSHE &3l ISE ==9| CLIol 215t T S By S Aot

ise/admin#

ise/admin# configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
ise/admin(config)# repository Local-Repo
ise/admin(config-Repository)# url disk:/
ise/admin(config-Repository)# exit

ise/admin(config)# exit

ise/admin#



N 27 27 KR AS SE C|AZ0] HIO|EIE 2HE KEELICH

Ct=2 gelehL|Ct.
ISE MB{e| GUI &! CLIoIM SIZX|EE|E &olE 4= U&L|Ct

GUIE &¢I

GUIE At&35t0d 2|2 X|E2|E HE5tEd™ Administration > System > Maintenance > Repository, 2| Z X|EE|&
MEHS D validaeOl| LEQE QM= 23R,

"diih Identity Services Engine Home » Context Visibility » Operations » Policy » Work Centers

Cisco
» Identity Management  » Network Resources  » Device Portal Management  pxGrid Services

Deployment Licensing » Certificates  » Logging Upgrade » Backup & Restore  » Admin Access  » Settings

(<]
Patch Management Repository List
// Edit <oAdd ==Generate Key pairs (b Export public key 3¢ Delete| , Validate
Operational Data Purging
|| Repository Name a Protocol Host Path
FTP-Repo ftp 10.106.37.174 fi

Vaidate= () S5 Repository validated successfully 1 21 ZHO| GUIOI M S & &FLCt.

Repository validated successfully

CLIZ &0l

CLIOIM BIZX|EEIE AS5le{H SSHE Eal| ISE =0 21015t HYEES AMELICH show

repository <name of the repository>. EHEF' | XEAO‘”E x"o_jn\_o'” QAE 1I|'°EIO| |-|'°E='5|=|I |—||-_-|'.

ise/admin#
ise/admin# show repository FTP-Repo
Config-Backup-CFG10-200307-1043.tar.gpg

ise/admin#

=X 2



ISEQ| E|ZX|E2|E C|HZst2{™ CFS CIHE AFSELICH

<#root>
ise-1/pan#

debug copy 7
ise-1/pan#

debug transfer 7

ise-1/pan#

ise-1/pan# 6 [25683]:[info] transfer: cars_xfer.c[220] [system]: ftp dir of repository FTP-Repo request
7 [25683]:[debug] transfer: cars_xfer_util.c[2017] [system]: ftp get dir for repos FTP-Repo

[25683]: [debug] transfer: cars_xfer_util.c[2029] [system]: initializing curl

[25683]: [debug] transfer: cars_xfer_util.c[2040] [system]: full url 1is ftp://10.106.37.174/1ISE/
[25683]: [debug] transfer: cars_xfer_util.c[1928] [system]: initializing curl

[25683]: [debug] transfer: cars_xfer_util.c[1941] [system]: full url is ftp://10.106.37.174/ISE/Config
[25683]: [debug] transfer: cars_xfer_util.c[1962] [system]: res: O

[25683]: [debug] transfer: cars_xfer_util.c[1966] [system]: res: 0----- filetime Config-Backup-CFG10-20
[25683]: [debug] transfer: cars_xfer_util.c[1972] [system]: filetime Config-Backup-CFG10-200307-1043.t
[25683]: [debug] transfer: cars_xfer_util.c[1976] [system]: filesize Config-Backup-CFG10-200307-1043.t
[25683]:[info] transfer: cars_xfer.c[130] [system]: ftp copy out of /opt/backup/backup-Config-Backup-
[25683]:[info] transfer: cars_xfer_util.c[787] [system]: curl version: libcurl/7.29.0 OpenSSL/1.0.2s
[25683]: [debug] transfer: cars_xfer_util.c[799] [system]: full url is ftp://10.106.37.174/1ISE/Config-

NO O NNNNNNNN
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ise-1/pan#

ise-1/pan# no debug copy 7
ise-1/pan# no debug transfer 7
ise-1/pan#

ISEQH T E &l E|ZX|EE| M Ztol| 2{ZH et S4l0| O|Fo{X|=F sted™ ISE GUIIM THZ! A E
AMEIBHLCH.
=2od

1. Operations(2 Q) > Troubleshoot(Z Xl 5HZ) > Diagnostic tools(ZIE =) > TCP Dump(TCP
HIZ)Z o|SELct.

2. Filter(EE)ofl A8t 2f2 =I5t Format(F4l)S MEHFLICEH

3. Start(AlZhH)E Z=IELICt.

fl
r



il Identity Services Engine Home » Context Visibility ~ Operations » Policy » Administration » Work Centers

» RADIUS  Threat-Centric NAC Live Logs  » TACACS | ~ Troubleshoot | Reports

~ Diagnostic Tools | Download Logs

<]
= General Tools TCP Dump
RADIUS Authentication Trouble.... Monitor the packet headers on the network and save to a file (up to 5 Minutes)
Execute Network Device Comm... Stalus H Stopped Start
Evaluate Configuration Validator
" Host Name ise-1 j
Posture Troubleshooting
EndPoint Debug Network Inteface | GigabitEthernet 0 j
TCP Dump
Session Trace Tests Promiscuous Mode @ On o
» TrustSec Tools Filter ip host 10.106.37.174

Example: 'ip host helios and not iceburg’

Format Raw Packet Data j

EHIAESOF 5l MHE A0 CHE L5 EEH"E.% EE|7-| 5+24T Administration > System > Maintenance >
Repository, C|Z X|EE[E MEISHT vaid
22l sop0| LIS U= CHE T3] 2 1% EF%EEETL“:F.



il Identity Services Engine Home » Context Visibility » Policy » Administration » Wark Centers

» RADIUS  Threat-Cenfric NAC Live Logs  » TACACS | ~ Troubleshoot] Reports

+ Diagnostic Tools | Download Logs

o
~ General Tools TCP Dump
RADIUS Authentication Trouble... Maonitor the packet headers on the network and save to a file (up to 5 Minutes)
Execute Network Device Comm... Status B Stopped m
Evaluate Configuration Validator
Host N ise-1 -
Posture Troubleshooting eSS = J
SERIORE Bty Network Interface GigabitEthernet 0 j
TCP Dump
Session Trace Tests Promiscuous Mode Gn o
» TrustSec Tools Filter ip host 10.106.37.174

Example: 'ip host helios and not iceburg'

Format Raw Packet Data j
Dump File
Last created on Tue Apr 21 07:37:24 IST 2020
I FileSize : 9062 bytes I
Format : Raw Packet Data
Host Name : ise-1

Network Interface :  GigabitEthernet 0
Promiscuous Mode :  On
Filter : ip host 10.108.37.174




o] HHofl &5t
Cisco= ™ M| AFEXI0f| A CIe 012 X 2 i% M5

b7 loi 71A HE T|s0 2y
HAS HASI0 0| ZME HAMSLICL OfF 2| FEO| =2 7|H HIol2t: ME HATIS| H
o A2 0tE MESIK|= & LICE Cisco Systems, Inc.= 0] Z2 tHHof| CHal| of st MU
XXl 2o eat 2 72 EM(E3 M3 E)E &xe AS AL CHL



