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User NAD ISE
IPSec Tunnel A
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interface V1an480

ip address 10.62.148.79 255.255.255.128
negotiation auto

no shutdown

1

interface GigabitEthernetl/0/23
switchport trunk allowed vlan 1,480

switchport mode trunk
!
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crypto pki trustpoint KrakowCA
revocation-check none

CIZEM 7t 27|

|IOS-XE ID Q1B ME A1t &7H 7t/ 22{™ S HE 2 =04 M crypto pki import <trustpoint>

pkcs12 <location> password <password> B2 U23gFL|Ct & E™ Ct31 Z &Lt

KSEC-9248L-1#crypto pki import KrakowCA pkcsl2 ftp://eugene:<ftp-password>@10.48.17.90/ISE/KSEC-9248L-1
% Importing pkcsl2...Reading file from ftp://eugene@10.48.17.90/ISE/KSEC-9248L-1.pfx!

[OK - 3474/4096 bytes]

CRYPTO_PKI: Imported PKCS12 file successfully.
KSEC-9248L-1#
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KSEC-9248L-1#sh crypto pki certificates KrakowCA
Certificate
Status: Available
Certificate Serial Number (hex): 4B6793FOFE3A6DAS
Certificate Usage: General Purpose
Issuer:
cn=KrakowCA
Subject:
Name: KSEC-9248L-1.example.com
IP Address: 10.62.148.79
cn=KSEC-9248L-1.example.com
Validity Date:
start date: 17:57:00 UTC Apr 20 2023
end date: 17:57:00 UTC Apr 19 2024
Associated Trustpoints: KrakowCA
Storage: nvram:KrakowCA#6DAS.cer

CA Certificate
Status: Available
Certificate Serial Number (hex): 01
Certificate Usage: Signature
Issuer:



cn=KrakowCA
Subject:
cn=KrakowCA
Validity Date:
start date: 10:16:00 UTC Oct 19 2018
end date: 10:16:00 UTC Oct 19 2028
Associated Trustpoints: KrakowCA
Storage: nvram:KrakowCA#1CA.cer

KSEC-9248L-1#

IKEv2 A2 714

IKEv2 H2ig 2 MH5iedH 22 41|22l 0|MH Z =01 M crypto ikev2 proposal <name> HHE ¢/
=ELICH o E EW 3 Z &Lt

crypto ikev2 proposal PROPOSAL
encryption aes-cbc-256
integrity sha512

group 16

IKEv2 Hzig 2 MH5iedH 22 741 280]M Z =01 M crypto ikev2 policy <name> BHH S /24

crypto ikev2 policy POLICY
proposal PROPOSAL

253t IKEv2 ZE2THY T4

IKEv2 Z2EZ2 Fst2{H 22 AL|T 80| 2 E0| M crypto ikev2 profile <name> BHES &
=g LICH.

crypto ikev2 profile PROFILE

match address Tocal 10.62.148.79

match identity remote fqgdn domain example.com
authentication remote rsa-sig

authentication Tlocal rsa-sig

pki trustpoint KrakowCA
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& VPN E2i=oi| CHet ACL #+4
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ip access-Tist extended 100
10 permit ip host 10.62.148.79 host 10.48.23.85

) £ 1: VPN EcHZlof CHst ACL2 NAT FHoll AA L EXMX|IP FAE AFEEHLICE
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crypto ipsec transform-set SET esp-aes 256 esp-sha512-hmac
mode tunnel

=5t YW AEZE S5 AL £Hetn 53 B | a0 REE S0{7I24™ crypto map
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crypto map MAP-IKEV2 10 ipsec-isakmp
set peer 10.48.23.85
set transform-set SET
set pfs groupl6
set ikev2-profile PROFILE
match address 100
OFX|2 EHAH|l= o|Tol| HolEl =3 W MEE QE{Ho|A0 ME5t= ZWdLICH Ol M E35tE{H

crypto map interface configuration &3 1248 L|C}.

interface V1an480
crypto map MAP-IKEV2
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aaa new-model

!
aaa group server radius ISE

server name ISE33-2

!
aaa authentication dotlx default group ISE
aaa authorization network ISE group ISE
aaa accounting dotlx default start-stop group ISE
aaa accounting network default start-stop group ISE
!
aaa server radius dynamic-author

client 10.48.23.85

server-key cisco

!
crypto pki trustpoint KrakowCA

enrollment pkcsl?2

revocation-check none

!
dotlx system-auth-control

!
crypto ikev2 proposal PROPOSAL

encryption aes-cbc-256

integrity sha512

group 16

!
crypto ikev2 policy POLICY

proposal PROPOSAL

!
crypto ikev2 profile PROFILE

match address Tocal 10.62.148.79

match identity remote fqgdn domain example.com
authentication remote rsa-sig
authentication local rsa-sig

pki trustpoint KrakowCA

|

no crypto ikev2 http-url cert

!

crypto ipsec transform-set SET esp-aes 256 esp-sha512-hmac
mode tunnel

!

crypto map MAP-IKEV2 10 ipsec-isakmp

set peer 10.48.23.85

set transform-set SET

set pfs groupl6

set ikev2-profile PROFILE

match address 100

!

interface GigabitEthernetl/0/23

switchport trunk allowed vlan 1,480

switchport mode trunk

!

interface V1an480

ip address 10.62.148.79 255.255.255.128

crypto map MAP-IKEV2

!

ip access-Tist extended 100

10 permit ip host 10.62.148.79 host 10.48.23.85
!

radius server ISE33-2

address ipv4 10.48.23.85 auth-port 1812 acct-port 1813

key cisco
|
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interface GigabitEthernet 1
ip address 10.48.23.85 255.255.255.0

ipv6 address autoconfig
ipv6 enable
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" Import Server Certificate

Geriificate Managemant Salect M
Select Node
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ertificate Fie Browse... izedd
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Friendly Name (G

Certificate Authority »

S ZF 11: Native IPsec Settings(7|& IPsec 42%4)0{ M Save Network Access Device(HIE T 4
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IPsec E{& 71

Administration(22/) > System(A|A &) > Settings(4d%) > Protocols(Z 2 E &) > IPsec > Native
IPsec 2 O|SLICt Add(F7HE Z=2IFLICH IPsec HIE2 Z&35t= Node(cE)E MEASD
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whale |ldentity Services Engine Administration / System

) Deployment Licensing Certificates Logging Maintenance Upgrade Health Checks Backup & Restore

Client Provisioning X . :
Mative IPSec Configuration > MNew

1l FIPS Mode

Configure a security association between a Cisco ISE PSN and a NAD.
Security Settings

X rmp— Node Specific Settings
| MDM M i
‘ General MDM [ UEM Settings Salact Node
ise332 o
2 Posture >
NAD IP Address with Mask
Profiling 10.62.147.79/32
rl
Protocols s )
Default Gateway (optional)
10.48.23.1
2 EAP-FAST -
EAP-TLS IPSec Interface
PEAP Gigabit Ethernet 1 v
EAESTIES Authentication Settings
RADIUS
O Pre-shared Key
IPSec w

KEquoy IRES0((=Ew) @ X.509 Certificate  |psEg-2 o

| Native IPSec

7|2 HO|ESole MEIXM AHu|ago|MULICH AMZ F 7tX| FM0| &LICt 7|2 0soll E=2
E MxIst= 7|2 IPsec UIOIA] 7|2 HO|ERIO|E T+ 8E = U&LICH 0] B2 = show running-
configoll E A|E|X| St&LIC.

ise332/admin#show running-config | include route
ise332/admin#

<tfroot>

ise332/admin#show ip route

Destination Gateway Iface
10.48.23.0/24 0.0.0.0 ethl
default 10.48.60.1 ethO
10.48.60.0/24 0.0.0.0 ethO

10.62.148.79 10.48.23.1 ethl

169.254.2.0/24 0.0.
169.254.4.0/24 0.0.
ise332/admin#

cni-podmanl

0.0
0.0 cni-podman2

EE CHE M2 Default Gateway (7|2 HO|EQONE H| T ISEMM BEE #8522 7435t

rr



Z10|H, 0| B2 S &7t wrdgLct

ise332/admin(config)#ip route 10.62.148.79 255.255.255.255 gateway 10.48.23.1
ise332/admin(config)#exit
ise332/admin#show ip route

Destination Gateway Iface
10.48.23.0/24 0.0.0.0 ethl
10.62.148.79 10.48.23.1 ethl
default 10.48.60.1 ethO
10.48.60.0/24 0.0.0.0 ethO
169.254.2.0/24 0.0.0.0 cni-podmanl
169.254.4.0/24 0.0.0.0 cni-podman2
ise332/admin#

IPsec E{'of| CHEF bt B S FEFLICH 1EH dHE FEFLIC
20HH HE2 IPsec EIQ| CHE Zof 19 & - at Lx[sHoF &LICE.
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General Settings
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Security Settings IKE Version
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Alarm Settings
' General MDM / UEM Settings Mode
Tunnel e
2 Posture >
ESP/AH Protocol
Profiling esp N
(g |
Pratocols s IKE Reauth Time (optional)
86400
o EAP-FAST w
EAP-TLS Phase One Settings
PEAP ; . ; " . —
Configure IKE SA Configuration security settings to protect communications between two IKE daemons.
EAP-TTLS
Encryption Algarithm
RADIUS aes256 w
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Native IPS
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14400
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€isco

) Deployment Licensing Certificates Logging Maintenance Upgrade Health Checks Backup & Restore
s Client Provisicning Configure IKE SA Cenfiguration security settings to protect communications between two IKE daemons.
1l FIPS Mode Encryption Algorithm
o :
Security Settings aes256 HE
Flsnmisettings Hash Algorithm
' General MDM [ UEM Settings shab12 e
‘ Posture ¥ DH Group
GROUP16 o
L—i Profiling
]
Re-key time (optional)
Protocols w 14400
i EAP-FAST w .
Phase Two Settings
EAP-TLS
PEAD Configure Native IPSec SA Configuration security settings to protect |P traffic between two endpoints.
EAP-TTLS Encryption Algorithm
aes256 ~
RADIUS

Hash Algorithm
IPSec > sha512 |

Legacy IPSec (ESR)

DH Group (optional)

Native IPSec
! GROUP16 “

Re-key time {optional)
Endpoint Scripts b3 14400

e :::: Server Cancel
X.509 AIM 28 7| @152 2 IKEV2 IPsec E{d 7+

HE<23 Clo|o{1 34

User NAD ISE

IPSec Tunnel
]| 802.1X
iC L ms
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interface V1an480

ip address 10.62.148.79 255.255.255.128

negotiation auto

no shutdown

!

interface GigabitEthernetl/0/23
switchport trunk allowed vlan 1,480
switchport mode trunk
!

z|ofoi| CHEt AZ0| U =X| = lELICt

HoF ot= &4
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Site-to-Site VPN E{= S MZ&57| Qe AHE
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crypto ikev2 proposal PROPOSAL
encryption aes-cbc-256
integrity sha512

group 16
!

S35t IKEv2 HAH 1o
An|ago|M 2 =0 crypto ikev2 policy <name> B

crypto ikev2 policy POLICY
proposal PROPOSAL

ol
=

o T
1T 2|0| M 2 =04 M crypto ikev2 profile <name> BHS

crypto ikev2 profile PROFILE
match address Tocal 10.62.148.79



match identity remote address 10.48.23.85 255.255.255.255
authentication remote pre-share key ciscol23
authentication local pre-share key ciscol23

1 7|12Mo 2 ISEx IKEv2 ®aoM A&l ID 215 M2l CN ZEE IKE IDE A8 &Lt
. [MetM IKEv2 Z 22 9| "match identity remote” AlM0{ A FQDN $& 1} ISES| =HIQ! &
= FQDNS| M3t 2t 2 X|%5HoF gfLCt.
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ip access-Tist extended 100
10 permit ip host 10.62.148.79 host 10.48.23.85
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E 0| M crypto ipsec transform-set BE2 UZELICH G|E EH OIS 2 & L—I

crypto ipsec transform-set SET esp-aes 256 esp-sha512-hmac
mode tunnel

ot 5t @ 7 I OIE{mo|AN M
A3t HWAERIE MMHEHL M5t D &5 W Hu|ay ol 2EZ £0{7}24™ crypto map
S22 AT[T8 oM HH S Q=dsiLcH E5st W AER|E 252 H 7HK| SHE Holslof
grLict.
- ESE EffEE MY E = UE IPsec I|0{1E Holdl{oF ELICH SAE MHE £ Qe 1o
L|Ct ¢ 535 @ AEZ|0| M IPsec I|0{E Xl’SﬂE#” set peer WHE S U=AFLICH.
- ESE ECHE S AIEE £ Qe B TS HolsHof hLict 2535 ¢ AEE|Q &
ALEE £ Qe BHE M EE X|H5lE24H set transform-set A S =24ghL|CH
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5l 24™ match address WS l24stL|Ct.
o€ E™ CIs1 Z&LCt

crypto map MAP-IKEV2 10 ipsec-isakmp
set peer 10.48.23.85

set transform-set SET

set pfs groupl6

set ikev2-profile PROFILE

match address 100

ro
n
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2
)
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Obx[2 EHAE ool HolEl 25t W HMEE &8stz ALICt 0|& M &stedH

crypto map interface configuration &2 248t L—| Ct.

interface V1an480
crypto map MAP-IKEV2
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Cl2e %|E I0S-XE A2|x| CLI ZAx|2 3 o|A4dL|Ct.

aaa new-model

!
aaa group server radius ISE

server name ISE33-2

!
aaa authentication dotlx default group ISE
aaa authorization network ISE group ISE
aaa accounting dotlx default start-stop group ISE
aaa accounting network default start-stop group ISE
!
aaa server radius dynamic-author

client 10.48.23.85

server-key cisco

!
dotlx system-auth-control

!

crypto ikev2 proposal PROPOSAL

encryption aes-cbc-256

integrity sha512

group 16

!

crypto ikev2 policy POLICY

proposal PROPOSAL

!

crypto ikev2 profile PROFILE

match address Tocal 10.62.148.79

match identity remote address 10.48.23.85 255.255.255.255
authentication remote pre-share key ciscol23
authentication local pre-share key ciscol23

!
crypto ipsec transform-set SET esp-aes 256 esp-sha512-hmac
mode tunnel

!
crypto map MAP-IKEV2 10 ipsec-isakmp

set peer 10.48.23.85

set transform-set SET

set pfs groupl6

set ikev2-profile PROFILE

match address 100

!
interface GigabitEthernetl/0/23

switchport trunk allowed vlan 1,480

switchport mode trunk

!
interface V1an480

ip address 10.62.148.79 255.255.255.128

crypto map MAP-IKEV2

!
ip access-1ist extended 100

10 permit ip host 10.62.148.79 host 10.48.23.85
!

radius server ISE33-2

address ipv4 10.48.23.85 auth-port 1812 acct-port 1813

key cisco
|
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CLIOM 2IE{H| O|A GE1-GESO| A E FAI5H0F ELICH GEO2 X|HEIX| & &LICH

interface GigabitEthernet 1
ip address 10.48.23.85 255.255.255.0
ipv6 address autoconfig
ipv6 enable

N 23 elEfmolA0l IP 47 TAE $ OHBEIFH0IMO| CHA AIRHEILIC
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Administration(2 2) > System(A|A &) > Settings(A’H) > Protocols(Z 2 E &) > IPsec > Native
IPsec 2 O|S8fLICt Add(E7HE S2BLICH IPsec /DS E25H= Node(e )& M5t T
NAD IP Address with Mask(OtA 3, 7|2 HO|EQ0| 2! IPsec RQIE{H 0|A)E T AIBHLICH

. Authentication Setting as X.509 Certificate(X.509 QIZMHZ Q15 HH)E MEHSI T Certificate
System Certificate Installed(&X|El 215 M A|AH CIBSA)E MEHFLICH

il |dentity Services Engine Administration / System

) Deployment Licensing Certificates Logging Maintenance Upgrade Health Checks Backup & Restore

Client Provisioning
Mative IPSec Configuration » New

\ FIPS Mode

Configure a security association between a Cisco ISE PSN and a NAD.
Security Settings

X A p— Node-Specific Settings

General MDM f UEM Settings
' Select Node

ise332 ~
‘ Posture 2
MAD IP Address with Mask

Profiling 10.62.147.79/32
(]

Protacols - Default Gateway (optional)

10.48.23.1

2 EAP-FAST v

Native IPSec Traffic Interface

EAP-TLS : .
Gigabit Ethernet 1 ~

PEAP
EAP-TTLS Authentication Settings
RADIUS

® Pre-shared Key ...
IPSec W

Legacy IPSec (ESR) O X.509 Certificate

Native IPSec



7|2 HO|ESol= MEi™ Au|Jao|MLICH AMXEZ F 7IX| SM0| U&LICH 7|2 0SH| E=2
E Mx[st= 7|2 IPsec UIOA 7|2 HO|ESIO|E #+HE £ JU&LICH 0] B2 = show running-
configdl| EA|Z|X| 2 &L|Ct.

ise332/admin#show running-config | include route
ise332/admin#

<tfroot>

ise332/admin#show ip route

Destination Gateway Iface
10.48.23.0/24 0.0.0.0 ethl
default 10.48.60.1 ethO
10.48.60.0/24 0.0.0.0 ethO

10.62.148.79 10.48.23.1 ethl

169.254.2.0/24 0.0.0.0 cni-podmanl
169.254.4.0/24 0.0.0.0 cni-podman2
ise332/admin#

IF CHE S M2 Default Gateway(7|2 HOIEQIONE HIQ F1 ISEVM BZE 5202 F Mt
Wdo|MH, ol 3¢ SYst Eop7F ghlghLct

ise332/admin(config)#ip route 10.62.148.79 255.255.255.255 gateway 10.48.23.1
ise332/admin(config)#exit
ise332/admin#show ip route

Destination Gateway Iface
10.48.23.0/24 0.0.0.0 ethl
10.62.148.79 10.48.23.1 ethl
default 10.48.60.1 ethO
10.48.60.0/24 0.0.0.0 ethO
169.254.2.0/24 0.0.0.0 cni-podmanl
169.254.4.0/24 0.0.0.0 cni-podman2
ise332/admin#
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‘dseb’ Identity Services Engine Administration / System

) Deployment Licensing Certificates Logging Maintenance Upgrade Health Checks Backup & Restore
mE i ——
= Client Provisioning
General Settings
ol FIPS Mode 9
O
Security Settings IKE Version
i\ IKEw2 -
Alarm Settings
' General MDM / UEM Settings Made
Tunnel v
2 Posture ?
ESP/AH Protocol
.1 Profiling esp R
]
Protocols ~ IKE Reauth Time (aptional)
86400
? EAP-FAST -
EAP-TLS Phase One Settings
i Configure IKE SA Configuration security settings to protect communications between two IKE daemons.
EAP-TTLS
Encryption Algarithm
RADIUS aes256 |
IPSec hd Hash Algorithm
Legacy IPSec (ESR) sha512 ¥
Native IPSec DH Group
GROUP16 v €
Endpoint Scripts b Re-key time (optional)
14400

Phase 2 Settings(2EtH| M) E T4t Save(ME)E =& LICH



el Identity Services Engine Administration / System

) Deployment Licensing Certificates Logging Maintenance Upgrade Health Checks Backup & Restore
5 Client Provisicning Configure IKE SA Cenfiguration security settings to protect communications between two IKE daemons.
il FIPS Mode Encryption Algarithm
Security Settings aes256 sl
Flsnmisettings Hash Algorithm
' General MDM [ UEM Settings shab12 N
‘ Posture ¥ DH Group
GROUP16 e
i" Profiling
]
Re-key time (optional)
Protocols w 14400
i EAP-FAST w .
Phase Two Settings
EAP-TLS
PEAD Configure Native IPSec SA Configuration security settings to protect |P traffic between two endpoints.
EAP-TTLS Encryption Algorithm
aes256 )
RADIUS

Hash Algorithm
IPSec > sha512 ~

Legacy IPSec (ESR)

DH Group (optional)
GROUP16 ~

Native IPSec

Re-key time {optional)
Endpoint Scripts b3 14400

Proxy
Cancel Save
SMTP Servar

r

CtE2 = lgf Lt

= X| &2l5l24H test aaa HHEE AL 35H7{LE AKX MAB =

[e][]
rr

RADIUS7} IPsec E{EE S5l &5
802.1X 215 s=&ELICt

KSEC-9248L-1#test aaa group ISE alice Krakowl23 new-code
User successfully authenticated

USER ATTRIBUTES
username 0 "alice"
vh 0 "vnl"

security-group-tag 0 "000f-00"
KSEC-9248L-1#

|OS-XEO]| A{ & QI

<#root>



KSEC-9248L-1#

show crypto ikev2 sa

IPv4 Crypto IKEv2 SA

Tunnel-id Local Remote fvrf/ivrf Status
1 10.62.148.79/500 10.48.23.85/500 none/none
READY

Encr: AES-CBC, keysize: 256, PRF: SHA512, Hash: SHA512, DH Grp:16, Auth sign: RSA, Auth verify: R
Life/Active Time: 86400/1439 sec

IPv6 Crypto IKEv2 SA

KSEC-9248L-1#

show crypto ipsec sa

interface: V1an480
Crypto map tag: MAP-IKEV2, Tocal addr 10.62.148.79

protected vrf: (none)
local ident (addr/mask/prot/port): (10.62.148.79/255.255.255.255/0/0)
remote ident (addr/mask/prot/port): (10.48.23.85/255.255.255.255/0/0)
current_peer 10.48.23.85 port 500

PERMIT, flags={origin_is_acl,}

#pkts encaps: 1, #pkts encrypt: 1, #pkts digest: 1

#pkts decaps: 1, #pkts decrypt: 1, #pkts verify: 1

#pkts compressed: 0, #pkts decompressed: 0

#pkts not compressed: 0, #pkts compr. failed: 0

#pkts not decompressed: 0, #pkts decompress failed: 0
#send errors 0, #recv errors 0

Tocal crypto endpt.: 10.62.148.79, remote crypto endpt.: 10.48.23.85
plaintext mtu 1422, path mtu 1500, ip mtu 1500, ip mtu idb V1an480
current outbound spi: OxC17542E9(3245687529)

PFS (Y/N): N, DH group: none

inbound esp sas:
spi: OxF7A68F69(4154888041)
transform: esp-256-aes esp-sha512-hmac ,
in use settings ={Tunnel, }
conn 1id: 72, flow_id: SW:72, sibling_flags 80000040, crypto map: MAP-IKEV2
sa timing: remaining key lifetime (k/sec): (4173813/84954)
IV size: 16 bytes
replay detection support: Y
Status: ACTIVE(ACTIVE)

inbound ah sas:
inbound pcp sas:

outbound esp sas:



spi: OxC17542E9(3245687529)
transform: esp-256-aes esp-sha512-hmac ,
in use settings ={Tunnel, }

conn id: 71, flow_id: SW:71, sibling_flags 80000040, crypto map:

sa timing: remaining key lifetime (k/sec): (4173813/84954)
IV size: 16 bytes

replay detection support: Y

Status: ACTIVE(CACTIVE)

outbound ah sas:
outbound pcp sas:

KSEC-9248L-1#
KSEC-9248L-1#show crypto session
Crypto session current status

Interface: V1an480
Profile:

PROFI LE

Session status:

UP- ACTI VE

Peer: 10.48.23.85 port 500
Session ID: 5
IKEv2 SA: local 10.62.148.79/500 remote 10.48.23.85/500

Active

IPSEC FLOW: permit ip host 10.62.148.79 host 10.48.23.85
Active SAs: 2, origin: crypto map

KSEC-9248L-1#

= lul |dentity Services Engine Administration / System

[} Deployment Licensing Certificates Logging Maintenance Upgrade Health Checks Backup & Restore

Client Provisioning

Native IPSec Configuration

Jsl FIPS Mode
Security Settings Establish security associations between Gisce ISE Policy Service Nodes [PSNs) and Network Access
'\ Alarm Sattings Devices (NADs) across an IPSec tunnel using IKEv1 and IKEv2 protocols.
Ensura that the IPSec configurations on Cisco ISE and the NADs are the samae.
1 General MDM / UEM Settings
tows/ Page
2 Posturs *
Add
Prafiling
nl
[ ISE Nodes MNAD IP Addrass Tunnel Status IPSec Interface
Protocols p
: isa33z 10.62.148.79/32 ESTABLISHED GigabitEthernet 1
EAP-FAST r

EAP-TLS

MAP-IKEV2

Admin Access Settings

Authentication Type

X.500

IKE Version

2



CLIOIAM E{ o] AEHE £ Q15HEdH application configure ise WH S AM & LICH

<{froot>

ise332/admin#application configure ise

Selection configuration option

[1JReset M&T Session Database

[2]JRebuild M&T Unusable Indexes

[3]Purge M&T Operational Data

[4]Reset M&T Database

[5]Refresh Database Statistics

[6]Display Profiler Statistics

[7]Export Internal CA Store

[8]Import Internal CA Store

[9]Create Missing Config Indexes
[10]Create Missing M&T Indexes
[12]Generate Daily KPM Stats

[13]Generate KPM Stats for Tast 8 Weeks
[14]Enable/Disable Counter Attribute Collection
[15]View Admin Users

[16]Get all Endpoints

[19]EstabTlish Trust with controller
[20]Reset Context Visibility
[21]1Synchronize Context Visibility With Database
[22]Generate Heap Dump

[23]Generate Thread Dump

[24]Force Backup Cancellation

[25]CTeanUp ESR 5921 I0S Crash Info Files
[26]Recreate undotablespace

[27]Reset Upgrade Tables

[28]Recreate Temp tablespace

[29]Clear Sysaux tablespace

[30]Fetch SGA/PGA Memory usage
[31]Generate Self-Signed Admin Certificate
[32]View Certificates in NSSDB or CA_NSSDB
[33]Recreate REPLOGNS tablespace

[34]View Native IPSec status

[OJExit

34
7212b70a-1405-429a-94b8-71a5d4beble5: #114,

ESTABLI SHED

, IKEv2, 0ca3c29e36290185_i 08c7fb6dbl77da84_r*

Jocal 'CN=ise332.example.com' @ 10.48.23.85[500]

remote '10.62.148.79' @ 10.62.148.79[500]

AES_CBC-256/HMAC_SHA2_512_256/PRF_HMAC_SHA2_512/MODP_4096

established 984s ago, rekeying in 10283s, reauth in 78609s

net-net-7212b70a-1405-429a-94b8-71a5d4beble5: #58, reqid 1, INSTALLED, TUNNEL, ESP:AES_CBC-256/HMAC_S
installed 984s ago, rekeying in 12296s, expires in 14856s
in cl7542e9, 100 bytes,

1 packets

, 983s ago
out f7a68f69, 100 bytes,

1 packets

, 983s ago



local 10.48.23.85/32
remote 10.62.148.79/32

=X &4
IOS-XEOA A sH&4

<#root>
KSEC-9248L-1#
debug crypto ikev2
IKEv2 default debugging is on

KSEC-9248L-1#
debug crypto ikev2 error

IKEv2 error debugging is on

KSEC-9248L-1#
debug crypto ipsec

Crypto IPSEC debugging is on
KSEC-9248L-1#
debug crypto ipsec error

Crypto IPSEC Error debugging 1is on
KSEC-9248L-1#
10.48.23.85:500,

|I0S-XEL| M| 2 ClHI ME
Apr 25 18:57:36.572: IPSEC(sa_request):
(key eng. msg.) OUTBOUND Tocal= 10.62.148.79:500, remote=
local_proxy= 10.62.148.79/255.255.255.255/256/0,
remote_proxy= 10.48.23.85/255.255.255.255/256/0,
protocol= ESP, transform= esp-aes 256 esp-sha512-hmac (Tunnel), esn= FALSE,
1ifedur= 86400s and 4608000kb,
spi= 0x0(0), conn_id= 0, keysize= 256, flags= 0x0
Apr 25 18:57:36.573: IKEv2:(SESSION ID = 0,SA ID = 0):Searching Policy with fvrf 0, local address 10.62
Apr 25 18:57:36.573: IKEv2:(SESSION ID = 0,SA ID = 0):Found Policy 'POLICY'
Apr 25 18:57:36.573: IKEv2:(SA ID = 1):[IKEv2 -> PKI] Start PKI Session
Apr 25 18:57:36.574: IKEv2:(SA ID = 1):[PKI -> IKEv2] Starting of PKI Session PASSED
Apr 25 18:57:36.574: IKEv2:(SESSION ID = 5,SA ID = 1):[IKEv2 -> Crypto Engine] Computing DH public key,
Apr 25 18:57:36.574: IKEv2:(SESSION ID = 5,SA ID = 1):(SA ID = 1):[Crypto Engine -> IKEv2] DH key Compu
Apr 25 18:57:36.574: IKEv2:(SESSION ID = 5,SA ID = 1):Request queued for computation of DH key



Apr 25 18:57:36.574: IKEv2:(SESSION ID
Apr 25 18:57:36.574: IKEv2:(SESSION ID
Apr 25 18:57:36.574: IKEv2:(SESSION ID
Num. transforms: 4

AES-CBC SHA512 SHA512 DH_GROUP_4096_MODP/Group 16

5,SA ID 1):IKEv2 1initiator - no config data to send in IKE_S
5,SA ID = 1):Generating IKE_SA_INIT message
5,SA ID = 1):IKE Proposal: 1, SPI size: 0 (initial negotiation

Apr 25 18:57:36.575: IKEv2:(SESSION ID = 5,SA ID = 1):Sending Packet [To 10.48.23.85:500/From 10.62.148
Initiator SPI : 0CA3C29E36290185 - Responder SPI : 0000000000000000 Message id: O
IKEv2 IKE_SA_INIT Exchange REQUEST
Payload contents:
SA KE N VID VID VID VID NOTIFY(NAT_DETECTION_SOURCE_IP) NOTIFY(NAT_DETECTION_DESTINATION_IP)

Apr 25 18:57:36.575: IKEv2:(SESSION ID = 5,SA ID 1):Insert SA

Apr 25 18:57:36.640: IKEv2:(SESSION ID = 5,SA ID 1) :Received Packet [From 10.48.23.85:500/To 10.62.14
Initiator SPI : 0CA3C29E36290185 - Responder SPI : 08C7FB6DB177DA84 Message id: 0O
IKEv2 IKE_SA_INIT Exchange RESPONSE
Payload contents:
SA KE N NOTIFY(NAT_DETECTION_SOURCE_IP) NOTIFY(NAT_DETECTION_DESTINATION_IP) CERTREQ NOTIFY(Unknown -

Apr 25 18:57:36.641: IKEv2:(SESSION ID = 5,SA ID 1) :Processing IKE_SA_INIT message
Apr 25 18:57:36.641: IKEv2:(SESSION ID = 5,SA ID 1):Verify SA init message
Apr 25 18:57:36.641: IKEv2:(SESSION ID = 5,SA ID = 1):Processing IKE_SA_INIT message
Apr 25 18:57:36.641: IKEv2:(SA ID = 1):[IKEv2 -> PKI] Retrieving trustpoint(s) from received certificat
Apr 25 18:57:36.641: IKEv2:(SA ID 1):[PKI -> IKEv2] Retrieved trustpoint(s): 'KrakowCA'
Apr 25 18:57:36.641: IKEv2:(SA ID = 1):[IKEv2 -> PKI] Getting cert chain for the trustpoint KrakowCA
Apr 25 18:57:36.643: IKEv2:(SA ID = 1):[PKI -> IKEv2] Getting of cert chain for the trustpoint PASSED
Apr 25 18:57:36.643: IKEv2:(SESSION ID = 5,SA ID = 1):Checking NAT discovery
Apr 25 18:57:36.643: IKEv2:(SESSION ID = 5,SA ID = 1):NAT not found
Apr 25 18:57:36.643: IKEv2:(SESSION ID = 5,SA ID = 1):[IKEv2 -> Crypto Engine] Computing DH secret key,
Apr 25 18:57:36.874: IKEv2:(SESSION ID = 5,SA ID = 1):(SA ID = 1):[Crypto Engine -> IKEv2] DH key Compu
Apr 25 18:57:36.874: IKEv2:(SESSION ID = 5,SA ID = 1):Request queued for computation of DH secret
Apr 25 18:57:36.874: IKEv2:(SESSION ID = 5,SA ID = 1):(SA ID = 1):[IKEv2 -> Crypto Engine] Calculate SK
Apr 25 18:57:36.874: IKEv2:(SESSION ID = 5,SA ID = 1):(SA ID = 1):[Crypto Engine -> IKEv2] SKEYSEED cal
Apr 25 18:57:36.874: IKEv2:(SESSION ID = 5,SA ID = 1):Completed SA init exchange
Apr 25 18:57:36.876: IKEv2:(SESSION ID = 5,SA ID = 1):Check for EAP exchange
Apr 25 18:57:36.876: IKEv2:(SESSION ID = 5,SA ID = 1):Generate my authentication data
Apr 25 18:57:36.876: IKEv2:(SESSION ID = 5,SA ID = 1):[IKEv2 -> Crypto Engine] Generate IKEv2 authentic
Apr 25 18:57:36.876: IKEv2:(SESSION ID = 5,SA ID = 1):[Crypto Engine -> IKEv2] IKEv2 authentication dat
Apr 25 18:57:36.876: IKEv2:(SESSION ID = 5,SA ID = 1):Get my authentication method
Apr 25 18:57:36.876: IKEv2:(SESSION ID = 5,SA ID = 1):My authentication method is 'RSA'
Apr 25 18:57:36.876: IKEv2:(SESSION ID = 5,SA ID = 1):Sign authentication data
Apr 25 18:57:36.877: IKEv2:(SA ID = 1):[IKEv2 -> PKI] Getting private key
Apr 25 18:57:36.877: IKEv2:(SA ID = 1):[PKI -> IKEv2] Getting of private key PASSED
Apr 25 18:57:36.877: IKEv2:(SA ID = 1):[IKEv2 -> Crypto Engine] Sign authentication data
Apr 25 18:57:36.945: IKEv2:(SA ID = 1):[Crypto Engine -> IKEv2] Signing of authentication data PASSED
Apr 25 18:57:36.945: IKEv2:(SESSION ID = 5,SA ID = 1):Authentication material has been sucessfully sign
Apr 25 18:57:36.945: IKEv2:(SESSION ID = 5,SA ID 1) :Check for EAP exchange
Apr 25 18:57:36.945: IKEv2:(SESSION ID = 5,SA ID 1) :Generating IKE_AUTH message
Apr 25 18:57:36.945: IKEv2:(SESSION ID = 5,SA ID = 1):Constructing IDi payload: '10.62.148.79' of type
Apr 25 18:57:36.945: IKEv2:(SA ID = 1):[IKEv2 -> PKI] Retrieve configured trustpoint(s)
Apr 25 18:57:36.945: IKEv2:(SA ID 1):[PKI -> IKEv2] Retrieved trustpoint(s): 'KrakowCA'
Apr 25 18:57:36.945: IKEv2:(SA ID = 1):[IKEv2 -> PKI] Get Public Key Hashes of trustpoints
Apr 25 18:57:36.946: IKEv2:(SA ID = 1):[PKI -> IKEv2] Getting of Public Key Hashes of trustpoints PASSE
Apr 25 18:57:36.946: IKEv2:(SESSION ID = 5,SA ID = 1):ESP Proposal: 1, SPI size: 4 (IPSec negotiation),
Num. transforms: 3

AES-CBC SHA512 Don't use ESN
Apr 25 18:57:36.946: IKEv2:(SESSION ID = 5,SA ID = 1):Building packet for encryption.
Payload contents:
VID IDi CERT CERTREQ AUTH SA TSi TSr NOTIFY(INITIAL_CONTACT) NOTIFY(SET_WINDOW_SIZE) NOTIFY(ESP_TFC_NO,

Apr 25 18:57:36.947: IKEv2:(SESSION ID = 5,SA ID = 1):Sending Packet [To 10.48.23.85:500/From 10.62.148



Initiator SPI : 0CA3C29E36290185 - Responder SPI : 08C7FB6DB177DA84 Message id: 1
IKEv2 IKE_AUTH Exchange REQUEST

Payload contents:

ENCR

Apr

25 18:57:37.027: IKEv2:(SESSION ID = 5,SA ID = 1):Received Packet [From 10.48.23.85:500/To 10.62.14

Initiator SPI : 0CA3C29E36290185 - Responder SPI : 08C7FB6DB177DA84 Message id: 1
IKEv2 IKE_AUTH Exchange RESPONSE

Payload contents:

IDr CERT AUTH SA TSi TSr

Apr
Apr
Apr
Apr
Apr
Apr
Apr
Apr
Apr
Apr
Apr
Apr
Apr
Apr
Apr
Apr
Apr
Apr
Apr
Apr

Apr
Apr
Apr

25 18:57:37.029: IKEv2:(SESSION ID = 5,SA ID = 1):Process auth response notify

25 18:57:37.031: IKEv2:(SESSION ID = 5,SA ID = 1):Searching policy based on peer's identity 'cn=ise
25 18:57:37.031: IKEv2:(SESSION ID = 5,SA ID = 1):Searching Policy with fvrf 0, Tocal address 10.62
25 18:57:37.031: IKEv2:(SESSION ID = 5,SA ID = 1):Found Policy 'POLICY'

25 18:57:37.032: IKEv2:(SESSION ID = 5,SA ID = 1):Verify peer's policy

25 18:57:37.032: IKEv2:(SESSION ID = 5,SA ID = 1):Peer's policy verified

25 18:57:37.032: IKEv2:(SESSION ID = 5,SA ID = 1):Get peer's authentication method

25 18:57:37.032: IKEv2:(SESSION ID = 5,SA ID = 1):Peer's authentication method is 'RSA'

25 18:57:37.033: IKEv2:Validation list created with 1 trustpoints

25 18:57:37.033: IKEv2:(SA ID = 1):[IKEv2 -> PKI] Validating certificate chain

25 18:57:37.043: IKEv2:(SA ID = 1):[PKI -> IKEv2] Validation of certificate chain PASSED

25 18:57:37.043: IKEv2:(SESSION ID = 5,SA ID = 1):Save pubkey

25 18:57:37.045: IKEv2:(SESSION ID = 5,SA ID = 1):Verify peer's authentication data

25 18:57:37.045: IKEv2:(SESSION ID = 5,SA ID = 1):[IKEv2 -> Crypto Engine] Generate IKEv2 authentic
25 18:57:37.045: IKEv2:(SESSION ID = 5,SA ID = 1):[Crypto Engine -> IKEv2] IKEv2 authentication dat
25 18:57:37.045: IKEv2:(SA ID = 1):[IKEv2 -> Crypto Engine] Verify signed authentication data

25 18:57:37.047: IKEv2:(SA ID = 1):[Crypto Engine -> IKEv2] Verification of signed authentication d
25 18:57:37.048: IKEv2:(SESSION ID = 5,SA ID = 1):Check for EAP exchange

25 18:57:37.048: IKEv2:(SESSION ID = 5,SA ID = 1):Processing IKE_AUTH message

25 18:57:37.050: IKEv2:(SESSION ID = 5,SA ID = 1):IPSec policy validate request sent for profile PR

25 18:57:37.051: IPSEC(key_engine): got a queue event with 1 KMI message(s)
25 18:57:37.051: IPSEC(validate_proposal_request): proposal part #1
25 18:57:37.051: IPSEC(validate_proposal_request): proposal part #1,

(key eng. msg.) INBOUND Tocal= 10.62.148.79:0, remote= 10.48.23.85:0,

Apr

Apr
Apr

Apr
Apr
Apr
Apr
Apr
Apr
Apr
Apr
Apr

local_proxy= 10.62.148.79/255.255.255.255/256/0,
remote_proxy= 10.48.23.85/255.255.255.255/256/0,
protocol= ESP, transform= esp-aes 256 esp-sha512-hmac (Tunnel), esn= FALSE,
1ifedur= 0s and Okb,
spi= 0x0(0), conn_id= 0, keysize= 256, flags= Ox0
25 18:57:37.051: Crypto mapdb : proxy_match
src addr : 10.62.148.79
dst addr : 10.48.23.85
protocol : 0
src port : O
dst port : O
25 18:57:37.051: (ipsec_process_proposal)Map Accepted: MAP-IKEV2, 10
25 18:57:37.051: IKEv2:(SESSION ID = 5,SA ID = 1):(SA ID = 1):[IPsec -> IKEv2] Callback received fo

25 18:57:37.052: IKEv2:(SA ID 1):[IKEv2 -> PKI] Close PKI Session
25 18:57:37.052: IKEv2:(SA ID = 1):[PKI -> IKEv2] Closing of PKI Session PASSED

25 18:57:37.053: IKEv2:(SESSION ID = 5,SA ID = 1):IKEV2 SA created; inserting SA into database. SA
25 18:57:37.053: IKEv2:(SESSION ID = 5,SA ID = 1):Session with IKE ID PAIR (cn=ise332.example.com,
25 18:57:37.053: IKEv2:(SESSION ID = 0,SA ID = 0):IKEv2 MIB tunnel started, tunnel index 1

25 18:57:37.053: IKEv2:(SESSION ID = 5,SA ID = 1):Load IPSEC key material

25 18:57:37.054: IKEv2:(SESSION ID 5,SA ID = 1):(SA ID = 1):[IKEv2 -> IPsec] Create IPsec SA into
25 18:57:37.054: IPSEC(key_engine): got a queue event with 1 KMI message(s)
25 18:57:37.054: Crypto mapdb : proxy_match

src addr : 10.62.148.79

dst addr : 10.48.23.85

protocol : 256



src port :
dst port : O

Apr 25 18:57:37.054: IPSEC:(SESSION ID = 5) (crypto_ipsec_create_ipsec_sas) Map found MAP-IKEV2, 10
Apr 25 18:57:37.055: IPSEC:(SESSION ID = 5) (create_sa) sa created,

: 0
Apr 25 18:57:37.054: IPSEC:(SESSION ID = 5) (crypto_ipsec_sa_find_ident_head) reconnecting with the sam
Apr 25 18:57:37.055: IPSEC:(SESSION ID = 5) (get_old_outbound_sa_for_peer) No outbound SA found for pee

(sa) sa_dest= 10.62.148.79, sa_proto= 50,
sa_spi= OxF7A68F69(4154888041),
sa_trans= esp-aes 256 esp-sha512-hmac , sa_conn_id= 72

local_proxy= 10.62.148.79/255.255.255.255/256/0,

sa_lifetime(k/sec)= (4608000/86400),
(identity) Tlocal= 10.62.148.79:0, remote= 10.48.23.85:0,
remote_proxy= 10.48.23.85/255.255.255.255/256/0
Apr 25 18:57:37.055: ipsec_out_sa_hash_idx: sa=0x46CFF474, hash_idx=232, port=500/500, addr=0x0A3E944F/
Apr 25 18:57:37.055: crypto_ipsec_hook_out_sa: ipsec_out_sa_hash_array[232]=0x46CFF474

Apr 25 18:57:37.055: IPSEC:(SESSION ID = 5) (create_sa) sa created,

(sa) sa_dest= 10.48.23.85, sa_proto= 50,
sa_spi= 0xC17542E9(3245687529),
sa_trans= esp-aes 256 esp-sha5l12-hmac , sa_conn_id= 71
sa_lifetime(k/sec)= (4608000/86400),
(identity) Tlocal= 10.62.148.79:0, remote= 10.48.23.85:0,
local_proxy= 10.62.148.79/255.255.255.255/256/0,
remote_proxy= 10.48.23.85/255.255.255.255/256/0
Apr 25 18:57:37.056: IPSEC: Expand action denied, notify RP
Apr 25 18:57:37.056: IKEv2:(SESSION ID = 5,SA ID = 1):(SA ID = 1):[IPsec -> IKEv2] Creation of IPsec SA
Apr 25 18:57:37.056: IKEv2:(SESSION ID = 5,SA ID = 1):Checking for duplicate IKEv2 SA
Apr 25 18:57:37.057: IKEv2:(SESSION ID = 5,SA ID = 1):No duplicate IKEv2 SA found
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ise332/admin#show logging application strongswan/charon.log tail

ISEOIM Xt SdtE A CIHI M E

Apr 26 00:57:36 03[NET] received packet: from 10.62.148.79[500] to 10.48.23.85[500]
Apr 26 00:57:36 13[MGR] checkout IKEv2 SA by message with SPIs 0ca3c29e36290185_i 0000000000000000_r

Apr 26 00:57:36 13[MGR] created IKE_SA (unnamed)[114]

Apr 26 00:57:36 03[NET] waiting for data on sockets
Apr 26 00:57:36 13[NET] <114> received packet: from 10.62.148.79[500] to 10.48.23.85[500] (774 bytes)
Apr 26 00:57:36 13[CFG] <114> looking for an IKEv2 config for 10.48.23.85...10.62.148.79

Apr 26 00:57:36 13[ENC] <114> parsed IKE_SA_INIT request O [ SA KE No V V V V N(NATD_S_IP) N(NATD_D_IP)
Apr 26 00:57:36 13[CFG] <114> candidate: 10.48.23.85...10.62.148.79, prio 3100
Apr 26 00:57:36 13[CFG] <114> found matching ike config: 10.48.23.85...10.62.148.79 with prio 3100
Apr 26 00:57:36 13[IKE] <114> local endpoint changed from 0.0.0.0[500] to 10.48.23.85[500]
Apr 26 00:57:36 13[IKE] <114> remote endpoint changed from 0.0.0.0 to 10.62.148.79[500]

Apr 26 00:57:36 13[IKE] <114> received Cisco Delete Reason vendor ID
Apr 26 00:57:36 13[ENC] <114> received unknown vendor ID: 43:49:53:43:4f:56:50:4e:2d:52:45:56:2d:30:32
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13[ENC]
13[IKE]
13[IKE]
13[IKE]
13[CFG]
13[CFG]
13[CFG]
13[CFG]
13[CFG]
13[IKE]
13[IKE]
13[IKE]
13[IKE]
13[IKE]
13[ENC]
13[NET]
13[MGR]
13[MGR]
04 [NET]
03 [NET]
03 [NET]
09[MGR]
09[MGR]
09[NET]
09[ENC]
09[IKE]
09[IKE]
09[CFG]
09[CFG]
09[CFG]
09[CFG]
09[CFG]
09[CFG]
09[CFG]
09[CFG]
09[CFG]
09[CFG]
09[CFG]
09[IKE]
09[IKE]
09[IKE]
09[IKE]
09[IKE]
09[IKE]
09[IKE]
09[IKE]
09[IKE]
09[CFG]
09[CFG]
09[CFG]
09[CFG]
09[CFG]
09[CFG]
09[CFG]
09[CFG]
09[CFG]
09[CFG]
09[CFG]
09[CFG]
09 [KNL]
09[CFG]
09[CFG]

"CN=Certificate Services Endpoint Sub CA - ise33

SPIs 0ca3c29e36290185_1 08c7fb6dbl77

<114> received unknown vendor ID: 43:49:53:43:4f:2d:44:59:4e:41:4d:49:43:2d:52:
<114> received Cisco FlexVPN Supported vendor ID

<114> 10.62.148.79 1is initiating an IKE_SA

<114> IKE_SA (unnamed)[114] state change: CREATED => CONNECTING

<114> selecting proposal:

<114> proposal matches

<114> received proposals: IKE:AES_CBC_256/HMAC_SHA2_512_256/PRF_HMAC_SHA2_512/M
<114> configured proposals: IKE:AES_CBC_256/HMAC_SHA2_512_256/PRF_HMAC_SHA2_512
<114> selected proposal: IKE:AES_CBC_256/HMAC_SHA2_512_256/PRF_HMAC_SHA2_512/MO
<114> sending cert request for "CN=KrakowCA"

<114> sending cert request for "DC=com, DC=example, CN=LAB CA"

<114> sending cert request for

<114> sending cert request for "CN=Certificate Services Node CA - ise332"

<114> sending cert request for "0O=Cisco, CN=Cisco Manufacturing CA SHA2"

<114> generating IKE_SA_INIT response O [ SA KE No N(NATD_S_IP) N(NATD_D_IP) CE
<114> sending packet: from 10.48.23.85[500] to 10.62.148.79[500] (809 bytes)
<114> checkin IKEv2 SA (unnamed)[114] with

<114> checkin of IKE_SA successful

sending packet: from 10.48.23.85[500] to 10.62.148.79[500]

received packet: from 10.62.148.79[500] to
waiting for data on sockets

10.48.23.85[500]

checkout IKEv2 SA by message with SPIs 0ca3c29e36290185_1 08c7fb6dbl77da84_r

IKE_SA (unnamed)[114] successfully checked
<114>

out

received packet: from 10.62.148.79[500] to 10.48.23.85[500] (1488 bytes)

48.23.85[%any]...10.62.148.79[10.62.

<114> parsed IKE_AUTH request 1 [ V IDi CERT CERTREQ AUTH SA TSi TSr N(INIT_CON
<114> received cert request for "CN=KrakowCA"

<114> received end entity cert "CN=KSEC-9248L-1.example.com"

<114> looking for peer configs matching 10.

<114> candidate "7212b70a-1405-429a-94b8-71a5d4beble5", match: 1/1/3100 (me/oth
<7212b70a-1405-429a-94b8-71a5d4beble5| 114>

<7212b70a-1405-429a-94b8-71a5d4beble5| 114>
<7212b70a-1405-429a-94b8-71a5d4beble5| 114>
<7212b70a-1405-429a-94b8-71a5d4beble5| 114>
<7212b70a-1405-429a-94b8-71a5d4beble5| 114>
<7212b70a-1405-429a-94b8-71a5d4beble5| 114>
<7212b70a-1405-429a-94b8-71a5d4beble5| 114>
<7212b70a-1405-429a-94b8-71a5d4beble5| 114>
<7212b70a-1405-429a-94b8-71a5d4beble5| 114>
<7212b70a-1405-429a-94b8-71a5d4beble5| 114>
<7212b70a-1405-429a-94b8-71a5d4beble5| 114>
<7212b70a-1405-429a-94b8-71a5d4beble5| 114>
<7212b70a-1405-429a-94b8-71a5d4beble5| 114>
<7212b70a-1405-429a-94b8-71a5d4beble5| 114>
<7212b70a-1405-429a-94b8-71a5d4beble5| 114>
<7212b70a-1405-429a-94b8-71a5d4beble5| 114>
<7212b70a-1405-429a-94b8-71a5d4beble5| 114>
<7212b70a-1405-429a-94b8-71a5d4beble5| 114>
<7212b70a-1405-429a-94b8-71a5d4beble5| 114>
<7212b70a-1405-429a-94b8-71a5d4beble5| 114>
<7212b70a-1405-429a-94b8-71a5d4beble5| 114>
<7212b70a-1405-429a-94b8-71a5d4beble5| 114>
<7212b70a-1405-429a-94b8-71a5d4beble5| 114>
<7212b70a-1405-429a-94b8-71a5d4beble5| 114>
<7212b70a-1405-429a-94b8-71a5d4beble5| 114>
<7212b70a-1405-429a-94b8-71a5d4beble5| 114>
<7212b70a-1405-429a-94b8-71a5d4beble5| 114>
<7212b70a-1405-429a-94b8-71a5d4beble5| 114>
<7212b70a-1405-429a-94b8-71a5d4beble5| 114>
<7212b70a-1405-429a-94b8-71a5d4beble5| 114>
<7212b70a-1405-429a-94b8-71a5d4beble5| 114>
<7212b70a-1405-429a-94b8-71a5d4beble5| 114>
<7212b70a-1405-429a-94b8-71a5d4beble5| 114>

selected peer config '7212b70a-1405-
using certificate "CN=KSEC-9248L-1.e
certificate "CN=KSEC-9248L-1.example
using trusted ca certificate "CN=Kra
certificate "CN=KrakowCA" key: 2048
reached self-signed root ca with a p
checking certificate status of "CN=K
ocsp check skipped, no ocsp found
certificate status is not available
authentication of '10.62.148.79' wit
received ESP_TFC_PADDING_NOT_SUPPORT
authentication of 'CN=ise332.example
sending end entity cert "CN=ise332.e
IKE_SA 7212b70a-1405-429a-94b8-71a5d
IKE_SA 7212b70a-1405-429a-94b8-71a5d
scheduling rekeying in 11267s
scheduling reauthentication in 79593
maximum IKE_SA Tifetime 19807s
Tooking for a child config for 10.48
proposing traffic selectors for us:
10.48.23.85/32

proposing traffic selectors for othe
10.62.148.79/32

candidate "net-net-7212b70a-1405-429
found matching child config "net-net
selecting proposal:

proposal matches

received proposals: ESP:AES_CBC_256/
configured proposals: ESP:AES_CBC_25
selected proposal: ESP:AES_CBC_256/H
got SPI cl7542e9

selecting traffic selectors for us:
config: 10.48.23.85/32, received: 10
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09[CFG]
09[CFG]
09[CFG]
09[CFG]
09[CHD]
09[CHD]
09[CHD]
09[CHD]
09[CHD]
09[KNL]
09[KNL]
09[KNL]
09[KNL]
09[KNL]
09[CHD]
09[CHD]
09[KNL]
09[KNL]
09[KNL]
09[KNL]
09[KNL]
09[KNL]
09[KNL]
09[KNL]
09[KNL]
09[KNL]
09[KNL]
09[KNL]
09[KNL]
09[KNL]
09[IKE]
09[CHD]
09[ENC]
09[NET]
09[MGR]
09[MGR]
04 [NET]

<7212b70a-1405-429a-94b8-71a5d4beble5| 114>
<7212b70a-1405-429a-94b8-71a5d4beble5| 114>
<7212b70a-1405-429a-94b8-71a5d4beble5| 114>
<7212b70a-1405-429a-94b8-71a5d4beble5| 114>
<7212b70a-1405-429a-94b8-71a5d4beble5| 114>
<7212b70a-1405-429a-94b8-71a5d4beble5| 114>
<7212b70a-1405-429a-94b8-71a5d4beble5| 114>
<7212b70a-1405-429a-94b8-71a5d4beble5| 114>
<7212b70a-1405-429a-94b8-71a5d4beble5| 114>
<7212b70a-1405-429a-94b8-71a5d4beble5| 114>
<7212b70a-1405-429a-94b8-71a5d4beble5| 114>
<7212b70a-1405-429a-94b8-71a5d4beble5| 114>
<7212b70a-1405-429a-94b8-71a5d4beble5| 114>
<7212b70a-1405-429a-94b8-71a5d4beble5| 114>
<7212b70a-1405-429a-94b8-71a5d4beble5| 114>
<7212b70a-1405-429a-94b8-71a5d4beble5| 114>
<7212b70a-1405-429a-94b8-71a5d4beble5| 114>
<7212b70a-1405-429a-94b8-71a5d4beble5| 114>
<7212b70a-1405-429a-94b8-71a5d4beble5| 114>
<7212b70a-1405-429a-94b8-71a5d4beble5| 114>
<7212b70a-1405-429a-94b8-71a5d4beble5| 114>
<7212b70a-1405-429a-94b8-71a5d4beble5| 114>
<7212b70a-1405-429a-94b8-71a5d4beble5| 114>
<7212b70a-1405-429a-94b8-71a5d4beble5| 114>
<7212b70a-1405-429a-94b8-71a5d4beble5| 114>
<7212b70a-1405-429a-94b8-71a5d4beble5| 114>
<7212b70a-1405-429a-94b8-71a5d4beble5| 114>
<7212b70a-1405-429a-94b8-71a5d4beble5| 114>
<7212b70a-1405-429a-94b8-71a5d4beble5| 114>
<7212b70a-1405-429a-94b8-71a5d4beble5| 114>
<7212b70a-1405-429a-94b8-71a5d4beble5| 114>
<7212b70a-1405-429a-94b8-71a5d4beble5| 114>
<7212b70a-1405-429a-94b8-71a5d4beble5| 114>
<7212b70a-1405-429a-94b8-71a5d4beble5| 114>
<7212b70a-1405-429a-94b8-71a5d4beble5| 114>
<7212b70a-1405-429a-94b8-71a5d4beble5| 114>

config: 10.48.23.85/32, received: 10
selecting traffic selectors for othe
config: 10.62.148.79/32, received: 1
config: 10.62.148.79/32, received: 1
CHILD_SA net-net-7212b70a-1405-429a-
using AES_CBC for encryption

using HMAC_SHA2_512_256 for integrit
adding inbound ESP SA

SPI 0xcl17542e9, src 10.62.148.79 dst
adding SAD entry with SPI cl17542e9 a
using encryption algorithm AES_CBC w
using integrity algorithm HMAC_SHA2_
using replay window of 32 packets

HW offload: no

adding outbound ESP SA

SPI 0xf7a68f69, src 10.48.23.85 dst
adding SAD entry with SPI f7a68f69 a
using encryption algorithm AES_CBC w
using integrity algorithm HMAC_SHA2_
using replay window of 0 packets

HW offload: no
adding policy 10.62.148.79/32 === 10
adding policy 10.62.148.79/32 === 10

adding policy 10.48.23.85/32 === 10.
getting a local address in traffic s
using host 10.48.23.85

getting iface name for index 22
using 10.48.23.1 as nexthop and ethl
installing route: 10.62.148.79/32 vi
getting iface index for ethl
CHILD_SA net-net-7212b70a-1405-429a-
CHILD_SA net-net-7212b70a-1405-429a-
generating IKE_AUTH response 1 [ IDr
sending packet: from 10.48.23.85[500
checkin IKEv2 SA 7212b70a-1405-429a-
checkin of IKE_SA successful

sending packet: from 10.48.23.85[500] to 10.62.148.79[500]
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