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Manufacturing Device Industrial Network Director ISE pxGrid ISE PSN with pxGrid Probe

IND pxGrid Registration
< >

. Bulk Download of endpoints via https://<IND hostname>:8910/pxgrid/ind/asset/

=+

If new endpoints are detected, ISE
will create those endpoints

. New Endpoint is discovered on IND
-+ >

otherwise it will be not shared with ISE < >

< >

Endpoint needs to be a pxGrid asset, . Endpoint asset data is shared via pxGrid

.PSN is getting the asset data via pxGrid Probe
« 3

Endpoint is getting profiled. CoA can be
automatically sent to change the
authorization context if configured

1. INDE ISE pxGrid .= E 2| pxGrid HHZ 22 S| ISE0]|
(application.log):

on

SLICHINDS| sHE 21

2019-05-22 14:31:17,770:INFO:qtp281049997-52711:PxgridPublisher:: Connect start

2019-05-22 14:31:17,770:INFO:qtp281049997-52711:PxgridPublisher:: Hostname:WIN2012-AAA
IpAddress:10.62.145.130

2019-05-22 14:31:17,770:INFO:qgtp281049997-52711:PxgridPublisher:: pxGrid
RestBaseUrl:https://WIN2012-AAA:8910/pxgrid/ind/asset/

2019-05-22 14:31:17,770:INFO:gtp281049997-52711:PxgridController:: Send Request ServiceRegister
invoked with pxGridServer(s) [ISE24-lek.example.com]

2019-05-22 14:31:17,770:INFO:gtp281049997-52711:PxgridController:: Sending ServiceRegister
request to pxGridServer ISE24-lek.example.com

2019-05-22 14:31:17,786:INFO:qtp281049997-52711:PxgridController::
Request={"name":"com.cisco.endpoint.asset", "properties": {"wsPubsubService":"com.cisco.ise.pubsub
", "restBaseUrl": "https://WIN2012-

AAA:8910/pxgrid/ind/asset/", "assetTopic":"/topic/com.cisco.endpoint.asset"}}

2019-05-22 14:31:17,911:INFO:gtp281049997-52711:PxgridController:: Response={"id":"76d4abaf-
9efd-4c68-a046-79e049564902", "reregisterTimeMillis":"300000"}

2019-05-22 14:31:17,911:INFO:gtp281049997-52711:PxgridController:: Send Request ServiceLookup
invoked with pxGridServer(s) [ISE24-lek.example.com]



2019-05-22 14:31:17,911:INFO:gtp281049997-52711:PxgridController:: Sending ServiceLookup request
to pxGridServer ISE24-lek.example.com

2019-05-22 14:31:17,911:INFO:qgtp281049997-52711:PxgridController::
Request={"name":"com.cisco.ise.pubsub"}

2019-05-22 14:31:17,911:INFO:qgtp281049997-52711:PxgridController::

Response={"services": [{"name":"com.cisco.ise.pubsub", "nodeName": "ise-pubsub-ise24-

lek", "properties":{"wsUrl":"wss://ISE24-lek.example.com:8910/pxgrid/ise/pubsub"}}]}

2019-05-22 14:31:17,911:INFO:qtp281049997-52711:PxgridPublisher:: wsUrl=wss://ISE24-
lek.example.com:8910/pxgrid/ise/pubsub

2019-05-22 14:31:17,911:INFO:gtp281049997-52711:PxgridController:: Send Request AccessSecret
invoked with pxGridServer (s) [ISE24-lek.example.com]

2019-05-22 14:31:17,911:INFO:gtp281049997-52711:PxgridController:: Sending AccessSecret request
to pxGridServer ISE24-lek.example.com

2019-05-22 14:31:17,926:INFO:gtp281049997-52711:PxgridController:: Request={"peerNodeName":"ise-
pubsub-ise24-1lek"}

2019-05-22 14:31:17,926:INFO:qtp281049997-52711:PxgridController:: Access Secret recieved
2019-05-22 14:31:17,926:INFO:qgtp281049997-52711:PxgridPublisher:: Client created

Z230|M 8 £ AX0| INDE assetTopicHl S5 ZIQ&LICH

2. pxgrid Z2E2 7} E43LE ISE PSN2 7|Z pxGrid AFH&H(profiler.log) 2| CHE CIHRZEE £
Ct.

2019-05-22 14:39:25,817 INFO [ProfilerINDSubscriberPoller-56-thread-1][]
cisco.profiler.infrastructure.probemgr.INDSubscriber -::- New services are: [Service
[name=com.cisco.endpoint.asset, nodeName=ind2, properties={wsPubsubService=com.cisco.ise.pubsub,
restBaseUrl=https://WIN2012-AAA:8910/pxgrid/ind/asset/,
assetTopic=/topic/com.cisco.endpoint.asset}]]

2019-05-22 14:39:26,011 INFO [ProfilerINDSubscriberPoller-56-thread-1][]

cisco.profiler.infrastructure.probemgr.INDSubscriber -::- NODENAME:ind?2
2019-05-22 14:39:26,011 INFO [ProfilerINDSubscriberPoller-56-thread-1][]
cisco.profiler.infrastructure.probemgr.INDSubscriber -::- REQUEST

BODY{"offset":"0","limit":"500"}
2019-05-22 14:39:26,046 INFO [ProfilerINDSubscriberPoller-56-thread-1]1[]

cisco.profiler.infrastructure.probemgr.INDSubscriber -::- Response status={}200

2019-05-22 14:39:26,046 INFO [ProfilerINDSubscriberPoller-56-thread-1][]
cisco.profiler.infrastructure.probemgr.INDSubscriber -::- Content: "OUT_OF_SYNC"

2019-05-22 14:39:26,047 INFO [ProfilerINDSubscriberPoller-56-thread-1][]
cisco.profiler.infrastructure.probemgr.INDSubscriber -::- Status is :"OUT_OF_SYNC"

2019-05-22 14:39:26,047 DEBUG [ProfilerINDSubscriberPoller-56-thread-1]1[]
cisco.profiler.infrastructure.probemgr.INDSubscriber -::- Static set after adding new services:

[Service [name=com.cisco.endpoint.asset, nodeName=ind,
properties={wsPubsubService=com.cisco.ise.pubsub, restBaseUrl=https://WIN2012-
AAA:8910/pxgrid/ind/asset/, assetTopic=/topic/com.cisco.endpoint.asset}], Service
[name=com.cisco.endpoint.asset, nodeName=ind2, properties={wsPubsubService=com.cisco.ise.pubsub,
restBaseUrl=https://WIN2012-AAA:8910/pxgrid/ind/asset/,
assetTopic=/topic/com.cisco.endpoint.asset}]]

2019-05-22 14:39:26,052 INFO [ProfilerINDSubscriberBulkRequestPool-80-thread-1]1[]

cisco.profiler.infrastructure.probemgr.INDSubscriber -::- NODENAME:ind?2
2019-05-22 14:39:26,052 INFO [ProfilerINDSubscriberBulkRequestPool-80-thread-1]1[]
cisco.profiler.infrastructure.probemgr.INDSubscriber -::- REQUEST

BODY{"offset":"0","limit":"500"}
2019-05-22 14:39:26,111 INFO [ProfilerINDSubscriberBulkRequestPool-80-thread-1]1[]

cisco.profiler.infrastructure.probemgr.INDSubscriber -::- Response status={}200
2019-05-22 14:39:26,111 INFO [ProfilerINDSubscriberBulkRequestPool-80-thread-1]1[]
cisco.profiler.infrastructure.probemgr.INDSubscriber -::- Content:

{"assets":[{"assetId":"100", "assetName": "WIN2012-

CHILD", "assetIpAddress":"10.62.145.131", "assetMacAddress":"00:50:56:06:46:87", "assetVendor" : "VMw
are", "assetProductId": "Unknown", "assetSerialNumber":"", "assetDeviceType":"Server", "assetSwRevisi
on":"","assetHwRevision":"", "assetProtocol":"NetBIOS", "assetConnectedLinks":[], "assetCustomAttri
butes": [{"key":"assetGroup", "value":"Root"}, {"key":"assetTag", "value":"SEC_TAG2"}]}, {"assetId":"
101", "assetName": "win2012.example.com", "assetIpAddress":"10.62.145.72", "assetMacAddress":"00:50:



56:9c:3f:92", "assetVendor": "VMware", "assetProductId": "Unknown", "assetSerialNumber":"", "assetDevi

ceType":"Server", "assetSwRevision":"", "assetHwRevision":"", "assetProtocol": "NetBIOS", "assetConne
ctedLinks":[], "assetCustomAttributes":[{"key":"assetGroup", "value":"Root"}, {"key":"assetTag", "va
lue":""}131}

2019-05-22 14:39:26,111 DEBUG [ProfilerINDSubscriberBulkRequestPool-80-thread-11]1[]
cisco.profiler.infrastructure.probemgr.INDSubscriber -::- Parsing bulk response

{"assets":[{"assetId":"100", "assetName" : "WIN2012-

CHILD", "assetIpAddress":"10.62.145.131", "assetMacAddress":"00:50:56:b6:46:87", "assetVendor": "VMw
are", "assetProductId": "Unknown", "assetSerialNumber":"", "assetDeviceType":"Server", "assetSwRevisi
on":"","assetHwRevision":"", "assetProtocol": "NetBIOS", "assetConnectedLinks":[], "assetCustomAttri
butes":[{"key":"assetGroup", "value":"Root"}, {"key": "assetTag", "value":"SEC_TAG2"}]}, {"assetId":"
101", "assetName": "win2012.example.com", "assetIpAddress":"10.62.145.72", "assetMacAddress":"00:50:

56:9c:3f:92", "assetVendor": "VMware", "assetProductId": "Unknown", "assetSerialNumber":"", "assetDevi
ceType":"Server", "assetSwRevision":"", "assetHwRevision":"", "assetProtocol": "NetBIOS", "assetConne
ctedLinks":[], "assetCustomAttributes":[{"key":"assetGroup", "value":"Root"}, {"key":"assetTag", "va
lu ll:llll}]}]}

3. INDOIM M A= ZQIET AMELICHZ2EZZ J=RQIES HMSHoF FLICH 2HX| §fo
H A= 2 QIETt pxGrid AH&t2 2 AHE|X| Lo ISEQ pxGridE &35 &7 =X| & &LICH.

wliaile, INDUSTRIAL

cisco NETWORK DIRECTOR Operate >  Inventory

< Back . win2012.example.com

DEVICE OVERVIEW

Name  win2012.exampie.com Device Type  Server
IP Address 10.62.145.72 Protocol NeABIOS
MAC Address  00:50:56:9¢:3192 Group  Foot
Vendor Viware Connected to
puGrid Asset Yos Tag(s) +

4. IND= 0| M5 & ISE pxGrid =01 HA|&HLICH,

5. pxGrid T2 EH & &8t PSN2 C}Z Cl|O|E{(profiler.log) & = 4I&HLIC}H

2019-05-22 15:20:40,616 DEBUG [Grizzly(2)]1I[]
cisco.profiler.infrastructure.probemgr.INDSubscriber -::- Parsing push notification response:
{"asset":{"assetId":"101", "assetName":"win2012.example.com", "assetIpAddress":"10.62.145.72", "ass
etMacAddress":"00:50:56:9¢c:3f:92", "assetVendor": "VMware", "assetProductId": "Unknown", "assetSerial
Number":"", "assetDeviceType":"Server", "assetSwRevision":"", "assetHwRevision":"", "assetProtocol":
"NetBIOS", "assetConnectedLinks":[], "assetCustomAttributes":[{"key":"assetGroup", "value":"Root"},
{"key":"assetTag", "value":"SEC_TAG2"}]1}, "opType" : "UPDATE" }

2019-05-22 15:20:40,616 DEBUG [Grizzly(2)]1I[]

cisco.profiler.infrastructure.probemgr.INDSubscriber -::- sending endpoint to

forwarder{"assetId":"101", "assetName": "win2012.example.com", "assetIpAddress":"10.62.145.72", "ass
etMacAddress":"00:50:56:9¢c:3f:92", "assetVendor": "VMware", "assetProductId": "Unknown", "assetSerial
Number":"", "assetDeviceType":"Server", "assetSwRevision":"", "assetHwRevision":"", "assetProtocol":

"NetBIOS", "assetConnectedLinks":[], "assetCustomAttributes":[{"key":"assetGroup", "value":"Root"},
{"key":"assetTag", "value":"SEC_TAG2"}]}

2019-05-22 15:20:40,617 INFO [Grizzly(2)][] cisco.profiler.infrastructure.probemgr.Forwarder -
::— Forwarder Mac 00:50:56:9C:3F:92 MessageCode null epSource PXGRIDPROBE

2019-05-22 15:20:40,617 DEBUG [forwarder-21]I[]
cisco.profiler.infrastructure.probemgr.ForwarderHelper -:ProfilerCollection:- sequencing Radius
message for mac = 00:50:56:9C:3F:92

2019-05-22 15:20:40,617 DEBUG [forwarder-2][] cisco.profiler.infrastructure.probemgr.Forwarder -
:ProfilerCollection:- Processing endpoint:00:50:56:9C:3F:92

2019-05-22 15:20:40,618 DEBUG [forwarder-2][] com.cisco.profiler.im.EndPoint -



:ProfilerCollection:- filtered custom attributes are:{assetGroup=Root, assetTag=SEC_TAG2}

2019-05-22 15:20:40,618 DEBUG [forwarder-2][] cisco.profiler.infrastructure.probemgr.Forwarder -
:ProfilerCollection:- Filtering:00:50:56:9C:3F:92
2019-05-22 15:20:40,618 DEBUG [forwarder-2][] cisco.profiler.infrastructure.probemgr.Forwarder -

:ProfilerCollection:- Endpoint Attributes:EndPoint[id=<null>,name=<null>]
MAC: 00:50:56:9C:3F:92

Attribute:
Attribute:
Attribute:
Attribute:
:MACAddress value:00:50:56:9C:3F:92
:NmapSubnetScanID value:0
Attribute:
Attribute:
Attribute:
Attribute:
Attribute:
Attribute:
Attribute:
Attribute:
Attribute:
Attribute:
Attribute:
Attribute:
Attribute:
Attribute:
Attribute:
Attribute:
Attribute:
:b310a420-78a5-11e9-a189-9ac8£4107843 value:Root
:b8e73d50-78a5-11e9-a189-9ac8£4107843 value:SEC_TAG2

Attribute
Attribute

Attribute
Attribute

Attribute:
Attribute:

BYODRegistration value:Unknown
DeviceRegistrationStatus value:NotRegistered
EndPointProfilerServer value:ISE24-lek.example.com
EndPointSource value:PXGRIDPROBE

OUI value:VMware, Inc.
PolicyVersion value:0

PortalUser value:

PosturelApplicable value:Yes
assetDeviceType value:Server
assetGroup value:Root
assetHwRevision value:

assetId value:101

assetIpAddress value:10.62.145.72
assetMacAddress value:00:50:56:9c:3£:92
assetName value:win2012.example.com
assetProductId value:Unknown
assetProtocol value:NetBIOS
assetSerialNumber value:
assetSwRevision value:

assetTag value:SEC_TAG2

assetVendor value:VMware

ip value:10.62.145.72
SkipProfiling value:false

6. ZAEHIAE 71 A|H0| 2HIE O|0|EH 2 Yd|o|EE/L|Ct.



bl Identity Services Engine Home [RAC T AU YA » Operations  » Policy  » Administration » Work Centers

Endpoints = Users  Network Devices  Application

00:50:56:9C:3F:92 oz B

MAC Address: 00:50:56:9C:3F:92
1 Username:
Endpoint Profile: IOT_DEVICE2

= — Current IP Address: 10.62.145.72
Location:
(&) Applications Attributes Authentication Threats Vulnerabilities
| —

General Attributes

Description
Static Assignment false
Endpoint Policy I0T_DEVICE2

Static Group Assignment false

Identity Group Assignment  Profiled

Custom Attributes
Y Filter v 0~
Afttribute Name Afttribute Value
x Aftribute Name Attribute Value
assetGroup Root

LogicalProfile

assetTag SEC_TAG2
Other Attributes

74

B0

rr

D HEAE 7L A|%H0i| M assetGroup ! assetTag0ll CHEF 7FA| A B & EH 51 e
1~3EHAH|I7t He gLt

127, ISEOIX RIEZQIE MEX} X|H B 7Y

Administration(Z 2l) > Identity Management(ID # 2|) > Settings(Ad’) > Endpoint Custom
Attributes(ZIE X QIE W& BH)2 o|sgfLCt. otz o|O|X[of et AR XIH &4
(assetGroup & assetTag)2 T3 &LICtH



hetli Identity Services Engine Home  » ContextVisbilty  » Operations  » Policy [EERIC M * Work Centers

b System | - Identity Management = » Network Resources  » Device Portal Management  pxGrid Services  » Feed Service  » Threat Centric NAC

b Identities  Groups  External Identity Sources  Identity Source Sequences  ~ Settings

——
[ <]
User Custom Attributes Endpoint Custom Attributes
User Authentication Settings
Endpoint Purge Endpoint Attributes (for reference)
Endpoint Custom Attributes Mandatory Attribute Name Data Type
PostureApplicable STRING
EndPointPolicy STRING
AnomalousBehaviour STRING
OperatingSystem STRING
BYODRegistration STRING
PortalUser STRING
LastAUPAcceptanceHours INT
LogicalProfile STRING
Endpoint Custom Attributes
Attribute name Type
assetGroup String Y |-
assetTag String - - Q
Reset Save

287l A8 XY BYE AI8stoi Z2meld WM Y

Work Centers(2ted AIE]) > Profiler(Z 21} 22) > Profiling Policies(
H

Z2old HH)Z olsEY
ChAdd(F7hHE #=I&LIchote o|0IX|eF fAHE Z2 ot U HAE 7

o gfuch.



“huli Identity Services Engine Home » Context Visibility » Operations » Policy

b Network Access  » Guest Access  » TrustSec  » BYOD  ~Profiler  » Posture

+ Administration

+ Device Administration

~Work Centers
» PassivelD

Overview Ext id Sources Network Devices Endpoint Classification Mode Confly Feeds » Manual Scans  » Policy Elements  Profiling Policies  Policy Sets  » Troubleshoot Reports  » Setiings  Dictionaries
——
Profiling Profiler Policy List > I0T_DEVICEL
[ e J Profiler Policy
. & *Name |IOT DEVICE1 | Description
= = hd %
v [ Profiling Policles Policy Enabled
» [ Logical Profiles
o * Minimum Certainty Factor |_2c| | {Valid Range 1 to 65535)
. jan Action | NONE -]
* Network Scan (NMAP) Action | NONE -]
Creale an Identity Group for the policy () ¥es, create matching Identity Group
(®) No, use existing ldentity Group hierarchy
* Parent Policy | NONE -]
* Associated CoA Type | Global Settings -]
System Type Administrator Created
Rules
If Condition | CUSTOMATTRIBUTE_assetTag_EQUALS... = [Tllen| Certainty Factor Increases «| |20 | ol v
o
| Condition Name Expression
Save | | Resq () [cusTomatTRIB... ] [EQuas  ~| [sEcTAaGL |

3E7. ZEM QR AldE fIE AISAH XY BY 248

Work Centers(Zred MIE]) > Profiler(Z 21} J2{) > Settings(A&) > Profiler Settings(Z 21} 22 A
HE o|SHELCHe ol 20 A 8t ALSX} x| 4 43t selets MEfghL .

Identity Services Engine

Homae » Contaxt Visibility + Operations } Policy

+ Administration

~ Work Centers

» PassivelD

¢ Policy Elements  Profiling Policies  Policy Sets  » Troubleshoot Reports - Settings  Dictionaries

Show |
] (For NMAP, comma separated. Field will be cleared on successful saved change.)

| (For NMAP, comma separated. Field will be cleared on successful saved change.)

» Network Access  » GuestAccess  » TrustSec » BYOD  ~Profiler  » Postre  » Device Adminisiration
Owverview Extld Sources MNetwork Devices Endpoint Classification MNode Config Feeds » Manual Scans
o
Profiler Settings Profiler Configuration
NMAP Scan Subnet Exclusions *CoAType:  Reauth
Curmrent custom SNMP community strings: ~ ssssse
Change custom SNMP communily strings: |
Confirm changed custom SNMP community strings: |
EndPoint Attribute Filter: Enabled ;
Enable A lous Behaviour Dy Enabled i
Enable A Behaviour Enf Enabled
Enable Custom Aftribute for Profiling Enforcement: Enabled

Save Reset

4% 7. IND ID IS M LHELHZ|

Settings(d%) > pxGrid2 0|S & LICt.Download .pem IND certificate® & 2/&LICE.0| QIS M E

=
pxGrid S5

atlia]r. INDUSTRIAL
€15¢0  NETWORK DIRECTOR

Settings

S0 AHZSE|2 2 ISEX|M Al 2|5 ok B L|Ct

pxGrid

Crsers Prasiorm Excrunge G (palad) i 57 0pen. Calabis dat-Sharng Snd Ieat control pLarionm Tl Bows Semierks IHiegriton Dtmbin Mulivendor KIentty, network. SCuly 4 BLSS Managerment Syitems. Erabing the beatust Delow SCHalrs T 1ring of ercpant B1S6ts C8ctvened by 11 Syitem wih & Cisco kieeaty
Services Engine [ESE) palind controlier This information ¢an hen D kviragnd by UOIeam securlly Systims 10 monlor securty, Setect Bveats, and se network polcy. Leam mone horo.

Downioad pem IND certicats



5Et7|. ISE Trusted Storedl| IND ID /&M YR E

Administration(Z 2/) > Certificates(2!& A1) > Certificate Management(2!& A #2l) > Trusted
Certificates(& 2| & £ = QB XM)Z o|SELICH Import(7HX{271)E &=|&LICt Browse(&olE
7|)& 225t A0l A IND QIEME MEHEFLICEH Submit(ME)2 =& ct

“thilv |dentity Services Engine Home  » ContextVisibiity  » Operations  » Policy [ Ll il * Work Centers

v System | » ldentity Management  » Network Resources  » Device Portal Management  pxGrid Services ¢ Feed Service  » Threat Centric NAC

Deployment  Licensing - Certificates  » Logging  » Maintenance  Upgrade  » Backup & Restore  » Admin Access  » Settings

o
~ Certificate Management Import a new Certificate into the Certificate Store
System Certificates * Certificate File  growse..  ind(1).pem
Trusted Certificates
Friendly Name
OCSP Client Profile
Certificate Signing Requests Trusted For: ;

Certificate Periodic Check Setti... - -
Trust for authentication within ISE

b+ Certificate Authori
ty [] Trust for client authentication and Syslog

[] Trust for authentication of Cisco Services

[ wvalidate Certificate Extensions

Description |

[ subrit TR

6EH7l. INDS QIS AM M

INDE ISE CA7} 2R Yol B20/01E AIBME AL 3R] St&LICHTHAI IND AlZIg 4 9
L XEAE A= 20| 2EE 0|22 ISE7} pxGrid QIS A E & E M{(TLS & 5) INDOA O|E
NELTT

Administration(& 2l) > pxGrid Services(pxGrid AH|2) > Certificates(21& M)2 0O|S&fLICt.of2f
olOlx|of et EEE S LICHISE CAS| SE= ID QIZAE U257 ME0 CN EEE EH4el
LICHINDS| FQDN2 2/245t= Z30| HH& &5 X[2H ID RIB A7F INDHIAM AFSE|X| fe =2 CN E
E 2 £35tK| &Lt



dsep’ Identity Services Engine Home » Context Visibility » Operations » Policy ~ Administration » Work Centers

» System  » Identity Management  » Network Resources  » Device Portal Management = pxGrid Services  » Feed Service  » Threat Centric NAC

All Clients Web Clients Capabilities Live Log Settings Certificates Permissions
—

Generate pxGrid Certificates

| want to * Generate a single certificate (without a certificate signing request) j
Common Mame (CN) * ind.example.com
Description

Certificate Template PxGrid_Certificate_Template @

Subject Alternative Name (SAN) j
Certificate Download Format * PKCS12 format (including certificate chain; one file for both the certificate chain and key) j e
Certificate Password * o

Confirm Password *

7EHH. PKCS12 Ao 2 QIS M ®|Ql CREE

@ Opening 1558534704560 _cert.zip

You have chosen to open:

| 1558534704560_cert.zip

which is: ZIP archive
from: https://10.62.145.140

What should Firefox do with this file?
Open with  Archive Utility (default)

@Saue File

Do this automatically for files like this from now on.

(o)

cancel (L

8EFA. INDO| RIF A Ml 2=

F

u]
)
= L
2T

Settings(A&) > pxGrid > Trusted Certificates(&1 2/ & = U IS M)E OIS ELICHNew(MZ
£70)E S=#LC Name(0I8)2 YA LICHINDO| O] 0|22 ®|Ql0| EAIFLICH. H|LH
1EHA o] HIYH S JL|Ct,



Upload Trusted Cerlificate »

MName* IND
Password
Certificate * Browse  Cifakepathiind.example.com_3.pi2 ik

Upload Cancel

9EtAH. INDOM HA M o

Settings(4d) > Policy Servers(’é;’ﬂi MH)Z 0|55t New(MZ BHE7()E F=|BHLCHISE
pxGrid ==9| ISE FQDN % ip A& 24FLICt.

etliasls. INDUSTRIAL

cisco  NETWORK DIRECTOR Settings > Policy Servers

£ Back to Servers New Server

Protocols
RADIUS @ pxGrid

Host Nama* P Addross Description

ISE24-1ek. example.com o 10.62.145.140 Li]

10EHA|. INDO|M pxGrid S&& T A &L|Ct.

Settings(&™) > pxGrid2 Ol%‘I'_L pxGrid S &2 B4 gLICLEZ HES F2FLICh == 0|
E 2 o=glLICH O] ZAE O|E2 ISEQ| pxGrid 22I0|1E 0|ElLICt.Server 1 HEQ| E
S B0l M olFol FAIE ISER MEfEHLICH Register(S )8 @22

alvnlse INDUSTRIAL - o
cisco NETWORK DIRECTOR Ballings|” > pednid

Enalo pucGrid- Saings

Dewnload parm IND cortcaty

Connect Using the Existing Node
© Reglsswer a Hew Node

ISE Server
Hode Mame * Server 1 Server 2
IND o 1524165 exampie.com J o Select  sorver J o



g

11-12EAE FAE = A&
S=2 M2 Al INDOI| CHS HIAIX|7} &

Message

LICE.

F AIE LT

pxGrid Node Approval Pending on the pxGrid Server

112tA|. ISEOIA IND &2l

OK

(ISEO| A Automatlcally approve new certificate-based accounts A% 0|

5 A 51|

= —

3

o
T

Administration(Z2l) > pxGrid Services(pxGrid A{H|£) > All Clients(2. & Z2t0|HE)E 0|S &L

Ck.Open Total Pending Approval(1)(Z & ¢!

abuli|dentity Services Engine

Home

» System ¢ |dentity Management  » Network Resources

All Clients Web Clients Capabilities Live Log

o Enable () Disable @Approve © Group W Decline gDeIel:e - @Refresh

Client Name Client Description
ise-fanout-ise24-1ek
ise-pubsub-ise24-1ek
ise-pubsub-ise24-2ek
ise-fanout-ise24-2ek
ise-admin-ise24-3ek
ise-mnt-ise24-2ek
ise-mnt-ise24-1ek
ise-bridge-ise24-1ek
ise-admin-ise24-1ek
ise-admin-ise24-2ek

oOooooooooooo

ind

+ Context Visibility

Settings

»+ Operations + Policy

+ Device Portal Management = pxGrid Services

Certificates Permissions

Total Pending Approval(l)

Ca: Approve All

" Dedline Al
Capaonmes{u Uy, U Suny

Capabilities(0 Pub, 0 Sub)
Capabilities(0 Pub, 0 Sub)
Capabilities(0 Pub, 0 Sub)
Capabilities(0 Pub, 0 Sub)
Capabilities(2 Pub, 1 Sub)
Capabilities(2 Pub, 1 Sub)
Capabilities(0 Pub, 4 Sub)
Capabilities(5 Pub, 2 Sub)
Capabilities(1 Pub, 1 Sub)
Capabilities(0 Pub, 0 Sub)

12EHA|. INDOIM pxGrid AMH|A & A3}

Settings(A) > pxGrid2 O|S&rLct.

HEE &

m\OII

=2t

~ Administration

+ Feed Service

Status

Online (XMPP)
Online (XMPP)
Online (XMPP)
Online (XMPP)
Online (XMPP)
Online (XMPP)
Online (XMPP)
Online (XMPP)
Online (XMPP)
Online (XMPP)
Pending

+ Work Centers

» Threat Centric NAC

Client Group(s)
Internal
Internal
Internal
Internal
Internal
Internal
Internal
Internal
Internal
Internal

HJ® &) S22 Hi%.Approve Allg &|&HL]ct



pxGrid

Settings > pxGrid

iliaa]es INDUSTRIAL
cisco NETWORK DIRECTOR

Enable pxGrid- Activate

ISE Server
Server 1*
ISE24-1ek.example.com
Activate

Download .pem IND certificate
Disable

Node Name*
IND

3t 7t 2tz E[P CFS HIAIX|ZFH INDO| ZE A[ELICE

B M
= O

Message

pxGrid Service is active
OK

ClS= &elgLct.
Administration(2 2/) > pxGrid Services(pxGrid AH|A) > All Clients(2. & Z2}0|HE)Z 0o|S &L
QIEIQCICZE(XMPP)Z £ W22 0l & |,

=g

ISE & QI
CtINDE 2 E Z2t0o|¢Eo| A IND E2}0|
IND= pxGrid T 28 AFS & LCt



bl |dentity Services Engine Home » Context Visibility » Operations » Policy ~ Administration » Work Centers

» System  » |dentity Management  » Metwork Resources  » Device Portal Management = pxGrid Services  » Feed Service  » Threat Centric MAC

All Clients Web Clients Capabilities Live Log Settings Certificates Permissions

o/ Enable @Disable {JApprove @ Group W Decline @Delete v | ¥ Refresh | Total Pending Approval(D) ~

O Client Name Client Description Capabilities Status Client Group(s)
ise-fanout-ise24-1ek Capabilities(Q Pub, 0 Sub’ Online (XMPP Internal
O » isefa b [
O » ise-pubsub-ise24-1ek | Client Name: Not Sortabla Capabilities(0 Pub, 0 Sub) Online (XMPP) Internal
] P ise-pubsub-isa24-2ek Capabilities(0 Pub, 0 Sub) Online (XMPP) Internal
ise-fanout-ise24-2ek Capabilities(0 Pub, 0 Sub! Online (XMPP Internal
0 » isefa b [
ise-admin-ise24-3el pabilitie ub, nline emna
0 » ise-admin-ise24-3ek Capabilities(0 Pub, 0 Sub Online (XMPP It |
ise-mnt-ise24-2e pabilitie ub, nline ema
e nt-ise24-2ek Capabilities(2 Pub, 1 Sub Online (XMPP Init |
ise-mnt-ise24-1ek Capabilities(2 Pub, 1 Sub Online (XMPP Internal
O » b !
] » ise-bridge-ise24-1ek Capabilities(0 Pub, 4 Sub) Online (XMPP) Internal
ise-admin-ise24-1el pabilitie ub, nline ema
O » ise-admin-ise24-1ek Capabilities(S Pub, 2 Sub Online (XMPP Init |
ise-admin-ise24-2el Capabilities{1 Pub, 1 Sub Online (XMPP Internal
O » ise-ad k b [
ind Capabilities(0 Pub, 0 Sub Offline (XMPP
O » b ffi

¥ clo|HEE 22/5t1 IND 220|ME Q| AE7F ONO|Z /topic/com.cisco.endoint.assetO] A
HA3ZIMo| UL OIX| & QIg Lt

‘hita’ Identity Services Engine Home  » ContextVisbity b Operations  » Policy [EEFTIWIETSTSNE » Work Centers

» System  » Identity Management  » Network Resocurces  » Device Portal Management  pxGrid Services  » Feed Service  » Threat Centric NAC

All Clignts Web Clients Capabilities Live Log Settings Certificates Permissions
—

Rows/Page 25 j 1 3 | Go 12 Total Rows

 Refresh Y Fiter~ O
Client Name Connect To Session Id Certificate Subscriptions Publications IP Address Status Start time

x Client Name j IP Address j
IND ISE24-1ek ISE24-1ek:181 CN=WIN2012-AAA, ... 10.62,145.130 ON 2019-05-23 08:27
Ise-mni-ise24-1ek ISE24-1ek ISE24-1ek:182 CN=ISE24-1ek.exa .. fopicicom.cisco.ise.session.intemal 10.62.145.140 ON 2019-05-23 08:28
Ise-fanout-ise24-1ek ISE24-1ek ISE24-1ek:183 CN=1SE24-1ek.exa .. Nopic/distributed Nopic/distributed 10.62.145.140 ON 2019-05-23 08:28
ise-admin-ise24-1ek ISE24-1ek ISE24-Tek:184 CN=ISE24-1ek.exa ... Nopicicom.cisco.endpoint.asset 10.62.145.140 OFF @ 2019-05-23 08:28
ise-mnt-ise24-2ek ISE24-1ek ISE24-1ek:185 No Certificate Nopic/com.cisco ise.session.intemal Nopicicom.cisco.ise session.internal 10.62.145.141 OFF @ 2019-05-23 08:59
ise-admin-ise24-2ek ISE24-1ek ISE24-1ek:188 No Certificate 10.62.145.141 ON 2019-05-23 08:30
ise-bridge-ise24-Tek ISE24-1ek ISE24-1ek:189 CN=ISE24-1ek.exa ... 127.0.01 OFF @ 2019-05-23 08:30
ise-fanout-ise24-1ek ISE24-1ek ISE24-1ek:180 CN=ISE24-1ek.exa ... Nopiciwidcard 127.0.01 ON 2019-05-23 08:30
ise-mnt-ise24-2ek ISE24-1ek ISE24-1ek:191 No Certificate 4 Mopic/com cisco ise session.intemal Nopicicom.cisco.ise session intemal 10.62.145.141 ON 2019-05-23 09:43
ise-admin-ise24-1ek ISE24-1ek ISE24-1ek:182 CN=ISE24-1ek.exa ... Mopicicom.cisco.endpoint.asset 10.62.145.140 ON 2019-05-23 08:43
ise-bridge-ise24-Tek ISE24-1ek ISE24-1ek:193 CN=ISE24-1ek.exa ... 127.0.0.1 OFF @ 2019-05-23 10:04
ise-bridge-ise24-1ek ISE24-1ek ISE24-1ek:194 CN=1SE24-Tek.exa ... 127.0.0.1 ON 2019-05-23 10:09
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. INDUSTRIAL

25e8" NETWORK DiReCTOR Ssthguiy:

o datarsharing and threat control platiorm Fat alk

661 B et K30 By LEAITEAT SOCUAEy Lyiterrd 15 LAY LOLITy St el

dentty, network, security and asset management systems. Enabing e featune beicw actvaies fhe sharng of endpoint asssts decovered by this system with a Cisco iensity
seiicy. Lsarm mons hen

wrigad pem IND certificate

ISE Server

Mode Hame * Server 1* Server 2
IND ISE24-10& exampio com

Statistics

Sync.Status I Syne Last Syne. Status Probe Time 20190823 10:19:18
Mumber of Assets Shared via Last Bulk Request 2 Last Bulk Roquest Time  2015-05-23 082914
Last Updste Opavation.  Update Last Updste Thme  2019-05-22 20:17:38

Total putirid Asset Count

=X at=
§7|3 ME{7} INDOIM S7I8tEIx| 2 & SEIZ RRIH

ISEO|AM CHE CFHRZE7F A3 35HH Out of SyncOlA In SyncZ HEHEILICH of2H 2]
application.logg& &&LICt.

2019-05-22 22:09:06,902:INFO:gtp281049997-53444:PxgridConfigMgr:: Pxgrid Statistics Start:: Bulk
Request : bulkRegAssetCount:2 add: false

2019-05-22 22:09:06,902:INFO:qgtp281049997-53444:PxgridConfigMgr:: Pxgrid Statistics updated::
Bulk Request : AssetCount:2

2019-05-22 22:09:06,902:INFO:gtp281049997-53444:PxgridConfigMgr:: Sync Status transition to
IN_SYNC

2019-05-22 22:09:06,918:INFO:gtp281049997-53444:PxGridServiceRestController:: getAssets
Completed

ISE7} INDUMM SR3t= IND EAE O|F2 =Qlg &= Qo{of gfLICOEX| oto™ ISE= CHE Cf
RECE E = 9l2HINDE S7(5 & é;EHE MEHE|X| A &LICHOE CHR2EE T A5
profiler.logtl A Ct & | 2|& = = A& LICHWIN2012-AAAE ISEO]| A & QI %* = Qi) dF o2
2L E E2|75l24H PSNO| A pxGrid Z22 % MEH F| Aot MEFE = Ql&LICY.

2019-04-30 13:59:50,708 INFO [ProfilerINDSubscriberPoller-60-thread-1]7[]
cisco.profiler.infrastructure.probemgr.INDSubscriber -::- New services are: []
2019-04-30 13:59:50,714 INFO [ProfilerINDSubscriberPoller-60-thread-1]7[]
cisco.profiler.infrastructure.probemgr.INDSubscriber -::- NODENAME:ind
2019-04-30 13:59:50,714 INFO [ProfilerINDSubscriberPoller-60-thread-1]7[]
cisco.profiler.infrastructure.probemgr.INDSubscriber -::- REQUEST
BODY{"offset":"0","limit":"500"}

2019-04-30 13:59:50,716 ERROR [ProfilerINDSubscriberPoller-60-thread-1]1[]
cisco.profiler.infrastructure.probemgr.INDSubscriber -::- Unable to get sync statusWIN2012-
AAA:WIN2012-AAA

java.net.UnknownHostException: WIN2012-AAA

at java.net.AbstractPlainSocketImpl.connect (AbstractPlainSocketImpl.java:184)
at java.net.SocksSocketImpl.connect (SocksSocketImpl.java:392)

at java.net.Socket.connect (Socket.java:589)

at sun.security.ssl.SSLSocketImpl.connect (SSLSocketImpl.java:673)

at sun.security.ssl.BaseSSLSocketImpl.connect (BaseSSLSocketImpl.java:173)



at sun.net.NetworkClient.doConnect (NetworkClient.java:180)

at sun.net.www.http.HttpClient.openServer (HttpClient.java:463)

at sun.net.www.http.HttpClient.openServer (HttpClient.java:558)

at sun.net.www.protocol.https.HttpsClient.<init> (HttpsClient.java:264)

at sun.net.www.protocol.https.HttpsClient.New (HttpsClient.java:367)

at
sun.net.www.protocol.https.AbstractDelegateHttpsURLConnection.getNewHttpClient (AbstractDelegateH
ttpsURLConnection.java:191)

at sun.net.www.protocol.http.HttpURLConnection.plainConnectO (HttpURLConnection.java:1156)

at sun.net.www.protocol.http.HttpURLConnection.plainConnect (HttpURLConnection.java:1050)

at

sun.net.www.protocol.https.AbstractDelegateHttpsURLConnection.connect (AbstractDelegateHttpsURLCoO
nnection.java:177)

at sun.net.www.protocol.http.HttpURLConnection.getOutputStream0 (HttpURLConnection.java:1334)

at sun.net.www.protocol.http.HttpURLConnection.getOutputStream (HttpURLConnection.java:1309)

at
sun.net.www.protocol.https.HttpsURLConnectionImpl .getOutputStream (HttpsURLConnectionImpl.java:25
9)

at com.cisco.profiler.infrastructure.probemgr.INDSubscriber.getRequest (INDSubscriber.java:362)
at com.cisco.profiler.infrastructure.probemgr.INDSubscriber.isInSync (INDSubscriber.java:500)

at
com.cisco.profiler.infrastructure.probemgr.INDSubscriber.populateIOTServicelList (INDSubscriber.ja
va:462)

at
com.cisco.profiler.infrastructure.probemgr.INDSubscriber$SWorkerThread.run (INDSubscriber.java:441
)

at java.util.concurrent.Executors$SRunnableAdapter.call (Executors.java:511)

at java.util.concurrent.FutureTask.runAndReset (FutureTask.java:308)

at
java.util.concurrent.ScheduledThreadPoolExecutor$SScheduledFutureTask.access$301 (ScheduledThreadP
oolExecutor.java:180)

at
java.util.concurrent.ScheduledThreadPoolExecutor$ScheduledFutureTask.run (ScheduledThreadPoolExec
utor.java:294)

at java.util.concurrent.ThreadPoolExecutor.runWorker (ThreadPoolExecutor.java:1149)

at java.util.concurrent.ThreadPoolExecutorS$Worker.run (ThreadPoolExecutor.java:624)

at java.lang.Thread.run (Thread.java:748)

DE A= QIET} ISES SRElE W2 ot

INDS| A= ZQIE &= pxGrid A& ZE2H27F YesQl BR0HTH ISEQ} SR EIH, MAC FAT ALEE
£ U&LICH OZHX| f2 B ISEX| AIEXQIEE 4 *3% clo|E{7t E&3HK| ot &Lict.

0|l

ailirlve INDUSTRIAL

crseo NETWORK DIRECTOR Operate >  Inventary
< Back l WIN2012-CHILD

DEVICE OVERVIEW

Neme  WIN2012-CHLD Davice Typs  Senver
P ASSeEE 1062145131 Proloesl  RMIEDE
MAC Address  COSOSEDEASNT Giroup
Wendor  Vhwase Comnuctid 10
prGrid Assst  Yes Teals)

assetTag & AssetGroup ISEM|IA] AL & 4= Qi&LICEH

assetTagth A
Mool =g



Associated Device Tags x

Mo Tags Associated with this device
Add Regular Tag

Select a tag -

Add Security Tag

SEC_TAG1
SEC_TAG2

AssetTag®t AssetGroup2 25 AIE = gie d<o= 0434 7tX| O|R 7t /UE &= U&LIC

1. ZEMUZ HAO| ALER X|H §HE AHE510{ FHEEIX| YA ELICHEML 7 B 201 M 1-
3CHA ).

2. 4% CSCvnB6106 EndPoint E44 EIE}: 2(2) HIZAdstsHof BLICh 2| fo ™ B Kol A
MEXR XH EME EHE{JELICHCHS 23 & profiler.logOll A & QI8 4= Q& LT},

2019-05-22 11:20:11,796 DEBUG [PersistentWorker-8-18-thread-1][] com.cisco.profiler.im.EndPoint
-:Profiling:- filtered custom attributes are:{assetGroup=Root, assetTag=SEC_TAG2, b310a420-78a5-
11e9-a189-9ac8f4107843=Root, b8e73d50-78a5-11e9-a189-9ac8f4107843=SEC_TAG2}


https://tools.cisco.com/bugsearch/bug/CSCvn66106
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