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RP/0/RSP0O/CPU0:ASR9k#sh aaa usergroup ?

| Output Modifiers

root-1r Name of the usergroup
netadmin Name of the usergroup
operator Name of the usergroup
sysadmin Name of the usergroup
retrieval Name of the usergroup
maintenance Name of the usergroup

root-system Name of the usergroup



provisioning Name of the usergroup
read-only-tg Name of the usergroup
serviceadmin Name of the usergroup
cisco-support Name of the usergroup
WORD Name of the usergroup
<Cr>
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RP/0/RSP1/CPUO:ASR9k#show aaa taskgroup ?

| Output Modifiers

root-1r Name of the taskgroup
netadmin Name of the taskgroup
operator Name of the taskgroup
sysadmin Name of the taskgroup
root-system Name of the taskgroup

serviceadmin Name of the taskgroup
cisco-support Name of the taskgroup
WORD Name of the taskgroup
<cr>

RP/0/RSP1/CPUO:ASR9k#show aaa task supported
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RP/0/RSP1/CPU0:ASR9k (config) #taskgroup TAC-Defined-TASK
RP/0/RSP1/CPUO:ASR9k (config-tg) #task ?

debug Specify a debug-type task ID
execute Specify a execute-type task ID
read Specify a read-type task ID

write Specify a read-write-type task ID

RP/0/RSP1/CPUO:ASRIk
RP/0/RSP1/CPUO:ASRIk
RP/0/RSP1/CPUO:ASRIk
RP/0/RSP1/CPUO:ASRIk
RP/0/RSP1/CPUO:ASRIk
RP/0/RSP1/CPUO:ASRIk
RP/0/RSP1/CPUO:ASRIk
RP/0/RSP1/CPUO:ASRIk

config-tg) #task read aaa
config-tg) #task write aaa
config-tg) #task execute aaa
config-tg) #task debug aaa
config-tg) #task read acl
config-tg) #task write acl

config-tg) #task execute acl

)
)
)
)
)
)
)
)

config-tg) #commit

RP/0/RSP1/CPU0:ASR9k#show aaa taskgroup TAC-Defined-TASK
Task group 'TAC-Defined-TASK'

Task IDs included directly by this group:
Task: aaa : READ WRITE EXECUTE DEBUG
Task: acl : READ WRITE EXECUTE

Task group 'TAC-Defined-TASK' has the following combined set

of task IDs (including all inherited groups) :
Task: aaa : READ WRITE EXECUTE DEBUG
Task: acl : READ WRITE EXECUTE

describe FEE AtEdto] EY TBHoll 28 5 O & F HEFE &2 + A&LIcH

of 1.

RP/0/RSP1/CPUO:ASR9k#describe show aaa usergroup
Package:

User needs ALL of the following taskids:

aaa (READ)
RP/0/RSP1/CPUO:ASRIk#

A& X7t commandshow aaa usergroup= A5t E 5 S{S5tc{H &Y I8 &Y 87| aaaE At
Xt 2Eo| 5o gLt

of 2.

RP/0/RSP1/CPUO:ASR9k (config) #describe aaa authentication login default group tacacs+
Package:

User needs ALL of the following taskids:



aaa (READ WRITE)
RP/0/RSP1/CPU0:ASR9k (config) #
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RP/0/RSP1/CPUO:ASR9k#show aaa usergroup TAC-Defined
Tue Feb 16 00:50:56.799 UTC
User group 'TAC-Defined'

Inherits from task group 'operator'

User group 'TAC-Defined' has the following combined set
of task IDs (including all inherited groups):

Task: basic-services : READ WRITE EXECUTE DEBUG
Task: cdp : READ

Task: diag : READ

Task: ext-access : READ EXECUTE

Task: logging : READ

RP/0/RSP1/CPUO:ASR9k#conf t
RP/0/RSP1/CPUO:ASR9k (config) #usergroup TAC-Defined
RP/0/RSP1/CPUO:ASR9k (config-ug) #taskgroup TAC-Defined-TASK
RP/0/RSP1/CPU0:ASR9k (config-ug) #commit

RP/0/RSP1/CPUO:ASRI9k#show aaa usergroup TAC-Defined
Tue Feb 16 00:51:31.494 UTC
User group 'TAC-Defined'

Inherits from task group 'operator'

Inherits from task group 'TAC-Defined-TASK'

User group 'TAC-Defined' has the following combined set
of task IDs (including all inherited groups):

Task: aaa : READ WRITE EXECUTE DEBUG
Task: acl : READ WRITE EXECUTE

Task: basic-services : READ WRITE EXECUTE DEBUG
Task: cdp : READ

Task: diag : READ

Task: ext-access : READ EXECUTE

Task: logging READ
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RP/0/RSP1/CPU0:ASR9k (config) #tacacs-server host 10.106.73.233 port 49
RP/0/RSP1/CPU0:ASR9k (config-tacacs-host) #key 0 cisco
RP/0/RSP1/CPU0:ASR9k (config-tacacs-host) #commit

!
tacacs-server host 10.127.196.160 port 49
key 7 14141B180FO0B
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#aaa authentication login default group tacacs+ local
#aaa authorization exec default group tacacs+ local
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#aaa authorization commands default group tacacs+
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#aaa accounting commands default start-stop group tacacs+
#aaa accounting update newinfo
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“sdb: Ildentity Services Engine Home  » ContedVisibilty  » Operations  » Policy |[EEIVUIICIEUEIME » Work Centers

» Systern  » Identity Management | - Network Resources | » Device Portal Management  pxGrid Services  » Feed Senvice  » Threat Cenfric NAC

- MNetwork Devices  Metwork Device Groups  Metwork Device Profiles  External RADIUS Servers  RADIUS Server Sequences NACManagers  Edernal MDM  » Location Senvices
——

o
Metwork Devices List > New Network Device

Network Devices

Network Devices

Default Device

* Name [LAB_ASR ]
Desciiption | LAB_ASR device

[ Address  ~| *IP: [ 10.106.37.160 NIES

Device Security Seltings

* Device Profile &% Cisco |~ &

T —
Software Version lj

* Network Device Group

Location [lag @ | [.Set ToDefaukt
IPSEC |15 IPSEC Device Set To Default
Device Type [asn | [Set To Defauk

O 7 RapIus Authentication Setings

®

* TACACS Authentication Seltings

Enable Single Connect Mode []

® Legacy Cisco Device
TACACS Draft Compliance Single Connect Support

O '+ smP setiings

[m » Advanced TrustSec Seltings

m Cancel
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- ldentity Services Engine Home onte) ity 0 |  Administration » Work Centers

» System  » Identity Management = ~Metwork Resources  » Device Portal Management  pxGrid Senvices  » Feed Service  » Threat Cenfric NAC

~Metwork Devices ~ Network Device Groups ~ Network Device Profiles  External RADIUS Servers  RADIUS Server Sequences  MAC Managers  External MDM  » Localion Sendces
———

o
Metwork Devices Network Devices
Default Device
f Edit Add [0 import (g Export Generate PAC Delete
Device Security Settings ’ < s & @eBrort v | @Gener X N
Name « | IP/Mask Profile Name Location Type Description
O LeB_ssr 10.106.37.16... &% Cisco & LAB ASR LAB_ASR device
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2 A& & LICH Administration(Z2]) > Identity Management(ID & 2|) > Groups(1&) > User
Identity Groups(AtE Xt ID 18) ot M 252 Holg = U&LICHO| oo WHE JE2 Tt
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1. ASR 2Yx}

2. ASR-2 G X-AAA
3.ASR £ E AlAH
4. ASR-Sysadmin

Identity Services Engine Home » Contes y » Operat » Policy ~ Administration » Work Cente

» System | -ldentity Management | » Network Resources » Device Portal Management  pxGrid Services  » Feed Service » Threat Centric NAC

» |dentities Groups External Identity Sources Identity Source Sequences r Settings

Identity Groups User Identity Groups
¢ L)
v = - G, JEdit <add | YDelete v @almport ghExport v
» [ Endpoint Identity Groups Mame | Description

v |3 User identity Groups £2 ALL_ACCOUNTS (default) Default ALL_ACCOUNTS (default) User Group

&2 ASR-Operator
&% ASR-Operator-AAA
L ASR-RootSystem

5L ALL_ACCOUNTS (default)
"'Q ASR-Operator

""l ASR-Operator-A44

"’; ASR-RootSystem

""l ASR-Sysadmin

\SR-Sysadmin

0oooooooooono

,..-Q S Employee Default Employee User Group
Employee
3 A S (i ) f; A NTS (default)
:g GROUP_ACCOUNTS (defaut) 1 GROUP_ACCOUNTS (default) Default GROUP_ACCOUNTS (default) User Group
r-1 GuestType_Contractor (default) &2 GuestType_Contractor (default) Identity group mirroring the guest type
f“l GuestType_Daily (defautt) &2 GuestType_Daily (default) Identity group mirroring the guest type
f‘l GuestType_Social_ogin (default) 22 GuestType_Sociallogin (default) Identity group mirroring the guest type
"'Q GuestType_\Weekly (default) &2 GuestType_Weekly (default) Identity group mirroring the guest type
;Q OWN_ACCOUNTS (default) f_": OWN_ACCOUNTS (default) Default OWN_ACCOUNTS (default) User Group

ID ZE3E7. ol0lx|ol ZEAIE CHz MEXE ddst o|Fol| & st ZF AL8xt 250l oHEEL

Zl.'..';lp' Identity Services Engine Home » Con ibility » Operations » Paolicy ~ Administration

» System | widentity Management  » MNetwork Resources  » Device Porial Management  pxGrid Senices  » Feed Senice  » Threat Centric NAC
~Identities  Groups External ldentity Sources  Identity Source Sequences  » Seftings
(]
Users Network Access Users

Latest Manual Network Scan Res...
’ JEdt feadd | [Echange Stats v @eImport @oExport v | I Delete v [fyDupicate

Status Name a  Description First Name Last Name Emal Address User Identity Groups Admin
[0 @Enabled § ASRaaa ASR-Operator-AAA
[ meEnabled o ASRRead ASR-Operator
[J mEnabled © ASRRoot ASR-RootSystem
[0 @Enabled ¢ ASRwrite ASR-Sysadmin
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ATHA|. ZE AFE ROl Tl FAIE A Z2 a2 &olsfL|ct o2 Al st24H Work Centers(ZF ] ME]
) > Device Administration(C|HFO|A E2]) > Policy Elements(&2 2 4) > Results(Z}) >
TACACS Profiles(TACACS 21} )2 O|SFLICH0|0|X| & 0| HE 2| ISEX| EAIE CHE M
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1. ASR_2Yx%}

2. ASR_RootSystem

3. asr_sysadmin

4. Operator_with_AAA

"Hsea: Identity Services Engine Home b ContextVisibilty  » Operaions  » Policy b Administration [ERaEIqe e

» Metwork Access  » GuestAccess  » TrustSec  » BYOD  » Profiler  » Posture | ~Device Administration » PassivelD

b Overview » ldentities User ldentity Groups Ext|d Sources » Metwork Resources = Policy Elements Device Admin Policy Sets Reports Settings
I

[ <]
» TACACS Profiles
» Conditions
0 Selected
+ Network Conditions
= Refresh + Add Duplicate M Trash~ Edit
~ Results o
L' nName Type Description
Allowed Protocols [ ASR_Operator Shell
TACACS Command Sets
|: ASR_RootSystem Shell
TACACS Profiles
[0 ASR_Sysadmin Shell
[]  Default Shell Profile Shell Default Shell Profile
[7] DenyAll Shell Profile Shell Deny All Shell Profile
O Operator_with_AAA Shell
[ WLCALL WLC WLC ALL
O WLCMONITOR WLC WLC MONITOR
TACACS z2nel

o 54) MM otz ololx|of EAIE CHZ
Type(R3), Name(0|§) 2 Value(2}) EEE 0'3—13* = AGLCH



~Work Centers

» Metwork Access  » GuestAccess  » TrustSec  » BYOD  » Profiler  » Posture = Device Administration | » PassivelD

r Overview ¢ Idenlities  Userldentity Groups  Extld Sources  » Network Resources = Policy Elements  Device Admin Policy Sets  Repords  Seftings
——

o
TACACS Profiles = ASR_Operator
» Conditions
TACACS Profile

» Network Conditions
Mame ASR_Operator

~ Results
Description
Allowed Protocols
TACACS Command Sets
1
ACALS Fiofiles Task Aftribute View  Raw View
Commeon Tasks
Common Task Type . Shell =
[ DefaultPriviege | © | (selectoto1s)
[T Maximum Privilege I o | (Select0to 15)
[ Access Control List | o]

[7] Auto Command

[ Mo Escape | © | (Select true or false)
[ Timeout ’ © | Minutes (0-8899)
[ Idle Time | © | Minutes (0-9999)
Custom Attributes
& Add @ Trash» & Edit -2
L] Type Name Value
[ MANDATORY task wic, Btoperator G
< >

ASR Operator d ZZ I} UR E A|AH| 45t o| HL:



~Work Centers

» Network Access  » GuestAccess  » TrustSec  » BYOD  » Profiler  » Posture = ~Device Administration | » PassivelD
» Overview  » Idenfities  Userldenfity Groups  Extld Sources  » Nelwork Resources = Policy Elements  Device Admin Policy Sets  Reports  Setlings
(]
TACACS Profiles = ASR_RootSystem
+ Conditions. ok =
TACACS Profile
¢ Network Conditions
Mame ASR_RootSystem
~ Results
Description
Allowed Protocols
TACACS Command Sets
TACACS Profil 7 i i
rones Task Attribute View  Raw View
Commeon Tasks
Common Task Type = Shel 2
[ Default Privilege | o | (Select0 1o 15)
7 Masimum Priviege | © | (selectoto15)
[ Access Control List | o |
["] Auto Command | () |
[ MNoEscape | © | (Selecttrue or faise)
[ Timeout I © | Minutes (0-9999)
[ Idle Time [ o | Minutes (0-9999)
Custom Attributes
+ add @ Trashv O Edit B~
LI Type Name Value
[T MANDATORY task i #root-gystem Gil
€ »
= Eil Ml 1T —I. Q in Q4§ | o .
ASR R E A|AH A = 21} sysadmin & 9| HL:



» Network Access  » GuestAccess  » TrustS8ec  » BYOD  » Profiler  » Posture | = Device Administration = » PassivelD

~Work Centers

v Ovenview  » Identiies  User Identity Groups  ExtId Sources  » Metwork Resources - Policy Elements  Device Admin Policy Sets  Reports  Seftings

(]
TACACS Profiles » ASR_Sysadmin
¥ Conditions
TACACS Profile
» Network Conditions
Mame
~ Results
Description

Allowed Protocols
TACACS Command Sets

TACACS Profiles

Common Tasks

Common Task Type | Shel P

ASR_Sysadmin|

Task Aftribute View Raw View

[ DefaultPrivilage | Q|
[ Maximum Privilege | Q |
[ Access Control List | o |
[ Auto Command | Q |
[T NoEscape | Q I
[ Timeout [ o |
[ Idie Time | o |
Custom Attributes

+ Add @ Trash~ & Edit

L Type Name Value

[T MAMDATORY task wi #sysadmin

<

o

ASR Sysadmin A T 2 n} 2@ Xt

bl

(Select 0to 15)

(Select 0t 15)

(Select true or false)
Minutes (0-9999)

Minutes (0-9999)

-2
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[

» Network Access

b Ovendew  » |dentities

» Conditions

» Network Conditions

~ Results

Allowed Protocols
TACACS Command Sets
TACACS Profiles

AAA Al T2 malo|
O LIS ALEXAHE ALEE

&LCh.

Identity Services Engine

» Guest Access

Home » Operations » Policy ~Work Centers
» TrustSec » BYOD  » Profiler » Posture  ~Device Administration = » PassivelD
User |dentity Groups  Extld Sources  » Network Resources Settings

~Policy Elements  Device Admin Policy Sets  Reports
—
o

TACALCS Profiles > Operator_with_AAA

TACACS Profile

Mame Operator_with_AAA
Description
——
Task Attribute View Raw View

Common Tasks

Common Task Type | Shel ¥
[ Default Privlege | © | (setectoro1s)
[ Maximum Pridlege | © | (sstectotos)
[ Access Control List ’ ) ]
[T Auto Command ’ ) ‘
[T Mo Escape | o | (Select true or false)
[ Timeout | © | Minutes (0-9999)
[ Idie Time | o | Minutes (0-9998)

Custom Attributes

+ Add & Trash~ = Edit o
L Type Name Value
[ MANDATORY task rwiaaa Foperator [ |

<
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cisce  ldentity Services Engine Home + Context Visibility » Operations ¥ Policy + Administration » Work Centers

» System | wldentity Management  » Network Resources  » Device Portal Management  puGrid Senvices  » Feed Senvice  » PassivelD  » Threat Cenftric NAC

b ldentities  Groups  External Identity Sources  |dentity Source Sequences  » Settings

Identity Source Sequences List > All_User_ID_Stores
Identity Source Sequence

v Identity Source Sequence

* Name | All_User_ID_Stores

Description | A buiit-in Identity Sequence to include all User Identity Stores

v Certificate Based Authentication

[] Select Certificate Authentication Profile  Preloaded_Certfficate § ©

* Authentication Search List

A set ofidenfity sources that will be accessed in sequence until first authentication succeads

Available Selected
Internal Endpoints Internal Users
All_AD_Join_Points
GuestUsers
=
<«

* Advanced Search List Settings
If a selected identity store cannot be accessed for authentication

() Do not access other stores in the sequence and set the "AuthenticationStatus™ attribute to "ProcessError

(®) Treatas ifthe user was not found and proceed to the next store in the sequence

(CReset)

6Tt LHE AL X7t ZEE ID AE0{ AJRAE AFS 5124 Work Centers(5f 2] HIE]) > Device
Administration(C|HFO|A # 2]) > Device Admin Policy Sets(C|HFO|A #2] & ZI&) > [Choose
Policy Sef](33% Zg ME)ollM @15 &g FAI5HL|Ct O[] AAI3t AKXt ID 2ES AFR 504
QT ALEol mek HEt 204 Fstn o|O|x|of EAIE CHE 2t M Z2mtelg ojEErLIch

vl igentity Services Engine

¥ NetworkACcess b GUestAccess b TrustSec  »BYOD b Profler  » Posture =Dt

on | b PasshveiD

Click here fo do witeless setup and visibility Setup Do net shew this aga
»Overdew  » MentSies  UseridenttyGroups  ExidSources  » NetworkResources o PolicyElements  Device Adwmin Policy Sets  Repors  Saftings

Policy Sets = ASR TACACS policy

Status  Policy Set Name Description Conditions Allowed Protocols [ Server Sequence  Hits

C  DEVIGE Device Trpe EQUALS Al Divice TypesmaSR
@ ASRTACASS policy AND Defautl D
©  DEVICE Location EGUALS Al LocationsFLAB

» Authentication Policy (1)

+  Status  Rule Name Condiions: Use Hits  Actions

MI_User_ID_Stores

@ Detaun "
¥ options
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¥ Authorization Policy - Local Exceptions

¥ Authorization Policy - Global Exceplions

W authorization Polcy (5)

Results
+
Status  Rule Name Conditions Command Sets Shell Profiles
M IntemalUses denttyGroup EQUALS User Igentity Greups ASR ReotSystem
@ 23R _RootSystem_Rule AND @ 5 All Locations#LAR ParmiléliCommands =+ | | A5R_RootSystem
3 DEVICE Device Trpe EQUALS ANl Divice TypesmASR
& IntemalUseridenttyGroup EQUALS User Igentily Groups-ASR-Sysadmin
ASR:_Sysadmin-Ruly AND © DEVICELscabion EQUALS Al LocationsiLAB ParmitdliCommands -
&1 DEVICE Device Trpe EQUALS A Device TymesmaSR
M InbemalUser ldentityGroup EQUALS Ussr Ideniity Groups ASR-OperatorARA
@ 3R Operstor_asA_Rule AND © DEVICELocsion EQUALS Al LocationseLas ParmitAllCommands + per h
B DEVICE-Device Type EQUALS ANl Dipvécs TypesmaSR:
& IntemalUser ientihGroup EQUALS User Igentity Groups:ASR-Operatr
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username: ASRread
password:

RP/0/RSP1/CPUO:ASR9k#show user
ASRread

RP/0/RSP1/CPU0:ASR9k#show user group
operator

RP/0/RSP1/CPUO:ASR9k#show user tasks

Task: basic-services : READ WRITE EXECUTE DEBUG
Task: cdp : READ

Task: diag : READ

Task: ext-access : READ EXECUTE

Task: logging : READ
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username: asraaa
password:

RP/0/RSP1/CPUO:ASR9k#sh user
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asraaa

RP/0/RSP1/CPUO:ASR9k#sh user group
operator

RP/0/RSP1/CPUO:ASR9k#sh user tasks

Task: aaa : READ
Task: basic-services : READ
Task: cdp : READ
Task: diag : READ
Task: ext-access : READ
Task: logging : READ
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username: asrwrite
password:

RP/0/RSP1/CPU0O:ASR9k#sh user
asrwrite

RP/0/RSP1/CPUO:ASRI9k#sh user group
sysadmin

RP/0/RSP1/CPUO:ASR9k#sh user tasks

Task: aaa : READ
Task: acl : READ
Task: admin : READ
Task: ancp : READ
Task: atm : READ
Task: basic-services : READ
Task: bcdl : READ
Task: bfd : READ
Task: bgp : READ
Task: boot : READ
Task: bundle : READ
Task: call-home : READ
Task: cdp : READ
Task: cef : READ
Task: cgn : READ
Task: config-mgmt : READ
Task: config-services : READ
Task: crypto : READ
Task: diag : READ
Task: drivers : READ
Task: dwdm : READ
Task: eem : READ
Task: eigrp : READ
Task: ethernet-services : READ
--More--

(output omitted )
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username: a
password:

srroot

RP/0/RSP1/CPUO:ASR9k#show user

asrroot

RP/0/RSP1/CPUO:ASR9k#show user group

root-system

RP/0/RSP1/CPUO:ios#show user tasks

Task:
Task:
Task:
Task:
Task:
Task:
Task:
Task:
Task:
Task:
Task:
Task:
Task:
Task:
Task:
Task:
Task:
Task:
Task:
Task:
Task:
Task:
Task:
--More--
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