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. Cisco Wireless LAN Controller(& & & S8 M4
- |dentity Services Engine(ISE)
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- Cisco Identity Services Engine H{7% 2.1

. Cisco Wireless LAN Controller 5508 Z! 8.0.121.0

- NGWC(Next Generation Wireless Controller) catalyst 3850(WS-C3850-24P) with 03.06.04.E
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Unified 5508 WLC T4
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£ MAC ZE{2/0| #d3tE Open SSID(AAA R 2| 2 RADIUS NAC Z&)of 45t F4 =
ZolEz A|7;+% ICt. Ol A 5t ISE7t ISEQ| HIAE ZXHoi Z|C|HME 32 Alst7
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1. 215 Al AX 22| MHZ ISEE M™MA|Zo =2 F7pehct.

- Security(E22H > AAA > Authentication(R1F)2 2 0|55l New(MZ BHE7|)E =2 LICH



Security RADIUS Authentication Servers > Edit

Sancer Indesx

Server Address{lpvdilpwi)
Shared Secret Formiat
Shared Secrat

Confirm Shared Secrat

ey Wrap 2 , !
) r FIFS cuskomers and requires a key wrap complank RADIUS server)

Part Numbeér 1812
Server Status Enabled ¥
Support for RFC 3576 Enabled T

¢ Local EAP Server Timeaut g secands

Advanced EAP Hetwark Uger ¥ Enable

Ra, ' # Ena
v Priocity Order il Enable

b Certificate

b Access Control Lists

ISEME{ IPA 29 o5 %!E'.
‘BAEXI srongn_m
. 718502 ME AlZh Z3tofl A AireOS WLCE 2% 8 7 |
O|EAl, ISE 2 WLC)of| 2} ME AlZH MBS 5% o|Ato 2 S2 2T st Zol =&| O[HIE

£ ¥Xxlst= Aol g + A&LICH
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. A& PSN(Policy Services Node)O| 0424 7HQl B A&HM F71 M 52 488t
=

31 o]l Y AHu|ad|o|M ofol= 2709l ISE QIAEATE ZEEL|CH
- Security(22+) > AAA > RADIUS > Accounting(0{7I2 )2 2 0|55t New(ME BHET|)E

Z2/8hct.
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2ol AEj7H B ZR0IE WLCE 7B MR 915 Y(EE) 019+—8% EEHE‘% BXQAHAR Y
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ol &% % §P3PE=| EH ot2 & M3l LICt Security(®22h) > AAA > RADIUS > Fallback(CHA)2 2
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- Passive(=5) - A2 2 E0iA MH7I WLC 215 2ol SE35HX| fo™ WLCE AHHE HI
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Zot O|HIETL W AlSHH(MEH7E CH2 & SE) M & S0| CHA| HIEE OV (¥ = ol =l
EtO|H7} ChA| AIRHEILICH MH7F d3 Moz SHsHH & o7 |dof Zot A&LICH 047|M
T 7tsE 2k2 180~3600% &Lt

. Active(B ) - &M 2ol M7t WLC 21E Q&0 SEH3SHX| M WLCE MHHE
DeadZ EA|ft Ctg MHHE HIE M M E2 0|85t A7t SEHE MR F7|Mo2 =
ZH HAIX| MEE AEEILICH M7 8E8H WLCE CIE MHE HEIE EZ 0|53t
T 2H HAIX| &S SXIELIc

Ol ZENME WLCOHIM AFEXE 0|8 2 =2 H Z+HZ(X)2 =dsl ok & LICH180~3600).

Fo:wLC Zz=Hols d3%¢l el5o| Estx| ef&LCh.

0
B QlZe MHE BN TI7IUZ sZstvlol B2 Myl SEHoR ZHFELIC

HAE 9| SSID(Service Set Identifier)& T4 & LICt.

- WLANs(WLAN) B1© 2 0|55t Create New(AME BtE7|) SM0IM Go(0lS)E 2 =l LICY.

WLANSs

Maone [Change Filter] [Clear Filter] Create New

Current Filter:

- Z21 0|F L SSID O|§ 2 UMELICt ApplyE 23{ELICH

=<

- General(gh) B0l M AL & QIE{HIO|A EE= RQIE{HO|A I E(HAE VLAN)S MEHEHLCY.

Radio Policy

Interface/Interface Group(G) | guestZ

EH

. Security(.E22H > Layer 2(2410]01 2) > Layer 2 Security(20]0] 2 £ 2H0ollA None(81&)S =4
5t 11 Mac Filtering(Mac EE| ) £QI8& & 43} 8hLiCt.

NLANs > Edit 'Guest

General Security | QoS ! Policy-Mapping Advanced

Layer 2 ! Layer 3 | AAA Servers

Layer 2 Security € | None

MAC Filtering2

Fast Transition

Fast Transition

Mo
om

- AAA Servers(AAA AHH) & otzfoll M Authentlcatlon and Accounting servers(215 2! 017}
MHE)E enabled(E2d&3HE dHstD 7|2 X EX MHHE MEARILICEH



WLANSs > Edit "Guest'

General | Security | QoS | Policy-Mapping | Advanced

Layer 2 i Layer 3 | AAA ServVers

Select AAA servers below to override use of default servers on this WLAN
Radius Servers

Badius Sarver Overwrte interface Enabled

Authentication Servers Accounting Servers

* Enabled ¥ Enabled
Server 1 | 1P 157.210, Port: 1812 7 || TP . 157.210, Port: 1813

Server 2 | IP:HENI57.21, Port: 1812 1P 157.21, Port: 1813
Server 3 | None HMone
Server 4 | None Mane
Server 5 | Mone Mone
Server 6 | Mone Hane

Radius Server Accounting

intenim Update Interim Interval G

- Interim Update(Z 7t 2CIO0IE): o] E=0i| &= E F7tst x| o= ME{A Zm| 38| oM L.

Ol& E“"@P%PE#EH WLC |01|A-| 8 X OI**OI E% Al3H3H ok

0 ZHH2 2 A8: 20| E 2| MSCB(Mobile Station Control Block) &5 0| 8473 miotct WLC7}
ISEO]| 07| 2&! AUO|0|EE ™MEELICHOI: IPv4 EEE IPve A &Y &= #HE 220|¢E 22
O|HIE) FI}201 H7| YO0l E= ME KX eggucr.

T El Interim Interval(Z ¢t ZHA) o= &
HEEH ISEN LIS MEstn, £ HE

Fh.

A=l 0| 2EO|M WLCE= 2210|¢
| Z+Z4

[=D —
Aol =7t HI| o728 LR 2

- Advanced(Z1 =) B0l A Allow AAA Override(AAA A& 2| 5{8)E & +43t5t 11 NAC State(NAC
2 Eff)0i 4] RADIUS NAC(RADIUS NAC)& ME§grLICt O|Z 7| 5t WLCTL ISEdIAM 2= 2E
£ 7t d(AvP)E MEELcH

. SSID general(SSID ¥t o 2 0|53l SSID AEHE Enabled(&A3HE) 2 A ELICH

WLANSs > Edit 'Guest’

General | Security | Qo5 | Policy-Mapping | Advanced

Erofile Mame Guesk
Type WLAN
SSID Guask

Status ¥ Enabled
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2|C[2M ACL 4
O| ACL2 ISEMIM FHZAE|H 2C|AME|l= ERE} 318 &= EcfES A™ELIct
- Security Tab(& 2t &) > Access Control Lists(A|A X[o| 58)2 0|5 510 New(AMZ BHE 7|

)& S=IELIC
. Ch22 AcLol ofgLich

255 T55.255.255

55 T55.255.255

O] ACL2 TCP *ZE 84432 &% DNS MH|A 2 ISE L E 7F HMAE 5{S5Hok
A HET U&LICH & LIHX| ECHE0| ISEQ| HAE £ URLE 2|C|=MHEL|C
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HTTPS 2|C|3M

0| 7|52 AireOS 71 8.0.x Ol oM X|HE[X[EH 7|2X 2 2 THA] JU&LICH HTTPS X2 &
35248 WLC Management(WLC # 2l) > HTTP-HTTPS > HTTPS Redirection(HTTPS ZIC |2
)2 £ 0|S3t0{ Enabled(& g2 &) 2 A™&t7HL CLIOIAM CHE BHEE MSELICH

(Cisco Controller) >config network web-auth https-redirect enable

HTTPS 2IC[3|4d0| &8 E £ QISA Fn

https-redirect7t & &3tEl = A Xt= ZIC[RM Soi eI M AE 2XME F-E = JU&LICH o=
HEEDo| &3 M 1B M7t U 0] B M7F METHE| MEE £ U= 215 7|®olMd M
gt B0z LtEELICE O olf= wLColl Mx|E QIS M7t 7t4 QIE{HO|A SAE O|F E= IP
FAZ YUZE[7| EQULICH E2H0|HE T} https://cisco.comE AT E [, EEIRKME QIS M7I
cisco.comOi| &2 £|7|E Z|CHErLIC 2Lt WLCTF 22I0|MEo| M W28t GETS 7IE2H £ ¢
of{H HX{ SSL HEM0|= Al S0 WLCT} 7tef QIE{H|O|A RIBME M AIStE HTTPS MM
2 MHstof #LIct o= A 5t Eeto|HET HMASE{= el B AHOIE(Hl: wLC 2| 7t 2IE
HOo|A EAE 0|&0]| ot cisco.com)of SSL #IEMO|Z S0 MSE QUS M7 L& E|X| A%
D2 HetXo|M Zn7t ZAIELICH EetX{otct CHE QIS M 2F HAIXIE & &= UXIEHE
T S 22Xt #rE0o| U& L.

39l Fof £x|

0| 7|52 AireOS WLCOHIAM 7|[2XMo 2 & M35t E|of Q&LIch M= X0l ol =x|7 EMslE 3
2L WLCE AAA MHHE SE5tX| ot Zdo 2 E A|St1 RADIUS AlZH =1t O|HIEJ} 8 Z2t0|¢

Eof| ¥&E & Cls FHE AAA HHZ O|SEFLICH


HTTPS://cisco.com

O| 7|SO| H|gd3t | RADIUS AlZh =3t O[HIE T} %|4 3712| 2Et0|HE MMM Edet 3
<0i|2F WLCTt CHE Mz Folf ZX|ELICH 0] 7|52 ol B2 = HIFE&E + A&LICHo] B
230f CHEH RS E TR 1)

(Cisco Controller) >config radius aggressive-failover disable

7|52l Hx HEfE =elstedH

(Cisco Controller) >show radius summary

Vendor Id Backward Compatibility................. Disabled

Call Station Id CaSe. ..t v ittt ittt eeeeeenn lower

Acct Call Station Id TyPe. . v vttt i e, Mac Address

Auth Call Station Id TyPe. .« ot i ittt m . AP's Radio MAC Address:SSID
Extended Source Ports SUPPOrtT.........oiiiiinnn.. Enabled

Aggressive FallovVer . ... oottt t ettt eee e Disabled

O
1
=
o
2
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& ZHE AMst D 22 1 0|X|E RIS AlZ5t= CNA(Captive Network Assistant) H7{L|&
2 X[t dEEREET H7H Mo{E FHolM oAl EEIRHME S5l 0| Y S s st= BHH
E U EQIEE 25| A Sote HEIRKXE ™50 o] &FdeS EE|7-|°*L—IEP CNA7P O|At
(pseudo) HEIRME Aldst= AEXLQIES FR 5&0| E%O-IQ olA&LICHISE 24 ZTEE 7
CIAME|lE 2 ol YEHXM OS2 Apple 10S C|HO|A0| F&EE2 O|X|H, §3] EIHPOIA S5,
VLAN DHCP-Release, TH &% &Ql0| o8t E2 20| FEHC IS O|&LICH

A B2l 5&9| %Eéﬂoil et L 938 g4slste 7ol E&LICH O|2{8t AlLE[204 A

WLCE= CNA 22 AM H7{L|EE FAlStH Zt0|UEE= HEtRXME gof 2IC|HM Z2MAE
USES R (o) -1 g i

7159l HEHE EIF LTt

(Cisco Controller) >show network summary

Web Auth CMCC SUPPOYL .. v it it ittt Disabled

Web Auth Redirect POrtsS ... iii i, 80,3128

Web Auth Proxy Redirect ................... Disable

Web Auth Captive-Bypass @ ..t iinnnnnnn. Disabled

Web Auth Secure Web ............ ... ... . ..., Enable

Web Auth Secure Redirection ............... Enable

AL
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Ol 7|s& &'dststedH

(Cisco Controller) >config network web-auth captive-bypass enable
Web-auth support for Captive-Bypass will be enabled.

You must reset system for this setting to take effect.

WLCE AMEX0IH HE AHEE HE oA ™ AAR(MAIE)O| EeEfS SEILICH

0| A|Z{0f| A show network 242 7|50| 43t El Zdo 2 EA|E|X|PH A AlEHE X2 6le{™
WLCE C}A| A|ZFSHoF gfFLCt.



Converged 3850 NGWC 74
™Mo AHn|lag|olM
1. 218 Y AHE #E| MHE ISEE MMM =E F7}

. Configuration(Z1Z| 12| 0| A) > Security(:2.2F) > RADIUS > Servers(MH)Z 0|58t 11 New(M
2 oE7)E %E—!*I—IEP.

CISEMH IP FA, 37 &E, M Alzt 20 L A S48 3 =S grFg

. RFC 3570(CoA x|°4)01| CHet X|§0| &3t E|RA= K| = lgLct.

- Ol HH S BtF3tod EX Mu &5 2 F7HgLCt

RADIUS Servers
Radius Servers > New

Sarvar Name

Server IP Address

Shared Sacret [
Confirm Shared Secret sessnsss
Auth Port (0-65535) 1812

Acct Port (0-65535) 1813

Server Timaout (1-1000)sacs| 3

Retry Count (0-100) 2

Support for RFC 3576 Enable | -

2.ISEQ| M 18 44

. Configuration(Z1I| 2124 0|A) > Security(&2 2+ > Server Groups(MH 1&)Z 0|5 5t2 New(M
E BHE 7|)§ Z2IgLct.

. 50 0|2 KIYstT B EH?(2 Dead-time {2 LT LICH HEERI &M HH F82
E CHA| EEEE‘EI?I ol MEHE HIE M CH7|Hol| | X|st= Alzt ?=.L—|EF

. Available Servers(At& 7S 8 MH) 550l AM Assigned Servers(& 2 &l M) Lol F7+EFL
Ct.



Radius Server Gmup

ius Senver Group > New

| 15€_Group
! e |

MAC-delimiter [colon | = |

MAC-filtering [none | *

ad-time (0-1440) in minutas| 10

roup Type radils

Available Servers Assigned Servers

I5EZ
ISE1

Servers In This Group

3. Dot1x@ MYX o2 A58 A ErL|Ct.

. Configuration(Z1Z| 12/ 0|4) > AAA > Method Lists(HI A= 558) > General(EHZE 0|Sst
Dot1x system Auth Control& & 412} &HL|C}

General

Dotlx System Auth Control
Local Authentication | NG_H_E'_j

Local Authorization MNone | -

4. 4 28

- Configuration(Z1IZ| 12| 0| M) > AAA > Method Lists('2'#] 55) > Authentication(P1F)2 £ 0|
S5to M & SE2 g Lct o] 49 & Dotix & :L—.=.— ISE_Group( |7 EhA[O] A
ME O5)LICH O# CHS ApplyE FELUCH

Authentication
Hr e

fyallable Server Groups _ fAssigned Server Growups
| 15E_Group

Groups In This Method |




. 017} 2 &(Configuration(Z1Z| 12/ 0| 44) > AAA > Method Lists(H A = 5-8) > accounting(017}

28&!)) 2! Authorization(Configuration(Z1I]124|0]Ad) > AAA > Method Lists(HAE S 58) >
Authorization(T 8t £04)0i| CHSHM = S LUsH U S =ALICH O|FEAH AL B2 R

O AR
Accounting

3 > MNew

ISE_Method

dotlx ) exec (=) identity

" paem FEITTI LS
A BRAERILILY . =1L ¥

Available Server Graips

Authorization

fvailable Server Groups

Azgigned Server Grolps

5. HEt §0{ MAC EE| s dEgfLct

O|l= Lt&0f SSID d™o M =& ELICH

. Configuration(Z1I|12i0|4) > AAA > Method Lists(H| A E 558) > Authorization(# 8 F0{)2
2 0|83t New(MZ BHEZ)E E=IFLICIH

= =2 T1d
- HaE 55

o|l&=2 UiELICt Type(8) = Network(LUIEI3) 2! Group Type Group(1 &
RE a18)s ME#EL

- Assigned Server Groups(&2 & & M 2 &) ZE

= Z) Z=of ISE_Group2 F7I&FLICH
Mthorization

Pt

= e \_} credentisl-downloa

] s
+ RG]

Avallable Server Groups

Assigned Server Groups
1SE_Group

Groups In This Method




SSID ZHm|zdo]4d

1. HAE SSID 44
. Configuration(Z1Z| 121 0|A) > Wireless(F41) > WLANsS(WLAN)Z 0|55t New(MZ BHE7|

)& SEIFLct
- WLAN ID, SSID %! Profile Name(Z 21} 0|F§)2 =25t Apply(HE)E S=IELICEH
- Interface/Interface Group(2/E{H|O|A/QIE{H| O|A &) ot2Hel SSID A7 0i| A Guest VLAN
Layer 3 QIE{H|O|AE MEREFL|C}

Interface f Interface Group Dialog

Intesfacedinterface Group{G) | default
disfault
VLANDO L0
VLANGDL1
WLANDOSD
WLANG301
VLANDIOG

- Security(®2.t) > Layer 2(24 0|01 2)0{A| None(R1&)= 41=45t 1 Mac Filtering(Mac EE{&) ¥
ofl o|&oil T+ B Mac Filter Method List Name(MacFilterMethod)S /248 L|C}.

. Security(:2.2+) > AAA Server(AAA AH) Ri0i| A 28 Authentication and Accounting
methods(215 & AY 2| &) S5 (ISE_Method)S MEHELICY

WLAN = Edit

cenedl DI o5

Laverd  AAA Server

Laver 2 Security| None | = |
MAC Filtering | MacFilterMethor |



-'||'|‘-| _-|.|-|t|.: ||:|I‘| "-.k t".cd E'::E_"":"[ﬁﬂ-ﬂ ':‘

Accounting Method |I3":_r~!-:':h:|:| '._-J'

ocal EAP Authentication ]

. Advanced(ZL&) {0l M Allow AAA Override and NAC state(AAA R{Z 2| 2! NAC #El 3{8)E
EASEILICEH LIHX| AH2 2 5 QF A (MM AlZE =14, 22H0|ME A 2|, Aironet
Extensions X|)0i| [t2} =& 6ok gFL|Ct.

Allow AAA Dveride | DHCP

Corverage Hole Detection

Session Timeout (secs) [28800 | DHCP Server IP Address

Aironet IE | DHCP Agdress Assignment required |
Diagnostic Channel ' DHCP Option 82

PZP Blocking Action Disabled | = DHCP Option &2 Format

Media Stream Multicast-direct || DHCP Option 82 Ascii Modea

Client Exclusion Ld DHCP Option 82 Rid Made

Timeout Value(secs) | 60 . NAC

Max Allowed Client —
NAC State )

. General(tt) B{o 2 0|&35t01 Status(& EH)E Enabled(& AH3HE)E AHELICH OH CHS
ApplyE FE&LIC}.

ACL 7 2lC|=|M

O| ACL2 x=7| MAB 70l CHEt SH S ZE LI S0 access-acceptOll A ISEO| 2|af & Z=ElLICt
NGWC= O|E Ar&35t0q E|C|2Me EefElnt 5{&slof & EgfElE 2™ eLct

. configuration(Z1I| 124 0|4d) > security(*2.2t) > ACL > Access Control Lists( A& Ao S5
)& 0|53t Add New(MZ F7H)E =g LICtH

. Extended(Z )& ME4SI T ACL Name(ACL O|8)2 &=2dgtLCt.

. O] JB M= LEtAQl 2|C|=M ACLS| o & Eo{iELCt.



Access Control Lists
ACLs = ACL detail

Details :

MNamz: Guest_Redirect

Type: IPv4 Extended
Add Sequence  Remowe

Seq Action = Protoco Source IP/Mask Destination 1P Mask Source Port Destination Port

I 102 M4 MAERLICH Ol YEHMo 2 ZX| sHA AMetE flsl F7+HE LICE Of
ACL2 DHCP, DNS AMH|A 2! ISE ME{ Z E TCP 8443(ACE 7{£)0] CHEt BMAE &5l
of EfLICt HTTP X HTTPS EcH= 0| 2IC|2MEILICHACE §8).

CLI(Command-Line Interface) 711|124 0|44
O™ Ao M MHE 2 E Z4T|T8[0|ME CLIE SHMT MEE = &L

802.1x Mixo 2 gA3E

dotlx system-auth-control

T AAA 71| agolH

aaa new-model

aaa authentication dotlx ISE_Method group ISE_Group
aaa authorization network ISE_Method group ISE_Group
aaa authorization network MacFilterMethod group ISE_Group
aaa accounting Identity ISE_Method start-stop group ISE_Group
!
aaa server radius dynamic-author

client 172.16.157.210 server-key ***xx*

client 172.16.157.21 server-key ****x*

auth-type any

!
radius server ISEl

address ipv4 172.16.157.210 auth-port 1812 acct-port 1813
timeout 5

retransmit 2

key *x*xx

!
radius server ISE2

address ipv4 172.16.157.21 auth-port 1812 acct-port 1813
timeout 5

retransmit 2

key *x*xx



1

!

aaa group server radius ISE_Group
server name ISE2

server name ISEL

deadtime 10

mac-delimiter colon
1

WLAN T4

wlan Guest 1 Guest

aaa-override

accounting-list ISE_Method
client vlan VLANO0301
mac-filtering MacFilterMethod
nac

no security wpa

no security wpa akm dotlx

no security wpa wpa?2

no security wpa wpa2 ciphers aes
security dotlx authentication-list ISE_Method
no security ft over-the-ds
session-timeout 28800

no shutdown

2|C|2M ACL of

3850#show ip access-lists Guest_Redirect
Extended IP access list Guest_Redirect
10 deny icmp any any
20 deny udp any any eq bootps
30 deny udp any any eq bootpc
40 deny udp any any eq domain
50 deny tcp any host 172.16.157.210 eq 8443
60 deny tcp any host 172.16.157.21 eqg 8443
70 permit tcp any any eq www
80 permit tcp any any eq 443

HTTP & HTTPS X|¥

3850#show run inc http
ip http server
ip http secure-server

’s : HTTPE Seh WLCO CHiet HMAE AMEtst7| s ACLE MEE 3

4o
o
n
1
g
2
02

ISE 7+

ol MMMz ol EMoAM HBstE ZE AME ALEIE XIst= Ol ER 8 ISEQ| Zdm|2 2 o]0



=2l ISE 1|2 2fof4d =hed

1. ISE0 23215+ Administration(Z2l) > Network Resources(HIE R 2|4 A) > Network

Devices(HIE |3 C|H}O|A)R 0|55t Add(F7HE 2 2/8tLCt.

2. WLCOl| 4 E! O|& L CIHIO|A IP FAE QUELICEH
3. RADIUS 218 A MXIE MEISIT WLC S0f 2= 3R 43 E =gt aH oS

Submit(ME)2 =&t

Cirkcn_ 5508

Network Devices

* Hame | CE0o_ SS0E

DescripSan LaA_Areds_WILC
*IP Address: [ 154.5 L
* Dedice Profile & Cigcd -
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ctfean]
CISCO Sponsored Guest Portal

Sign On
Welcome to the Guest Portal. Sign on with the username and password provided to you.

Username;

Password:

Don't have an account?

inir
CISCO Sponsored Guest Portal

Acceptable Use Policy
FPlease read the Acceptable Use Policy

Please accept the policy:You are responsible for maintaining
the confidentiality of the password and all activities that occur
under your username and password.Cisco Systems offers
the Sermvice for activities such as the active use of e-mail,
instant messaging, browsing the World Wide Web and
accessing corporate intranets. High volume data transfers,
especially sustained high volume data transfers, are not
permitted. Hosting a web server or any other server by use of
our Service is prohibited. Trying to access someone else's
account, sending unsolicited bulk e-mail, collection of other
people’s personal data without their knowledge and
interference with other network users are all

prohibited.Cisco Systems reserves the right o suspend the
Semnvice ifCisco Systems reasonably believes that your use of
the Semvice is unreasonably excessive or you are using the
Semvice for criminal arillegal activities. You do not have the
right to resell this Service to a third party. Cisco Systems
reserves the right to revise, amend or modify these Terms &
Conditions, our other policies and agreements, and aspects
ofthe Service itself. Motice of any revision, amendment, or
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Success

You now have Internet access through this netwark.
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CISCO Sponsored Guest Portal

Sign On
Welcome to the Guest Portal. Sign on with the username and password provided to you.

Username:

Password:

Don't have an account?




ST
CISCO Sponsored Guest Portal

Acceptable Use Policy
FPlease read the Acceptable Use Policy

Please accept the policy:You are responsible for maintaining
the confidentiality of the password and all activities that occur
under your username and password.Cisco Systems offers
the Service for activities such as the active use of e-mail,
instant messaging, browsing the World Wide Web and
accessing corporate intranets. High volume data transfers,
especially sustained high volume data transfers, are not
permitted. Hosting a web server or any other server by use of
our Service is prohibited. Trying to access someone else's
account, sending unsolicited bulk e-mail, collection of other
people’s personal data without their knowledge and
interference with other network users are all

prohibited.Cisco Systems reserves the right o suspend the
Semnvice ifCisco Systems reasonably believes that your use of
the Service is unreasonably excessive or you are using the
Semvice for criminal arillegal activities. You do not have the
right to resell this Service to a third party. Cisco Systems
reserves the right to revise, amend or modify these Terms &
Conditions, our other policies and agreements, and aspects
ofthe Service itself. Motice of any revision, amendment, or

e
CISCO Sponsored Guest Portal

Welcome Message
Click Continue to connect to the network.
You're very close to gaining network access.
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Success

You now have Internet access through this netwark.

ISE RADIUS 2t0|E 2O0{M E22:

© Reset Repeat Counts T Filter =
Stalus Details Identity Endpaint ID Authorization Profiles Identity Group
(1] o {: Accounting Start
MAB request{ no
a8 a v 1 ':
a a BBTFT4T2 Permiticcess 36 Idgniity Groups:Gues{Type_Cantracior (detault -C::I Re-Authentication Event
e - - 'C::: CoM Reauth Event
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o = <:: Initial MAB request
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CISCO

Acceptable Use Policy
Please read the Acceptable Use Palicy.

Flease accept the policyYou are responsible for maintaining the confidentiality of the password and all
activities that occur under your username and password.Cisco Systems offers the Senvice for activities such as
the active use of e-mail, instant messaging, browsing the World Wide Web and accessing corporate intranets.
High volume data transfers, especially sustained high volume data transfers, are not permitted. Hosting a web
senver or any other server by use of our Service is prohibited. Trying to access someone else’s account,
sending unsolicited bulk e-mail, collection of other people’s personal data without their knowledge and
interference with other network users are all prohibited.Cisco Systems reserves the right to suspend the
Senvice ifCisco Systems reasonably believes that your use of the Service is unreasonably excessive or you are
using the Service for criminal orillegal activities. You do not have the right to resell this Senvice to a third
party.Cisco Systems reserves the right to revise, amend or modify these Terms & Conditions, our other policies
and agreements, and aspects ofthe Senvice itself. Motice of any revision, amendment, or modification will be
posted on Cisco System’s website and will be effective as to existing users 30 days after posting.

Decline

st ran]n
CISCO Hotspot Portal

Connection Successful
You have successiully connected to the netwaork.

Aire0S 9| FlexConnect 27 A3l
FlexConnect 24 A2[|&l0| 2 MHE A UELX3 &K= CISE = 2lsloF &Lt

. 2lC|3M ACL2 FlexConnect ACLE FMEL|CH

. 2|C|E M ACL2 FlexConnect Tab(FlexConnect &) > External WebAuthentication ACLs(2]5
¢ Q1= ACL) > Policies(&*) > Select Redirect ACL(ZIC|2M ACL MEH)0llM AP RIXE S5l
ofH YAlo2 = HAMo 2 MBE[U&LICH



All APs > Details for aaa-ap-3

General Credentials Interfaces High Availability Inventory FlexConnect Advanced

VILAN Support

Native VLAN ID VLAN Mappings |

FlexConnect Group
Name

PreAuthentication Access Control Lists

External Webfuthentication ACLs

Local Sphit aCLs

Cantral DHCP Processing

rg ACLs

Policies

Policy ACL CWA_Redirect «
Add

Policy Access Control Lists

CWA_Redirect

L = FlexConnect 1504 =& ACL2 &7t 5+04(Wireless > FlexConnect Groups > Select the
correct group > ACL Mapping > Policies Redirect ACLS MEH{5I 1 AddE E2I&FLICH

FlexConnect Groups > Edit 'test'

General | Local Authentication | Image Upgrade ACL Mapping Central DHCP WLAN VLAN mapping

AAA VLAN-ACL mapping | WLAN-ACL mapping Policies

Policies

Policy ACL CWA_Redirect ~
Add |

Policy Access Control Lists
CWA_Redirect
TOR_Redirect

S ACLE F7totH I El ACL% FlexConnect 1&2| AP HIHHZ F Alst=5 WLC7t EE|7HHE
LICt of 5t & ~&otx| e & EIC|EM EX7F & ghLct.

9F &7 AlLtEl



S AH(LIF AFAH) ALtE[oMHE oS AtdE ZZshe 2ol S E LI

. 2IC|EAMACLE2 2|F L A7 WLCHIM 25 Ho|x|ofof B LICH dFHolEt MBElE R0
ot&EF7FR| L.

. glojof2 QB2 &4 2|F wLcol ol XM Z|ElLICE ol BE RADIUS Ol1& gl o728 E
2HZl0] ISESH 9% WLC Zholl 2322 M7 BHAH(ER{EREE +#)0lM S Lct

. EIC[EM AVPIE 2E2I0|ME MM MBEMH QI wLCE ZLE|E| ME HAIXIE S5H A7
o| 22t0|ME MME o0l EFLCY.

. ol A7 wLCcE= 0|2 +MHE 2lC|=MH ACLE A8 35Hoq BlC|AME M&3517| AIRFgFLICt.

. W7 U QR TFRHAM 2= ISE(8YE 215 O|HE & x)o CHE AY YO0|EE YX|5tE{H
Al WLC SSIDMIA HH ﬂhEIE 2t™15| sHA|5HoF & Lct.

- URL 7|8k ACL2 2|F Ad7{ AlLt2|20| M X|HEIX| eb&LICt

=X 4
AireOS %! Converged Access WLCOHIM S X2 & 4Fl AEY

1. EE0IYUETL HAE SSIDO| &7+ = ed&LCh.

"show client detailed xxxoocxx:xx"E 1235t0 Z2t0|1E 7 STARTH HEH U2 € = U&E
LICH LMo 2 Ol WLCTH AAA A7} BHEtetE S48 M8Y + gl S LIEHLIC

ISEOIAM A8 2|C|M ACL O|F 0] WLCOl| AP Ho|El ACLL| o|F 1t 43| LRIstEX| &l
sHL|CtH
= .

ISE7} WLC(VLAN ID, QIE{HH|O|A O|&, Airespace-ACL)2 FAICIRSITE T8 CIE EMoT
SUS HEo| MEELICH O O 2210/ E = DHCPR TMetst ChE
CENTRAL WEB_AUTHZE Z&tsfof §L|C}.

2. 2IlC|EM AVPE ZE0|¢1E 9| H|Mol| M| X|Bt E|C|3|Mo| 2S5t X| gt =
Z20|¢E S| A atE|Xt &EH7I SSIDO| CHall +4E 5™ CIE{Ho|A0 HHEE FEEHIP
£ AM235t= CENTRAL_WEB_AUTHQIX| & Q135+ 11 Redirect ACL & URL-Redirect £4340| 20|
Q1E O| M|Moi| M E|=X| &QlgrLCt.

T4

2|CI=4 ACL

AlreOS WLCOH|AM ZIC|2M ACL2 FUEOZ TCP ZE 84432 DNS & ISEQF ZH0| 2IC|2M5t
X| etotof 5= ECfEE HAIMO 2 5{&3H 0k 5tH R AA HE ip any= LIHX| EEfEEZ 2|C|=
MSIEE E2|HErL|C}.

HHZR|IE HMH AN ME =2I7F HECHQILICH Deny ACEE ACEZ} ElC|EME EE|HSE 5S¢t 2
ClAMe @3[8LICt [MEtAM TCP ZE 80 2! 4432 HA|X o 2 5{25t= Zdo| E&LICH

ALE VLANOIAM EE 84432 S ISEOH CHEH AMAE 2HQIBLICH 7423|014 FTHoIM 2
E 70| ¥ 20l= 2 7hE 2 DY £ o WHS JotolHE0] R4 ofHE Flof s A
E ~ s elciitdol SEE ARIB Helsh ZeLich

. DNS &fQlo| £3EL|7H?
- 38t Hlo|x|of ChaH TCP 3 way HEM 0|27} R EI%& LI
. 2CI0|ME 7} GETE AIE St & WLCO|AM ZIC|HM Zrodg HHEtEFLI7H?



. 84432 St ISEO]| CHEt TCP 3 way HEMO|Z 7} 2R E[RELIH?

3.I1SE7t HAE 5&O| Zof VLAN HE A g & FAIE £ EC0[UETL HIERZ o HAAE
& lgLct
ZEI0|UETI 89| AlE EE2HM IP FAE S71F F(Pre Redirect &El), HAE QIF0| Erast
Z(CoA FHQIZ 0|F) VLAN #HZ40| FA|CI2|H(AEH of 0| ME gio|) HIAE 5 E0|AM DHCP &
2la/dAE ZHsteE RYUE S 2HHY C|HHO| A0 M 2 S ot x| i = Java HEEE A8 St
AdLct.

ap{™H Z2L0|HE T VLAN XOIM IP A7 VLAN YQI ESE2IE|L|CE Ol &R ME HElE m
T 24sHof gLt

4. ISEE 2lC|M o HAE F2l0|HEC| HEl Kol "HTTP 500 LHE 25, Radius AlME
2 T GS" HAIXIE EAIELCH
Ut o 2 ISEQ| MM & 4(MMo| ZZE)S LIEFLICH 7HE YEF QI 0| R = Foreign-
Anchor7} & E < Anchor WLCOH| 2 HEl of7}R2EQILICE o] EXIE sHZASHEd™H Y7ol M of
FIRe2 H|gdslstn Qe e 215 2 o{7IRE 8 FKIELICH.

5. #CIO|HE = ISEL]| HotSpot ZE0A AUPE B2t # A& B 1 ¢FE0| Bl ¥EZ RX|
E|7{L} cHE ssIDoi| AFELIC.

0| &1} #El CoA(Dynamic Change of Authorization)2 2!3(CoA Admin Reset) WLCO|A £
M AH|o|Mof CHer Q1B SHAIE Al™dste 32 HATOIM O]l EX|7F LAME = JU&LICE THEE
o| FMACZQIE= Q1B A7t Lst = SSIDE ot [ EXI7t st x| efx|BF, Z<0fl
2t 2EI0|ME = 215 sliA|7t walst o|HIE | CHet SE o2 CHE 7|2 ™ sSIDA| AAZFELICt
ISE £ WLCOIME 2/2i sSIDoll T8t HLE AL 7Hs 3 CHE (712 M) SSIDo] HZste 24
Zcto|AE et Ol WX|5H7| Yl oOFF R =-e = &LICH.

0| 2 4 AF2X}= HotSpot SSIDO|| =52 2 CHA| 3738l ok gFLCt,

oto|3los WLC

(Cisco Controller) >debug client

Debug client sets to DEBUG CLIENT STATE MACHINE(ZZI0|¢E ArEf Al 480 2AE 2
A HE ClHa)E M™EEc

(Cisco Controller) >show debug
MAC AdAr L. ittt ittt e e e e e e ettt ee e AA:AA:AA:AA:AA:AA

Debug Flags Enabled:
dhcp packet enabled.
dotll mobile enabled.
dotll state enabled
dotlx events enabled.
dotlx states enabled.
mobility client handoff enabled.



pem events enabled.

pem state enabled.

802.11r event debug enabled.
802.11w event debug enabled.
CCKM client debug enabled.

AAA TE A CIHO

(Cisco Controller) >debug aaa {events, detail and packets} enable
O|= MAB E= Dot1X SSIDE &3l ¢dst= ArEAt2| &ofl (e} 2lAL0| BEE =

DEBUG ci[ 2| o|243t 748 4= WLCSH ISE 7te| AAA ERTME 7|E 5t 3ol RADIUS
mZleg AMerLICt.

Ol ISE7} oY EME MSE = UL WLCTL 318 S48 SHt2H MEletX| Rste B0

(Cisco Controller) >debug web-auth redirect enable mac aa:aa:aa:aa:aa:aa

Ol= WLC7} EIC|HME 8322 EE|HstEX| #lst= Ol A8 E =+ JU&LICH Ch52 EIC|E
MO| C|HZ0| M ofEH EAIZl=X] 204F= of &iL|CH

*webauthRedirect: Jul 07 19:18:08.035: 68:7f£:74:72:18:2e- parser host is 10.10.10.10
*webauthRedirect: Jul 07 19:18:08.035: 68:7f:74:72:18:2e- parser path is /

*webauthRedirect: Jul 07 19:18:08.035: 68:7f£:74:72:18:2e- added redirect=, URL is now
https://TORISE21A.RTPAAA.NET:8443/portal/gateway?sessionId=0e249a0500000682577ee2a2&portal=9fc44
212-2da2-11e6-a5e2-005056al5fll&action=cwa&to

*webauthRedirect: Jul 07 19:18:08.035: 68:7f£:74:72:18:2e- strl is now
https://TORISE21A.RTPAAA.NET:8443/portal/gateway?sessionId=0e249a0500000682577ee2a2&portal=9fc44
212-2da2-11e6-a5e2-005056al5fll&action=cwa&token=c455b075d20c

*webauthRedirect: Jul 07 19:18:08.035: 68:7£:74:72:18:2e- clen string is Content-Length: 430

*webauthRedirect: Jul 07 19:18:08.035: 68:7f£:74:72:18:2e- Message to be sent is

HTTP/1.1 200 OK

Location:
https://TORISE21A.RTPAAA.NET:8443/portal/gateway?sessionId=0e249a0500000682577ee2a2&portal=9fc44
212-2da2-11e6-a5e2-0050

NGWC

Debug client sets to DEBUG CLIENT STATE MACHINE(ZZI0|HE AEf Al (480} #2448 2o
A HE ClHI)E d™Ect

3850#debug client mac-address <client MAC>
O #+4 4= 3tH0| RADIUS THZ! (215 & HH #El) & M 'LICH ol= ISE7L SHIE
AVPE AN3st=X| #elst CoA7t SHIEA T™ME I ME|Z[=X| &Elslof & M RSELICE.

B> 0

3850#debug radius



Je{™ F4 Zeto|ET 2 El 2 E AAA TEKQIS, HE 2o & A" #tal)o| =~ ELct. Of
£ WLC7} AVPE SHIE2H 7 & 246t 0|& 2ct0o|ME Mol MEst=%| &EQlst= ol 28
L|C}.

3850#debug aaa wireless all

Ol= NGWCOHIM EZIC|HM ZX7t o|alEl= 2 g4ste &= ALt

3850#debug epm plugin redirect all

3850#debug ip http transactions

3850#debug ip http url

ISE

RADIUS clo|E 21

Z7IMAB 27EO| ISE0IAM SHIEH ME|ZIIS T ISET} 0llef SHE FAISH=X]| & E. L|Ct,
Operations(2 ) > RADIUS > Live logs(2t0|E. 21)& 0|53t 11 Endpoint ID(°“C E D) olch
o| ZEI0|YME MACE AHE5t01 £33 EHZELICE QIS O|HE 7} 27| MF % =8

CI=S £Eto| a2 FA|E AN E 2olstL|Ct.

UserMName 68 7TF-74:72:18:2E
User-Name 68-TF-T4-72-18-2E
State ReauthSession:0e249a050000068257Tee2a?

Class CACS:0e249a050000068257 Tee2a2: TORISE21A/254695377/6120

cisco-av-pair url-redirect-acl=TOR_Redirect

url-redirect=htips /[TORISE2 1A RTRPAAA NET 844 3/portal
cisco-av-pair lgateway?sessionld=0e249a050000068257 Tee2a2&portal=9fc44212-2da2-11e6-
abe2-005056a 15111 &action=cwa&token=c455b075d20cf2b4e869abbb48533fea

TCPDump

0| 7|52 ISE2t WLC Zte| RADIUS THZ! W &S AtM|S| A miEtof & mf AL E == QJ&LICH O|F
A 5t ISE7F WLC S0 ClHaE &4 Il @ 910] access-acceptOi| A QHF% 5’8% HMEE
2 3HE = JU&Lct TCDDumpE APO 5to{ ZHX{E A|Z5tE{™ Operations(2
Troubleshoot(2A| 31Zd) > Diagnostic Tools(ZIEt =7*) > General Tools( %kt E?
O|S & ct.

VV

TCPDump=

C}HS 2 TCPDumpE S5l {3t 262 89| o Lict



Source Destination Protocol Length  Info

[ BT 157 RADIUS 299 Access-Request(1l) (id=8, 1=257)
mmn 157.13 . 154 . RADIUS 443 Access-Accept(2) (id=8, 1=481)
G5 157 . RADIUS 340 Accounting-Request(4) (id=8, 1=298)
. 157.13 . 154 . RADIUS 62 Accounting-Response(5) (id=8, 1=20)

.. 157 .13 | BT RADIUS 244 CoA-Request(43) (id=1, 1=282)
. 154 .5 . 157 . RADIUS 86 CoA-ACK(44) (id=1, 1=38)
1G5 L _____ BT RADIUS 299 Access-Request(1l) (id=1, 1=257)
15713 1545 RADIUS 239 Access-Accept(2) (id=1, 1=197)

0i7]0fl =7| MAB 2o tigt SH2Z MEE AVPIF U&LICHRLl 2T BIXM F #Hm i

).

RADIUS Protocol

Code: Access-Accept (2)

Packet identifier: 0x0 (0)

Length: 401

Authenticator: fleaaffcfaa240270b885a9ba8ccdl6d

[This is a response to a request in frame 1]

[Time from request: 0.214509000 seconds]

Attribute Value Pairs
AVP: 1=19 t=User-Name(l): 00-05-4E-41-19-FC
AVP: 1=40 t=State(24): 52656175746853657373696f6e3a30653234396130353030...
AVP: 1=55 t=Class(25): 434143533a30653234396130353030303030616130353536...
AVP: 1=37 t=Vendor-Specific(26) v=ciscoSystems (9)

VSA: 1=31 t=Cisco-AVPair(l): url-redirect-acl=Gues_Redirect

AVP: 1=195 t=Vendor-Specific(26) v=ciscoSystems(9)

VSA: 1=189 t=Cisco-AVPair(1l): url-
redirect=https://ise2la.rtpaaa.net:8443/portal/gateway?sessionId=0e249a0500000aa05565elc9&portal
=194a5780-5ed4e-11e4-b905-005056bf2f0a&kaction=cwa&token=c6c8a6b0d683eal0c650282b4372a7622

AVP: 1=35 t=Vendor-Specific(26) v=ciscoSystems (9)

A= ZOIE C|HZ:

S A, = ME HAE Q150 2t El ISE ZEAM|A0] CHal XtAls| 4 T{E ook St B2,
CoAc= 2t 7d QAE ClHO Bz dYEste i A=ZQIE CIHOE &Ed3tets R0l 7+
Xt X

O|Z & /45}5l24™ Operations(2 %) > Troubleshooting(E Al 31Z) > DiagnosticTools(ZIE =) >
General Tools(&EF =7) > EndPoint Debug(@IEZQIE C|H1)Z O|SErLCt.



Event

Username

Endpoint kd

Endpont Profile
Authentication PFolicy
Authorization Policy

Authorization Result

rO

>

g R

= General Tools

RADIUS Authentication Trouble. ..

Execute Metwork Device Com
Evaluate Configuration Validator
Posture Troubleshooting
EndFaint Debug

TCP Dump

= ZQIE C|tHZ Ho|X|oiM =
|X

5200 Authentication succeeded

EZQIE MAC #AE 35t BX|E ChA| &g EH|7} =T

Endpoint Debug

Status: [ Stopped el

p | 68:7F:74:72:18:2€

ClH7t SXIZH CIHI EHS 222 =X QIE IDE AlEsts B3 8 F=IELICL



Endpoint Debug

MAC Address IP

Minutes i

~  Host Name Modified Date

e e

TAC HZE Aire0S 2=

Cisco Wireless Controller Z41I|284|0|4M 710|E, 2IZ|A 8.0.

Cisco Identity Services Engine £t 2|Al 7}0|E | 2I2|A 2.1

ISE(ldentity Services Engine)E S8 & NGWC £M Z4x|ago|M



https://www.cisco.com/c/ko_kr/support/docs/wireless/wireless-lan-controller-software/200046-tac-recommended-aireos.html
/content/en/us/td/docs/wireless/controller/8-0/configuration-guide/b_cg80.html
https://www.cisco.com/c/ko_kr/support/security/identity-services-engine/series.html
https://community.cisco.com:443/t5/custom/page/page-id/community-login?redirectreason=permissiondenied&referer=https%3A%2F%2Fcommunity.cisco.com%2Ft5%2Fmcc-security-archive-documents%2Fhow-to-universal-ngwc-3850-wireless-configuration-for-ise%2Fm-p%2F3630982%2Fthread-id%2F171
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