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GMl#debug crypto gdoi gm rekey ?
all-levels All levels

detail Detail level

error Error level

event Event level

packet Packet level

terse Terse level

F F =4

E1IEA1I A}-Q-X} U EZ2EZ ZXlof cHet 2 HAIX|
O|HIE MEf MEt U I BT L BT Se | O|HE
M2 HE 7t RHAIE CIHO HAIR] HE

TEA REMIEE oHZ] HE H= g

25 2ol E2E &=

clole &3el ClHZ =7



CHE2 % 7kX| ololE a2l ClHE =7 Lch

HMA =S5

- IP 24 &2 072 E

- Netflow

- QlE{m|olA 72 E

- 2E3 IR2EH

- IP CEF(Cisco Express Forwarding) 224 ! 7|5 AKX 7} 2E
- EPC(Embedded Packet Capture)

- olo|e{ Eai2! CIHZ(IP THZ! I CEF C|HZ)

= e e

E2Z Ald £H| % 7[EF 2 At

EMHEREE AIESH7| ™of o7]0f MHEICHZ 224 7|52 EHIF=EX| EISHAMA OS2 &
7R 2 A L|Ct.

. BIRE(Q A8 TH5# HIZ 2 &2 Helstn 22 HHEE ClMYS 2 2753 Z2 10MB
olshoz T AdstLct.

. HEH RAIRoZ Qlst 2O &

4t x| 57| /51 show log HES M7|xo = 202~1AIzH 2+
Hoz ZAMstol 22 BT Ly +

00 >

. 04t Jo| L5t 2= GM(Group Members) 2! KS(Key Servers)0i| X show tech &
Heg dsio 2 show ip route HZo| £2ig Z 2 L 2 & VRF(Virtual
Routing and Forwarding)0ll A ZHAF&LIC}.

ko i
o9

oy 0%
40 mo

service timestamps debug datetime msec
service timestamps log datetime msec
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Router#terminal exec prompt timestamp
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gml#show crypto isakmp sa

IPv4 Crypto ISAKMP SA

dst src state conn-id status

172.16.1.9 172.16.1.1 GDOI_REKEY 1068 ACTIVE
172.16.1.1 172.16.1.9 GDOI_IDLE 1067 ACTIVE
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- KSO[A CHE & & QlaHoF ErLCt.

ksl#show crypto isakmp sa

IPv4 Crypto ISAKMP SA

dst src state conn-id status

172.16.1.1 172.16.1.9 GDOI_IDLE 1001 ACTIVE
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router# show crypto isakmp statistics
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router# debug crypto isakmp
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ksl# show crypto key mypubkey rsa
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gml# show crypto gdoi | i Registration status
Registration status : Registered

gml#
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gml# debug crypto gdoi infra packet
gml# debug crypto gdoi gm packet

- KS H0l|lM CIHZ g Z-SHELICHTHS MM 3 ).
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ksl# show crypto key mypubkey rsa

- Ch& CIHZ ARS:

ksl# debug crypto gdoi infra packet
ksl# debug crypto gdoi ks packet
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gml# show crypto ruleset
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gml# show crypto gdoi acl
gml# show crypto ruleset

. GMO{|M CHZ CIHZ ALE:

gml# debug crypto gdoi infra packet
gml# debug crypto gdoi gm acls packet
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ksl# show crypto gdoi ks members
ksl# show crypto gdoi ks policy

& 1:GMO| 0 KSoi| dZst= K| & Q15tE24H show crypto gdoi group B l248tL|Ct.
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ksl# debug crypto gdoi infra packet
ksl# debug crypto gdoi ks acls packet
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clear crypto gdoi
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gml# debug crypto gdoi infra packet

gml# debug crypto gdoi gm packet

gml# debug crypto gdoi gm rekey packet
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gml# show crypto isakmp sa
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ksl# debug crypto gdoi infra packet
ksl# debug crypto gdoi ks packet
ksl# debug crypto gdoi ks rekey packet
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gml# show crypto gdoi replay
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ksl# show crypto gdoi ks members
ksl# show crypto gdoi ks replay
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gml# debug crypto gdoi gm rekey packet
gml# debug crypto gdoi replay packet (verbosity might need to be lowered)

- KSO{|M:

ksl# debug crypto gdoi ks rekey packet

ksl# debug crypto gdoi replay packet (verbosity might need to be lowered)
Cisco I0S Version 15.2(3) TR E{ TBAR 2LFE 7|8E == U= 7|IS0| FItk|o{ Ol2{E LFE H
27 Zotd = UA&LICHGMOIM CHE BB 2 AHE5t0{ TBAR 277t U=X| &elghLct
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R103-GM#show crypto gdoi gm replay
Anti-replay Information For Group GETVPN:

Timebased Replay:

Replay Value : 512.11 secs
Input Packets : 0 Output Packets : 0
Input Error Packets : 0 Output Error Packets : 0

: 0 Max time delta 0.00secs

Time Sync Error

TBAR Error History (sampled at 10pak/min) :

No TBAR errors detected
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ks# show crypto gdoi ks coop
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ks# debug crypto gdoi ks coop packet

FAQ

"% Setting rekey authentication rejected" 2/ HIAIX|7} EAIElE OlfRE FAULL]
2

Ol &o| FItEl = KSE 78 W & 27 MAIXIZF R AIELICEH

KS (gdoi-local-server) #rekey authentication mypubkey rsa GETVPN_KEYS

Q

% Setting rekey authentication rejected.
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crypto key generate rsa mod <modulus> label <label_name>
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