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Before SDRA After SDRA

Traditional Remote-Access VPN design SD-WAN Remote-Access
with SDWAN
laa$ -gcﬂd e .On-l:lrem DC laa$ - Cloud DC . On-prem DC
SD-WAN 0.
SDWANEdge | b c__-J »;.;‘ i
P 4
7
’
IPsec/SSL IPsec/SSL o spliit
RA VPN RA VPN _3 = L tunnel

Software Clients

SD-WAN Remote Access= 4 AIEA7F U ELZ 0] 85 WA HERLICH RAFEJE
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Administration(Z 2|) > Network Devices(LIE |3 C|HIO|A)Z 0|35t 0|0|X|ofl EA|E CHE RA
Headed(cEdge) IP &A%t HIYHS E F7+EFLCH

» Work Centers

‘s’ |dentity Services Engine Home » Context Visibility » Operations + Policy = Adminisiration

¥ System  » Ideniity Management =~ MNeiwork Resources » Device Porial Management  pxGrid Senvices  » Feed Senice  » Threal Centric NAC

Exdernal RADIUS Servers  RADIUS Server Sequences  NAC Managers  External MDIA » Location Sendces

=Metwork Devices  Metwork Device Groups  Mebtwork Device Profiles
I
o
Metwaork Devices List > SDWAN-RA-LAB

Metwork Devices .
Network Devices

Default Device
" Name [SDWANRALAH |

Devica Sacurity Setings
Description | spwan-ra-LAB

IP Address »| *IP: | 192.168.10.218 f 32

* Device Profile | &% Cisco| » &

Software Version |:|

* Metwork Device Group

Location |aj Locations Set To Default
IPSEC g Sat To Default
Device Type | a) Device Types Set To Default

& |+ RADIUS Authentication Settings

RADIUS UDP Settings
Protocol  RADIUS

* Shared Secret | senssses Show

o|0|X|ol ZAIE CHZ HESL|Z ClHtO|ATF FIHE|IURELICH

Network Devices
J Edit =}=~.m:|d :D_._s cate | galmport @oExport + @Generate PAC |} Delete v
Name IP/Mask Profie Name &~ | Location Type Description
0 SDWAN-RA-LAB 152.168.10.218/32 &% Cisco B All Locations Al Device Types SDWAN-RA-LAB

o[O|X|of| EA|EI CHE AnyConnect 21E 2 2|8t At& %} 0| & H|ZHEE F445t24™H RADIUS M
7t 2B LIt Administration(Z 2l) > Identities(ID) 2 Ol%ﬂ'L_ll:

=11 d



bl Identity Services Engine

Home » Context Visibility » Operations » Policy

+ Adminis tration » Work Centers
» Systemn | ~ldentity Management » Metwork Resources  » Device Portal Management  pxGrid Senvices b Feed Senice » Threat Cenfric MAC

= |dentities  Groups External |dentity Sources Identity Source Sequences k Settings
I
<]

MWetwork Access Users List » anavazari@dsco.com
Usears

* Network Access User
Latest Manual Metwork Scan Res._ .

* Name | anavazan@cisco.com

Status Enabled -

Emall |
» Passwords

Password Type: Internal Users -

Password Re-Enter Password

* Login Password | TIIIIIL]

[nnnu ] | Generate Password
|

|
Enable Password | | | | Generate Password | i

» User Information
» Account Options

» Account Disable Policy

b User Groups

olO|x|of| ZA|EI CHE MEsteH LA 22 HHM MES
OlA 8 Z7O| ABEBEE ZE AMAEXIJt O

PobcySels  Peoling  Posiwe  Clend Provsioning

Policy Sets Resot Policysot Hitcounts
+ Status  Polity Set Name Description Condsions ABcwed Protocols | Serves Sequence nts Actons View
(=] + o »

13 CHE Authorization Policy(Teh F0{ &) 7} R4S StLHA] M E|I& LICH All Device
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- AFSXEIF &8 MH|A VRFR! VRFQILICH
. IP & O|F, Z' At&Xl 1401 = cEdged| T+ & IP E0i £35t= IP TA7F €T ELICH
- AL R7E HMAE £ QlE AHEH
F9|: |P vrf forwarding 2 IP unnumbered B2 2ol 2ok &FLICH 7H4F KM A QIE{H O]

AT 7H RHIESI0) M S XZ| 2 IP vrf forwarding & 0| M8 | 7Haf BMA QIE{H O] A0
M 2E IP ZZ|[aao|Mo] M7HE LICH.

bl \dentity Services Engine Home ¥ Context Visibility » Operalions » Administration » Work Centers

PolicySels  Profiling  Posture  Client Provisioning  ~Policy Elemants

Dictionaries  » Condiions = Results
—

o
. Authorizalion Profiles > RA_SDWAN_POLT_ANAVAZAR
» Authentication = =
Authorization Profilke

= Authorization *Name [RA_SOWAN_POLI_ANAVAZAR |

Authorization Erofiles Descriphion | VRF + POOL +SUBHETS + SGT )

Downloadable ACLS *Aecess Type [accEss ACCEPT -]
+ Profiling Metwork Device Profile | &% Cisen | » &
» Posture Senvice Template [

» Chent Pr ing Track Movement i

Passive Identity Tracking O

= Advanced Attributes Settings

| Cisco: cisco-av-pair @ = |ipsinterface-config=vrf forwardi... £
|CI.!‘.4‘_'-D:CEED-;I"."-|'_'|-EII‘I' £ _‘;| = [:-nﬂg= ip unnumbered Loopbackl ¢ ',]
|Ci54:u:c'ﬁcu—av—pair :_,=| = |ipsec:addr—puul-Rﬂ—PGDL l._,l
| Cisco:cisco-av-pair ol = [lpsec:mute-set=prefm 10.11.1... &

= Attributes Details

Access Type = ACCESS_ACCEPT

cisco-av-pair = ip:interface-config=wrf forwarding 1
cisco-av-pair = ip:interface-config=ip unnumbered Loopbackl
cisco-av-pair = ipsec:addr-pool=RA-POOL

cisco-av-pair = ipsec:route-set=prefix 10.11.14.0/24

Access Type = ACCESS_ACCEPT
cisco-av-pair = ip:interface-config=vrf forwarding 1
cisco-av-pair = ip:interface-config=ip unnunbered Loopbackl



ci sco-av-pair = ipsec: addr- pool =RA- POOL
cisco-av-pair = ipsec:route-set=prefix 10.11.15.0/24
cisco-av-pair = ipsec:route-set=prefix 10.11.16.0/24

AnyConnect 22I0[HEN|MH A& Bl O 5 E'd

ipsec:route-set=AnyConnect 22t 0|HE M &2 HF AL £4J0]| o|O|X|of| EA|E CHE MEX[E L
Ct.

& Cisco AnyConnect Secure Mobility Client - X % Cisco AnyConnect Secure Mabiity Client - b4
L g . @ AL - s @
Iclls‘clo. AnyConnect Secure Mobility Client 'clll_;'(lo' AnyConnect Secure Mobility Client

Virtual Private Network (VPN) DiBgrostics. .. Virtual Private Network (VPN) CRaGoLes. ..
Preferences  Staistics  RouteDetals Frewal Message History Prefererces Statstcs Route Detsll Frewal Message Hstory

Non- Secured Routes P il Secured Routes IPv] ~
0.0.0.000 0.0.0.00

Secured Foutes (IPwd) .

10.11. 14024

cisco-av-palir = ipsec:route-set=prefix 10.11.15.8/24

, , , . oo NO prefix specified is 0.0.0.0/0
cisco-av-pair = ipsec:route-set=prefix 10.11.16.0/24

Cisco I0S® XE2| CA Mt Ziz|ag|ol|M

CA MHE Cisco I0OS® XE SD-WAN LC|HFO|A0]| QIS MHE ZZH|X{E5t1 RA SI=E =0 A RA

D-
Z2lo|odE0]| RFAIS QIS & QI E 3t |C}.

0l

O[248t crypto PKI AME{ B2 Cisco IOS® XE SD-WANO| A X|RE|X| 22 = CEEDGE= CA
ME7H 8 = &Lt

- RSA 7| 4 A
. CA Mol it PKI Al K| 4] O|T0fl M A 3t KEY-CAE AtR8}04 rsakeypairE FAIEHL
Ct.

23 PKI MEHQF PKI A E| X2 ST 0| S AFE5HoF g LICH.

. CA Mt 4843 CA ME2l 23Xt OlF T44"No shutdown'& AL 504 CA MEHE & 438H8tL
=3

crypto key generate rsa nodul us 2048 | abel KEY-ca
!



crypto pki trustpoint ca
revocati on-check none
rsakeypair KEY-CA
aut o- enr ol
!
crypto pki server ca
no dat abase archive
i ssuer - namre CN=CSR1Kv_SDWAN_RA
grant auto
hash shal
lifetime certificate 3600
lifetinme ca-certificate 3650
aut o-rol | over
no shutdown
1

CA Mu{7t g8t =|= %] gelghct

CA- Ser ver - CSRv#show crypto pki server ca
Certificate Server CA
Status: enabled
State: enabled
Server's configuration is |locked (enter "shut" to unlock it)
I ssuer nane: CN=CSR1Kv_SDWAN _RA
CA cert fingerprint: 10DA27AD EF54A3F8 12925750 CE2E27EB
Granting node is: auto
Last certificate issued serial nunber (hex): 3
CA certificate expiration tinmer: 23:15:33 UTC Jan 17 2032
CRL Next Update tinmer: 05:12:12 UTC Jan 22 2022
Current primary storage dir: nvram
Dat abase Level: Mnimum- no cert data witten to storage
Aut o- Rol | over configured, overlap period 30 days
Autorol l over timer: 23:15:37 UTC Dec 18 2031

CA ME IZ M7t ER|=lof QU=EX| &gt

CA- Ser ver - CSRv#show crypto pki certificates verbose ca
CA Certificate

Status: Avail able

Version: 3

Certificate Serial Number (hex): 01

Certificate Usage: Signature

| ssuer:

cn=CSR1Kv_SDWAN RA

Subj ect :

cn=CSR1Kv_SDWAN_ RA

Validity Date:

start date: 23:15:33 UTC Jan 19 2022

end date: 23:15:33 UTC Jan 17 2032

Subj ect Key Info:

Public Key Al gorithm rsaEncryption

RSA Public Key: (2048 bit)

Signature Algorithm SHAL with RSA Encryption

Fi ngerprint MD5: 10DA27AD EF54A3F8 12925750 CE2E27EB
Fingerprint SHAl: 44E256C3 4FA45C5D F0398630 9D88B75E 5026CE4A
X509v3 ext ensi ons:

X509v3 Key Usage: 86000000

Digital Signature

Key Cert Sign

CRL Signature

X509v3 Subj ect Key ID: 92F7CD72 355AA85F 672867D4 ECOCL0C5 0B177C38
X509v3 Basi c Constraints:



CA: TRUE
X509v3 Authority Key ID: 92F7CD72 355AA85F 672867D4 ECOCL0C5 0B177C38

Aut hority Info Access:
Cert install time: 23:44:35 UTC Mar 13 2022
Associ ated Trustpoints: -RA-truspoint CA
St orage: nvram CSR1Kv_SDWAN#1CA. cer

CA Q1= A{o] HHEZIE SHA 18 -°.r_ 74 HM|A Z4m|Tef|olM Tt #7H cEdge 2R E(RA SIE
)2l crypto pki &2 X|&oll M AFSELICH

Fi ngerprint SHAl: 44E256C3 4FA45C5D F0398630 9D88B75E 5026CE4A

SD-WAN RA #HI|ado|M

#1: o] EMolME HEEE] L cEdgel| SD-WAN 2

=l
o
Ct. SD-WAN mE2lo| &= 0|7 eHedstAH &= 5t o

Z M0 Chell CHE X| &L
ZHEElLct

2

=]
-
A

Crypto PKI 1|1 2jo|M

- PKI &12| X|™d& oL Ct

. CA MH{Q| URLE FAI8fLCt

. CA M 215 MolM X|E sha 12 EM%H_IEP

. M ID @15 Mol CHEr x| O|F ! CHA| oS F+MFLICH
. 0|™oi| MAE KEY-IDZ rsakeypar2 T4 &*LIEF.

crypto pki trustpoint RA- TRUSTPO NT
subj ect - name CN=cEdge- SDWAN- 1. crv
enrol | ment url http://10.11.14. 226: 80
fingerprint 44E256C34FA45C5DF03986309D88B75E5026CE4A
subj ect - name CN=cEdge- SDWAN- 1. crv
vrf 1
rsakeypair KEY- NEW
revocation-check none
QIZE CAQIEM 2%

crypto pki authenticate RA- TRUSTPO NT
CSRZ MM5t1 CA MHE M&EsHH M ID QIS ME & LCH.

Crypto pki enroll RA-TRUSTPO
CA @15 M 2! cEdge RIS AE &olgtL|Ct

cEdge- 207#show crypto pki certificates RA- TRUSTPO NT
Certificate
Status: Avail able
Certificate Serial Number (hex): 04
Certificate Usage: Ceneral Purpose
| ssuer:
cn=CSR1Kv_SDWAN_ RA



Subj ect :
Name: cEdge- 207
host nane=cEdge- 207
cn=cEdge- SDWAN- 1. crv
Validity Date:
start date: 03:25:40 UTC Jan 24 2022
end date: 03:25:40 UTC Dec 3 2031
Associ ated Trustpoints: RA-TRUSTPOINT
St orage: nvram CSR1Kv_SDWAN#4. cer
CA Certificate
Status: Avail able
Certificate Serial Number (hex): 01
Certificate Usage: Signature
| ssuer:
cn=CSR1Kv_SDWAN_RA
Subj ect :
cn=CSR1Kv_SDWAN_RA
Validity Date:
start date: 23:15:33 UTC Jan 19 2022
end date: 23:15:33 UTC Jan 17 2032
Associ ated Trustpoints: RA-TRUSTPOINT
St orage: nvram CSR1Kv_SDWAN#1CA. cer

AAA ZI|ago|M

aaa new node

!

aaa group server radi us ISE-RA-Group

server-private 10.11.14.225 key Cisc0123

i p radius source-interface G gabitEthernet2

|

aaa aut hentication |ogin ISE-RA-Authentication group ISE-RA-Group

aaa aut horization network ISE-RA-Authorization group ISE-RA-Group

aaa accounting network ISE-RA-Accounting Start-stop group ISE-RA-Group

FlexVPN Z1x|12{|0]M

P E Y

ip local pool RA-POCL 10.20.14.1 10.20.14.100

IKEv2 Mot M( = S Of7ied ) & HAE FdgtL|ct

crypto i kev2 proposal IKEV2-RA-PROP
encryption aes-cbc-256

integrity sha256

group 19

prf sha256

crypto i kev2 policy IKEV2-RA-POLICY
proposal | KEV2- RA- PROP

IKEv2 Z 21} O|§ Z2|XHE F+/d&LICt

crypto i kev2 nane- mangl er | KEV2- RA- MANGLER
eap suffix delimter @

2t 11: name-mangler= S AFe 2 0O|0{E E2I5H= EAP IDQ| EAP ID(AFE XA} 0|8) 7 £ 7|



2 HF A0 O|E S ubEtL|Ct.
IPsec = & F/H&LICH.

crypto i psec transformset | KEV2- RA- TRANSFORM SET esp-aes 256 esp-sha- hmac
node tunnel

ot 535l IKEv2 T2 A

crypto i kev2 profile RA-SDWAN- | KEV2- PROFI LE

match identity renote any

identity local address 192.168.10.218

aut hentication local rsa-sig

aut henticati on renote anyconnect-eap aggregate

pki trustpoi nt RA- TRUSTPO NT

aaa aut hentication anyconnect-eap ISE-RA-Authentication

aaa aut horization group anyconnect-eap |i st ISE-RA-Authorization nanme- mangl er IKEV2-RA-MANGLER
password Ci sc0123456

aaa aut hori zati on user anyconnect-eap |ist ISE-RA-Authorization USER- SDWAN password Us3r 123456
aaa accounting anyconnect-eap ISE-RA-Accounting

Crypto IPSEC Z 2 E| 71 4:

crypto i psec profile | KEV2- RA- PROFI LE
set transform set IKEV2-RA-TRANSFORM-SET
set ikev2-profile RA-SDWAN-IKEV2-PROFILE

7hA EIZE] OIE{ 0| A A

interface Virtual - Tenpl at el01 type tunnel

vrf forwarding 1

tunnel node ipsec ipv4d

tunnel protection ipsec profile | KEV2-RA-PROFI LE

Crypto IKEv2 ZZ2E0|M 744 RIZSIS & LICH

crypto i kev2 profile RA- SDWAN- | KEV2- PROFI LE
virtual -tenplate 101

SD-WAN RA Z41|712|0]4 of

aaa new nodel
!
aaa group server radius | SE-RA-G oup
server-private 10.11.14.225 key G sc0123
!
aaa authentication |ogin |SE-RA- Authentication group | SE-RA-G oup
aaa aut horization network | SE-RA-Authorization group | SE-RA-G oup
aaa accounting network | SE-RA-Accounting start-stop group | SE-RA-G oup
|
crypto pki trustpoint RA- TRUSTPO NT
subj ect - nane CN=cEdge- SDWAN- 1. crv



enrol | ment url http://10.11.14. 226: 80
fingerprint 44E256C34FA45C5DF03986309D88B75E5026CE4A
subj ect - name CN=cEdge- SDWAN- 1. crv
vrf 1
rsakeypair KEY- NEW
revocati on-check none
1
ip local pool RA-POCL 10.20.14.1 10.20.14.100
1
crypto i kev2 name-mangl er | KEV2- RA- MANGLER
eap suffix delimter @
1
crypto i kev2 proposal | KEV2- RA- PROP
encryption aes-cbc-256
integrity sha256
group 19
prf sha256
1
crypto i kev2 policy | KEV2- RA-POLI CY
proposal | KEV2- RA- PROP
1
crypto i psec transformset | KEV2- RA- TRANSFORM SET esp-aes 256 esp-sha- hmac
node tunnel
1
crypto i kev2 profil e RA- SDWAN- | KEV2- PROFI LE
match identity renote any
identity |local address 192.168. 10.218
aut hentication |local rsa-sig
aut hentication renote anyconnect-eap aggregate
pki trustpoi nt RA- TRUSTPO NT
aaa aut hentication anyconnect-eap | SE-RA- Aut henti cation
aaa aut horization group anyconnect-eap |ist |SE-RA-Authorization nane-nangl er | KEV2- RA- MANGLER
password Ci sc0123456
aaa aut hori zation user anyconnect-eap |ist |SE-RA-Authorization USER- SDWAN password Us3r 123456
aaa accounting anyconnect-eap | SE-RA- Accounti ng
1
crypto i psec profile | KEV2- RA- PROFI LE
set transformset |KEV2- RA- TRANSFORM SET
set ikev2-profile RA- SDWAN- | KEV2- PROFI LE
1
interface Virtual - Tenpl at e101 type tunnel
vrf forwarding 1
tunnel node ipsec ipv4d
tunnel protection ipsec profile | KEV2- RA- PROFI LE
1
crypto i kev2 profil e RA- SDWAN- | KEV2- PROFI LE
virtual -tenplate 101

AnyConnect 22} 0|HE 711|128 04

AnyConnect 22}0|UE = SSLE B{d Mo 7|2 ZEEZE ME3IH 0| ZEEEZ2 SD-WAN
RA(ZE=8)oi CH3H X|HEIX| o &LICH RAE FlexVPNE AFE35IE22 IPSEC2 AI2ElE ZZ2EE
O|H EtE A| 84735l 0F 3t XML Z 210} S5l 3 =EL|C}.

A& Xt= AnyConnect 22t0[1E Q| T4 E A[E0]| VPN HO|EQ|O[S] FODNE =822 =
= A&LICH J22{™ AHo|EQolof CHEF SSL @4 0| MM E LIt



’s Cisco AnyConnect Secure Mobility Client = X

VPH:
E@ ] Ready to connect.

[ 192.168.10.214]

AnyConnect ZT2I}2] HZE|7| 71

. Server List(MH S5)2 0|55t Add(F7HE =gt
- IPsec& "Primary Protocol"Z2 MEHEFL|C}H.
. ASA HO|EQ0] S Mol MEHZ F|ATFLICH
- EAP-AnyConnect& "IKE &4 & Q15 WH"o = MEdgrL|Ct
- Display/Name(E<)2 AnyConnect 22021 E ofzljol| 0| dZAE X% st= Ol A El= OIF
L.
. FQDN E£ IP FAE cEdge(28) IP A2 EHdsf{of ghLict.
. Z20YS XEHELICE
&

File Help

., VPN
{8} Preferences (Part 1)
4 Preferences (Part2) | Server LoadBalancing Servers SCEP Mobide Certificate Pinning

Badup Servers I
Certificate Pinning Primary S — _—
[' Certificate Matching
= Certificate Enroliment Disp. * Name (required)  SDRA-IPSEC-LAB *rrnar v Protocol ]Pszcv
243 Mobile Policy
Server List
FQDN or IP Address User Group [ Asa gateway
T — Son R ———
Groum LAL IKE Identity (IOS gateway only)
192.158.10.218 Windows-PC-SDRA
Backup Servers
Host Address Add
Delete
oK Cancel
[
() relp

AnyConnect .2 I} J(XML) M|

XML Z=otdg ClHEEo #5322 2 + &Lt



For W ndows:
C:\ ProgranDat a\ Ci sco\ Ci sco AnyConnect Secure Mbility Cient\Profile

For MAC Cs:
/opt/ciscol/ anyconnect/profile

Z 2 Ut GUI0| EA|5tE{HH AnyConnect E2F0|HEE CHA| A[E3SHoF & LICH Windows E 20|
04X AnyConnect Ot0|2 2 OIfA QLEZ HECE &5t QUi(ZE) SME MEISt0] Z2A|
AE CHA AZHE = U&LCH

/ Open AnyConnect

/

( +  Show Connection Notices A

Disconnect e
VPN:
About [ 1{- "L Ready to connect.
_—— - * =]

[ SORA-IPSEC-LAB v Connect

AnyConnect 22I0|HEE 7|BXMoZ MBXMOZ ZOQISH EF XML Z2IUCIRZEE ATE
Lict.

ZZ2OQUsS AFSE = glo™ oddo| Aufgct.
AnyConnect ZZ2 I CIREE 7|s2 HIEE5HE

Windows2| Z<:

C:\ ProgranDat a\ Ci sco\ C sco AnyConnect Secure Mbility dient\AnyConnectLocal Policy. xm

MAC 0S2o| ZA=:

/ opt/ ci sco/ anyconnect/ AnyConnect Local Pol i cy. xm
"BypassDownloader" M2 "true"2 M™E L|CH

<?xm version="1.0" encodi ng="UTF-8"?>

<AnyConnect Local Pol i cy xm ns="http://schemas. xm soap. or g/ encodi ng/ "
xm ns: xsi ="http://ww. w3. org/ 2001/ XM_Schema- i nst ance"

xsi : schemalLocati on="http://schemas. xm soap. or g/ encodi ng/ AnyConnect Local Pol i cy. xsd"
acversion="4.9. 04043" >

<BypassDownl oader >true</ BypassDownl oader >

<Enabl eCRLCheck>f al se</ Enabl eCRLCheck>

<Excl udeFi r ef oxNSSCert St or e>f al se</ Excl udeFi r ef oxNSSCer t St or e>
<Excl udeMacNat i veCert St or e>f al se</ Excl udeMacNat i veCert St or e>

<Excl udePenti | eCert St or e>f al se</ Excl udePenti | eCert St or e>

<Excl udeW nNat i veCert St or e>f al se</ Excl udeW nNat i veCert St or e>

<Fi psMbde>f al se</ Fi psMbde>

<Restri ct Pref erenceCachi ng>f al se</ Restri ct Pref erenceCachi ng>
<Restrict Server Cert St ore>fal se</ Restrict Server Cert St or e>



<Restri ct Tunnel Prot ocol s>f al se</ Restri ct Tunnel Prot ocol s>

<Restri ct WebLaunch>f al se</ Restri ct WebLaunch>
<StrictCertificateTrust>false</StrictCertificateTrust>

<Updat ePol i cy>

<Al | owConpl i anceModul eUpdat esFr omAny Ser ver >t r ue</ Al | owConpl i anceMbdul eUpdat esFr omAny Ser ver >
<Al | owl SEPr of i | eUpdat esFr omAny Ser ver >t r ue</ Al | ow SEPr of i | eUpdat esFr omAny Ser ver >

<Al | owivanagemnent VPNPr of i | eUpdat esFr omAny Ser ver >t r ue</ Al | omvanagenent VPNPr of i | eUpdat esFr omAnySer v
er>

<Al | owSer vi ceProfi | eUpdat esFr omAnySer ver >t rue</ Al | owSer vi cePr of i | eUpdat esFr omAny Ser ver >

<Al | owSof t war eUpdat esFr omAny Ser ver >t r ue</ Al | owSof t war eUpdat esFr omAny Ser ver >

<Al | owWPNPr of i | eUpdat esFr omAny Ser ver >t r ue</ Al | owWPNPr of i | eUpdat esFr omAny Ser ver ></ Updat ePol i cy>
</ AnyConnect Local Pol i cy>

AnyConnect 20| E 0| M AZ[E = gi= M At sl
Settings(4d&) > Preferences(7|2 M%) ZE 0|85t ZE oAt SMo| MEHZ F|AFLICH

M E2F A2 ol AlLtE|2o| "MEIR = gl Mol cigt dE RHELiCt

#1: RA S EAE=/cEdge 2150 AFE El= Q1B M= Cisco IOS® XE2| CA ME{0| A O|FH0of|

st MHEE IEMULICt 0l CA MHE GoDaddy, Symantec, Cisco St 242 38 ¢
E{E|7} ot EHLICt. PC 2EI0|UE = QIBME AEE = gl MHE sHMELICH Ol 3|Atof
M AE5tE 38 18 E= CA MHE AM&5to ™K& LICH



) Cizco AnyConnect Secure Mobility Client - 4

CISCO AnyConnect Secure Mobility Client

Virtual Private Network (VPNM) Diagnostics. ..

Preferences  Siatistics Route Detads  Firewal Message History

[ 5tart vPH before user logon to computer
[JEnsble sutomatic cartificate selection
] start vPH when AnyConnect it Skarted
[ Mimirmize AnyConmect on VPN conmect
[ allewe local (LAN) acoess vhen using VPN (if configured)
[ Dizable Captive Portal Detection
[ o not remember SmartCard PIN
FM conmecbions o untrusted servers

Vi
i r.?I Ready to connect.

SDRA-IPSECLAR e Conrset

® il o

AnyConnect 2CI0|HE A8

2 E SDRA ZAI|18|0|MH0| HiX|=|H H3XQl 4 E {8t E2Z <7} O|0|X|Z2 EAIFLICH



8 Cisco AnyConnect Secure Mobility Client X

ﬁ Security Warning: Untrusted Server
Certificate! % Cisco AnyConnect | SDRA-IPSEC-LAB

& Cisco AnyConnect Secure Mobility Client = X
AnyConnect cannot verify server: 192.168.10.218 fa
;  Please provide your credentials

Certificate does not match the server name.

VPN: Certificate is from an untrusted source.
Contacting SDRA-TPSEC-LAB.

Username: ||
Connecting to this server may resultin a severe security compromise! E
Sacuriby Rusks Explained Passwond:

Most users do not connect to untrusted servers unkess the reason for
the error condiion i known,

=

[~

Connected to SDRA-IPSEC-LAB.

Cte& & elRiLic

7t4 RES! CIE{HO|AE 7hHal HA|A CIEHO|AE M4dsto] =3 AMES AlEfstn MHH
(cEdge)2t —Z*EPolc.’_"E(AnyConnect A8 R 7ol IKEv2 & IPsec £ Ot 94Z4(SA)2 M= O A
&Lt

#a:7hd HES QEmolAE S AS/FHELICH SEIVH S S0|ln ZEERO| LI
T Lct

cEdge- 207#show ip int brief

Interface | P- Addr ess OK? Met hod St atus Prot oco
G gabi t Et hernet 1 unassi gned YES unset up up

G gabi t Et her net 2 192. 168.10. 218 YES other up up

G gabi t Et hernet 3 10. 11. 14. 227 YES other up up
Sdwan- system i nt f 10.1.1.18 YES unset up up
Loopback1l 192.168.50.1 YES other up up
Loopback65528 192.168.1.1 YES other up up
NVI O unassi gned YES unset up up
Tunnel 2 192.168.10.218 YES TFTP  up up
Virtual-Accessl 192.168.50.1 YES unset up up
Virtual-TemplatelOl unassigned YES unset up down

show derived-config interface virtual-access <number>7} /= Z2+0|AHE 2t 42 E! Virtual-
Access QIE{H 0|A0f M E AKX Hu[ado|MHE &elghct

cEdge- 207#show deri ved-config interface virtual -access 1
Bui | di ng configuration...

Derived configuration : 252 bytes

|
interface Virtual - Accessl

vrf forwarding 1

i p unnunbered Loopbackl

tunnel source 192.168. 10. 218

tunnel node ipsec ipv4d



tunnel destination 192.168.10.219
tunnel protection ipsec profile | KEV2-RA- PROFI LE
no tunnel protection ipsec initiate

end

show crypto ipsec sa peer <AnyConnect Public IP >(2)Z AnyConnect 220|1E 0| CHEH IPsec
SA(E ot o1Z8)E & elgrLCt.

cEdge- 207#show crypto i psec sa peer 192.168.10.219
interface: Virtual - Access2
Crypto map tag: Virtual - Access2-head-0, |ocal addr 192.168.10.218
protected vrf: 1
local ident (addr/mask/prot/port): (0.0.0.0/0.0.0.0/0/0)
renote ident (addr/nask/prot/port): (10.20.14.13/255.255.255.255/0/0)
current _peer 192.168.10.219 port 50787
PERM T, flags={origin_is_acl,}
#pkts encaps: 0, #pkts encrypt: 0, #pkts digest: O
#pkts decaps: 0, #pkts decrypt: 0, #pkts verify: O
#pkts conpressed: 0, #pkts deconpressed: 0O
#pkts not conpressed: 0, #pkts conpr. failed: O
#pkts not deconpressed: 0, #pkts deconpress failed: 0O
#send errors 0, #recv errors O
out bound pcp sas:
...Qutput Onmitted..

MM, ALEXt Ol L & El IPO CHEH IKEv2 SA OH7Hgd~E =relgtLct.

IE_-)I'

t3gn K

ok
ul

P &4 & AnyConnect Client 59| IP =49 2x|3HoF & LICt.

cEdge- 207#sh crypto ikev2 session detail
| Pv4 Crypto | KEv2 Session
Session-id: 21, Status:UP-ACTIVE, |KE count:1, CH LD count:1
Tunnel -id Local Renot e fvrf/ivrf St at us
1 192. 168. 10. 218/ 4500 192. 168. 10. 219/ 62654 none/ 1 READY
Encr: AES-CBC, keysize: 256, PRF: SHA256, Hash: SHA256, DH Grp:19, Auth sign: RSA, Auth
verify: AnyConnect - EAP
Life/ Active Tine: 86400/532 sec
CE id: 1090, Session-id: 21
Local spi: DDBO3CE8B791DCF7 Renot e spi: 60052513A60C622B
Status Description: Negotiation done
Local id: 192.168.10.218
Remote id: *$AnyConnectClient$*
Remote EAP id: anavazar@cisco.com

Local req nsg id: O Renote req nsg id: 23
Local next nsg id: O Renot e next msg id: 23
Local req queued: O Renote req queued: 23
Local wi ndow: 5 Renot e wi ndow. 1

DPD configured for 45 seconds, retry 2
Fragnentati on not configured.
Dynam ¢ Route Update: disabled
Ext ended Aut hentication not configured.
NAT-T is detected outside
Cisco Trust Security SGT is disabl
Assigned host addr: 10.20.14.19
Initiator of SA: No
Child sa: local selector 0.0.0.0/0 - 255.255.255.255/65535
remote selector 10.20.14.19/0 - 10.20.14.19/65535
ESP spi in/out: Ox43FD5AD3/ 0xC8349D4F
AH spi in/out: 0x0/0x0
CPl in/out: 0x0/0x0
Encr: AES-CBC, keysize: 256, esp_hmac: SHA96



ah_hmac: None, conp: | PCOVW_NONE, node tunnel
| Pv6 Crypto | KEv2 Session

cEdge- 207#show crypt o session detail
Crypto session current status
Code: C - IKE Configuration node, D - Dead Peer Detection
K - Keepalives, N - NAT-traversal, T - cTCP encapsul ation
X - I KE Extended Authentication, F - |KE Fragnmentation
R - I KE Auto Reconnect, U - |IKE Dynanic Route Update
S - SIP VPN
Interface: Virtual-Accessl
Profile: RA- SDWAN- | KEV2- PRCFI LE
Uptime: 00:17:07
Sessi on status: UP-ACTI VE
Peer: 192.168. 10.219 port 62654 fvrf: (none) ivrf: 1
Phasel_ i d: *$AnyConnectd i ent $*
Desc: (none)
Session ID: 94
| KEv2 SA: local 192.168.10.218/4500 renpote 192. 168. 10. 219/ 62654 Acti ve
Capabilities:DN connid:1 lifetime:23:42: 53
| PSEC FLOW permit ip 0.0.0.0/0.0.0.0 host 10.20.14.19
Active SAs: 2, origin: crypto nap
I nbound:  #pkts dec'ed 89 drop O life (KB/ Sec) 4607976/ 2573
CQut bound: #pkts enc'ed O drop O life (KB/ Sec) 4608000/ 2573

o e

. Cisco SD-WAN $474 M| A
FlexVPN MH #4

AnyConnect CIRZE

. 71 X 2 £ M - Cisco Systems



https://www.cisco.com/c/ko_kr/td/docs/routers/sdwan/configuration/sdwan-ra/cisco-sd-wan-remote-access/m-sdwan-remote-access1.html  
https://www.cisco.com/c/ko_kr/td/docs/ios-xml/ios/sec_conn_ike2vpn/configuration/xe-17/sec-flex-vpn-xe-17-book/sec-cfg-flex-serv.html
https://software.cisco.com/download/home/286281283/type/282364313/release/4.10.04071?catid=268438162
https://www.cisco.com/c/ko_kr/support/index.html
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