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aaa new-model
1

aaa authentication Tlogin a-eap-authen-Tocal local

aaa authorization network a-eap-author-grp local
I

username test password ciscol23
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https://www.cisco.com/c/en/us/td/docs/ios-xml/ios/sec _conn pki/configuration/xe-3s/sec-pki-xe-
3s-book/sec-cert-enroll-pki.html

Router(config)# crypto pki import IKEv2-TP pkcsl2 bootflash:IKEv2-TP.pl2 password ciscol23
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ip Tocal pool ACPOOL 192.168.10.5 192.168.10.10
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crypto ikev2 authorization policy ikev2-auth-policy
pool ACPOOL
dns 10.0.1.1
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crypto ikev2 proposal IKEv2-propl


/content/en/us/td/docs/ios-xml/ios/sec_conn_pki/configuration/xe-3s/sec-pki-xe-3s-book/sec-cert-enroll-pki.html
/content/en/us/td/docs/ios-xml/ios/sec_conn_pki/configuration/xe-3s/sec-pki-xe-3s-book/sec-cert-enroll-pki.html

encryption aes-cbc-256
integrity sha256

group 14

!

crypto ikev2 policy IKEv2-pol
proposal IKEv2-propl
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Server List Entry >

Server | pad Balancing Servers SCEP Mobile  Certificate Pinning

Primary Server Connection Information
Display Mame {required) VPN IOS-KE Primary Protocol IPsec v
FQDM or IP Address User Group
vpn.example. com / Auth Method During IKE Megotiation EAP-AnyConnect -
Group URL IKE Identity (I0S gateway only)

vpn.example.com

Backup Servers

Host Address Add

oK Cancel
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<?xml version="1.0" encoding="UTF-8"7>
<AnyConnectProfile xmIns="http://schemas.xmlsoap/encoding/" xmlns:xsi="http://www.w3.0rg/2001/XMLSchema
<ClientInitialization>

<UseStartBeforeLogon UserControllable="true">false</UseStartBeforelLogon>
<AutomaticCertSelection UserControllable="true">false</AutomaticCertSelection>
<ShowPreConnectMessage>false</ShowPreConnectMessage>
<CertificateStore>All</CertificateStore>
<CertificateStoreMac>All</CertificateStoreMac>
<CertificateStoreOverride>false</CertificateStoreOverride>
<ProxySettings>Native</ProxySettings>
<AlTowLocalProxyConnections>true</AlTowLocalProxyConnections>
<AuthenticationTimeout>12</AuthenticationTimeout>
<AutoConnectOnStart UserControllable="true">false</AutoConnectOnStart>
<MinimizeOnConnect UserControllable="true">true</MinimizeOnConnect>
<LocallLanAccess UserControllable="true">false</LocalLanAccess>
<DisableCaptivePortalDetection UserControllable="true">false</DisableCaptivePortalDetection>
<ClearSmartcardPin UserControllable="true">true</ClearSmartcardPin>
<IPProtocolSupport>IPv4,IPv6</IPProtocolSupport>
<AutoReconnect UserControllable="false">true

<AutoReconnectBehavior UserControllable="false">ReconnectAfterResume</AutoReconnectBehavior
</AutoReconnect>



<AutoUpdate UserControllable="false">true</AutoUpdate>
<RSASecurIDIntegration UserControllable="false">Automatic</RSASecurIDIntegration>
<WindowsLogonEnforcement>SingleLocallLogon</WindowsLogonEnforcement>
<WindowsVPNEstabTishment>LocalUsersOnly</WindowsVPNEstabl1ishment>
<AutomaticVPNPol1icy>false</AutomaticVPNPolicy>
<PPPExclusion UserControllable="false">Disable
<PPPExclusionServerIP UserControllable="false"></PPPExclusionServerIP>
</PPPExclusion>
<EnableScripting UserControllable="false">false</EnableScripting>
<EnableAutomaticServerSelection UserControllable="false">false
<AutoServerSelectionImprovement>20</AutoServerSelectionImprovement>
<AutoServerSelectionSuspendTime>4</AutoServerSelectionSuspendTime>
</EnableAutomaticServerSelection>
<RetainVpnOnLogoff>false
</RetainVpnOnLogoff>
<AlTowManualHostInput>true</AlTowManualHostInput>

</ClientInitialization>
<ServerList>

<HostEntry>
<HostName>VPN I0S-XE</HostName>
<HostAddress>vpn.example.com</HostAddress>
<PrimaryProtocol>IPsec
<StandardAuthenticationOnly>true
<AuthMethodDuringIKENegotiation>EAP-AnyConnect</AuthMethodDuringIKENegotiation>
</StandardAuthenticationOnly>
</PrimaryProtocol>
</HostEntry>
</ServerList>

</AnyConnectProfile>
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crypto vpn anyconnect profile acvpn bootflash:/acvpn.xml
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crypto ikev2 profile AnyConnect-EAP
match identity remote key-id *$AnyConnectClient$*



authentication local rsa-sig

authentication remote anyconnect-eap aggregate

pki trustpoint IKEv2-TP

aaa authentication anyconnect-eap a-eap-authen-Tlocal

aaa authorization group anyconnect-eap list a-eap-author-grp ikev2-auth-policy
aaa authorization user anyconnect-eap cached

virtual-template 100

anyconnect profile acvpn
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no crypto ikev2 http-url cert
no ip http server
no ip http secure-server
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crypto ipsec transform-set TS esp-aes 256 esp-sha256-hmac
mode tunnel

10EtH|. IPSec T2 T/ MAIEH|C}.

crypto ipsec profile AnyConnect-EAP
set transform-set TS
set ikev2-profile AnyConnect-EAP


https://tools.cisco.com/bugsearch/bug/CSCvb29701
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interface loopbackl00
ip address 10.0.0.1 255.255.255.255

12EHA]. 7HAF 1B S A (IKEV2 Z2IHUolM BE 3 047)

interface Virtual-TemplatelO0 type tunnel

ip unnumbered Loopbackl00

ip mtu 1400

tunnel mode ipsec ipv4d

tunnel protection ipsec profile AnyConnect-EAP

ip access-Tist standard split_tunnel
permit 10.0.0.0 0.255.255.255
!
crypto ikev2 authorization policy ikev2-auth-policy
route set access-1list split_tunnel
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ip access-Tlist extended NAT

permit ip 192.168.10.0 0.0.0.255 any

!

ip nat inside source 1list NAT interface GigabitEthernetl overload
!

interface GigabitEthernetl

ip nat outside

!

interface Virtual-Template 100

ip nat inside
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For Windows:
C:\ProgramData\Cisco\Cisco AnyConnect Secure Mobility Client\AnyConnectLocalPolicy.xml

For MAC OS:
/opt/cisco/anyconnect/AnyConnectLocalPolicy.xml

"BypassDownloader" M2 "true"2 MY ELICH. 6| & E™ S0 Z&LICH

<?xml version="1.0" encoding="UTF-8"7>

<AnyConnectLocalPolicy xmlns="http://schemas.xmlsoap/encoding/" xmlns:xsi="http://www.w3.0rg/2001/XMLSc
<BypassDownloader>true</BypassDownTloader>

<Enab1eCRLCheck>false</EnableCRLCheck>
<ExcTludeFirefoxNSSCertStore>false</ExcludeFirefoxNSSCertStore>
<ExcTudeMacNativeCertStore>false</ExcludeMacNativeCertStore>
<ExcTudePemFileCertStore>false</ExcludePemFileCertStore>
<ExcTudeWinNativeCertStore>false</ExcludeWinNativeCertStore>

<FipsMode>false</FipsMode>

<RestrictPreferenceCaching>false</RestrictPreferenceCaching>
<RestrictTunnelProtocols>false</RestrictTunnelProtocols>
<RestrictWeblLaunch>false</RestrictWebLaunch>
<StrictCertificateTrust>false</StrictCertificateTrust>

<UpdatePoTicy>
<ATTowCompTianceModuleUpdatesFromAnyServer>true</AllowComplianceModuleUpdatesFromAnyServers>
<A11owISEProfileUpdatesFromAnyServer>true</Al1owISEProfileUpdatesFromAnyServers>
<AllowServiceProfileUpdatesFromAnyServer>true</AllowServiceProfileUpdatesFromAnyServers>
<AllowSoftwareUpdatesFromAnyServer>true</AllowSoftwareUpdatesFromAnyServers>
<A11owVPNProfileUpdatesFromAnyServer>true</AlTowVPNProfileUpdatesFromAnyServer></UpdatePolicy>
</AnyConnectLocalPolicy>
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Ready to connect,

VPN IO5-XE
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For Windows:
C:\ProgramData\Cisco\Cisco AnyConnect Secure Mobility Client\Profile

For MAC OS:
/opt/cisco/anyconnect/profile
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Rout er# show crypto i kev2 sa detail ed

IPv4 Crypto IKEv2 SA

Tunnel-id Local Remote fvrf/ivrf Status
1 192.0.2.1/4500

192. 0. 2. 100/ 50899

none/none READY
Encr: AES-CBC, keysize: 256, PRF: SHA256, Hash: SHA256, DH Grp:14, Auth sign: RSA, Auth verify: A
Life/Active Time: 86400/758 sec
CE 1id: 1004, Session-id: 4
Status Description: Negotiation done
Local spi: 413112E83D493428 Remote spi: 696FA78292A21EAS
Local 1id: 192.0.2.1
Remote id: *$AnyConnectClient$*

Renote EAP id: test

<------ user nane
Local req msg id: O Remote req msg id: 31
Local next msg id: O Remote next msg id: 31
Local req queued: 0 Remote req queued: 31
Local window: 5 Remote window: 1

DPD configured for 0 seconds, retry 0
Fragmentation not configured.

Dynamic Route Update: disabled
Extended Authentication not configured.
NAT-T is detected outside

Cisco Trust Security SGT is disabled

Assi gned host addr: 192.168.10.8. <---- Assigned IP

Initiator of SA : No

I Check the crypto session information

Rout er# show crypto session det ai

Crypto session current status

Code: C - IKE Configuration mode, D - Dead Peer Detection
K - Keepalives, N - NAT-traversal, T - cTCP encapsulation
X - IKE Extended Authentication, F - IKE Fragmentation

R - IKE Auto Reconnect, U - IKE Dynamic Route Update

S - SIP VPN

Interface: Virtual - Accessl. <----- Virtual interface associated with the client



Profile: AnyConnect-EAP
Uptime: 00:14:54
Session status: UP-ACTIVE

Peer: 192.0.2.100

port 50899 fvrf: (none) ivrf: (none).

<----- Public IP of the renote client

Phasel_id: *$AnyConnectClient$*
Desc: (none)
Session ID: 8
IKEv2 SA: local 192.0.2.1/4500 remote 192.0.2.100/50899 Active
Capabilities:N connid:1 Tifetime:23:45:06
IPSEC FLOW: permit ip 0.0.0.0/0.0.0.0 host 192.168.10.8
Active SAs: 2, origin: crypto map

I nbound: #pkts dec'ed 89
drop 0 1ife (KB/Sec) 4607990/2705.

<------ Packets received fromthe client

Qut bound: #pkts enc'ed 2
drop 0 1ife (KB/Sec) 4607999/2705.

<------ Packets sent to the client

I Check the actual configuration applied for the Virtual -Acces interface associated with client

Rout er# show derived-config interface virtual -access 1.

Building configuration...

Derived configuration : 258 bytes
|
interface Virtual-Accessl
ip unnumbered Loopbackl00
ip mtu 1400
ip nat inside
tunnel source 192.0.2.1
tunnel mode 1ipsec 1ipv4d
tunnel destination 192.0.2.100
tunnel protection ipsec profile AnyConnect-EAP
no tunnel protection ipsec initiate
end
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1. SlEA=0|H =& E IKEV2 C|HZ:

debug crypto ikev2
debug crypto ikev2 packet
debug crypto ikev2 error

2. AA A= 24 Z/EE HE 4o gd

debug aaa authorization
debug aaa authentication

3. AnyConnect 22+0|21E 9| DART
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