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o] 2MoiME IKEv2(Internet Key Exchange Version 2) ZE2EE 22 S3H Cisco 10S® A Z E o]
VPN HO|ESolofl HMASHT| 2I5H strongSwan2| ZHIY HHME 7 AIEHE Wedoll CHal A>EEL
Ct.

Ml 7EX] ol 7F M A E LI

- Extensible Authentication Protocol - EAP-MD5(Message Digest 5) 215 & A& 35}04 Cisco 10S
A2 ZEQJo{ VPN HO|E9 0|0 21245t = strongSwanO| = Android £
. RSA(Certificate Authentication)& At& 3104 Cisco 10S 2 Z EQ0{ VPN H O|E9f0lof 2123t



£ strongSwanO| Z & El Android £.

- NAT(Network Address Translation) F{0fl = Cisco I0S 2L E 2|01 VPN 70| E{|0lof ¢4Z
5t= strongSwanO| 4= Android &. VPN HO|EQ|| 0| 215 Aof 2712 x509 & F 4| CHA| Of
£0| Q{o{oF gLct.

Cisco I0S A Z E Qo4 &l strongSwan M8t AFE = L 8HT[o] Q&LICH.

M™ QT AL

QLT ANY
Ctg Aol cist X|Alg ERetn /o™ S LICH
. OpenSSL #4J0i CHEH 7|2 K| 4]

. Cisco |I0S 2 Z E |0 CLI(Command Line Interface) Z1Z|22{|0|Ad0i CHEH 7|2 K| A
- IKEv20] CHEr 7|2 X[A]

A8ElE T 24

Ol EMo| HE= OIS AZEQ|0o{ A st=f0{ HEE ZIgte = gLt

HO

. Android 4.0 O|&f(strongSwan Z &)
. Cisco 10S Software &2|A 15.3T 0|4
. Cisco ISE(Identity Services Engine) 2 ZE9J|04, A 1.1.4 O|4

Ol EMel HE= EY & 32| ClHto|A & Bz R IEIR{&LICE Ol Mo AF8El 2 E Cfdt
Ola= ZZIHEI(Z|2) AI|adolMez AIMEIRELICHEM HEXHII 53 5l B¢, 2ZE

P09 &AM S-S 0|2l H5XIstAl7| HHEFLICH.

7

L3k

Output Interpreter = (S S El TPt 5T )= £ show BEE X|HELICH.show BE £
ol BME HoiH [EY QIHZE[H =F|E AHSELICH

debug BEE ALESt7| Mol C|EHT B0l CHet S 2 HEE HZsHAAL.

r

LHES3 Clojo{ 23


https://www.cisco.com/cgi-bin/Support/OutputInterpreter/home.pl
//tools.cisco.com/RPF/register/register.do
/c/ko_kr/support/docs/dial-access/integrated-services-digital-networks-isdn-channel-associated-signaling-cas/10374-debug.html
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Strongswan

Android strongSwan2 LHF HE |30 2Tt H HAM|ASHT| 2/3H Cisco I0S AZE Q|04 H0|E
Q0|2 IKEv2 E{d S ™ g LCt.

OIEH 58

CIZEME EAP 7|8 Q1B RSA 7|HH 0l 2 25 ¢

o
!

= 2L

EAP 215 AlLt2[20iMHE= VPN HO|EL 0| MBH @15 M7t ERFLICHAndroidoi| M A= =
£ CA(Certificate Authority)7} M8t QIS MHE AZEQ|0{0|M NS5t E<0lT 22H0|1ET}
Cisco 10S 2 Z EQJo{of AZE/L|Ct. O3 CHF 22t0|1E T} Cisco I0S AZEQ|01E 2155H7| €
&l EAP M0 A|IZHEILICH,

ol

RSA 7|gt 015 0| AR F AEXQIE Ol

Hd

& St
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Ol

M7t Qloof & LC.

IP =47t I|o IDE AL El= B2 S Moi CHet F7F 2F AteFo| & LTt Android
strongSwan VPN HO|E®|0[Q]| IP =47t x509 & & x| CHA| o|Fofl & ko] J=X| & Qlg
LICH 3= X[ 2627 Android7t @14 E ATMIELICEOl= RFC 61252 HE AtE i ofL|et 83 &
|:|-|OIL_||:|._

=HH

-

OpenSSL2 Cisco I0S &2Z EQ|ofof CtEt 22 MEto| U7| 2 0d| CAZ AFSELICHIP A7t
ZEEEYES T QIBME HMHE = Q& LICLEE 215 A= OpenSSLO| ofaH 24 =[0H
Android 2! Cisco I0S AZEQ0{2 7}x{SL|C}.

Cisco I0S &~ X E 2| 0{0{ M subject-alt-name BES ArE5t0{ IP FTAE X & ote &2 HyE
= UX[EH O] BHE2 KA ME QB Mol AEt 2t 5 L|Ct Cisco Bug ID CSCui44783, "IOS ENH
PKI capability to generate CSR with subject-alt-name extension"2 Cisco I0S AZEQ||0{7} 2 &

uol S0l THe #F2 MM 4 TS st MM &8I

#gener ate key
openssl genrsa -des3 -out ca.key 2048


https://tools.cisco.com/bugsearch/bug/CSCui44783

ca. csr

req -new -key ca. key -out
ca.crt

#generate CSR

openssl

#remove protection

cp ca. key ca. key.org
rsa -in ca.key.org -out ca.key

x509 -req -days 365 -in ca.csr -signkey ca.key -out

#sel f sign certificate
# message digest algorithm

openssl
-extensions v3_req -extfile conf_global.crt
conf_global.crte 743 ZFUQILICHCA &% 2 TRUEZ M50k ghLCt.
# Size of keys

openssl
[ req ]
default_bits = 1024
defaul t _nd = nd5
string_mask = nonbstr # permtted characters
#string_nask = pki x # permtted characters
di stingui shed_nane = req_di sti ngui shed_nane
reg_extensi ons = v3_req
[ v3_req ]
basi cConstraints = CA:TRUE
= hash
= M2 Cisco 10S 2Z E Q0o L/ Android?} O RAHEFLICH.O| ool ME Q15

subj ect Keyl denti fi er
AEME ddst

M MEol Ar8El CA7H olO| It 7HEELICH.
genrsa -des3 -out server.key 2048

#gener ate key
req -new -key server.key -out server.csr

openssl
#generate CSR
openssl
#renmove protection
cp server. key server.key.org
openssl rsa -in server.key.org -out server.Kkey
#sign the cert and add Al ternate Subject Nane extension from
conf_global _cert.crt file with configuration
openssl x509 -req -in server.csr -CA ca.crt -CAkey ca. key -CAcreateseri al
-out server.crt -days 365 -extensions v3_req -extfile conf_global_cert.crt
#create pfx file containig CA cert and server cert
openssl pkcsl2 -export -out server.pfx -inkey server.key -in server.crt
-certfile ca.crt
conf_global_cert.crt= 43 THUULICHOHA FX| O|F =& Ate 7| AELCH ol ool M= CA &
0| FALSEEZ MM EL|Ct.
[ req ]
default_bits = 1024 # Size of keys
def aul t _nd = md5 # nmessage digest algorithm
string_mask = nonbstr # permtted characters
#string_nask = pkix # permtted characters
di stingui shed_nane = req_di sti ngui shed_nane
req_ext ensi ons =v3_ req
= CA:FALSE
= hash

[ v3_req ]
basi cConstraints
subj ect Keyl denti fi er



subjectAltName = @l t _nanes
[al t _nanes]
1P. 1 = 10.48.64.15

Cisco 10S &~ Z E 9012} Android Z 50l CHal| 215 ME ‘ddsHof g LICt

IP 2 10.48.64.152 Cisco |I0S A~ Z E Q|01 H 0| E|0]od| & & LICt.Cisco I0S &~ Z E||oo] CH
3t QIZE ME M4 Il subjectAltNameO| 10.48.64.152 2 M T|of UEK| & QIEL|C}H Android=
Cisco I0S 2 Z EQ0{0f|A EF2 QIS ME = Ql5t 1 subjectAltName0i| M sHE IP FAE Fog{D
Al ghct.

Cisco 10S A& E 9j|o{

Cisco I0S AZ EQJo{= RSA 7|t QIE 1 EAP 7|dt 015 S 2I5 SHIE QIS MHE M *|5H0F &L
Ct.

Cisco I0S AZ E9J019| pfx It U(pkes12 ZAE|O|L)E 7HME &= YUELICH

BSAN- 2900- 1(confi g)# crypto pki import TP pkcsl2
http://10.10.10.1/server.pfx password 123456

% | nporting pkcsl2...

Source filenane [server.pfx]?

CRYPTO_PKI: I nported PKCS12 file successfully.

7tK 2717 HE Y EK| &2l5HE{ show crypto pki certificates verbose BRI S AL EHLICH.

BSAN- 2900- 1# show crypto pki certificates verbose
Certificate
Status: Avail able
Version: 3
Certificate Serial Number (hex): O00A003C5DCDEFA146C
Certificate Usage: Ceneral Purpose
| ssuer:
cn=Ci sco
ou=Ci sco TAC
0=Ci sco
| =Kr akow
st =Mal opol ski e
c=PL
Subject:
Name: IOS
IP Address: 10.48.64.15
cn=I0S
ou=TAC
o=Cisco
1=Krakow
st=Malopolska
c=PL
Validity Date:
start date: 18:04:09 UTC Aug 1 2013
end date: 18:04:09 UTC Aug 1 2014
Subj ect Key Info:
Public Key Al gorithm rsaEncryption
RSA Public Key: (2048 bit)
Signature Algorithm SHAL with RSA Encryption
Fi ngerprint MD5: 2C45BF10 OBACB98D 444F5804 1DC27ECF
Fi ngerprint SHAl: 26B66A66 DFS5E7D6F 498DD653 A2Cl164D7 4C7A7F8F



X509v3 ext ensi ons:
X509v3 Subj ect Key ID: AD598A9B 8AB6893B AB3CB8B9 28B2039C 78441E72
X509v3 Basic Constraints:
CA: FALSE
X509v3 Subject Alternative Name:

10.48.64.15
Authority Info Access:
Associ ated Trustpoints: TP
St orage: nvram Ci sco#146C. cer
Key Label: TP
Key storage device: private config

CA Certificate
Status: Avail able
Version: 3
Certificate Serial Number (hex): OODCS8EADO8723DF56A
Certificate Usage: Ceneral Purpose
| ssuer:
cn=Ci sco
ou=Ci sco TAC
0=Ci sco
| =Kr akow
st =Mal opol ski e
c=PL
Subj ect :
cn=Ci sco
ou=Ci sco TAC
0=Ci sco
| =Kr akow
st =Mal opol ski e
c=PL
Validity Date:
start date: 16:39:55 UTC Jul 23 2013
end date: 16:39:55 UTC Jul 23 2014
Subj ect Key Info:
Public Key Al gorithm rsaEncryption
RSA Public Key: (2048 bit)
Signature Algorithm SHAL with RSA Encryption
Fi ngerprint MD5: 0A2432DC 33FODC46 AAB23E26 ED474B7E
Fi ngerprint SHAl: A50E3892 ED5C4542 FA7FF584 DEO7B6EO 654A62D0
X509v3 ext ensi ons:
X509v3 Subj ect Key ID: 786F263C OF5A1963 D6AD18F8 86DCE7C9 0185911E
X509v3 Basi ¢ Constraints:
CA: TRUE
Authority Info Access:
Associ ated Trustpoints: TP
St orage: nvram Ci sco#F56ACA. cer

BSAN- 2900- 1#show ip int brief

Interface | P- Addr ess OK? Met hod St at us Pr ot ocol
GigabitEthernet0/0 10.48.64.15 YES NVRAM up up
Android

EAP 7|gF @215 2| Z2 Android= SHHE CA & AEF AX[sHok &f LICt.

RSA 7|8t 015 9| 4 Android= CA IE MQt AHA| IS MHE 25 M x|8H0F & LCt.

oI

CHE HAtoME F ABME 25 dRIste Lol chsh dBgfLCt



Extract certificate

Enter the password to extract the certificates

Cancel

3. 7tM2 2I& A2 o|F & MSELICH



Name the certificate

Certificate name:
Cisco

Credential use:
VPN and apps

The package contains
i certificate

one CJ

Cancel

4. Q15 M M x|E &Ql524™ Settings > Security > Trusted CredentialsZ O|S & L|CtH A QIS M

7t ALERE K 20| LEEFLFOF B LICE.



Trusted credentials

[ AFEXE Q1B A2t CA Q1B M7F DRIELICHpfx TFU2 ALS A} 2

ol EMYUCAQBMERT =
85t pkes12 Z4E0[LAQILICH

=

Androiddll= Q1B ME 7IXE I HEE @7 AFEO| UELICHHE 01, CAUSAE HE3™Ma =2
7} 224 Androidof| A x509v3 £ & Basic Constraint CAZ TRUEE A %8l oF &Lt
CAE MAM3SIHLE XIX| CAE A% e CAVI SHIE EHXMHEE 71X|1 UEX|

=2 OO

pl uton customca # openssl x509 -in ca.crt -text

Certificate:
Dat a&col on;
Version: 3 (0x2)
Serial Nunber:
dc: 8e: ad: 98: 72: 3d: f 5: 6a
Signature Al gorithm shalWthRSAEncryption
| ssuer: C=PL, ST=Mal opol skie, L=Krakow, O=Ci sco, OU=Ci sco TAC, CN=Ci sco

< . ... output omtted>

X509v3 Basic Constraints:
CA:TRUE



<. out put omtted>

EAP 215

EAP P15 9|#t Cisco 10S A X EQjo]| 714

IKEV20IME AL QIS S +&5t7| I EAP Z2EE AES AI8E £ &LICHVPN HOIE
Aol B MLt &7 EAIELICHZEI0IHET} sHE CIBEME AlZ[6HH Z2t0|EE= HO[ES O]
O| EAP 23 ID01| SE & LIC}.Cisco I0S AZEQo{= i IDE AFE S AAA(Authentication,
Authorization, and Accounting) AlEHH2 RADIUS 27 HIA|XIE ™&5tH, M E2] 74 E(Android)2t
Q& MHE{(ACS[Access Control Server] &= = ISE) 7t0i| EAP-MD5 M| 0| M EL|C}.

EAP-MD5 215 43 % Radius-Accept HIAIX|0 ZA|EI CHE Cisco I0S AZEQo{es 7T E BEE
A835tofIP A E ZEI0|ME] FAISHT EBHE MEHT| FHa S ASTLCH

Android0{| A IKEID=cisco(T &l CHE)E TIEH&LICE Cisco 10S AZEL|0{0fM &2 O]
IKEIDE 'ikev2 T2 E PROF'e} & x|&LICt.

aaa new node
aaa authentication |ogin eap-list-radius group radius
aaa aut horization network | KE2_AUTHOR LOCAL | oca

crypto pki trustpoint TP
revocati on-check none

crypto i kev2 authorization policy |KE2_AUTHOR POLI CY
pool POOL

1

crypto i kev2 proposal ikev2-proposa
encryption aes-cbc-128

integrity shal

group 14

1

crypto i kev2 policy ikev2-policy

proposal ikev2-proposa

1

1

crypto ikev2 profile PROF

match identity remote key-id cisco

aut henti cati on remote eap query-identity
aut henti cati on local rsa-sig

pki trustpoint TP

aaa authentication eap eap-list-radius
aaa aut horization group eap |ist | KE2_AUTHOR LOCAL | KE2_AUTHOR_POLI CY
aaa aut hori zati on user eap cached
virtual -tenplate 1

crypto i psec transform set 3DES-MD5 esp-aes esp-sha- hmac
node tunne

!

crypto i psec profile PROF

set transformset 3DES- MD5

set ikev2-profile PROF



interface G gabitEthernet0/0
i p address 10.48.64.15 255. 255. 255. 128

interface Virtual - Tenpl atel type tunnel
i p unnunbered G gabitEthernet0/0
tunnel node ipsec ipv4
tunnel protection ipsec profile PROF

ip local pool POOL 192.168.0.1 192.168.0.10

radi us- server host 10.48.66.185 key cisco
EAP 2188 {8t Android 74
Android strongSwan2 EAPE T35l oF gtL|C}.

1. Xl-E leA-I A-IEH% H|§E Ac>§|'%“—||: .
CERT_REQ7} M&ELICH

o
A
‘I,;O

2. 0|7 CtAHoI M 7HK{R S Q1B A{(CA)E MEHE
AMEX} O|F 2t Zotof B LICEH

M| B4x{ =10l A 1007H O] Aol

LICEAFE At O|§ 1t HI

mfl=F]

HS = AAA AH{Q|



F=

\ B iosvpn SAVE  CANCEL

losvpn

10.48.64.15

Type

IKEv2 EAP (Username/Password)

Usarmame

CISCO

Pa

CA certificate

Select automatically

Cisco

LISCD

EAP 25 HAE

Cisco I0S 2 ZE ¢[00l ME EAP QIS E ?IeF 71E S8 CIHOLICHOIF &
= floll dEFER&LICE.

debug crypto ikev2 error
debug crypto ikev2 interna
debug radi us authentication
debug radi us verbose

| KEv2: New i kev2 sa request admtted

| KEv2: (SA I D = 1): Searching policy based on peer's identity 'cisco' of type
'FQDN'

| KEv2: (1): Choosing IKE profile PROF

| KEv2: Sending certificates as X509 certificates

RADI US(00000025): Send Access- Request to 10.48.66.185:1645 id 1645/4,1en 110
RADI US: Received fromid 1645/4 10.48.66.185: 1645, Access-Challenge, len 79

9



RADI US(00000025): Send Access- Request to 10.48.66.185: 1645 id 1645/5,1en 141
RADI US: Received fromid 1645/5 10. 48. 66. 185: 1645, Access-Chall enge, |en 100
RADI US(00000025): Send Access- Request to 10.48.66.185: 1645 id 1645/6,1 en 155
RADI US: Received fromid 1645/6 10.48.66.185: 1645, Access-Accept, len 76

I KEv2: (SA ID = 1): SM Trace-> SA: | _SPI =AABAB198FACAAEDE R _SPI =D61F37C4DC875001
(R) Msgl D = 00000004 CurState: R PROC EAP_RESP Event: EV_RECV_EAP_SUCCESS

| KEv2: | KEv2 | ocal AAA author request for 'IKE2_AUTHOR PCLI CY'
| KEv2: Recei ved group author attributes: ipv4-pool: POOL, route-accept any tag:1
di stance: 1
| KEv2: Al | ocated addr 192.168.0.2 from |l ocal pool POOL
I KEv2: (SA ID = 1): SM Trace-> SA: | _SPI =AABAB198FACAAEDE R _SPI =D61F37C4DC875001
(R) Msgl D = 00000005 CurState: R VERI FY_AUTH Event:

EV_OK_RECD_VERIFY IPSEC_POLICY
%.1 NEPROTO- 5- UPDOMN:  Li ne protocol on Interface Virtual-Accessl, changed state
to up

Android 210l CHZ 0| E A& LICH

OO[DWMN] Starting | KE charon daenmon (strongSwan 5. 1. 0dr 2,

Li nux 3.4.0-perf-gf43c3d9, armv7l)

00[ KNL] kernel -netlink plugin mght require CAP_NET_ADM N capability

00[ LI B] | oaded pl ugins: androidbridge charon android-1og openssl fips-prf
random nonce pubkey pkcsl pkcs8 pem xcbc hnmac socket-default kernel-netlink
00[LIB] unable to load 9 plugin features (9 due to unmet dependenci es)

00[ JOB] spawni ng 16 worker threads

13[ I KE] initiating IKE_SA android[1l] to 10.48.64.15

13[ENC] generating IKE_SA INIT request O [ SA KE No N(NATD_S IP) N(NATD_ D IP) ]
13[ NET] sendi ng packet: from 10.147.24.153[45581] to 10.48. 64. 15[ 500]

(648 bytes)

11[ NET] received packet: from 10.48.64.15[500] to 10.147.24. 153[ 45581]
(497 bytes)

11[ENC] parsed IKE_SA INIT response O [ SA KE No V V N(NATD_S | P) N(NATD_D_I P)
CERTREQ N(HTTP_CERT_LOOK) ]

11[ ENC] received unknown vendor |D:

43:49:53: 43: 4f : 2d: 44: 45: 4c: 45: 54: 45: 2d: 52: 45: 41: 53: 4f : 4e

11[ ENC] received unknown vendor |D:

46: 4c: 45: 58: 56: 50: 4e: 2d: 53: 55: 50: 50: 4f : 52: 54: 45: 44

11[ I KE] faking NAT situation to enforce UDP encapsul ation

11[ I KE] cert payl oad ANY not supported - ignored

11[ | KE] sending cert request for "C=PL, ST=Malopolskie, L=Krakow, O=Cisco,
OU=Cisco TAC, CN=Cisco"

11[ I KE] establishing CH LD _SA android

11[ ENC] generating IKE_AUTH request 1 [ I D N(I N T_CONTACT) CERTREQ

CP( ADDR ADDR6 DNS DNS6) N(ESP_TFC_PAD N) SA TSi TSr N MOBI KE_SUP)

11[ NET] sendi ng packet: from 10.147.24.153[ 35564] to 10.48. 64. 15[ 4500]
(508 byt es)

10[ NET] received packet: from 10.48.64.15[4500] to 10.147.24. 153[ 35564]
(1292 bytes)

10[ ENC] parsed | KE_AUTH response 1 [ V IDr CERT AUTH EAP/REQ I D ]

10[ | KE] received end entity cert "C=PL, ST=Malopolska, L=Krakow, O=Cisco,
OU=TAC, CN=IOS"

10[CFG wusing certificate "C=PL, ST=Mal opol ska, L=Krakow, O=C sco, OU=TAC,
CN=I Cs"

10[CFG wusing trusted ca certificate "C=PL, ST=Mal opol ski e, L=Krakow, O=Ci sco,
OU=Ci sco TAC, CN=Ci sco"

10[ CFG reached self-signed root ca with a path length of 0

10[ | KE] authentication of '10.48.64.15' with RSA signature successful

10[ | KE] server requested EAP_IDENTITY (id Ox3B), sending 'cisco'

10[ ENC] generating | KE_AUTH request 2 [ EAP/RES/ID ]

10[ NET] sendi ng packet: from 10.147.24.153[35564] to 10.48. 64. 15[ 4500]

(76 bytes)



09[ NET] received packet: from 10.48. 64. 15[ 4500] to 10.147.24. 153[ 35564]
(76 bytes)

09[ ENC] parsed | KE_AUTH response 2 [ EAP/ REQ TLS ]

09[ | KE] server requested EAP_TLS authentication (id 0x59)

09[ | KE] EAP method not supported, sending EAP_NAK

09[ ENC] generating | KE_AUTH request 3 [ EAP/ RES/ NAK ]

09[ NET] sending packet: from 10.147.24.153[35564] to 10.48. 64. 15[ 4500]
(76 bytes)

O8[ NET] received packet: from 10.48. 64. 15[ 4500] to 10.147.24. 153[ 35564]
(92 bytes)

08[ ENC] parsed | KE_AUTH response 3 [ EAP/ REQ MD5 ]

08[ | KE] server requested EAP_MD5 authentication (i d Ox5A)

O8[ ENC] generating | KE_AUTH request 4 [ EAP/ RES/ MD5 ]

O08[ NET] sending packet: from 10.147.24.153[35564] to 10.48. 64. 15[ 4500]
(92 bytes)

07[ NET] received packet: from 10.48. 64. 15[ 4500] to 10.147.24. 153[ 35564]
(76 bytes)

07[ ENC] parsed | KE_AUTH response 4 [ EAP/ SUCC ]

07[ 1 KE] EAP method EAP_MD5 succeeded, no MSK established

07[ 1 KE] authentication of 'cisco' (myself) with EAP

O07[ ENC] generating | KE_AUTH request 5 [ AUTH ]

07[ NET] sending packet: from 10.147.24.153[35564] to 10.48. 64. 15[ 4500]
(92 bytes)

06[ NET] received packet: from 10.48. 64. 15[ 4500] to 10.147.24. 153[ 35564]
(236 bytes)

06[ ENC] parsed | KE_AUTH response 5 [ AUTH CP(ADDR) SA TSi TSr N(SET_W NSI ZE)
N(ESP_TFC_PAD_N) N(NON_FI RST_FRAG 1

06[ | KE] authentication of '10.48.64.15' with EAP successful

06[ | KE] IKE_SA android[l] established between
10.147.24.153[cisco]...10.48.64.15[10.48.64.15]

06[ | KE] scheduling rekeying in 35421s

06[ | KE] maxi mum I KE_SA lifetime 36021s

06[ | KE] installing new virtual IP 192.168.0.1

06[ | KE] received ESP_TFC PADDI NG _NOT_SUPPORTED, not using ESPv3 TFC paddi ng
06[ | KE] CHI LD_SA androi d{1} established with SPIs c776cb4f i ea27f072_o and
TS 192.168.0.1/32 === 0.0.0.0/0

06 DMN] setting up TUN device for CH LD_SA androi d{1}

06[ DWN] successfully created TUN device

CtS olol M= Cisco I0S AZE Q|00 &EIE & Qlets Y-S EoiELICH

BSAN- 2900- 1#show crypto session detail
Crypto session current status

Code: C - IKE Configuration node, D - Dead Peer Detection
K - Keepalives, N - NAT-traversal, T - cTCP encapsul ation
X - I KE Extended Authentication, F - |IKE Fragnentation

Interface: Virtual -Accessl
Upti me: 00:02: 12
Sessi on status: UP-ACTIVE
Peer: 10.147.24.153 port 60511 fvrf: (none) ivrf: (none)
Phasel_id: cisco
Desc: (none)
| KEv2 SA: local 10.48.64.15/4500 renpte 10.147.24.153/ 60511 Active
Capabilities:NX connid:1 lifetime:23:57:48
| PSEC FLOW permit ip 0.0.0.0/0.0.0.0 host 192.168.0.2
Active SAs: 2, origin: crypto nap
I nbound: #pkts dec'ed 40 drop O life (KB/ Sec) 4351537/ 3468
Qut bound: #pkts enc'ed 5 drop O life (KB/ Sec) 4351542/ 3468

BSAN- 2900- 1#show crypto ikev2 sa detailed
I Pv4d Crypto I KEv2 SA



Tunnel -id Local Renot e fvrflivrf
10. 48. 64. 15/ 4500 10. 147. 24. 153/ 60511 none/ none

1

Auth

CHS 282 Androidol M HEHE & Qlets Y-S EoiELICH

St at us
READY

Encr: AES-CBC, keysize: 128, Hash: SHA96, DH G p: 14, Auth sign: RSA,

verify: EAP

Lifel/ Active Tine: 86400/ 137 sec

CE id: 1002, Session-id: 2

Status Description: Negotiation done

Local spi: D61F37C4DC875001 Renot e spi: AABAB198FACAAEDE

Local id: 10.48.64.15
Renpte id: cisco
Renpte EAP id: cisco

Local req nsg id: O Renote req nsg id: 6
Local next nmsg id: O Renote next msg id: 6
Local req queued: O Renote req queued: 6
Local wi ndow: 5 Renot e wi ndow. 1

DPD configured for 0 seconds, retry O
Fragnent ati on not configured.

Ext ended Aut hentication configured.
NAT-T is detected outside

Cisco Trust Security SGT is disabled
Assigned host addr: 192.168.0.2
Initiator of SA: No



laal Saving screenshot..

ﬁ ADD VPN PROFILE

Status: Connected
Profile: iosvpn

Disconnect




ession: iosvpn
Duration: 00:02:48

Sent: 16442 bytes / 73 packets
ieceived: 500 bytes / 5 packets

Disconnect Configure

RSA 2I&

RSA 2152 |8t Cisco 10S A EQ|o 714

Rivest-Shamir-Adleman(RSA) 2!1& 0f| A Android= Cisco I0S 2 ZEQJ0{E QI&E 57| fl5H 218 M
E T&ELchmetd £ IKEv2 Z2 EHofl EE{EE v st= 215 Ho| ELELICHLAS R
EAP 215 0| 2 38tX| ot &Lch

Ct&2 273 1m|ofoi CiEl RSA @1& 0| M E Aol of &iL|ch.

crypto pki certificate map CERT_MAP 10
subj ect - name co androi d

crypto i kev2 profile PROF
match certificate CERT_MAP



aut henticati on remote rsa-sig

aut henticati on local rsa-sig

pki trustpoint TP

aaa aut horization group cert list | KE2_AUTHOR LOCAL | KE2_AUTHOR PCLI CY
virtual -tenplate 1

RSA 2I1&& {8 Android -4

AER QB MIE AEXF QB MZ CHA =& LICH

\ E iosvpn SAVE  CANCEL

osvpn
S

' . e
| :|_||l:"|'|'-.l':.

10.48.64.15

IKEvZ Certificate

Uzer certificate

CA certificate:

Select automatically

RSA 215 E|AE

mC]
o

rlo

Cisco I0S &~ ZE 9Jo{0{A= RSA 215 E #IE 7t 28 CIHOULICLOIFEL| &7
HEFE[QRA&LICE.
= =

debug crypto ikev2 error

A
0x



debug crypto ikev2 internal
debug crypto pki transactions
debug crypto pki validation
debug crypto pki nessages

I KEv2: New i kev2 sa request admitted

I KEv2: (SA I D = 1): Searching policy based on peer's identity 'cn=android,ou=TAC,
o=Cisco, 1=Krakow, st=Malopolska,c=PL' of type 'DER ASNl1l DN’

| KEv2: (1): Choosing IKE profile PROF

| KEv2: Sending certificates as X509 certificates

I KEv2: (SA ID = 1): Peer's authentication nmethod is ' RSA

| KEv2: Peer has sent X509 certificates

CRYPTO _PKI: Found a issuer match

CRYPTO PKI: (9000B) Certificate is verified

CRYPTO_PKI: (9000B) Certificate validation succeeded

IKEv2: (SAID = 1):[Crypto Engine -> I KEv2] Verification of signed
aut henti cati on data PASSED

| KEv2: | KEv2 | ocal AAA author request for 'IKE2_AUTHOR PCLI CY'

| KEv2: Recei ved group author attributes: ipv4-pool: POOL, route-accept any tag:1
di stance: 1

| KEv2: Al | ocated addr 192.168.0.3 from |l ocal pool POOL

I KEv2: (SA ID = 1): SM Trace-> SA: | _SPI =E53A57E359A8437C R_SPI =A03D273FC75EEBD9
(R) Msgl D = 00000001 CurState: R VERI FY_AUTH Event:

EV_OK_RECD_VERIFY_ IPSEC_POLICY

%.1 NEPROTO- 5- UPDOMN:  Li ne protocol on Interface Virtual-Accessl, changed state
to up

Android 210l CHZ 0| E A& LICH

OO[DWMN] Starting | KE charon daemon (strongSwan 5. 1. 0dr 2,

Li nux 3.4.0-perf-gf43c3d9, armv7l)

00[ KNL] kernel -netlink plugin mght require CAP_NET_ADM N capability

00[ LI B] | oaded pl ugins: androidbridge charon android-1og openssl fips-prf
random nonce pubkey pkcsl pkcs8 pem xcbc hmac socket - def aul t

00[LIB] unable to load 9 plugin features (9 due to unmet dependenci es)
00[JOB] spawni ng 16 worker threads

O5[ CFG | oaded user certificate 'C=PL, ST=Mal opol ska, L=Krakow, O=Ci sco,
OU=TAC, CN=android' and private key

O5[ CFG | oaded CA certificate ' C=PL, ST=Mal opol ski e, L=Krakow, O=Ci sco,
OU=Ci sco TAC, CN=Ci sco'

O5[ I KE] initiating IKE_SA android[4] to 10.48.64.15

O5[ ENC] generating IKE_SA INIT request O [ SA KE No N(NATD_S IP) N(NATD D I P) ]
O5[ NET] sending packet: from 10.147.24.153[34697] to 10.48. 64. 15[ 500]

(648 bytes)

10[ NET] received packet: from 10.48.64.15[500] to 10.147.24.153[ 34697]
(497 bytes)

10[ ENC] parsed IKE_SA INIT response O [ SA KE No V V N(NATD_S I P) N(NATD_D_I P)
CERTREQ N(HTTP_CERT_LOOK) ]

10[ ENC] received unknown vendor |D:

43: 49:53: 43: 4f : 2d: 44: 45: 4c: 45: 54: 45: 2d: 52: 45: 41: 53: 4f : 4e

10[ ENC] received unknown vendor |D:

46: 4c: 45: 58: 56: 50: 4e: 2d: 53: 55: 50: 50: 4f : 52: 54: 45: 44

10[ I KE] faking NAT situation to enforce UDP encapsul ation

10[ I KE] cert payl oad ANY not supported - ignored

10[ | KE] sending cert request for "C=PL, ST=Malopolskie, L=Krakow, O=Cisco,
OU=Cisco TAC, CN=Cisco"

10[ | KE] authentication of 'C=PL, ST=Mal opol ska, L=Krakow, O=C sco, OU=TAC,
CN=android'" (nyself) wi th RSA signature successful

10[ I KE] sending end entity cert "C=PL, ST=Mal opol ska, L=Krakow, O=Ci sco,
OU=TAC, CN=androi d"

10[ | KE] establishing CH LD_SA android



IDi CERT N(INIT_CONTACT) CERTREQ
to 10.48. 64. 15[ 4500]

11

to 10.147.24. 153[ 44527]
TSr

from 10. 147. 24. 153[ 44527]

10[ ENC] generating | KE_AUTH request
AUTH CP( ADDR ADDR6 DNS DNS6) N(ESP_TFC _PAD_N) SA

10[ NET] sendi ng packet:
(1788 bytes)
recei ved packet: from 10. 48. 64. 15[ 4500]

(1420 bytes)
12[ ENC] parsed | KE_AUTH response 1 [ V IDr CERT AUTH CP(ADDR) SA TSi
12[ | KE] received end entity cert "C=PL, ST=Malopolska, L=Krakow, O=Cisco,
L=Kr akow, O=Ci sco, OU=TAC,

L=Kr akow, O=Ci sco,

12[ CFG wusing certificate "C=PL, ST=Mal opol ska,

12[ NET]
N(SET_W NSI ZE) N(ESP_TFC_PAD_N) N(NON_FI RST_FRAG
CN=IOS"
12[CFG wusing trusted ca certificate "C=PL, ST=Mal opol ski e,

OU=TAC,

CN=I Os"
OU=Ci sco TAC, CN=Ci sco"
reached self-signed root ca with a path length of 0
12[ I KE] IKE_SA android[4] established between 10.147.24.153[C=PL,
OU=TAC,

=t

=1

12[ | KE] authentication of '10.48.64.15' with RSA signature successful
b2279175_o and

12[ CFG
ST=Malopolska, L=Krakow, O=Cisco,
CN=android]...10.48.64.15[10.48.64.15]
12[ I KE] schedul i ng rekeying in 35413s
12[ I KE] maxi mum | KE_SA lifetinme 36013s
installing new virtual IP 192.168.0.3
recei ved ESP_TFC_PADDI NG NOT_SUPPCRTED, not using ESPv3 TFC paddi ng

12[ | KE]
0.0.0.0/0
al st

12[ | KE]
12[ DWN] setting up_;’aN device for CH LD _SA androi d{ 4}
3 0ol 2 Foi AFSELICE O™ AILIE[20i A EAP

CHI LD_SA androi d{4} established with SPIs ecb3af87_i

12[ | KE]
TS 192. 168. 0. 3/ 32
12[ DM\] successfully created TUN device
Cisco 10S &2 Z E2{|0{0{ M RSAE M
1o AHS E[AR&LICE.
St at us
READY

BSAN- 2900- 1#show crypto ikev2 sa detailed

Renot e fvrflivrf
10. 147. 24. 153/ 44527
128, Hash: SHA96, DH Grp: 14, Auth sign: RSA,

none/ none

IPv4 Crypto I KEv2 SA

Tunnel -id Local
10. 48. 64. 15/ 4500

1
Encr: AES- CBC, keysi ze:
Auth verify: RSA
Life/ Active Tine: 86400/16 sec
1010, Session-id: 3

Negoti ati on done

Renot e spi
2

E53A57E359A8437C
cn=andr oi d, ou=TAC, 0=Gi sco, | =Kr akow, st =Mal opol ska, c=PL
req neg id:

A03D273FC75EEBD9
Renot e

next msg id: 2

2

1

CE id:
Status Description:

Local spi:
Local id: 10.48.64.15
Renote i d:

Local req nsg id: O

Local next msg id: O Renot e

req queued: O Renot e req queued:

5 Renot e wi ndow.
retry O

Local

Local wi ndow.

DPD configured for 0 seconds,

Fragnentati on not configured.

Ext ended Aut hentication not configured.
out si de

NAT-T is detected
Assi gned host addr:
Initiator of SA: No

Android2| #/E £QI2 O AlLIZ|22F RAHE

NAT 52| VPN HIO|E$j0] - strongSwan & Cisco I0S 2 Z Ejo{ A& AL

Cisco Trust Security SGT is disabled
192.168.0.3
gf LICH.

O| od|lofl A= strongSwan Q15 M = Qlo| Aol CHal M ErLIct.



o

Cisco 10S &2 Z E |01 VPN HO|ERO| IP AT 172.16.1.10{ M 10.147.25.802 2 HXo 2 4
ZIct D 74 ErLICt EAP 215 0| AL ElLCE.

ISEL

& Internet

wland: 10.147.24.153

G0/0: 172.16.1.1

Andrni

105 :
GO/0: 10.147.25.80 Strongswan

NAT

EE 5t Cisco 10S 2 ZE Q|0 Q1B A0 172.16.1.1 & 10.147.25.80 2 50| Ci Bt Subject Alternative
NameO| RICt1 7HEgfL|Ct

EAP Q15 0i 4E35tH Android= Q12 &5t Subject Alternative Name(F || CHl| 0|5) & &
0l A Android T43(10.147.25.80)01| At & I|0{9] IP FAE Fof{D A|TfLICHEQl Almy:



SEND LOG FILE

constraint check failed: identity '10.147.25.80" required
Androidofl M & Hml F|| CH&| 0|5 & & X}H(172.16.1.1)BF &

/| 1o

mjo
4>
30
[o)
(O
u
to
=
N
T
g.:
0:|:|
m>
C
o

O|A| Cisco 10S &~ EQJ0o{ 215 MO0i| Subject Alternative Name(ZA| CHAl| O|&
X|gtd+=o 2 Qlrtm 7} EhL|CH.10.147.25.80 2! 172.16.1.1. Android= Al H
HOIEH0[(172.16.1.1)2] IP =ACQI IKEIDE #Alstt AS S &g

= T |_|:|BET0|=|L—|EI'-



SEND LOG FILE

O|M 2=10f ChZ 0| EA|ELICH

no trusted RSA public key found for '172.16.1.1

[h2k A Android 7} IKEIDE 2t 27 Subject Alternative Name(F#| CHA| O|&)0{| A IKEIDE #fo}of
St X Hm IP FADHAMEE = A& LT

2t 1:EAP 215 0] M Cisco I0S AZEQ|0{7} H&EH IKEIDE 72X Z IP FAQLICHRSA
QIB0IM IKEIDE 7|BEXM2oZ 215 A DNRILICHikev2 ZZ2 I 0f2H Q| identity HHEE AL
5to4 O|H8t 2t =82 2 B8 s}

i
o
=)

m
|>
[m
lad

>

r|r

_I_
=]

71| e 0| oflol| M & ole & &L



= e A

ol dMoiM= Hu|aelolMd BXE siidste ol MEE + = HEE MSELICH

strongSwan CA Ct3 CERT_REQ

strongSwan2| 215 M A% 0| Automatic Selection(71&2)2! B2, Android= Al BHm{ THZ!o| 2 X
MELO U ZE AMEE = U= 215 Mod| CHat CERT_REQ% -S-E |Ct.Cisco 10S 2 ZEQ|

L
Oz M2 2| AUBAM 2FE MHHlIA HE SH2Z QA siEZ 2 AXE = A&LCH

*Jul 15 07:54:13: IKEv2:number of cert req exceeds the reasonable limit (100)

DVTIC| E{" &4

VTI(Virtual Tunnel Interface)0il M E{'d AAE MH35t= Zd0| LA O|X|BH 07| M= ER5HK| &F
& L|C}.tunnel source W 0| S VTI(DVTI) otefofl QICtT 7HEEHLICY.

interface Virtual - Tenpl atel type tunnel
i p unnunbered G gabitEthernet0/0
tunnel source GigabitEthernet0/0
tunnel node ipsec ipv4

tunnel protection ipsec profile PROF

Ol& % Cisco I0S AZEQ|0{7} 7}A HIZ S0 EX|E! 7HAF MM A CIE{H|O|AE MAISE{T 5}
M ChE 2R/ 7t gretELich

*Aug 1 13:34:22 | KEv2: All ocated addr 192.168.0.9 from | ocal pool POCL

*Aug 1 13:34:22 |KEv2: (SA ID = 1):Set received config npode data

*Aug 1 13:34:22 | KEv2: % DVTl create request sent for profile PROF with PSH

index 1

*Aug 1 13:34:22 | KEv2: Failed to process KMI delete SA message with error 4

*Aug 1 13:34:24 | KEv2: Got a packet from di spatcher

*Aug 1 13:34:24 | KEv2: Processing an itemoff the pak queue

*Aug 1 13:34:24 | KEv2: Negotiation context |ocked currently in use

Zhoff 2HAl 2% & Cisco 10S AZ E90{= AndroidlM RS E IKE AUTHE £ AIEHLICHSHE of
Zo| Atx|ELCt.

Cisco I0S AXZEQjo{ Ha & 7| 2H

. Cisco Bug ID CSCui46418, "RSA 2152 I8 IDZ 10S lkev2 ip FAE ERfi&LIC"
Ol Hae= &olg £&3sl7| {sH QIS MM IKEIDE &£ Il strongSwanO| HIE F&|| CHA|
Ol&(IP = )E g =+ e & X7} ot

. Cisco Bug ID CSCui44976, "lOS PKI7} X509v3 2% & CHx| O|E"02 T2 EAZ|USL
Ct.
0| {1 = Subject Alternative Name(FA| CHA| O|F )0l 0421 IP FA7t U= BRoi|eh 2 Mgt
ChOFR|EE IP AL EAZIX|E QIZEM AL 0l BEE FX| et&LICHTA 215 M7 SHIE
A ™S 2 MEE L

. Cisco Bug ID CSCui44783, "IOS ENH PKI 7|&2 subject-alt-name & & Ho 2

0I

e

SR M

)


https://tools.cisco.com/bugsearch/bug/CSCui46418
https://tools.cisco.com/bugsearch/bug/CSCui44976
https://tools.cisco.com/bugsearch/bug/CSCui44783

L|C."
- Cisco Bug ID CSCui44335, "ASA ENH Certificate x509 extensions displayed."

el HE

. Cisco 10S 15.3 VPN Z1I|2d|0|M 7|0|=
. Cisco 10S 15.3 B 3 x

. Cisco 10S Flex VPN #HI|ad|0|M 7to|=
. 7|& x| % B XM - Cisco Systems



https://tools.cisco.com/bugsearch/bug/CSCui44335
//www.cisco.com/en/US/partner/docs/ios-xml/ios/sec_conn_ikevpn/configuration/15-mt/sec-cert-isakmp-map.html
//www.cisco.com/en/US/partner/docs/ios-xml/ios/security/a1/sec-cr-c1.html
//www.cisco.com/en/US/docs/ios-xml/ios/sec_conn_ike2vpn/configuration/15-mt/sec-intro-ikev2-flex.html
//www.cisco.com/cisco/web/support/index.html?referring_site=bodynav
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