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- Microsoft Windows 7 2! Microsoft Windows XP

. Cisco Catalyst 3750-X Software ZZ|A 15.0 0|4

. Cisco Identity Services Engine Software Z/Z2|A 1.1.4 0|4

. Cisco 2901 ISR(Integrated Services Router) with Software Release 15.3(2)T O|4}

21 IKEv2E ISR G2(Generation 2) Z31Z0i| M B X[ &E/L|CH
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ETHTYPE :Ox82809

- CMD Etherlype  Version Length  SGT UptType  SGT Value  Uther CWD Uptions

Cisco Meta Data 16 bit |:64| m S ﬂCE:‘

CMD(Cisco Meta Data) & E = SMAC(Source mac Address) ZE HtZ Foi| & E|7{L} 802.1q &
E7 A8 E|l= A< (0] ool MAE) &f 4ELC.

VPN2 &3l TrustSec E22IREE 24517| 26 IKE & IPsec ZE2EEZ 0 CHEH & 0| MHEIUE
LIC} IPsec QI2+Q! EfZIOIEt ﬂh 2 Ar83HH SGT Eil 18 ESP(Encapsulating Security
Payload) {Z!0l M T&E = U&LICH ESP HO|2=E= TZ!o| HO|2= HIE 2ol 8HIO|E CMD
LEE MESEE =Y ELICE o E0{ QB E Sl TS El= & =8HEl ICMP(Internet Control
Message Protocol) THZ/2 [IP][ESP][CMD][IP]ICMP][DATA]S =& &tL|c}.
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https://www.cisco.com/cgi-bin/Support/OutputInterpreter/home.pl
//tools.cisco.com/RPF/register/register.do
/c/ko_kr/support/docs/dial-access/integrated-services-digital-networks-isdn-channel-associated-signaling-cas/10374-debug.html

SXP session

(10.48.66.129)

SXP speaker SXP listener

Trunk withoul SGT tagging ——
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B750X-5 3750X-6

R1
SGT aware ZBF

(SXP)
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Lol _,i' J
192.168.100.1 f Internet ),
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G102

s R2 i
= SGT aware 2BF T— s
{inline SGT) i
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WindowsxP

192.168.2. 200
SGET=3
EflH 58

O] HE I ME 3750X-5 L 3750X-60| TrustSec 222 = LI2| Catalyst AQ|X|QLICH F A2
x| 25 Zete=ol F&tst7| —rI &l XIS PAC(Protected Access Credentials) ZZH|X{E& P%E*
LICt. 3750X-5& A|ER, 3750X-62 HIA|= C[HIO|A R AFSEIRELICH F ARIX| 7F ECj=EI2
MACsecL 2 &3 3IE|H 2HIE A e 7t XI'EElLICt.

WindowsXPE HE 30l HMASHZ| 2I5H 802.1xE Al ELIC} 2150 M2 ISEE sHE M|
Mol 228 SGT Ef1 EA2 digtstL|Ct siYE PCOIM A2 E 2E EffZol= SGT=32 2 Ej1
7t II’“E'LII:L

BFRE 1(R1) & 2HRE 2(R2)E= 2901 ISRRILICH ISR G2= #X SGT EHZ 2 X|§5tX| ez 2
R1 & R2E& TrustSec 222 E 2|20 Q204 SGT Ef2E MY 35H7| I8 CMD ZHEZ +=HE O
Ul = gj|l2 lAISHKR| 2&LICt. 2tA 3750X-50A R12 IP/SGT OHZof CHEt MEE eS|
7| {150 SXP7}F AFSEILICEH

R10= 7 91%((192.168.100.1)2 ¥t ESNELS 255t S x| 22l EjZo| & 43t
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LICH EfZ2 3750X-501 A = AIEl SXP CI|O[E{E 7|u+9g stL|C}.

R2E= sliE ENEIE 418 £ Qo £ AIE SGT Ef20f 2} ZBFOo| 2|8 Ho|=l EX &Hedg £
sHSF A O P
R T ZHo| X|IHEX| &= ELR0|= R10| SGT Ej

1= OFEE7ER|LICH SXP OHE S A8 35HE SGT
£ 7Igr2 2 LANOIM &3t iZlE A AE & A&

M



TrustSec FEt<E |z oM

Fali | glo|Mo| & Hml Bt A= TrustSec ECHREE 55t ZWYULICH F 3750 A9 k|2 2+
AR

o°l'

. TrustSec 22HSE(ISE)0ll Cht 9150l AFR El= PACE 7HxigLICH,
- NDAC(Network Device Admission Control) ZZMAE 2155t MEELICEH
. 21301 M MACsec &40l SAP(Security Association Protocol)& AFEELICEH
O| EtHl= o & Atzilol 2R35tX|2 SXP Z2EZ0| SHIZ2 A & S35t7| oAM= ER5tX| et&
LICk R12 SXP OHE X IKEv2 QI2tel EfZE -3t 7| 2/l ISEMIM PAC EE= 2E HIOIEHE 7+
X2 27t eigLich
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3750x 59} 3750X-6 7+2| 230l M= 802.1x0| M & &8t MACsec Y ESHE AL EILICH & ARR|
25 I|o{of| M A8 SGT Ef2E ¢ ZE[6t1 £2H8HL|Ct.

bsns-3750-5#show cts interface
d obal Dot 1x feature is Enabl ed
Interface G gabitEthernetl/0/20:

CTS is enabled, mode: DOT1X
| FC st ate: OPEN
Aut henti cati on Status: SUCCEEDED
Peer identity: " 3750X%6"
Peer's advertised capabilities: "sap"
802. 1X rol e: Suppl i cant
Reaut h period applied to link: Not applicable to Supplicant role
Authorization Status: SUCCEEDED
Peer SGT: 0: Unknown
Peer SGT assignment: Trusted
SAP St at us: SUCCEEDED
Ver si on: 2

Configured pairwise ciphers:
gcm-encrypt

Repl ay protection: enabl ed
Repl ay protection node: STRICT

Sel ected ci pher: gcm encr ypt
Propagat e SGT: Enabl ed
Cache Info:

Cache applied to link : NONE

Statistics:

aut hc success: 32
aut hc reject: 1543
authc failure: 0
aut hc no response: 0
aut hc | ogoff: 2
sap success: 32
sap fail: 0
aut hz success: 50
authz fail: 0

port auth fail: 0



A 2| %|0{ X RBACL(Role-Based Access Control List)2 ZI% M 8%& &= i&LICt o|zs HAe2
ISEOIM FEEIH A|X|0IM RIS 22 CHR2EE=FLCH
=oto|HE ZHu|adolM

Z22H0|UE £ 802.1x, MAB(MAC 215 23|) £ 2l 9152 A8 £ QlaLich HEt 2o 7o
CHet SHHE SOt THO| BHEtE|= S ISES TAIsHOF BHLICH

st ranfus
CISCO Identity Services Engine

I'i'I Home  Operations « Folicy Administration w

LH Authentication i!d Autharization |°_‘:4 Frofiling E]a Posture i&u Client Provisioning

Dictionaries Conditions Results

P Security Groups List = VLAN20O

Result i

esults Security Groups

[ -‘3]
s

¥ Name [yianzo

1
ey

“~

k| Authentication

Il
s

Description | SGA For WVLANZ20 PC

b || Authorization

Profiling

k

> ] Fosture Security Group Tag (Dec / Hex): 310003
F Client Provisioning

= =
= Save Reset
=

A Security Group Access
P | Security Group ACLs
* | Security Groups

@ LInknowwn

&g vLAN1D

(&8 VLANTOD

(&g VLANZO

P Security Group Mappings

-

bsns-3750-5#show authentication sessions interface gl/0/2
Interface: G gabitEthernetl/0/2
MAC Address: 0050.5699. 4eal
IP Address: 192.168.2.200
User-Nane: cisco



Status: Authz Success
Domai n:  DATA
Security Policy: Should Secure
Security Status: Unsecure
Oper host nmode: nulti-auth
Qper control dir: both
Aut hori zed By: Authentication Server
VI an Policy: 20
SGT: 0003-0
Session timeout: NA
Idle tineout: NA
Common Session | D: COA80001000006367BE96D54
Acct Session | D  0x00000998
Handl e:  0x8B000637

Runnabl e met hods i st:
Met hod State

dot 1x Aut hc Success
mab Not run
O| A|IEE 3750X-50| A TrustSec 22t E LHC| CIE AQX|E ME /= ZC0|ME EZfEo=

SGT=32 2 EjTa 7} X|I'dEL|Ct.

et 2o 7EI9| od= ASA 2! Catalyst 3750X Series Switch TrustSec Z1I|2d|0|M of &l EE{E
El %
[«)

3750X-52} R1 AlO|C| SGT n&t ZZEF

R12 CMD ZE7} &= ol =g 2IAEHR| Z35H= 2901 ISR G2 2HRE{0|2 £ TrustSec 2
2FR=o] 7tler £ Q& LIt 2t SXPE 3750X-50 A FFA4ElL|Ct.

bsns-3750-5#show run | i sxp

cts sxp enable

cts sxp default source-ip 192.168.1.10

cts sxp default password cisco

cts sxp connection peer 192.168.1.20 password default node | oca

SXP& R10\E F&ELICEH

BSNS-2901-1#show run | i sxp

cts sxp enable

cts sxp default source-ip 192.168.1.20

cts sxp default password cisco

cts sxp connection peer 192.168.1.10 password default node |ocal |istener
hold-tine 0 O

&l

rir
Ral
I
o
el
r
n

R10| IP/SGT OHE MEE £ Al5}

BSNS-2901-1#show cts sxp sgt-map

SXP Node | D{ gener at ed) : 0XxCOA80214( 192. 168. 2. 20)
| P- SGT Mappi ngs as foll ows:

| Pv4, SGT: <192.168.2.200 , 3>

source : SXP

Peer IP : 192.168.1.10


/c/ko_kr/support/docs/security/adaptive-security-appliance-asa-software/116497-configure-trustsec-00.html

Ins Num: 1;

Status : Active;
Seq N\um: 1
Peer Seq: O

O|M| R12 192.168.2.2000i A ~AlEl R E EEfEE SCGT=322 E{17} X|HE "™H

Bohe 22 ¢ AL

R13} R2 72| IKEv2 Z4x|22|0]4d

S

Ol IKEv2 ADIE 7222 AI5t= ZHEHet SVTI(Statlc Virtual Tunnel Interfaces) 7|2t AILIE|L
P

ULICH AP S &/ 7lE °._|§0| AEE|0, Null 2 Z3%t= ESP MHZJ EMo| old2 2lsl AHSEL
Ct. 192.168.100.0/2401 CHet 2= EEfEH2 Tunnel1 QE{H|0|AE Sall TS ELICH

R19| M%:

crypto i kev2 keyring ikev2-keyring

peer 192.168.1.21

address 192.168.1.21

pr e-shared-key cisco

!
crypto i kev2 profile ikev2-profile

match identity renpte address 192.168. 1. 21 255. 255. 255. 255
aut hentication renmpote pre-share

aut hentication | ocal pre-share

keyring | ocal ikev2-keyring

crypto i psec transformset tset esp-null esp-sha-hmac
node tunne

!

crypto i psec profile ipsec-profile

set transformset tset

set ikev2-profile ikev2-profile

interface Tunnell

ip address 172.16.1.1 255.255.255.0

tunnel source G gabitEthernet0/1.10

tunnel node ipsec ipv4

tunnel destination 192.168.1.21

tunnel protection ipsec profile ipsec-profile

interface G gabitEthernet0/1.10
encapsul ati on dot 1Q 10
i p address 192.168.1.20 255. 255.255.0

ip route 192.168.100.0 255.255.255.0 172.16.1.2

R20M HIE®{3 192.168.2.0/2401 CHEF 2 & BFet EEHE2 Tunnel1 UE{HO|AE S

CH.

crypto i kev2 keyring ikev2-keyring
peer 192.168.1.20

address 192.168. 1. 20

pr e-shared-key cisco

crypto i kev2 profile ikev2-profile

match identity renpte address 192.168. 1. 20 255. 255. 255. 255
aut hentication renmote pre-share

aut hentication |ocal pre-share



keyring | ocal ikev2-keyring

crypto i psec transformset tset esp-null esp-sha-hnac
node tunne

crypto i psec profile ipsec-profile
set transformset tset
set ikev2-profile ikev2-profile

interface LoopbackO
description Protected Network
i p address 192.168.100.1 255. 255. 255.0

interface Tunnell

ip address 172.16.1.2 255.255.255.0

tunnel source G gabitEthernet0/1.10

tunnel node ipsec ipv4d

tunnel destination 192.168.1.20

tunnel protection ipsec profile ipsec-profile

interface G gabitEthernet0/1.10
encapsul ati on dot 1Q 10
i p address 192.168.1.21 255.255.255.0

ip route 192.168.2.0 255.255.255.0 172.16.1.1

Qletel EfZ 2 & Mststed™ 5 et REUM 25 5tLte| E3, & crypto ikev2 cts sgt HHEDF 2
ghlct.
&l

QIEHQI EfZIS FHAFSHOF BHLICE. 3 WMl B S A IKEv2 THZI0 A= S IC| D7 MSELICH

bl



4 192.168.1.20 192.168.1.21

5192.168.1.21 192.168.1.20
6 192.168.1.20 192.168.1.21
7 192,168.1.21 192,168.1.20
8 192.168.1.20 192.168.1.21
9 192.168.1.20 192.168.1.21
10 192.168.1.21 192.168.1.20

544 IKE_SA_INLT

ISAKMP 448 IKE_SA_INIT
ISAKMP 636 IKE_AUTH
ISAKMP 332 IKE_AUTH
ISAKMP 124 INFORMATIONAL
ISAKMP 124 INFORMATIONAL
TSAKMP 124 TNFORMATIONAL

— LIMLICIdLO7T COUKIE, eUZUEs Idure Iaddd
Responder cookie: 0000000000000000
Next payload: Security Association (33)
Version: 2.0
Exchange type: IKE_SA_INIT (34)
» Flags: 0x08
Message ID: 0x00000000
Length: 516
P Type Payload: Security Association (33)
b Type Payload: Key Exchange (34)
» Type Payload: Nonce (40)
» Type Payload: Vendor ID (43) : Unknown Vendor ID
» Type Payload: Vendor ID (43) : Unknown Vendor ID
» Type Payload: Vendor ID (43) : Unknown Yendor ID
» Type Payload: Notify (41)
» Type Payload: Notify (41)

WiresharkOil A & 4= @i= 3702| HIL] ID(VID)7F Ql&LIcH 2l & =:

. DELETE-REASON, Cisco X|&#
. FlexVPN, Cisco0l| A X|¢
. SGT Qlzt2l Efd
CIHHZ17} 0|2 & QIgL|Ct. IKEv2 7HAIRFQ] R1

rlo

debug crypto i kev2 internal

*Jul 25 07:58:10.633: | KEv2: Construct Vendor Specific Payl oad: DELETE- REASON
*Jul 25 07:58:10.633: IKEv2:(1): Sending custom vendor id : CISCO-CTS-SGT
*Jul 25 07:58:10.633: | KEv2: Construct Vendor Specific Payload: (CUSTOM

*Jul 25 07:58:10.633: | KEv2: Construct Vendor Specific Payload: (CUSTOM

R12 F WM IKEv2 IZ! 1t ST VIDE $=AIEHLICE

*Jul 25 07:58:10.721: |KEv2: Parse Vendor Specific Payl oad: Cl SCO DELETE- REASON VI D
*Jul 25 07:58:10.721: |KEv2: Parse Vendor Specific Payl oad: (CUSTOV VID

*Jul 25 07:58:10.721: |KEv2: Parse Vendor Specific Payl oad: (CUSTOVW VID

*Jul 25 07:58:10.721: IKEv2: Parse Notify Payl oad: NAT_DETECTI ON_SOURCE_| P

NOTI FY( NAT_DETECTI ON_SOURCE_| P)
*Jul 25 07:58:10.725: I KEv2: Parse Notify
NOTI FY( NAT_DETECTI ON_DESTI NATI ON_I P)

Payl oad: NAT_DETECTI ON_DESTI NATI ON_I P



*Jul 25 07:58:10.725: | KEv2: (1): Received custom vendor id : CISCO-CTS-SGT
(2t ZE2 CMD HIO|E{E ESP HO|2E 2| A|Zf &0 E= 2ol S2|8tCt.

O] AlekE & 2l5l24™ IKEv2 SA(Security Association)S & Q18tL|C}.

BSNS-2901-1#show crypto ikev2 sa detailed
| Pv4d Crypto | KEv2 SA

Tunnel -id Local Renot e fvrflivrf St at us
1 192. 168. 1. 20/ 500 192. 168. 1. 21/ 500 none/ none READY

Encr: AES-CBC, keysize: 256, Hash: SHA512, DH G p:5, Auth sign: PSK, Auth
verify: PSK

Lifel/ Active Tine: 86400/ 225 sec

CE id: 1019, Session-id: 13

Status Description: Negotiation done

Local spi: 1A4EOF7D5093D2B8 Renpt e spi: 08756042603C42F9
Local id: 192.168.1.20

Renote id: 192.168.1.21

Local req nsg id: 2 Renote req nsg id: O
Local next nsg id: 2 Renote next msg id: O
Local req queued: 2 Renote req queued: O
Local wi ndow. 5 Renot e wi ndow. 5

DPD configured for 0 seconds, retry O
Fragnentati on not configured.

Ext ended Aut hentication not configured.
NAT-T is not detected

Cisco Trust Security SGT is enabled
Initiator of SA : Yes

I Pv6 Crypto | KEv2 SA
Windows Z2}0|21E0{ A 192.168.100.12 ECj=le ™

OF

5t R101| CHZ 0| EA|IELICE

BSNS-2901-1#sh crypto session detail
Crypto session current status

Code: C - IKE Configuration node, D - Dead Peer Detection
K - Keepalives, N - NAT-traversal, T - cTCP encapsul ation
X - I KE Extended Authentication, F - |IKE Fragnmentation

Interface: Tunnell
Uptime: 00:01:17
Session status: UP-ACTI VE
Peer: 192.168.1.21 port 500 fvrf: (none) ivrf: (none)
Phasel_id: 192.168.1.21
Desc: (none)
| KEv2 SA: |ocal 192.168.1.20/500 renote 192.168.1.21/500 Active
Capabilities:(none) connid:1 lifetine:23:58:43
| PSEC FLOW pernit ip 0.0.0.0/0.0.0.0 0.0.0.0/0.0.0.0
Active SAs: 2, origin: crypto nap
I nbound: #pkts dec'ed 4 drop O life (KB/Sec) 4227036/ 3522
Qut bound: #pkts enc'ed 9 drop O life (KB/ Sec) 4227035/ 3522

BSNS-2901-1#show crypto ipsec sa detail

interface: Tunnel 1
Crypto map tag: Tunnel 1-head-0, |ocal addr 192.168.1.20

protected vrf: (none)
local ident (addr/mask/prot/port): (0.0.0.0/0.0.0.0/0/0)



renote ident (addr/mask/prot/port): (0.0.0.0/0.0.0.0/0/0)
current _peer 192.168.1.21 port 500

PERM T, flags={origin_is_acl,}
#pkts encaps: 9, #pkts encrypt: 9, #pkts digest: 9
#pkts decaps: 4, #pkts decrypt: 4, #pkts verify: 4
#pkts conpressed: 0, #pkts deconpressed: O
#pkts not conpressed: 0, #pkts conpr. failed: O
#pkts not deconpressed: 0, #pkts deconpress failed: O
#pkts no sa (send) 0, #pkts invalid sa (rcv) O
#pkts encaps failed (send) 0, #pkts decaps failed (rcv)
#pkts invalid prot (recv) 0, #pkts verify failed: 0

#pkts invalid identity (recv) 0, #pkts invalid len (rcv) O

0

#pkts replay rollover (send): 0, #pkts replay rollover (rcv) O

##pkts replay failed (rcv): O
#pkts tagged (send): 9, #pkts untagged (rcv): 4

#pkts not tagged (send): 0, #pkts not untagged (rcv): 0

#pkts internal err (send): 0, #pkts internal err (recv)
#send dunmmy packets 9, #recv dummy packets O

0

Il ocal crypto endpt.: 192.168.1.20, renote crypto endpt.
pl ai ntext ntu 1454, path mtu 1500, ip ntu 1500, ip mu idb

G gabi t Et hernet 0/ 1. 10
current outbound spi: 0x9D788FE1(2641924065)
PFS (Y/N): N, DH group: none

i nbound esp sas:

spi : OxDE3D2D21(3728551201)
transform esp-null esp-sha-hnmac
in use settings ={Tunnel, }

conn id: 2020, flow_id: Onboard VPN: 20, sibling_flags 80000040,

crypto map: Tunnel 1- head-0

192.168.1. 21

sa timng: remaining key lifetime (k/sec): (4227036/3515)

IV size: 0 bytes
replay detection support: Y
St at us: ACTI VE( ACTI VE)

i nbound ah sas:

i nbound pcp sas:

out bound esp sas:

spi: O0x9D788FE1(2641924065)

transform esp-null esp-sha-hnmac
in use settings ={Tunnel, }

conn id: 2019, flow_.id: Onboard VPN: 19, sibling_flags 80000040,

crypto map: Tunnel 1- head-0

sa timng: remaining key lifetime (k/sec): (4227035/3515)

IV size: 0 bytes
replay detection support: Y
St at us: ACTI VE( ACTI VE)

out bound ah sas:

out bound pcp sas:
BSNS- 2901- 1#

B2 7t X|EE miZlo] MEEIR&LICH

2Hx EBYElo| A, R10| Windows Z20|1E0|AM R2E2
ESP mZ!0i SGT=32Z SHIE2A| 27} X|HE[FA=X I

-|0 |m

debug crypto ipsc metadata sgt

ol i & XY

15H of

st 74

o



*Jul 23 19:01: 08.590: IPsec SGT:: inserted SGT = 3 for src ip 192.168.2.200
ARAROIM 24 El=E SYF VLAN°| CIE EBfE2 SGT=02Z 7|8 MHEL|CH

*Jul 23 19:43:08.590: IPsec SGT:: inserted SGT = 0 for src ip 192.168.2.10

ESP I{%! 2i|'d &2

Cl& a2l Z-0| EPC(Embedded Packet Capture)E AF&310{ R10{AM R2Z2 2| ESP ECHEIE A
Egfuch

File Edit View Go Capture Analyze Statistics Telephony Tools Internals Help
SEeea CEXeL nesxwTFLEEE QAR &6 8E

Filter:l ﬂExpressiun.._ Clear Apply Sawve

No. |Source Destination Protocol | Length| Info
1192.168.1,20 192,168.1.21 112 ESP (SPI=0x2b266a93)

i
b Frame 1: 112 bytes on wire (896 bits), 112 bytes captured (896 bits)
P Raw packet data
b Internet Protocol Version 4, Src: 192,.168.1.20 (192.168,1.20), Dst: 192.168.1.21 (192, 168.1,21)
= Encapsulating Security Payload
ESP SPI: 0x2b266a93 (723937939)
ESP Sequence:; 13
= Data (84 bytes)
Data: 84818180000100034500003cdcd400007fA176d2c0a802c8. .|
[Length: 84]
NULL Authentication

g4 81 @1 a0 oo 8 83 45 00 00 dc d4 00 08
?f a1 Th d2 cﬂ 8 v 3 =

61 62 63 64 65
5d B2 ea 19 ac

Wireshark= SPI(E2.Qt Of7H g4 QI A)of| CHEF Null ¥ 2 3HE Cl|2 Y 5t= Ol AFS EIRA&LICEH
IPv4 SO M Aaa 2 CH IPE 2HRE Q| QIEH IP FAULICHED A4 L YO Z ALSE).

ESP HO|ZE£= 8HIO|E CMD ZEE X &5, WZtMo =2 Z+X FE A|FL|CH

. 0x04 - Ct& SlIH(IP)

. 0x01 - Z0|(3ll] | 4H}O|E, 3l | 8HIO|E)

. 0x01 - H{X 01

. 0x00 - of| 2+

. 0x00 - SGT Z0|(5 4H}0|E)

. 0x01 - SGT |

- 0x0003 - SGT Ef2(Ot X2 = SEI2 00 03ILICt. SGT= Windows Z2+0|1E0f| AFEELCH

)

IPsec IPv4 ZE7} E{'d QIE{H|0|A0] AFE LR 22 C}S S E IPOIH SMo 2 Z X EAIEL
Ct. &4 IP= c0 a8 02 ¢8(192.168.2.200)0| 12, S™X| IP= c0 a8 64 01(192.168.100.1) 2 L|Ct.



EEZH

POI'

£ 10|H ICMPJLC}.
OFX|2 3= ICMPO|H mfEtAio 2 ZF X E A|Z|0] Type 08 & Code 8(Echo Request)&IL|C}.

ICMP HO|2== 11 CtZ0|H 32HIO|E ZO|LICHF, adlM i22| E4At). 2 Q| Ho[ZEE
Windows £20|AE | U0l 0|2 =Lt

LtHX| ESP sllc{= ICMP HO|REEE [} ELC}.

. 0x01 0x02 - 2+%5 o4&t
. 0x02 - 9% o044 Z10].
- 0x63 - ZEEZE 0x632 7t2|7|= CtF SIHEM '2 & H|S 7 & =& MA'LICt o|= CHS
*_"':(ESP ClO|E{Q| 34 ¥imf E=)7 SGT Ef2 S LIEFHLICE
. FZ2M AN 2L 12HI0|E,
CMD ZE&= UitMo 2 &3 3tk|= ESP HO|2E LR o /}U&LICE

IKEv2 ¥ 8: GRE £ IPsec ZE

XIZ7X| o|g4&t ool M= B E': IPsec IPv4E ALE3RH&LICH GRE(Generic Routing

Encapsulation) 2EE A& Z< o{=H ELI7?

DIRE{7} ERMX P I H IE GREO| Z{£3}6tH TrustSec2 TS 2ZHMAM AZE Ho 2 FLCH

=, GRE uH7'°| AAE Windows E2H0|1E 7} of L2t BFRE{QILICH CMD 2EE2 F7t5tH g4t
Ef

EY e ol 712 Ef2(SGT=0)7t AFSELICH

2 E |Psec IPv40i| A Windows 22+0|91E(192.168.2.200)0 A EEHZI0| M&El= 7L SGT=30|
E AELCE

debug crypto ipsc metadata sgt
*Jul 23 19:01:08.590: IPsec SGT:: inserted SGT = 3 for src ip 192.168.2.200

oLt S8t EfZlof cis] B2 2 E7} GRERZ Y4 E £ SGT=00| EA|E/LICt. 0] 0|04 A
192.168.1.202 B AA IPRILICE

*Jul 25 20:34:08.577: IPsec SGT:: inserted SGT = 0 for src ip 192.168.1.20

31 2t GREZE A2 36tX| i Zd0| ol 28 L}

Cisco H{1 ID CSCuj25890, GRE 2 =2| I0S IPSec Q22! EHZ: Bt E{ SGT A2 X AlA|
2.0| 1= GREE AF2E I M8 SGT ML E 385H7| Qs MMHEIRELICH DMVPNE S

8t SGT= Cisco 10S® XE 3.13S0| M X|&=L|C}

IKEv22| SGT E}f1 7|¢t ZBF

R22| zBFOi| CH8t Ol A| ZAI| 2 8|o| M L|CH IKEv2 E{of M £=AIEl 2 E miZlof| E{2 7} R|™HE|2
2Z(5&,CMD Ze7t 28 E|o] Q8) SGT=32] VPN ECHZlS Al#E £ Q&LICH Wk VPN E2|

g MMstn 7|58 + J&Lc


https://tools.cisco.com/bugsearch/bug/CSCuj25890

class-map type inspect match-all TAG 3
match security-group source tag 3
class-map type inspect match-all TAG ANY
match security-group source tag 0

1

policy-map type inspect FROM VPN

cl ass type inspect TAG 3

drop log

cl ass type inspect TAG ANY
pass | og

cl ass cl ass-default

drop

1

zone security vpn

zone security inside

zone-pair security ZP source vpn destination self
servi ce-policy type inspect FROM VPN

interface Tunnel 1

ip address 172.16.1.2 255.255.255.0
zone-member security vpn

&l

Windows 2 2t0|21E0i A 192.168.100.10l CHt pingOl MBE ZAR(SGT=3) CIHI= CtSS

o4& LICH.

*Jul 23 20:05:18.822: %W 6- DROP_PKT: Dropping icnp session
192.168.2.200:0 192.168.100.1:0 on zone-pair ZP class TAG_3 due to
DROP action found in policy-map with ip ident O

A L|R[0l|M A& E ping(SGT=0)2| B2 ClH20ll CHS LIE 0| EA|ELICH

*Jul 23 20:05:39.486: %W 6-PASS_PKT: (target:class)-(ZP: TAG_ANY)
Passing icmp pkt 192.168.2.10:0 => 192.168.100.1:0 with ip ident O

R2o| &3t SH = CtSot Z&Lch

BSNS-2901-2#show policy-firewall stats all

G obal Stats:
Session creations since subsystemstartup or last reset 0O
Current session counts (estab/half-open/terminating) [0:0:0]
Maxever session counts (estab/hal f-open/term nating) [0:0:0]
Last session created never
Last statistic reset never
Last session creation rate O
Maxever session creation rate O
Last hal f-open session total O

policy exists on zp ZP
Zone-pair: ZP

Servi ce-policy inspect : FROM VPN

Cl ass-map: TAG 3 (match-all)
Mat ch: security-group source tag 3
Drop
4 packets, 160 bytes

=]

-1



Cl ass-map: TAG_ANY (match-all)
Mat ch: security-group source tag O
Pass
5 packets, 400 bytes

Cl ass-map: cl ass-default (match-any)

Mat ch: any
Dr op
0 packets, 0 bytes
471 2] A x|(WindowsHIM 2 ICMP o 22| 7|2 TH=)et 57He| =2 (ALIX(2| 7|2 7H+)0| /&
LICE.

SXPE S# SGT ol 7|8t ZBF
i

R10{A{ SGT Q1A ZBFE A&StT LANOIM =AIE Ef2lg EEZE = JU&LICH siE EefE
2 SGT Ef2 7t X|'E x| X| oA KIBF R12 SXP IIIH“I HEE 7Ix|n e sl ECiEHE EiO= &
2lg + A&LICH

0| of|oi M= LANZH VPN ¥4 Zhoi| Z&H0| AFR ElLCT.

class-map type inspect match-all TAG 3
mat ch security-group source tag 3
class-map type inspect match-all TAG ANY
mat ch security-group source tag 0

1

policy-map type inspect FROM LAN

cl ass type inspect TAG 3

drop log

cl ass type inspect TAG ANY
pass log

class cl ass-defaul t

drop

1
zone security lan

zone security vpn

zone-pair security ZP source lan destination vpn
servi ce-policy type inspect FROM LAN

interface Tunnel 1
zone-member security vpn

interface G gabitEthernet0/1.20
zone- nenber security |lan

%ol

Windows Z2}0|1E 0| M ICMP EchoE T&stH CIST 242 AXE 8 &= UsLCH

*Jul 25 09:22:07.380: %W 6- DROP_PKT: Dropping icnp session 192.168. 2. 200: 0
192. 168.100.1: 0 on zone-pair ZP class TAG 3 due to DROP action found in
policy-map with ip ident O

BSNS-2901-1#show policy-firewall stats all

d obal Stats:
Session creations since subsystemstartup or last reset O
Current session counts (estab/half-open/termnating) [0:0:0]



Maxever session counts (estab/hal f-open/term nating) [0:0:0]
Last session created never

Last statistic reset never

Last session creation rate O

Maxever session creation rate O

Last hal f-open session total O

policy exists on zp ZP
Zone-pair: ZP

Servi ce-policy inspect : FROM LAN

Cl ass-map: TAG 3 (match-all)
Mat ch: security-group source tag 3
Drop
4 packets, 160 bytes

Cl ass-map: TAG _ANY (match-all)
Mat ch: security-group source tag O
Pass
5 packets, 400 bytes

Cl ass-map: cl ass-default (match-any)
Mat ch: any
Dr op
0 packets, 0O bytes

SXP MME2 TCPE 7|dte 2 52 2 3750X-52F R2 AtO[2] IKEV2

E E35H SXP MME £E 51
T Q2RI EfZ Qi0| R29| Ef1E 7|Hte 2 ZBF HAME M8 £

ECHY

GET VPN 2122l EfZ2 ISR G2 & Cisco ASR 1000 Series Aggregation Services Router0| AT
X|SIEIL|CH ESP HZloll= CMD H= ol CH3H 8HIO|E 7t F7t2 ZatELIC}

DMVPN(Dynamic Multipoint VPN) T K| L|C}.

KM BH LH2 2 Cisco TrustSec X| & QlZ gl 2EME 2 XSHAA|L.

e &eld

m|zefolM offoll=

r

|C}.

ok

POl MRE7F Lo U&LICH

J

22X &

23Kl ol M™ol A8 E = /UE

am
02
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A
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. Cisco TrustSec 2| x| Z1¥|a 80| 7}0|=.: Cisco TrustSec O|5H
. 2H 1: Cisco ASA Series 2ltt 2 CLI 71I|ag)|0o]4Md 7} 0|E, 9.1: Cisco TrustSeclt S ElT



//www.cisco.com/en/US/partner/solutions/ns170/ns896/ns1051/trustsec_matrix.html
//www.cisco.com/en/US/partner/docs/switches/lan/trustsec/configuration/guide/arch_over.html
//www.cisco.com/en/US/docs/security/asa/asa91/configuration/general/aaa_trustsec.html

5 ASA 4

. Cisco TrustSec General Availability Releases(Cisco TrustSec &t 7} &l2|A B E): Cisco
TrustSec 3.0 General Deployability 2013 Release Notes(Cisco TrustSec 3.0 &gt 5 &l2|&
g5)

. TrustSecOll CH#t IPsec 21212l EfZ T4

. Cisco Group Encrypted Transport VPN Configuration Guide, Cisco IOS XE Release 3S: GET
VPN Support of IPsec Inline Tagging for Cisco TrustSec

. 7|& x| 3 £ M - Cisco Systems



//www.cisco.com/en/US/docs/security/asa/asa91/configuration/general/aaa_trustsec.html
//www.cisco.com/cisco/web/support/index.html?referring_site=bodynav
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