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EPE HEL;*J; A3 IKEv2 Flex VPN2| IPV6 EIGRP

O] 2= Cisco I0S®01| A XP Hdish= 040 AJLTE[2 0 A EIGRP(Enhanced Interior
Gateway Routing Protocol) & 744 ureof CHa €T EHE EIGRP L0 91X A S 42HstEm
Cisco I0S= S8t MEH LHQ| IP F40 ‘| EIGRP HELLO m{Z!& &rotof g L|Ct.ip unnumbered
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HHS ALE5toq sliiE =Rl HIFMHEHE = U&LICH

Mo A Hm 2Eo|ME SUSH MEL gl HZlIS =41 [ EIGRP 2LFE EAIFLICH
I CHE o= aiE = Ql2 HIgdststn EIGRP7F CHE MEUo| &5t Tlof ZHol IdEE 8
St= 5 3{835t= ip unnumered WHE AL ste WS Eo{ELICH

st MBHOIM IP FAE &8 FlexVPN &2 L Ax 3 2T ATWELICEO| AlLIZ|20ME ip
address negotiated &1 ip unnumbered B 0| CHa MHEU! & Q10| H|E-3HE LICHip
unnumered BHE2 T2 P2 (Point-to-Point) 7 CIEH o|A0 AFEE|MH, FlexVPN2 P2P of7|El
ME 7|Hto 2 57| EN 2o M52 MSELICH

OX|2f S 2 IPv6 ALFE|2 & SVTI(Static Virtual Tunnel Interface) g DVTI(Dynamic Virtual Tunnel
Interfaces)2| Xt O|&1} & 7H M AIEILICEH IPveD} IPv4 AILIZIRE HIw g mf ezt (A8 E S 0| N



&Lt

EE$t Cisco 10S BT 15.110F 15.3 ZHo| B4 A& 0| E A|EILICHCisco {1 ID CSCtx45062).

DVTIO ip unnumered B 0| &4&f ERELICE 7MY RIES! QIE{HO[ANM Moz EEIP F
AE 7ty HMA IEH O|AN SXMEIX| 7| MHEULICHESHIP AT FEEIX] 282 IE{H O
AESHERE ZZEE QMMEE YT = & LICESVTIO ip unnumered BHE 2 Z Q 5t K|
oL K|, S HE'—*'OI oM SMEIRE Z2EZ QIMdo| MYE i 2elo| s+~ EL[CHES
EIGRP SIFES #5517| fla MEElE 3-2ZH T4 ME IPV6 unnumered 0| E LR35t
x| et&Lc.

N T AY

QT ALY
Cisco0l A= o248t Aol CiEr 7|2 XMl X|AE ¥ XWe HEFLICHL

. Cisco 10S2| VPN TAd
. Cisco 10S2| FlexVPN Z1I|22|0|M

A8ElE 18 24

Ol EM2| ME &= Cisco I0S HHE 15.3TE 7|t 2 &L},

Ol EMe| HE= 5 & g &2l CIHIO|AE EOIZ A EE|RELICHO| EMo AL E E% C|H}
OlAE Z=7|EHE(7|2) dulaco|Me 2 AFHEJELICHEM HERATL 5E B2 82, 2E
BFo{e| MMl I OI2| SKIstAlZ| HFEfLICH

MEulo| clg B2l oyl M|aHE 9| EIGRP

EZZX[:2tE 1(R1)(€0/0:10.0.0.1/24)—(0/1:10.0.1.2/24) B+ E{ 2(R2)

R1l:
interface Ethernet0/0
ip address 10.0.0.1 255.255.255.0

router eigrp 100
network 10.0.0.1 0.0.0.0

R2:
interface Ethernet0/0
ip address 10.0.1.2 255.255.255.0

router eigrp 100
network 10.0.1.2 0.0.0.0

R10l= CHS0| EAIELICH


https://tools.cisco.com/bugsearch/bug/CSCtx45062

*Mar 3 16:39:34.873: EIGRP: Received HELLO on Ethernet0/0 nbr 10.0.1.2

*Mar 3 16:39:34.873: AS 100, Flags 0x0:(NULL), Seq 0/0 interfaceQ 0/0

*Mar 3 16:39:34.873: EIGRP-IPv4(100): Neighbor 10.0.1.2 not on common subnet
for Ethernet0/0

Cisco I0S= 2IHdE Hdstx| 2, Ol oil&f ELICt oloi CHEt A LHE 2 What Do
EIGRP "Not On Common Subnet" Messages Mean2 EZESIMA|L.S(E) FZSHMAIL.

CHE MEUo| = SVTI AIIHEQ| EIGRP

VTI(Virtual Tunnel Interfaces)(GRE(Generic Routing Encapsulation) E{g)& AIS& [T S
Aol ghELct.

EZ2X|:R1(Tun1:172.16.0.1/24)—(Tun1:172.17.0.2/24) R2

R1:
interface Ethernet0/0
ip address 10.0.0.1 255.255.255.0

interface Tunnell

ip address 172.16.0.1 255.255.255.0
tunnel source Ethernet0/0

tunnel destination 10.0.0.2

router eigrp 100

network 172.16.0.1 0.0.0.0
passive-interface default

no passive-interface Tunnell

R2:
interface Ethernet0/0
ip address 10.0.0.2 255.255.255.0

interface Tunnell

ip address 172.17.0.2 255.255.255.0
tunnel source Ethernet0/0

tunnel destination 10.0.0.1

router eigrp 100

network 172.17.0.2 0.0.0.0
passive-interface default

no passive-interface Tunnell

R10{l= CFZ 0| EA[ELICH.

*Mar 3 16:41:52.167: EIGRP: Received HELLO on Tunnell nbr 172.17.0.2

*Mar 3 16:41:52.167: AS 100, Flags 0x0:(NULL), Seq 0/0 interfaceQ 0/0

*Mar 3 16:41:52.167: EIGRP-IPv4(100): Neighbor 172.17.0.2 not on common subnet
for Tunnell

Ol= olle S=rLcth

IP HE 7} X|EEIX| of2 BE AL


/content/en/us/support/docs/ip/enhanced-interior-gateway-routing-protocol-eigrp/13674-15.html
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EEEX[:R1(Tun1:172.16.0.1/24)—(Tun1:172.17.0.2/24) R2

R1:
interface Ethernet0/0
ip address 10.0.0.1 255.255.255.0

interface Loopback0
ip address 172.16.0.1 255.255.255.0

interface Tunnell

ip unnumbered LoopbackO
tunnel source Ethernet0/0
tunnel destination 10.0.0.2

router eigrp 100

network 172.16.0.1 0.0.0.0
passive-interface default

no passive-interface Tunnell

R2:
interface Ethernet0/0
ip address 10.0.0.2 255.255.255.0

interface Loopback0
ip address 172.17.0.2 255.255.255.0

interface Tunnell

ip unnumbered LoopbackO
tunnel source Ethernet0/0
tunnel destination 10.0.0.1

router eigrp 100

network 172.17.0.2 0.0.0.0
passive-interface default

no passive-interface Tunnell

R10lE CHS 0| EAIELICH

*Mar 3 16:50:39.046: EIGRP: Received HELLO on Tunnell nbr 172.17.0.2
*Mar 3 16:50:39.046: AS 100, Flags 0x0:(NULL), Seq 0/0 interfaceQ 0/0
*Mar 3 16:50:39.046: EIGRP: New peer 172.17.0.2

*Mar 3 16:50:39.046: %DUAL-5-NBRCHANGE: EIGRP-IPv4 100: Neighbor 172.17.0.2
(Tunnell) is up: new adjacency

Rl#show ip eigrp neighbors
EIGRP-IPv4 Neighbors for AS(100)

H Address Interface Hold Uptime SRTT RTO Q Seqg
(sec) (ms) Cnt Num
0 172.17.0.2 Tul 12 00:00:07 7 1434 0 13

Rl#show ip route eigrp
172.17.0.0/24 is subnetted, 1 subnets
D 172.17.0.0 [90/27008000] wvia 172.17.0.2, 00:00:05, Tunnell



Rl#show ip int brief

Interface IP-Address OK? Method Status Protocol

Ethernet0/0 10.0.0.1 YES manual up up

Loopback0 172.16.0.1 YES manual up up

Tunnell 172.16.0.1 YES TFTP up up

R2= O|2F | AFELICE.

ip unnumbered B2 S IP & HI|T2io|/Mo = HZE 5 EIGRP Q1 Mo| EME|X| ef&L

Ct.

MZ CtE AME4Ylo| Q= DVTI MlI2HEO Ci#t SVTIL| EIGRP

O| ofloi M= ip unnumbered BHEE AFSEFLICH M AZ 8 722 DVTIH = M E LCY.

EZZX[:R1(Tun1:172.16.0.1/24)—(7+4+ B1Z21:172.17.0.2/24) R2

U

O|™ ofl= SVTI CHAI DVTIE AFE5H7| 50 o47[0M =™ ELICHEEF O] ool ME EHE BESTH F
7HELICE.

R1:

crypto isakmp policy 1

encr 3des

authentication pre-share

group 2

crypto isakmp key cisco address 0.0.0.0 0.0.0.0
1

crypto ipsec transform-set TS esp-des esp-md5-hmac
1

crypto ipsec profile prof

set transform-set TS

!

interface Loopback0

ip address 172.16.0.1 255.255.255.0
!

interface Tunnell

ip unnumbered LoopbackO

tunnel source Ethernet0/0

tunnel mode ipsec ipv4

tunnel destination 10.0.0.2

tunnel protection ipsec profile prof
1
router eigrp 100

network 172.16.0.1 0.0.0.0
passive-interface default

no passive-interface Tunnell

R2:
crypto isakmp policy 1

encr 3des

authentication pre-share

group 2
crypto isakmp key cisco address 0.0.0.0 0.0.0.0
crypto isakmp profile profLAN

keyring default

match identity address 10.0.0.1 255.255.255.255

virtual-template 1



crypto ipsec transform-set TS esp-des esp-md5-hmac

1

crypto ipsec profile profLAN
set transform-set TS

set isakmp-profile profLAN

interface Loopback0

ip address 172.17.0.2 255.255.255.0

!

interface Ethernet0/0

ip address 10.0.0.2 255.255.255.0

1

interface Virtual-Templatel type tunnel
ip unnumbered LoopbackO

tunnel source Ethernet0/0

tunnel mode ipsec ipv4

tunnel protection ipsec profile profLAN
1

1
router eigrp 100

network 172.17.0.2 0.0.0.0
passive-interface default

no passive-interface Virtual-Templatel

D E Aol o ¥z ASELICH

Rl#show crypto session
Crypto session current status
Interface: Tunnell

Session status: UP-ACTIVE
Peer: 10.0.0.2 port 500

IKEvl SA: local 10.0.0.1/500 remote 10.0.0.2/500 Active
IPSEC FLOW: permit ip 0.0.0.0/0.0.0.0 0.0.0.0/0.0.0.0

Active SAs: 2, origin: crypto map

Rl#show crypto ipsec sa
interface: Tunnell

Crypto map tag: Tunnell-head-0, local addr 10.0.0.1

protected vrf: (none)

local ident (addr/mask/prot/port): (0.0.0.0/0.0.0.0/0/0)
remote ident (addr/mask/prot/port): (0.0.0.0/0.0.0.0/0/0)

current_peer 10.0.0.2 port 500
PERMIT, flags={origin_is_acl,}

#pkts encaps: 89, #pkts encrypt: 89, #pkts digest: 89
#pkts decaps: 91, #pkts decrypt: 91, #pkts verify: 91

Rl#show ip eigrp neighbors

EIGRP-IPv4 Neighbors for AS(100)

H Address Interface
0 172.17.0.2 Tul

Rl#show ip route eigrp

172.17.0.0/24 is subnetted, 1 subnets
D 172.17.0.0 [90/27008000] wvia 172.17.0.2,

R2#show crypto session
Crypto session current status
Interface: Virtual-Accessl

Hold Uptime
13 00:06:31

00:06:35,

SRTT RTO Q
7 1434 0
Tunnell

Seq
19



Profile: profLAN
Session status: UP-ACTIVE
Peer: 10.0.0.1 port 500
IKEvl SA: local 10.0.0.2/500 remote 10.0.0.1/500 Active
IPSEC FLOW: permit ip 0.0.0.0/0.0.0.0 0.0.0.0/0.0.0.0
Active SAs: 2, origin: crypto map

R2#show crypto ipsec sa
interface: Virtual-Accessl
Crypto map tag: Virtual-Accessl-head-0, local addr 10.0.0.2
protected vrf: (none)
local ident (addr/mask/prot/port): (0.0.0.0/0.0.0.0/0/0)
remote ident (addr/mask/prot/port): (0.0.0.0/0.0.0.0/0/0)
current_peer 10.0.0.1 port 500
PERMIT, flags={origin_is_acl,}
#pkts encaps: 107, #pkts encrypt: 107, #pkts digest: 107
#pkts decaps: 105, #pkts decrypt: 105, #pkts verify: 105

R2#show ip eigrp neighbors

EIGRP-IPv4 Neighbors for AS(100)

H Address Interface Hold Uptime SRTT RTO Q Seqg
0 172.16.0.1 Vi1l 13 00:07:41 11 200 0 16

R2#show ip route eigrp
172.16.0.0/24 is subnetted, 1 subnets
D 172.16.0.0 [90/1433600] via 172.16.0.1, 00:07:44, Virtual-Accessl
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E&EX[:R1(e0/0:172.16.0.1/24)—(e0/1:172.16.0.2/24) R2

FHE(R1) 74:

aaa new-model
aaa authorization network LOCALIKEv2 local

crypto ikev2 authorization policy AUTHOR-POLICY
pool POOL

!

crypto ikev2 keyring KEYRING

peer R2

address 172.16.0.2

pre-shared-key CISCO
!

crypto ikev2 profile default
match identity remote key-id FLEX



authentication remote pre-share

authentication local pre-share

keyring local KEYRING

aaa authorization group psk list LOCALIKEv2 AUTHOR-POLICY
virtual-template 1

interface Loopback0

ip address 1.1.1.1 255.255.255.0

1

interface Ethernet0/0

ip address 172.16.0.1 255.255.255.0

interface Virtual-Templatel type tunnel
ip unnumbered LoopbackO

tunnel source Ethernet0/0

tunnel mode ipsec ipv4

tunnel protection ipsec profile default
1

1
router eigrp 1

network 1.1.1.1 0.0.0.0
passive-interface default

no passive-interface Virtual-Templatel

ip local pool POOL 192.168.0.1 192.168.0.10
AXLF FA:

aaa new-model
aaa authorization network FLEX local

crypto ikev2 authorization policy FLEX
route set interface

1

1

!
crypto ikev2 keyring KEYRING

peer R1

address 172.16.0.1

pre-shared-key CISCO

1

1
!
crypto ikev2 profile default

match identity remote address 172.16.0.1 255.255.255.255
identity local key-id FLEX

authentication remote pre-share
authentication local pre-share

keyring local KEYRING

aaa authorization group psk list FLEX FLEX

interface Loopback0

ip address 2.2.2.2 255.255.255.0

1

interface Ethernet0/0

ip address 172.16.0.2 255.255.255.0

interface TunnelO

ip address negotiated
tunnel source Ethernet0/0
tunnel mode ipsec ipv4



tunnel destination 172.16.0.1
tunnel protection ipsec profile default

router eigrp 1

network 0.0.0.0
passive-interface default

no passive-interface TunnelO

AZIE= DE A0 DVTIE A5t s{E0l @451 Qs SVTIZ AFR BHLICHEIGRPE
OSPF(Open Shortest Path First)2t3 R¢45t x| o520 QIE{H|0|A(SVTI = DVTHOIA TAIE 4
eio o 2 Spoke0 QE{H O|A|AM EIGRP7F 2 MSHEIE S 17| I 2AZ 30 UIEL3 0.0.02
ASELICHIfA|E QIE{mO|AE Q1T 0| TunO QE{HO|AMAME HMHE|TE 57| 5] AR E
L|Ct.

0l 25 0| Z HubollM IP HE 7} XIEEIX| O E = TaSaHof BLICH A HE3! QIE(H 0] A0i A
PEAE £502 748 A2 74 AN2 QIEHo|A0] 2 EE|X| Sb&LICHIBM 7H AN~
QIE{T| o] A0 IP 547} &EEIX| 9T EIGRP @15430] #AE|x| ob&LICHIH2HM EIGRP QUKo
S #4987| 2/ DVTI Q/E{H 0]20f ip unnumered 0| &4 LR 8t ZQULICt

Of ofol M= EIGRP 2174440 1.1.1.1~192.168.0.9 AtO|oi| = ElL|IC}.

S{E0|M HAE:

Rl#show ip int brief

Interface IP-Address OK? Method Status Protocol
Ethernet0/0 172.16.0.1 YES NVRAM up up
Ethernet0/1 unassigned YES NVRAM administratively down down
Ethernet0/2 unassigned YES NVRAM administratively down down
Ethernet0/3 unassigned YES NVRAM administratively down down
Loopback0 1.1.1.1 YES manual up up
Virtual-Accessl 1.1.1.1 YES unset up up
Virtual-Templatel 1.1.1.1 YES manual up down

Rl#show crypto session
Crypto session current status

Interface: Virtual-Accessl

Session status: UP-ACTIVE

Peer: 172.16.0.2 port 500

IKEv2 SA: local 172.16.0.1/500 remote 172.16.0.2/500 Active

IPSEC FLOW: permit ip 0.0.0.0/0.0.0.0 0.0.0.0/0.0.0.0
Active SAs: 2, origin: crypto map

Rl#show ip eigrp neighbors
EIGRP-IPv4 Neighbors for AS(1)

H Address Interface Hold Uptime SRTT RTO Q Seq
(sec) (ms) Cnt Num
0 192.168.0.9 Vil 10 01:28:49 12 1494 o0 13

Rl#show ip route eigrp
Gateway of last resort is not set

2.0.0.0/24 is subnetted, 1 subnets
D 2.2.2.0 [90/27008000] wvia 192.168.0.9, 01:28:52, Virtual-Accessl

Spoke(A 2 3) 7404 A ip address negotiated 22 ip address unnumbered B2t S 5tAH| &
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R2#show ip int brief
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Interface IP-Address OK? Method Status Protocol
Ethernet0/0 172.16.0.2 YES NVRAM up up
Ethernet0/1 unassigned YES NVRAM administratively down down
Ethernet0/2 unassigned YES NVRAM administratively down down
Ethernet0/3 unassigned YES NVRAM administratively down down
Loopback0 2.2.2.2 YES NVRAM up up
TunnelO 192.168.0.9 YES NVRAM up up

R2#show crypto session
Crypto session current status

TunnelO

Session status: UP-ACTIVE

Peer: 172.16.0.1 port 500

IKEv2 SA: local 172.16.0.2/500 remote 172.16.0.1/500 Active

IPSEC FLOW: permit ip 0.0.0.0/0.0.0.0 0.0.0.0/0.0.0.0
Active SAs: 2,

Interface:

origin: crypto map

R2#show ip eigrp neighbors
EIGRP-IPv4 Neighbors for AS(1)

H Address Interface Hold Uptime SRTT RTO Q Seqg
(sec) (ms) Cnt Num
0 1.1.1.1 Tu0 14 01:30:18 15 1434 0 14

R2#show ip route eigrp

1.0.0.0/24 is subnetted, 1 subnets

D 1.1.1.0 [90/27008000] via 1.1.1.1, 01:30:21

cteEE It 7E 2

IKEv2(Internet Key Exchange version 2)= CHE SMULICLEZE FAI5H7| <
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crypto ikev2 authorization policy AUTHOR-POLICY
pool POOL
route set access-list SPLIT

ip access-1list standard SPLIT
permit 1.1.1.0 0.0.0.255

AXFE1.1.1.12 EIGRP7} ot HAo 2 ZHFghL|CH

R2#show ip route



1.0.0.0/24 is subnetted, 1 subnets
1.1.1.0 is directly connected, TunnelO

0

SUet T2 MATLED] F 22 A SELICHSpokeE HUbZ B2 E TS LICH

crypto ikev2 authorization policy FLEX
route set access-list SPLIT

ip access-1list standard SPLIT
permit 2.2.2.0 0.0.0.255

&2 = 0|& IH(EIGRP ot &)e 2 7k gL Ct.

Rl#show ip route

2.0.0.0/24 is subnetted, 1 subnets
S 2.2.2.0 is directly connected, Virtual-Accessl

O| AlLt2[20ME 88X 2t*E Z2EZ 2 ip unnumbered BHE 0| 223t X| et &LICt

ME ClE MBE4Ylo] Qe SVTI MIaAHE 9| IPV6 EIGRP

IPv6Oi A= Ar&t0o| CHELICH OlE EIGRP BE= OSPF QMM E 25517| 2l6 IPve RIF-2H FA
(FE80:/10)7} AF E|7| EQLICH S &8t 23-24 FAE &4 SUSH MEUI0]| £ 22 ipve
unnumbered HHE A& Z 7| eigL|Ch.

2E IPv4 FAT1HIPve TAZE CHAEICtHE M2 MelstH ol EEZX|= oI it S UEHLICE

R1 74

interface Tunnell

no ip address

ipv6é address FE80:1::1 link-local
ipvé address 2001:1::1/64

ipv6 enable

ipvé eigrp 100

tunnel source Ethernet0/0

tunnel mode gre ipvé6

tunnel destination 2001::2

interface Loopback0
description Simulate LAN
no ip address

ipv6é address 2001:100::1/64
ipv6e enable

ipvé eigrp 100

interface Ethernet0/0

no ip address

ipv6e address 2001::1/64
ipv6 enable

ipv6e router eigrp 100

R2 #+:



interface Tunnell

no ip address

ipv6é address FE80:2::2 link-local
ipv6é address 2001:2::2/64

ipv6 enable

ipvé eigrp 100

tunnel source Ethernet0/0

tunnel mode gre ipvé

tunnel destination 2001::1

interface Loopback0
description Simulate LAN
no ip address

ipvé address 2001:200::1/64
ipv6 enable

ipvé eigrp 100

interface Ethernet0/0

no ip address

ipv6 address 2001::2/64
ipv6 enable

ipv6 router eigrp 100
B{d FAE ME CHE MEH(2001:1:1/64 T 2001:2::2/64)01l UX|BH L 35HK| of&LIch2I3-2
A S AL BRI 2] ol MBI OlRte £ B S B MBS

_Ii)il

R1:

Rl#show ipv6é int brief

Ethernet0/0 [up/up]
FE80::A8BB:CCFF:FE00:6400
2001::1

Loopback0 [up/up]

FE80::A8BB:CCFF:FE00:6400
2001:100::1

Tunnell [up/up]
FE80:1::1
2001:1::1

Rl#show ipv6é eigrp neighbors
EIGRP-IPv6 Neighbors for AS(100)

H Address Interface Hold Uptime SRTT RTO Q Seq
(sec) (ms) Cnt Num
0 Link-local address: Tul 12 00:13:58 821 4926 0 17

FE80:2::
Rl#show ipv6 route eigrp

D 2001:2::/64 [90/28160000]
via FE80:2::2, Tunnell

D 2001:200::/64 [90/27008000]
via FE80:2::2, Tunnell

R2:

R2#show ipv6é int brief
Ethernet0/0 [up/up]
FE80: :A8BB:CCFF:FE00:6500

2001::2



Loopback0 [up/up]l
FE80: :A8BB:CCFF:FE00:6500
2001:200::1

Tunnell [up/up]
FE80:2::2
2001:2::2

R2#show ipv6é eigrp neighbors
EIGRP-IPv6 Neighbors for AS(100)

H Address Interface Hold Uptime SRTT RTO Q Seqg
(sec) (ms) Cnt Num
0 Link-local address: Tul 14 00:15:31 21 1470 0 18

FE80:1::1
R2#show ipv6é route eigrp

D 2001:1::/64 [90/28160000]
via FE80:1::1, Tunnell

D 2001:100::/64 [90/27008000]
via FE80:1::1, Tunnell

I|0{ IPv6 U EQ3 = EIGRP ZZAM|A0] oa Mx|EILICHR10{M 2001:2::/64 U EXF 7} Hx|
T Y HE4Z 7 2001:1::/642 CHE MEHIQLICH R20IME OFEHZFX|ILICEH 0 & S04
2001::1/647F Ax|E|2 Z[o] IP T4 MEHIRIL|CE 07| ipv6 unnumered BE 2 TR 35HX| &f
SLICHESH 213-2Z FAI A EZ|2 2 EIGRP QIHME MAEH7| 2I6H Bid QIE{H| 0] A0 ipv6
address B 0| ZQ3HX| et&LIC} S8t ipv6 enable WS AF2 5104 IPv6S & A5HEr i o|2{&t
FAVAISLR éL*édEI?I MEULICEH

CIE MEYE AFE35tE IKEV2 Flex VPN2| IPV6 EIGRP

IPveod| CHEF DVTI Z4T|18i[0]440] IPv4et CHELICLH O|4 % IP FAE 7 e & &L

Rl (config) #interface Virtual-Template2 type tunnel

Rl (config-if) #ipv6é enable

Rl (config-if) #ipvé address ?

autoconfig Obtain address using autoconfiguration

dhcp Obtain a ipv6 address using dhcp

negotiated IPv6 Address negotiated via IKEv2 Modeconfig

Rl (config-if) #ipvé address
I8 FAE 7H HHA QIEIO|AN EXME X o2 O 20| EHstLChibel d{E 711|

LS —

T24|o|4401] ipv6 unnumbered B&30| HEE|1 AZ 3 1|38 0|M0] ipv6 address negotiated &
Ho| HEELct

BE IPv4 FA71IPve TAZ CHAEICtE M2 HMlstH EEZX|E 0| ofF SYstL|Ct.

FE(R1) 74

aaa authorization network LOCALIKEv2 local

crypto ikev2 authorization policy AUTHOR-POLICY
ipv6 pool POOL

crypto ikev2 keyring KEYRING



peer R2
address 2001::2/64
pre-shared-key CISCO

crypto ikev2 profile default

match identity remote key-id FLEX

authentication remote pre-share

authentication local pre-share

keyring local KEYRING

aaa authorization group psk list LOCALIKEv2 AUTHOR-POLICY
virtual-template 1

interface Loopback0

no ip address

ipvé address 2001:100::1/64
ipv6 enable

ipvé eigrp 100

interface Ethernet0/0
no ip address

ipv6 address 2001::1/64
ipv6 enable

interface Virtual-Templatel type tunnel
no ip address

ipv6é unnumbered Loopback0

ipv6 enable

ipvé eigrp 100

tunnel source Ethernet0/0

tunnel mode ipsec ipvé

tunnel protection ipsec profile default

ipv6 local pool POOL 2001:10::/64 64
ipv6 router eigrp 100
eigrp router-id 1.1.1.1

AXZF(R2) 4

aaa authorization network FLEX local

crypto ikev2 authorization policy FLEX
route set interface

crypto ikev2 keyring KEYRING
peer R1

address 2001::1/64
pre-shared-key CISCO

crypto ikev2 profile default

match identity remote address 2001::1/64
identity local key-id FLEX

authentication remote pre-share
authentication local pre-share

keyring local KEYRING

aaa authorization group psk list FLEX FLEX

interface TunnelO

no ip address

ipvé address negotiated
ipv6 enable

ipvé eigrp 100



tunnel source Ethernet0/0

tunnel mode ipsec ipvé

tunnel destination 2001::1

tunnel protection ipsec profile default
1

interface Ethernet0/0

no ip address

ipv6 address 2001::2/64

ipv6 enable

ipv6 router eigrp 100
eigrp router-id 2.2.2.2
EtO|.

1 L—-

R2#show ipv6 eigrp neighbors
EIGRP-IPv6 Neighbors for AS(100)

H Address Interface Hold Uptime SRTT RTO Q Seqg
(sec) (ms) Cnt Num
0 Link-local address: Tu0 11 00:12:32 17 1440 0 12

FE80: :A8BB:CCFF:FE00:6500
R2#show ipv6 route eigrp

D 2001:100::/64 [90/27008000]
via FE80::A8BB:CCFF:FE00:6500, TunnelO

R2#show crypto session detail
Crypto session current status

Code: C - IKE Configuration mode, D - Dead Peer Detection
K - Keepalives, N - NAT-traversal, T - cTCP encapsulation
X - IKE Extended Authentication, F - IKE Fragmentation

Interface: TunnelO
Uptime: 00:13:17
Session status: UP-ACTIVE
Peer: 2001::1 port 500 fvrf: (none) ivrf: (none)
Phasel_id: 2001::1
Desc: (none)
IKEv2 SA: local 2001::2/500
remote 2001::1/500 Active
Capabilities: (none) connid:1 lifetime:23:46:43
IPSEC FLOW: permit ipvé ::/0 ::/0
Active SAs: 2, origin: crypto map
Inbound: #pkts dec'ed 190 drop 0 life (KB/Sec) 4271090/2803
Outbound: #pkts enc'ed 194 drop 0 life (KB/Sec) 4271096/2803

R2#ping 2001:100::1 repeat 100
Type escape sequence to abort.

Sending 100, 100-byte ICMP Echos to 2001:100::1, timeout is 2 seconds:
rrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrnd

Success rate is 100 percent (100/100), round-trip min/avg/max = 1/4/5 ms

R2#show crypto session detail
Crypto session current status

Code: C - IKE Configuration mode, D - Dead Peer Detection
K - Keepalives, N - NAT-traversal, T - cTCP encapsulation

X - IKE Extended Authentication, F - IKE Fragmentation

Interface: TunnelO



Uptime: 00:13:27
Session status: UP-ACTIVE
Peer: 2001::1 port 500 fvrf: (none) ivrf: (none)
Phasel_id: 2001::1
Desc: (none)
IKEv2 SA: local 2001::2/500
remote 2001::1/500 Active
Capabilities: (none) connid:1 lifetime:23:46:33
IPSEC FLOW: permit ipvé ::/0 ::/0
Active SAs: 2, origin: crypto map
Inbound: #pkts dec'ed 292 drop 0 life (KB/Sec) 4271071/2792
Outbound: #pkts enc'ed 296 drop 0 life (KB/Sec) 4271082/2792

DVTIC| B2 IPv62 =822 74T =+ & LICE3E0 ipv6 unnumbered BES AL 5t 20|
E&LICH AXZ 3 0{|ME ipv6 address negotiated S AL 35t= Zd0| E&LICH
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A Bl Z 2! OIE{m| 0| A 0{ A ipv6 unnumbered 2 E=|0| ‘_é SHX| et &LICH 2 O]} E IPv6 SVTI AILI-
212 9 & 22t LICklinklocal ipv6 &L= QIHEE 755 O APRE' Lict bt EZ 20l A =X
E 7t HM A QIEHO|AE IPve BF-2H FAE 445HHEIGRP QIS 753570l SEH
L|C}.
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L|C}.

Ol 1 ¥ EHAE= FlexVPNO| BHHEIX| e &LICHEAE T4 7| HMoi| CHE BHEE =Lt
(Software Release 15.1).

R2 (config-if)#do show run int tunl
Building configuration...

Current configuration : 165 bytes
interface Tunnell

tunnel source Ethernet0/0

tunnel destination 192.168.0.1

tunnel protection ipsec profile profl

R2 (config-if) #ip address 192.168.200.1 255.255.255.255


https://tools.cisco.com/bugsearch/bug/CSCtx45062

Bad mask /32 for address 192.168.200.1
SH(AZEY0]153) £ C}S B2 QgL

R2 (config-if) #do show run int tunl
Building configuration...

Current configuration : 165 bytes

interface Tunnell

tunnel source Ethernet0/0

tunnel destination 192.168.0.1

tunnel protection ipsec profile profl

R2 (config-if) #ip address 192.168.200.1 255.255.255.255

R2 (config-if)#

*Jun 14 18:01:12.395: %DUAL-5-NBRCHANGE: EIGRP-IPv4 100: Neighbor
192.168.100.1 (Tunnell) is up: new adjacency

Software Release 15.301= AXMZ 5 7FX| HZE AL O] U&LILCH.

. HiolA3 /322 2E IP &40 §EELCH
132 FAE A2 M EIGRP Q17 ClHEO|A0f CHEt MEU &0l 9isLCt.

mo
nx
.

ip unnumbered B0l 2|3 HZAEL|CHEIGRP 2174 Hit= S sYEt M

2
Biof EH?_P HALE HIZ S ELIC

S0 HAMo 2 THE IP FAE MEE M 7t ML SXEIX| A=Cte HE
} k2t A ip unnumbered B2 0| E & LICt

N
Oi
L Ikl

FlexVPN2| Z2 Z2I0|HE M HAE FAE AF2E M ip unnumbered HXS A2 T 7t
R&ELICHOE{Lt EIGRPE MEE M= 3{E0M MA8st= [0l ZRELICet R0l |28 o
M EEE M8%te 42 EIGRP7I ER25tHX| ef&LICH

SVTIe| B2 IpveE QIS floll @3-2H FAE ALS3StH ipv6 unnumbered FEE AISE E

It Bié‘L—IEP.

DVTI°| B IPv6E S22 FHE £+ Q& LICHE{E01] ipv6 unnumbered S AL 35HE 70|
Z&LCH AX 30| E ipv6 address negotiated BHEE AI&5t= 40| E&LICEH

i e

. Cisco 10S 15.3 FlexVPN 7HI|ag[o|/d 710|=
. Cisco 10S 15.3 & &=
. 7|18 X|¥ 8! XM - Cisco Systems



http://www.cisco.com/en/US/partner/docs/ios-xml/ios/sec_conn_ike2vpn/configuration/15-mt/sec-cfg-ikev2-flex.html
http://www.cisco.com/en/US/partner/products/ps12745/prod_command_reference_list.html
http://www.cisco.com/cisco/web/support/index.html?referring_site=bodynav
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