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openssl ecparam -out ca. key -nanme secp256r1 -genkey

2. Bt ZM XA MB IS A E BHELICH

openssl req -x509 -new -key ca. key -out ca.pem -outform PEM -days 3650

FlexVPN

1. EC(Elliptic Curve) 7| &2 M3l 7| {3t B+ =742/ domain-name %! hostname= 44 & L]
CH.
i p donmi n-nane ci sco.com
host nane Routerl
crypto key generate ec keysize 256 | abel routerl.cisco.com
2. CAOIA QIB ME 7| 2l 22 AlZ| x| g Ydghict
crypto pki trustpoint ec_ca
enrol | ment term na
subj ect - name cn=routerl.ci sco.com
revocati on-check none
eckeypair routerl.cisco.com
hash sha256

#3: CcA7t 2= 2lelo|2 2 SHX| HALZt HIggstElLcH 225 M EFEoM %(CH 2eHE ¢
ol SHX| AAHE &d3tal ok & LICt
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crypto pki authenticate ec_ca

4. 2+ CAQ| 7| 642 Q1L E QIS ME =istet= HIAIXIZE EAIELICH OpenSSLE
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5. CAQ| PKI(Public Key Infrastructure)ol| EZ+REI1E SS&FL|C}.
crypto pki enrol ec_ca

6. CAO|| 215 M RHE MESEH s 4Ists £ AS8fioF ELICh HMAE mU(flex.csn 2
MEE|D OpenSSL HEo 2 MEE = U&LCH
openssl ca -keyfile ca.key -cert ca.pem-nd sha256 -in flex.csr -out flex.pem
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crypto pki inport ec_ca certificate
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1. EC 7| 4 & MH5t7| {8t A 2F AFE 2l domain-name & hostnameS 84 &fL[C}.
domai n- nane ci sco.com
host nanme ASA1l
crypto key generate ecdsa | abel asal.cisco.comelliptic-curve 256
2. CAOM QIBME 7| flsll 24 A= X|HE ddgLict
crypto ca trustpoint ec_ca
enrol | ment term nal
subj ect - name cn=asal. ci sco. com
revocati on-check none
keypair asal.cisco.com
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crypto ca aut henticate ec _Ca
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crypto ca enrol ec_ca
6. CAOl| CQIE M 22 MESIE{H £ Alsts £ ALS5HoF gLICH HAE 1t Q(asa.csn 2

K&t CHS OpenSSL @O 2 MEHE = &Lt
openssl ca -keyfile ca.key -cert ca.pem-nd sha256 -in asa.csr -out asa.pem
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crypto pki certificate map certnmap 10
subj ect - name co ci sco. com

IKEv2 Proposal for Suite-B Z1Z|Z12{|0|Mofl Ct 2 H l2dstL|ct,

& 2ot2 203524 sha512 hash HE S A& 5104 aes-cbec-2562 T3 & LICt.

crypto i kev2 proposal default
encryption aes-cbc-128
integrity sha256

group 19

IKEv2 Z=2 EHE 25 Mol YR|AIZ|1 ool HolEl &2 X1t ECDSAE AFSELICH

crypto i kev2 profile default
match certificate certmap
identity local dn



aut hentication renpote ecdsa-sig
aut hentication | ocal ecdsa-sig
pki trustpoint ec_ca

virtual -tenplate 1
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crypto i psec transformset ESP_GCM esp-gcm
node transport

O|™of| 48t Di7HH~E ALE5l0] IPSec ZE2MUE FHTLICE.

crypto i psec profile default
set transformset ESP_GCM
set pfs groupl9

set ikev2-profile default

E'd QIE{mo|AE FE&LICH

interface Virtual - Tenpl atel type tunnel
i p unnunbered G gabitEthernet0/0
tunnel source G gabitEthernet0/0
tunnel node ipsec ipv4
tunnel protection ipsec profile default

CHS2 QEmo|A Am| T ol Lot

interface G gabitEthernet0/0

i p address 10.10.10.1 255. 255. 255.0
interface G gabitEthernet0/1

i p address 172.16.10.1 255. 255.255.0

ASA

O| QIEmo|A Hm|TefolM AFE:

interface G gabitEthernet3/0

namei f outsi de

security-level 0O

i p address 10.10.10.2 255. 255.255.0
interface G gabitEthernet3/1

namei f inside

security-level 100

i p address 192.168.1.1 255.255.255.0

Az ECiEES HolottdH OhS AMA 55 FFS LT LICH

access-list 100 extended permt ip 192.168.1.0 255.255.255.0 172.16.10.0 255. 255.255.0
NGE2} & 74 O] IPSec proposal B & l=248fL|Ct.

crypto ipsec ikev2 ipsec-proposal propl
protocol esp encryption aes-gcm
protocol esp integrity null

53 M BH:



crypto map nmynmap 10 nmatch address 100

crypto map nymap 10 set peer 10.10.10.1

crypto map mymap 10 set ikev2 ipsec-proposal propl
crypto map nymap 10 set trustpoint ec_ca

crypto map nmynmap interface outside

O] BH2 NGEE IKEv2 EAg FdeLct

crypto i kev2 policy 10
encryption aes

integrity sha256

group 19

prf sha256

lifetine seconds 86400
crypto i kev2 enabl e outside

Ilo{ Hol el FAE B O E:

tunnel - group 10.10.10.1 type ipsec-12|

tunnel -group 10.10.10.1 ipsec-attributes
peer-id-validate cert
i kev2 renote-authentication certificate
i kev2 | ocal -authentication certificate ec_ca

217 29l

ECDSA 7|7t S EE[R}=X| g lgfL|ct

Rout er 1#show crypto key mypubkey ec routerl.cisco.com
% Key pair was generated at: 21:28:26 UTC Feb 19 2013
Key nane: routerl.cisco.com

Key type: EC KEYS

Storage Device: private-config

Usage: Signature Key

Key is not exportable.

Key Dat a&col on;

<...omtted...>

ASA- 1(confi g) #show crypto key mypubkey ecdsa
Key pair was generated at: 21:11:24 UTC Feb 19 2013
Key nanme: asal.cisco.com
Usage: General Purpose Key
EC Size (bits): 256
Key Dat a&col on;
<...omtted...>

RQIEME 43R 7HX22H ECDSA7 AHS E|=X|

Rout er 1#show crypto pki certificates verbose
Certificate

Status: Avail able

Version: 3

Certificate Serial Number (hex): 0137

Certificate Usage: Ceneral Purpose

| ssuer:
<...omtted...>

Subj ect Key Info:

Public Key Al gorithm rsaEncryption



EC Public Key: (256 bit)
Signature Al gorithm SHA256 w th ECDSA

ASA-1(confi g) #show crypto ca certificates
CA Certificate
Status: Avail able
Certificate Serial Nunber: 00a293f1fe4bd49189
Certificate Usage: Ceneral Purpose
Public Key Type: ECDSA (256 bits)
Signature Algorithm SHA256 with ECDSA Encryption
.omtted...>

IKEv2 SA7} 3 Mo 2 YR 7 HE NGE LEIEE ALS

Rout er 1#show crypto ikev2 sa detailed
I Pv4d Crypto I KEv2 SA

Tunnel -id Local Renot e fvrflivrf

1 10.10.10.1/500

Auth verify: ECDSA

Lifel/ Active Tinme: 86400/ 94 sec

ASA- 1#show crypto ikev2 sa detail

| KEv2 SAs:

Session-id:2, Status:UP-ACTIVE, |IKE count:1, CH LD count:1

10.10.10.2/500 none/none
Encr: AES-CBC, keysize: 128, Hash: SHA384, DH Grp:19, Auth sign:

Tunnel -i d Local Renot e St at us

268364957 10. 10. 10. 2/ 500

Auth verify: ECDSA
<...omtted...>
Child sa: local selector 192.168.1.0/0 - 192.168.1.255/65535
remote selector 172.16.10.0/0 - 172.16.10.255/65535
ESP spi in/out: 0xe847d8/0x12bce4d
AH spi in/out: 0x0/0x0
CPl in/out: 0x0/0x0
Encr: AES-GCM, keysize: 128, esp_hmac: N/A
ah_hrmac: None, conp: | PCOVW_NONE, node tunnel

10. 10. 10. 1/ 500 READY
Encr: AES-CBC, keysize: 128, Hash: SHA384, DH Grp:19, Auth sign:
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IPSec SA7t 3o 2 MMEIRIT 2 HEINGE €1 EIEE AE5H=X| &2l
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Rout er 1#show crypto ipsec sa

interface: Virtual - Accessl

H| 10S

Crypto map tag: Virtual - Accessl-head-0, |ocal addr 10.10.10.1

protected vrf: (none)

local ident (addr/mask/prot/port): (172.16.10.0/255.255.255.0/0/0)
remote ident (addr/mask/prot/port): (192.168.1.0/255.255.255.0/0/0)

current _peer 10.10.10.2 port 500
PERM T, flags={origin_is_acl,}
.omtted...>

i nbound esp sas:
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spi: 0x12BCE4D(19648077)
transform: esp-gcm ,
in use settings ={Tunnel, }

ASA- 1#show crypto ipsec sa detail
interface: outside
Crypto map tag: nymap, seq num 10, |ocal addr: 10.10.10.2

access-list 100 extended permit ip 192.168.1.0 255.255.255.0 172.16.10.0
255.255. 255. 0
| ocal ident (addr/mask/prot/port): (192.168.1.0/255.255.255.0/0/0)
renote ident (addr/mask/prot/port): (172.16.10.0/255.255.255.0/0/0)
current _peer: 10.10.10.1
<...omtted...>

i nbound esp sas:
spi: OxO0E847D8 (15222744)
transform: esp-aes-gcm esp-null-hmac no compression
in use settings ={L2L, Tunnel, IKEv2, }

Cisco2| Suite-B Tt $401| CH8t XF M|t L& & Next Generation Encryption BiME & XA AIL.

Cisco2| Next Generation Encryption Tt%401| CHF XFA|I8H LEE 2 XtAICH &f 5 5}
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- SSH(Secure Shell)

. IPSec HA/IKE ZEE&E

. PSK7} X &£l Site-to-Site VPN-& ASA IKEv2 C|HH1 TechNote
- ASA IPSec & IKE CIHZ(IKEv1 7|8 2E) A 3iZ TechNote
. 10S IPSec 3! IKE CIHZ - IKEv1 7|8 2E £ 37 TechNote
. ASA IPSec %! IKE C|HHZ - IKEv1 Aggressive Mode TechNote
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