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OpenSSL

OpenSSL CAE 'config' IFYE 7|2 = & L|CHOpenSSL M 2| ‘config' Tt ol = CHZ O] 24010k
grLct.

[ extCSR ]
keyUsage = nonRepudiation, digitalSignature, keyEncipherment, dataEncipherment
extendedKeyUsage = serverAuth, clientAuth

Cisco I0S CA MH

Cisco 10S CA AMHE At85tE B2 EKUE &Y 3at= 2|4l Cisco 10S Software ZI2|AE AHE3H ok
2]

I0S-CA# show run | section crypto pki
crypto pki server IOS-CA

issuer-name cn=I0S-CA.cisco.com,ou=TAC,o=cisco
grant auto

eku server-auth client-auth
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crypto pki trustpoint FlexRootCA
revocation-check none
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copy ftp://user:***@0OpenSSLServer/pl2/ikev2.pl2* flash:/
crypto pki import FlexRootCA pkcsl2 flash:/ikev2.pl2 password <password>
1l Note: ikev2.pl2 is a pkcsl2 format certificate that has CA Certificate bundled in it.
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crypto pki trustpoint IKEv2

enrollment url http://<CA_Sever_IP>:80
subject-name cn=ikev2.cisco.com, ou=TAC,o=cisco
revocation-check none
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crypto pki authenticate FlexRootCA
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crypto pki enroll FlexRootCA
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ikev2#show crypto pki cert verbose
Certificate

Issuer:

Subject:
Name: ikev2.cisco.com
ou=TAC
o=Cisco
c=BE
cn=ikev2.cisco.com

Subject Key Info:

Public Key Algorithm: rsaEncryption

RSA Public Key: (1024 bit)
Signature Algorithm: MD5 with RSA Encryption
Fingerprint MD5: 3FB01AE4 E36DF9D8 47F3C206 05F287C6

Fingerprint SHAl: DEE6C4D1 00CDD2D5 C0976274 203D2E74 2BC49BES
X509v3 extensions:
X509v3 Key Usage: F0000000
Digital Signature
Non Repudiation
Key Encipherment
Data Encipherment
X509v3 Subject Key ID: CBCEG6EI9F F508927C E97040FD F49B52D1 D5919D45
X509v3 Authority Key ID: 4B86A079 A5738694 85721D0D 7A75892F 0CDAC723
Authority Info Access:
Extended Key Usage:
Client Auth
Server Auth
Associated Trustpoints: FlexRootCA
Key Label: FlexRootCA

IKEv2 T4
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1l TP Pool for IKEv2 Clients

ip local pool mypool 172.16.0.101 172.16.0.250

'l Certificate MAP to match Remote Certificates, in our case the Windows 7 Clients

crypto pki certificate map win7_map 10
subject-name co ou = tac

'l One of the proposals that Windows 7 Built-In Client Likes

crypto ikev2 proposal win7
encryption aes-cbc-256
integrity shal
group 2

'l TKEv2 policy to store a proposal

crypto ikev2 policy win7
proposal win7

'l TKEv2 Local Authorization Policy. Split-Tunneling does not work, as was
'l the case in good old 12tp over IPSec.

crypto ikev2 authorization policy win7_author
pool mypool

1l TKEv2 Profile

crypto ikev2 profile win7-rsa
match certificate win7_map
identity local fgdn ikev2.cisco.com
authentication local rsa-sig
authentication remote rsa-sig
pki trustpoint FlexRootCA
aaa authorization group cert list win7 win7_author
virtual-template 1

1l One of the IPSec Transform Sets that Windows 7 likes

crypto ipsec transform-set aes256-shal esp-aes 256 esp-sha-hmac

'l IPSec Profile that calls IKEv2 Profile

crypto ipsec profile win7_ikev2
set transform-set aes256-shal
set ikev2-profile win7-rsa

'l dVTI interface - A termination point for IKEv2 Clients

interface Virtual-Templatel type tunnel
ip unnumbered Loopback0
tunnel mode ipsec ipv4
tunnel protection ipsec profile win7_ikev2
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1. Network and Sharing Center(L|E 2|3 % & ME)Z 0|S35t1 Set up a new connection or
network(M 212 £ UIER3 HH)E Z=2/&fLicH

Control Panel Home
Mamage wireless nebworks ‘ ‘ '
Change adapter settings
Change advanced sharing
settings
L
"{'{g Set up 3 new connection or nebwork
= fet up & wireless, broadband, dial-up, ad hoc, or VPN connection; or sst up & router or access paint.
Ss Connect ba a network
=¥ . - . .
Connect or reconnect to a wireless, wired, dial-up, ar VPN network connection.
¥ a Choose homegroup and sharing options
>ee alio Access files and printers located on other network computers, or change sharing settings.
HameGnoup
== Troubleshoot problems
Internet Options ¥
Diagnose and repair nebwork problems, or get troubleshocting informaten,
Windows Firewall

2. L QIE{L! 478 ALR(VNP)S S2UFLICH OlE S3H HxH QB HUS Sai HAE VPN o
A A

dHe & A&LICH

[l||0 |'0

74
=



@ n

How do you want to connect?

< Use my Internet connection (VPN)
Connect using a virtual private network (VPM) connection through the Internet,

N @

< Dial directly
Connect directly to a phone number without going through the Internet.
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What is a VPN connection?
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Type the Internet address to connect to

Your network administrator can give you this address,
Internet address: ikev2.cisco.com

Destination name: FlexVPM-105

Use a smart card

Hy Allow other pecple to use this connection

This option allows anyone with access to this computer to use this connection,

Don't connect now; just set it up so [ can connect later

[ Mext ]| Cancel |

4. Certificate Authentication(2/5 A @1&)2 A& 35t7| [ Z 0l User name, Password and
Domain(A& ALgh HEE /245t X| O M A|2.CreateE & =EHLCH
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Type your user name and password

User name:

Password:

Show characters

Femember this password

Comain (optional):

Create ]| Cancel
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) ¢ Ll » Control Panel » All Contral Parel Rerme ¢ Metwerk and Sharing Center - Eearet Contral Panel
Control Panel Home
Mamage wireless nebworks ‘ - '
Change adapter settings
Change advanced sharing
settings
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Internet Options ’
Windeows Firewall
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3 FlexVPN-IOS Properties 2

General | Options | Securty | Networking | Sharing

Type of VPN:
| IKEv2 v
| Advanced settings
Data encryption:
| Require encryption (disconnect if server declines) -
Authertication

) Use BEdensible Authentication Protocal (EAP)

Properties

@ lse machine cerfficates

| oK || Cancsl

DiAl OIEM KB AR QIEME 7142 % FlexVPN-I0S ZRIUS 748 EH[7} ELL
=3

=ZHO|UE IEAM 7t 27|
22t0[YE B Mol g 247+ s

. E'~E+0I°*E QIS AMoi 'ECIO|HE QIB'9| EKUZF U&LICH ESH CAE PKCS#12 QIS A
E FN|Z2 &t

Client's PKCS12 Certificate will go into Local Machine Personal Certificate Store

. CA Q1B Al:

CA Certificate goes into Local Machine Trusted Root Certificate Authorities Store
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Output Interpreter = (SSFE 1240l
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ikev2#show crypto ikev2 session detail
IPv4d Crypto IKEv2 Session

Session-id:4, Status:UP-ACTIVE, IKE count:1, CHILD count:1

Tunnel-id Local Remote fvrf/ivrf Status

1 10.0.3.1/4500 192.168.56.1/4500 none/none READY

Encr: AES-CBC, keysize: 256, Hash: SHA96, DH Grp:2, Auth sign: RSA,
Auth verify: RSA

Life/Active Time: 86400/17 sec

CE id: 1004, Session-id: 4

Status Description: Negotiation done

Local spi: A40828A826160328 Remote spi: C004B7103936B430

Local id: ikev2.cisco.com

Remote id: ou=TAC,o=Cisco,c=BE,cn=Win7

Local req msg id: 0 Remote req msg id: 2

Local next msg id: 0 Remote next msg id: 2

Local req queued: 0 Remote req queued: 2

Local window: 5 Remote window: 1 DPD configured for 0 seconds,
retry O

NAT-T is not detected

Cisco Trust Security SGT is disabled

ikev2#show crypto ipsec sa peer 192.168.56.1


http://technet.microsoft.com/en-us/library/dd941612(v=ws.10).aspx
https://www.cisco.com/cgi-bin/Support/OutputInterpreter/home.pl
//tools.cisco.com/RPF/register/register.do

interface: Virtual-Accessl

Crypto map tag: Virtual-Accessl-head-0, local addr 10.0.3.1
protected vrf: (none)

local ident (addr/mask/prot/port): (0.0.0.0/0.0.0.0/0/0)

remote ident (addr/mask/prot/port): (172.16.0.104/255.255.255.255/0/0)
current_peer 192.168.56.1 port 4500

PERMIT, flags={origin_is_acl,}

#pkts encaps:5, #pkts encaps:5, #pkts encrypt: 5, #pkts digest: 5
#pkts decaps: 55, #pkts decrypt: 55, #pkts verify: 55

#pkts compressed: 0, #pkts decompressed: 0

#pkts not compressed: 0, #pkts compr. failed: 0

#pkts not decompressed: 0, #pkts decompress failed: 0

#send errors 0, #recv errors 0

local crypto endpt.: 10.0.3.1, remote crypto endpt.: 192.168.56.1
path mtu 1500, ip mtu 1500, ip mtu idb Ethernet0/0

current outbound spi: 0x3C3D299(63165081)

PFS (Y/N): N, DH group: none

inbound esp sas:

spi: O0xE461ED10(3831622928)

transform: esp-256-aes esp-sha-hmac ,

in use settings ={Tunnel, }

conn id: 7, flow_id: SW:7, sibling_flags 80000040, crypto map: Virtual-Accessl-head-0
sa timing: remaining key lifetime (k/sec): (4257423/0)

IV size: 16 bytes

replay detection support: Y

Status: ACTIVE (ACTIVE)

inbound ah sas:

inbound pcp sas:

outbound esp sas:

spi: 0x3C3D299(63165081)

transform: esp-256-aes esp-sha-hmac ,

in use settings ={Tunnel, }

conn id: 8, flow_id: SW:8, sibling_flags 80000040, crypto map: Virtual-Accessl-head-0
sa timing: remaining key lifetime (k/sec): (4257431/0)
IV size: 16 bytes

replay detection support: Y

Status: ACTIVE (ACTIVE)

outbound ah sas:

outbound pcp sas:
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