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« Snort 2%l

I FTD Mgmt Interface

|
Firepower mgmt LINA mgmt
CLISH CLI (diagnostic)
Snort Engine (multiple instances)

FTD Data Interface LINA Datapath (multiple instances)

FTD Data Interface
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FTD Deployment and Interface Modes

Deployment Modes: — Interface Modes:
Routsd peiRaueR - from classic ASA
Transparent — Switched (BVI)
l Y J — Passive .
from classic ASA > Passive (ERSPAN) N
> Inline Pair " Firepower IPS

— [nline Pair with tap -
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Packet forwarding based on the following order:
1. Connection lookup
Routed Routed 2. Nat loockup (xlate)
3. Policy Based Routing (PBR)
4. Global routing table lookup

1. NAT lookup
2. Destination MAC Address L2 Lookup*®

The packet will be forwarded based on the pair
configuration.

Routed or Transparent  Switched (BVI)

Routed or Transparent  Inline Pair

The original packet will be forwarded based on
Routed or Transparent  Inline Pair with Tap the pair configuration. The copy of the packet will
be dropped internally

Routed or Transparent  Passive The packet is dropped internally

Routed Passive (ERSPAN) The packet is dropped internally

MAC Address vs. Route Lookups

For traffic within a bridge group, the outgoing interface of a packet is determined by performing a destination MAC address
lookup instead of a route lookup.

Route lookups, however, are necessary for the following situations:

= Traffic originating on the Firepower Threat Defense device—Add a default/static route on the Firepower Threat Defense
device for traffic destined for a remote network where a syslog server, for example, is located.

« \Voice over IP (VolP) and TFTP traffic, and the endpoint is at least one hop away—Add a static route on the Firepower
Threat Defense device for traffic destined for the remote endpoint so that secondary connections are successful. The
Firepower Threat Defense device creates a tempaorary " pinhole” in the access control policy to allow the secondary
connection; and because the connection might use a different set of IP addresses than the primary connection, the
Firepower Threat Defense device needs to perform a route lookup to install the pinhole on the correct interface.

Affected applications include:
« H323
+ RTSP
« SIP
« Skinny (SCCP)
« SOL*Net
« SunRPC
« TFTP

« Traffic at least one hop away for which the Firepower Threat Defense device performs NAT-Configure a static route on the
Firapower Threat Defense device for traffic destined for the remote network. You also need a static route on the up
router for traffic destined for the mapped addresses to be sent to the Firepower Threat Defense device.
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6.2.x HZ0{ MXE FTDE IRB(Integrated Routing and Bridging) & X|&4&fLIC}t.

FTD Integrated Routing and Bridging (IRB)

* Available as from 6.2.%

« Allows an FTD in Routed mode to have multiple interfaces
(up to 64) to be part of the same VLAN and perform L2
switching between them

+ BVI-to-Routed or BVI-to-BVI Routing is allowed

[ Switched Switched Switched

G0/0 Go/p e GO/1
insidei] JBVvIl GO/1 BVI1 BVI2

GO/ 0/3

2 t G
Switched Routed GDf?g._ﬂ.it.:he,:;‘ Switched /

BVI QI Had:

Verification commands

firepower# show bridge-group

firepoweri show ip

Interface Hame IF address Subnet mask Method
GigabitEthernet0/0 VLAN1ST6 G0-0 203.0.113.1 255.255.255.0 manual
GigabitEthernet0/1 VLANLSTT_GO-1 192.168.1.15 255.255.255.0 manual
GigabitEthernet0/2 VLAN1576 G0-2 203.0.113.1 255.255.255.0 manual
GigabitEthernet0/4.100 SUB1 203.0.113.1 255.255.255.0 manual
BVI1 LAN 203.0.113.1 255.255.255.0 manual
BVIZ2 LAN2 192.168.1.15 255.255.255.0 manual

« BVI nameif is used in L3 Routing configuration

firepower# show run route
route LAM 1.1.1.0 255.255.255.0 203.0.113.5 1

« BVI member nameif is used in policies like NAT configuration

firepower# show run nat
nat (VLAN1S76 GO-0,VLAN1S577 GO0-1) source dynamic any interface
nat (VLAN1576_GO0-2,VLAN1577_GO0-1) source dynamic any interface

O X4
iy

2 RE|E QIE{H0|A E= BVI(IRB)2| A< Iz ME2 Lt &ME 7|8t 2 FLICH

- A X3
« NAT Z&|(=4I NAT, UN-NATEIZ = &)
+ PBR(Policy-Based Routing)
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https://www.cisco.com/c/ko_kr/td/docs/security/secure-firewall/management-center/device-config/710/management-center-device-config-71/device-ops-tfw.html
https://www.cisco.com/c/ko_kr/td/docs/security/secure-firewall/management-center/device-config/710/management-center-device-config-71/device-ops-tfw.html
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2EHA| - Next-Hop 41E4

CHE EEEX|E DE{stAAl2.

VRF-203  ISP1 VRF-203
a9 - 198.51.100.24/29
192.168.1.0/24 = 198.51.100.32/29
192.168.2.0/24 i
VRF-101 FPRA1XxX OUTSIDE1

P01.101 3
-1 u . = W .1
INSIDE Po1.202
192.168.0.0/24
OUTSIDE2 198.51.100.0/29
- VLAN101 192.0.2.0/24 9 I1SP2 D
198.51.100.8/29
VAAN201 e 198.51.100.15/29
- VLAN202 VRF-202 VRF-202
a2|1 ol 2RE A= chso Zd& L.
BGP 65001

198.51.100.24/29

203.0.113.99/24 )
198.51.100.32/29

vmy —

»”

192.168.1.0/24

192.168.2.0/24 OSPF area 0
FPR41xx

192.168.0.0/24 OUTSIf;El
) VRF-101 | BGP 65000
Ry o, ) v,
INSIDE OUTSIDE2

EIGRP 1
ISP2

\ 198.51.100.8/29
192.0.2.99/24 198.51.100.16/29
VRF-202

198.51.100.0/29

FTD 2t & Zdu|ago|M2 2ot 2 &L Ch

firepower# show run router
router ospf 1



network 192.168.0.0 255.255.255.0 area 0
Tog-adj-changes

|

router bgp 65000

bgp log-neighbor-changes

bgp router-id vrf auto-assign
address-family 1ipv4 unicast

neighbor 203.0.113.99 remote-as 65001
neighbor 203.0.113.99 ebgp-multihop 255
neighbor 203.0.113.99 transport path-mtu-discovery disable
neighbor 203.0.113.99 activate

no auto-summary

no synchronization

exit-address-family

|

router eigrp 1

no default-information in

no default-information out

no eigrp log-neighbor-warnings

no eigrp log-neighbor-changes

network 192.0.2.0 255.255.255.0

|

firepower# show run route

route OUTSIDE2 198.51.100.0 255.255.255.248 192.0.2.99 1

FTD RIB(Routing Information Base) - A|0{ & :

firepower# show route | begin Gate
Gateway of Tast resort is not set

C 192.0.2.0 255.255.255.0 is directly connected, OUTSIDE2

L 192.0.2.1 255.255.255.255 is directly connected, OUTSIDE2

C 192.168.0.0 255.255.255.0 is directly connected, INSIDE

L 192.168.0.1 255.255.255.255 is directly connected, INSIDE

0 192.168.1.1 255.255.255.255

[110/11] via 192.168.0.99, 01:11:25, INSIDE

0 192.168.2.1 255.255.255.255

[110/11] via 192.168.0.99, 01:11:15, INSIDE

S 198.51.100.0 255.255.255.248 [1/0] via 192.0.2.99, OUTSIDE2

D 198.51.100.8 255.255.255.248

[90/130816] via 192.0.2.99, 01:08:11, OUTSIDE2

D 198.51.100.16 255.255.255.248

[90/130816] via 192.0.2.99, 01:08:04, OUTSIDE2

B 198.51.100.24 255.255.255.248 [20/0] via 203.0.113.99, 00:28:29
B 198.51.100.32 255.255.255.248 [20/0] via 203.0.113.99, 00:28:16
C 203.0.113.0 255.255.255.0 is directly connected, OUTSIDE1l

L 203.0.113.1 255.255.255.255 is directly connected, OUTSIDE1l

e FTD ASP(Accelerated Security Path) 2t & E{|0|& - CIO[E{ ZJ2!:

firepower# show asp table routing
route table timestamp: 91
in 169.254.1.1 255.255.255.255 identity
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FTD(Adaptive Security Appliance - ASAQ} S AHEH &A= THX]
E ZdgLtt & ASP B E|o[Zo| 'l E
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192.168.0.1 255.255.255.255 didentity

192.0.2.1 255.255.255.255 identity

192.168.1.1 255.255.255.255 via 192.168.0.99, INSIDE
192.168.2.1 255.255.255.255 via 192.168.0.99, INSIDE
203.0.113.1 255.255.255.255 didentity

169.254.1.0 255.255.255.248 nlp_int_tap

198.51.100.0 255.255.255.248 via 192.0.2.99, OUTSIDE2
198.51.100.8 255.255.255.248 via 192.0.2.99, OUTSIDE2
198.51.100.16 255.255.255.248 via 192.0.2.99, OUTSIDE2
198.51.100.24 255.255.255.248 via 203.0.113.99 (unresolved, timestamp: 89)
198.51.100.32 255.255.255.248 via 203.0.113.99 (unresolved, timestamp: 90)
192.168.0.0 255.255.255.0 INSIDE

192.0.2.0 255.255.255.0 OUTSIDE2

203.0.113.0 255.255.255.0 OUTSIDEl
ff02::1 ffff:ffff:ffff:ffff:Frrf:ffff:FEff:ffff identity
ff02::1:ff01:3 ffff:.ffff:fFrff:FEfFf i Ffff:ffff:ffff identity
ff02::1:ff00:1 ffff:ffff:.Frfrf:FEFf i ffff:ffff:ffff identity
fe80::200:ff:fe01:3 ffff:ffff:frff:Frff:Frff:fEff:ffff:ffff identity
£d00:0:0:1::1 ffff:frff:ffff:Frff:ffff:Frff:ffff:FFFf identity
£d00:0:0:1:: ffff:ffff:fFFFfF:FFFf:: nlp_int_tap

255.255.255.255 255.255.255.255 OUTSIDEL

203.0.113.1 255.255.255.255 OUTSIDEl

203.0.113.0 255.255.255.0 OUTSIDE1

224.0.0.0 240.0.0.0 OUTSIDE1

255.255.255.255 255.255.255.255 OUTSIDE2

192.0.2.1 255.255.255.255 OUTSIDE2

198.51.100.0 255.255.255.248 via 192.0.2.99, OUTSIDE2
198.51.100.8 255.255.255.248 via 192.0.2.99, OUTSIDE2
198.51.100.16 255.255.255.248 via 192.0.2.99, OUTSIDE2
192.0.2.0 255.255.255.0 OUTSIDE?2

224.0.0.0 240.0.0.0 OUTSIDE2

255.255.255.255 255.255.255.255 INSIDE

192.168.0.1 255.255.255.255 INSIDE

192.168.1.1 255.255.255.255 via 192.168.0.99, INSIDE
192.168.2.1 255.255.255.255 via 192.168.0.99, INSIDE
192.168.0.0 255.255.255.0 INSIDE

224.0.0.0 240.0.0.0 INSIDE

255.255.255.255 255.255.255.255 cmi_mgmt_int_tap

224.0.0.0 240.0.0.0 cmi_mgmt_int_tap

255.255.255.255 255.255.255.255 ha_cti_nlp_int_tap

224.0.0.0 240.0.0.0 ha_ctl_nTp_int_tap

255.255.255.255 255.255.255.255 ccl_ha_nlp_int_tap

224.0.0.0 240.0.0.0 ccl_ha_nTp_int_tap

255.255.255.255 255.255.255.255 nlp_int_tap

169.254.1.1 255.255.255.255 nlp_int_tap

169.254.1.0 255.255.255.248 nlp_int_tap

224.0.0.0 240.0.0.0 nlp_int_tap

£d00:0:0:1::1 ffff:ffff:.ffff.FFfFf:FEFfFFrfffFff:ffff nlp_int_tap
£d00:0:0:1:: ffff:ffff:fFff:FFFf:: nlp_int_tap

fe80:: ffcO:: nlp_int_tap

ff00:: ff00:: nlp_int_tap

0.0.0.0 0.0.0.0 via 0.0.0.0, 1identity
:: via 0.0.0.0, 1identity
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firepower# show asp table routing | include in.*198.51.100.0
in 198.51.100.0 255.255.255.248 via 192.0.2.99, OUTSIDE2
firepower#

firepower# show asp table routing | include out.*QUTSIDE2
out 255.255.255.255 255.255.255.255 OUTSIDE?2

out 192.0.2.1 255.255.255.255 OUTSIDE2

out 198.51.100.0 255.255.255.248 via 192.0.2.99, OUTSIDE2
out 198.51.100.8 255.255.255.248 via 192.0.2.99, OUTSIDE2
out 198.51.100.16 255.255.255.248 via 192.0.2.99, OUTSIDE2
out 192.0.2.0 255.255.255.0 OUTSIDE?2

out 224.0.0.0 240.0.0.0 OUTSIDE2

OFX|2f 2 2 & QIE! next-hop2| R LINAE ARP FHA|0M S =8 QI MHE & QIgtLC.

FTD WZ! £X7| E0lM ol Z=MAE =QlgfL/ct

firepower# packet-tracer input INSIDE icmp 192.168.1.1 8 0 198.51.100.1

Phase: 1

Type: ACCESS-LIST
Subtype:

Result: ALLOW

Elapsed time: 7582 ns
Config:

Implicit Rule
Additional Information:
MAC Access Tlist

Phase: 2

Type: INPUT-ROUTE-LOOKUP

Subtype: Resolve Egress Interface

Result: ALLOW

ETapsed time: 8474 ns

Config:

Additional Information:

Found next-hop 192.0.2.99 using egress ifc OUTSIDE2(vrfid:0)

Phase: 3

Type: ACCESS-LIST

Subtype: Tog

Result: ALLOW

Elapsed time: 5017 ns

Config:

access-group CSM_FW_ACL_ global

access-1list CSM_FW_ACL_ advanced permit ip any any rule-id 268434433

access-1list CSM_FW_ACL_ remark rule-id 268434433: ACCESS POLICY: mzafeiro_empty - Default

access-1list CSM_FW_ACL_ remark rule-id 268434433: L4 RULE: DEFAULT ACTION RULE
Additional Information:

This packet will be sent to snort for additional processing where a verdict will be reached

Phase: 4



Type: CONN-SETTINGS

Subtype:

ResuTlt: ALLOW

Elapsed time: 5017 ns

Config:

class-map class-default

match any

policy-map global_policy

class class-default

set connection advanced-options UM_STATIC_TCP_MAP
service-policy global_policy global
Additional Information:

Phase: 5

Type: NAT

Subtype: per-session
Result: ALLOW

ETapsed time: 5017 ns
Config:

Additional Information:

Phase: 6

Type: IP-OPTIONS
Subtype:

Result: ALLOW

ETapsed time: 5017 ns
Config:

Additional Information:

Phase: 7

Type: INSPECT

Subtype: np-inspect

ResuTlt: ALLOW

ETapsed time: 57534 ns

Config:

class-map inspection_default
match default-inspection-traffic
policy-map global_policy

class 1inspection_default

inspect icmp

service-policy global_policy global
Additional Information:

Phase: 8

Type: INSPECT

Subtype: np-inspect
Result: ALLOW

ETapsed time: 3122 ns
Config:

Additional Information:

Phase: 9

Type: NAT

Subtype: per-session
Result: ALLOW

ETapsed time: 29882 ns
Config:

Additional Information:

Phase: 10
Type: IP-OPTIONS
Subtype:



Result: ALLOW

ETapsed time: 446 ns
Config:

Additional Information:

Phase: 11

Type: FLOW-CREATION

Subtype:

ResuTlt: ALLOW

ETapsed time: 20962 ns

Config:

Additional Information:

New flow created with id 178, packet dispatched to next module

Phase: 12

Type: EXTERNAL-INSPECT
Subtype:

Result: ALLOW

ETapsed time: 20070 ns
Config:

Additional Information:
Application: 'SNORT Inspect'

Phase: 13

Type: SNORT

Subtype:

ResuTlt: ALLOW

ETapsed time: 870592 ns

Config:

Additional Information:

Snort Trace:

Packet: ICMP

Session: new snort session

Snort id 1, NAP id 1, IPS 1id 0, Verdict PASS
Snort Verdict: (pass-packet) allow this packet

Phase: 14

Type: INPUT-ROUTE-LOOKUP-FROM-OUTPUT-ROUTE-LOOKUP

Subtype: Resolve Preferred Egress interface

Result: ALLOW

ETapsed time: 6244 ns

Config:

Additional Information:

Found next-hop 192.0.2.99 using egress ifc OUTSIDE2(vrfid:0)

Phase: 15

Type: ADJACENCY-LOOKUP

Subtype: Resolve Nexthop IP address to MAC

ResuTlt: ALLOW

ETapsed time: 1784 ns

Config:

Additional Information:

Found adjacency entry for Next-hop 192.0.2.99 on interface OUTSIDE2
Adjacency :Active

MAC address 4c4e.35fc.fcd8 hits 5 reference 1

Result:

input-interface: INSIDE(vrfid:0)
input-status: up

input-Tine-status: up
output-interface: OUTSIDE2(vrfid:0)
output-status: up



output-line-status: up
Action: allow
Time Taken: 1046760 ns

XN|o{ B0l EA|E|= FTD ARP H|O|E:

firepower# show arp
OUTSIDE1 203.0.113.99 4c4e.35fc.fcd8 3051
OUTSIDE2 192.0.2.99 4c4e.35fc.fcd8 5171

FO|
i

fjo

g A

02

ARP 5t2{H

ot

firepower# ping 192.168.0.99

Type escape sequence to abort.

Sending 5, 100-byte ICMP Echos to 192.168.0.99, timeout is 2 seconds:
Success rate is 100 percent (5/5), round-trip min/avg/max = 1/1/1 ms
firepower# show arp

INSIDE 192.168.0.99 4c4e.35fc.fcd8 45

OUTSIDE1 203.0.113.99 4c4e.35fc.fcd8 32

OUTSIDE2 192.0.2.99 4c4e.35fc.fcd8 1

OlO|E| WMHoi EA|Z|= FTD ARP E{|0|E:

firepower# show asp table arp

Context: single_vf, Interface: OUTSIDE1l
203.0.113.99 Active 4c4e.35fc.fcd8 hits 2 reference 1

Context: single_vf, Interface: OUTSIDE2
192.0.2.99 Active 4cd4e.35fc.fcd8 hits 5 reference 0

Context: single_vf, Interface: INSIDE
192.168.0.99 Active 4c4e.35fc.fcd8 hits 5 reference 0

Context: single_vf, Interface: identity
:: Active 0000.0000.0000 hits 0 reference 0O
0.0.0.0 Active 0000.0000.0000 hits 848 reference 0

Last clearing of hits counters: Never



>
X

FTD 2%

Ol ZZoME rdo| =it &3 U £3 ASP 2t AL +™ElE /IXIE 204 FLICH

ASP Routing input
table check Snort

Instance

*Malwar@ * £

DROP  Snort Verdict DROP DROP

Defrag
DROP  Policy

4

Defrag Policy VPN Decrypt

*No *No

DROP DROP

| FastPath ASP Routing output

table check

74

BGP 65001
203.0.113.99/24

R FV

FPR41xx =

198.51.100.24/29
| 198.51.100.32/29

192.168.1.0/24
192.168.2.0/24 OSPF area 0

192.168.0.0/24 0UTSIE3E1
) VRF-101 d BGP 65000
k3 3 ]
INSIDE OUTSIDE2

EIGRP 1
ISP2

198.51.100.0/29

\ 198.51.100.8/29
192.0.2.99/24 198.51.100.16/29
VRF-202
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Fast Path Slow Path Control Plane
ingress _m I AcL
rwn? yes | checks
]
no
Create
Xlate o Audit info
¥ _|(Syslog/Netflow/SNMP)
Create i
L ) Conn . Fail
Policy o over |
checks | TCP bk App
| norm inspect
Apply
NAT
| Dyn
eqress L2/L3 e routing
* lookup |e T ArP
resolve
Fast Path + Slow Path = Data Path (AKA Data Plane/Accellerated Security Path)
.75*8 HH2 XMo{ BHo| LSS EAIELICH
2 BE2 A2 MEE[=

show route 2! show arp2t
Bt show asp table routing 2! show asp table arp
ASP(Datapath)2| LI E A|EfL|CH.

CIE{H|O|ANM = 5to ZAME &

gEhEct

o
M2 AE

FTD L&
firepower# capture CAPI trace detail interface INSIDE match ip host 192.168.1.1 host 198.51.100.1

Routerl# telnet 198.51.100.1 /vrf VRF-101 /source-interface 1ol
. Open

Trying 198.51.100.1
C Mlo[= ).

SH
|_

fLICHTCP 3-way

rir
e

firepower# show capture CAPI

26 packets captured



: 10:50:38.407190 802.1Q vlan#101 PO 192.168.1.1.57734 > 198.51.100.1.23:

wn

1 1306692135:1306692135(0) w
2: 10:50:38.408929 802.1Q vlan#101 PO 198.51.100.1.23 > 192.168.1.1.57734: S 1412677784:1412677784(0) a
3: 10:50:38.409265 802.1Q vlan#101 PO 192.168.1.1.57734 > 198.51.100.1.23: . ack 1412677785 win 4128

4: 10:50:38.409433 802.1Q vlan#101 PO 192.168.1.1.57734 > 198.51.100.1.23: P 1306692136:1306692154(18)
5: 10:50:38.409845 802.1Q vlan#101 PO 192.168.1.1.57734 > 198.51.100.1.23: . ack 1412677785 win 4128

6: 10:50:38.410135 802.1Q vlan#101 PO 198.51.100.1.23 > 192.168.1.1.57734: . ack 1306692154 win 4110

7: 10:50:38.411355 802.1Q vlan#101 PO 198.51.100.1.23 > 192.168.1.1.57734: P 1412677785:1412677797(12)
8: 10:50:38.413049 802.1Q vlan#101 PO 192.168.1.1.57734 > 198.51.100.1.23: 1306692154:1306692157(3) a
9: 10:50:38.413140 802.1Q vlan#101 PO 192.168.1.1.57734 > 198.51.100.1.23: P 1306692157:1306692166(9) a
10: 10:50:38.414071 802.1Q vlan#101 PO 198.51.100.1.23 > 192.168.1.1.57734: . 1412677797:1412678322(525

o

5 | ZZN(TCP SYN)2 F=XELICt 0| IZ!2 FTD LINA Slow PathE §1t3tH, 0| 32 22H

firepower# show capture CAPI packet-number 1 trace
26 packets captured

1: 10:50:38.407190 802.1Q vlan#101 PO 192.168.1.1.57734 > 198.51.100.1.23: S 1306692135:1306692135(0
Phase: 1
Type: CAPTURE
Subtype:
Result: ALLOW
Elapsed time: 4683 ns
Config:
Additional Information:
Forward Flow based Tookup yields rule:
in 1d=0x1505f1d17940, priority=13, domain=capture, deny=false
hits=1783, user_data=0x1505f2096910, cs_id=0x0, 13_type=0x0
src mac=0000.0000.0000, mask=0000.0000.0000
dst mac=0000.0000.0000, mask=0000.0000.0000
input_ifc=INSIDE, output_ifc=any

Phase: 2

Type: ACCESS-LIST

Subtype:

Result: ALLOW

Elapsed time: 4683 ns

Config:

Implicit Rule

Additional Information:

Forward Flow based Tookup yields rule:

in 1d=0x1502a7ba4d40, priority=1, domain=permit, deny=false
hits=28, user_data=0x0, cs_id=0x0, 13_type=0x8
src mac=0000.0000.0000, mask=0000.0000.0000
dst mac=0000.0000.0000, mask=0100.0000.0000
input_ifc=INSIDE, output_ifc=any

Phase: 3

Type: INPUT-ROUTE-LOOKUP

Subtype: Resolve Egress Interface
Result: ALLOW

Elapsed time: 5798 ns

Config:

Additional Information:



Found next-hop 192.0.2.99 using egress ifc OUTSIDE2(vrfid:0)

Phase: 4

Type: ACCESS-LIST

Subtype: Tog

Result: ALLOW

ETapsed time: 3010 ns

Config:

access-group CSM_FW_ACL_ global

access-1list CSM_FW_ACL_ advanced permit ip any any rule-id 268434433

access-1list CSM_FW_ACL_ remark rule-id 268434433: ACCESS POLICY: mzafeiro_empty - Default
access-1list CSM_FW_ACL_ remark rule-id 268434433: L4 RULE: DEFAULT ACTION RULE

Additional Information:

This packet will be sent to snort for additional processing where a verdict will be reached
Forward Flow based Tookup yields rule:

in id=0x1505f1e2e980, priority=12, domain=permit, deny=false

hits=4, user_data=0x15024a56b940, cs_id=0x0, use_real_addr, flags=0x0, protocol=0

src ip/id=0.0.0.0, mask=0.0.0.0, port=0, tag=any, 1ifc=any

dst ip/id=0.0.0.0, mask=0.0.0.0, port=0, tag=any, ifc=any,, dscp=0x0, nsg_id=none
input_ifc=any, output_ifc=any

Phase: 5

Type: CONN-SETTINGS

Subtype:

ResuTlt: ALLOW

ETapsed time: 3010 ns

Config:

class-map class-default

match any

policy-map global_policy

class class-default

set connection advanced-options UM_STATIC_TCP_MAP

service-policy global_policy global

Additional Information:

Forward Flow based Tookup yields rule:

in id=0x1505f1f18bc0, priority=7, domain=conn-set, deny=false

hits=4, user_data=0x1505f1f13f70, cs_id=0x0, use_real_addr, flags=0x0, protocol=0
src ip/id=0.0.0.0, mask=0.0.0.0, port=0, tag=any

dst ip/id=0.0.0.0, mask=0.0.0.0, port=0, tag=any, dscp=0x0, nsg_id=none
input_ifc=INSIDE(vrfid:0), output_ifc=any

Phase: 6

Type: NAT

Subtype: per-session

ResuTlt: ALLOW

ETapsed time: 3010 ns

Config:

Additional Information:

Forward Flow based Tookup yields rule:

in id=0x15052e96b150, priority=0, domain=nat-per-session, deny=false
hits=125, user_data=0x0, cs_id=0x0, reverse, use_real_addr, flags=0x0, protocol=6
src ip/id=0.0.0.0, mask=0.0.0.0, port=0, tag=any

dst ip/id=0.0.0.0, mask=0.0.0.0, port=0, tag=any, dscp=0x0, nsg_id=none
input_ifc=any, output_ifc=any

Phase: 7

Type: IP-OPTIONS
Subtype:

Result: ALLOW

ETapsed time: 3010 ns
Config:

Additional Information:



Forward Flow based Tookup yields rule:

in id=0x1502a7bacde0, priority=0, domain=inspect-ip-options, deny=true
hits=19, user_data=0x0, cs_id=0x0, reverse, flags=0x0, protocol=0

src ip/id=0.0.0.0, mask=0.0.0.0, port=0, tag=any

dst ip/id=0.0.0.0, mask=0.0.0.0, port=0, tag=any, dscp=0x0, nsg_id=none
input_ifc=INSIDE(vrfid:0), output_ifc=any

Phase: 8

Type: NAT

Subtype: per-session

ResuTlt: ALLOW

ETapsed time: 52182 ns

Config:

Additional Information:

Reverse Flow based lookup yields rule:

in id=0x15052e96b150, priority=0, domain=nat-per-session, deny=false
hits=127, user_data=0x0, cs_id=0x0, reverse, use_real_addr, flags=0x0, protocol=6
src ip/id=0.0.0.0, mask=0.0.0.0, port=0, tag=any

dst ip/id=0.0.0.0, mask=0.0.0.0, port=0, tag=any, dscp=0x0, nsg_id=none
input_ifc=any, output_ifc=any

Phase: 9

Type: IP-OPTIONS

Subtype:

ResuTlt: ALLOW

ETapsed time: 892 ns

Config:

Additional Information:

Reverse Flow based lookup yields rule:

in id=0x1502a7f9b460, priority=0, domain=inspect-ip-options, deny=true
hits=38, user_data=0x0, cs_id=0x0, reverse, flags=0x0, protocol=0

src ip/id=0.0.0.0, mask=0.0.0.0, port=0, tag=any

dst ip/id=0.0.0.0, mask=0.0.0.0, port=0, tag=any, dscp=0x0, nsg_id=none
input_ifc=0OUTSIDE2(vrfid:0), output_ifc=any

Phase: 10

Type: FLOW-CREATION

Subtype:

Result: ALLOW

ETapsed time: 25422 ns

Config:

Additional Information:

New flow created with id 244, packet dispatched to next module
Module information for forward flow ...
snp_fp_inspect_ip_options
snp_fp_tcp_normalizer

snp_fp_tcp_proxy

snp_fp_snort

snp_fp_tcp_proxy

snp_fp_translate

snp_fp_tcp_normalizer

snp_fp_adjacency

snp_fp_fragment

snp_ifc_stat

Module information for reverse flow ...
snp_fp_inspect_ip_options
snp_fp_tcp_normalizer

snp_fp_translate

snp_fp_tcp_proxy

snp_fp_snort

snp_fp_tcp_proxy



snp_fp_tcp_normalizer
snp_fp_adjacency
snp_fp_fragment
snp_ifc_stat

Phase: 11

Type: EXTERNAL-INSPECT
Subtype:

Result: ALLOW

ETapsed time: 36126 ns
Config:

Additional Information:
Application: 'SNORT Inspect'

Phase: 12

Type: SNORT

Subtype:

ResuTlt: ALLOW

ETapsed time: 564636 ns

Config:

Additional Information:

Snort Trace:

Packet: TCP, SYN, seq 182318660

Session: new snort session

AppID: service unknown (0), application unknown (0)
Snort id 28, NAP 1id 1, IPS 1id 0, Verdict PASS
Snort Verdict: (pass-packet) allow this packet

Phase: 13

Type: INPUT-ROUTE-LOOKUP-FROM-OUTPUT-ROUTE-LOOKUP

Subtype: Resolve Preferred Egress interface

Result: ALLOW

ETapsed time: 7136 ns

Config:

Additional Information:

Found next-hop 192.0.2.99 using egress ifc OUTSIDE2(vrfid:0)

Phase: 14

Type: ADJACENCY-LOOKUP

Subtype: Resolve Nexthop IP address to MAC

ResuTlt: ALLOW

ETapsed time: 2230 ns

Config:

Additional Information:

Found adjacency entry for Next-hop 192.0.2.99 on interface OUTSIDE2
Adjacency :Active

MAC address 4c4e.35fc.fcd8 hits 10 reference 1

Phase: 15

Type: CAPTURE

Subtype:

ResuTlt: ALLOW

ETapsed time: 5352 ns

Config:

Additional Information:

Forward Flow based Tookup yields rule:

out 1d=0x150521389870, priority=13, domain=capture, deny=false
hits=1788, user_data=0x1505f1d2b630, cs_id=0x0, 13_type=0x0
src mac=0000.0000.0000, mask=0000.0000.0000

dst mac=0000.0000.0000, mask=0000.0000.0000
input_ifc=0UTSIDE2, output_ifc=any



Result:
input-interface: INSIDE(vrfid:0)

input-status: up

input-line-status: up
output-interface: OUTSIDE2(vrfid:0)

output-status: up
output-line-status: up

Action: allow
Time Taken: 721180 ns

1 packet shown
firepower#
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firepower# show capture CAPI packet-number 3 trace

33 packets captured

3: 10:50:38.409265 802.1Q vlan#101 PO 192.168.1.1.57734 > 198.51.100.1.23: . ack 1412677785 win 4128
Phase: 1

Type: CAPTURE

Subtype:

Result: ALLOW

Elapsed time: 2676 ns

Config:

Additional Information:

Forward Flow based Tookup yields rule:
in 1d=0x1505f1d17940, priority=13, domain=capture, deny=false

hits=105083, user_data=0x1505f2096910, cs_id=0x0, 13_type=0x0

src mac=0000.0000.0000, mask=0000.0000.0000
dst mac=0000.0000.0000, mask=0000.0000.0000

input_ifc=INSIDE, output_ifc=any

Phase: 2
Type: ACCESS-LIST

Subtype:
Result: ALLOW

Elapsed time: 2676 ns
Config:

Implicit Rule
Additional Information:

Forward Flow based Tookup yields rule:
in 1d=0x1502a7ba4d40, priority=1, domain=permit, deny=false

hits=45, user_data=0x0, cs_id=0x0, 13_type=0x8
src mac=0000.0000.0000, mask=0000.0000.0000
dst mac=0000.0000.0000, mask=0100.0000.0000
input_ifc=INSIDE, output_ifc=any

Phase: 3
Type: FLOW-LOOKUP

Subtype:
Result: ALLOW
Elapsed time: 1338 ns

Config:
Additional Information:



Found flow with id 2552, using existing flow
Module information for forward flow ...
snp_fp_inspect_ip_options
snp_fp_tcp_normalizer

snp_fp_snort

snp_fp_translate

snp_fp_tcp_normalizer

snp_fp_adjacency

snp_fp_fragment

snp_ifc_stat

Module information for reverse flow ...
snp_fp_inspect_ip_options
snp_fp_tcp_normalizer

snp_fp_translate

snp_fp_snort

snp_fp_tcp_normalizer

snp_fp_adjacency

snp_fp_fragment

snp_ifc_stat

Phase: 4

Type: EXTERNAL-INSPECT
Subtype:

Result: ALLOW

ETapsed time: 16502 ns
Config:

Additional Information:
Application: 'SNORT Inspect'

Phase: 5

Type: SNORT

Subtype:

Result: ALLOW

ETapsed time: 12934 ns

Config:

Additional Information:

Snort Trace:

Packet: TCP, ACK, seq 1306692136, ack 1412677785
AppID: service unknown (0), application unknown (0)
Snort id 19, NAP id 1, IPS id 0, Verdict PASS
Snort Verdict: (pass-packet) allow this packet

Result:

input-interface: INSIDE(vrfid:0)
input-status: up
input-Tine-status: up

Action: allow

Time Taken: 36126 ns

1 packet shown
firepower#
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floating-conn When multiple routes exist to a network with different metrics, the ASA uses the one with the best metric
at the time of connection creation. If a better route becomes available, then this timeout lets connections
be closed so a connection can be reestablished to use the better route. The default is O (the connection
never times out). To make it possible to use better routes, set the timeout to a value between 0:0:30 and
1193:0:0.

KM LHE 2 Abed| @3F: CiscoLive BRKSEC-3020 M|MO0IAM CHA| EE8F & UDP 9472 Alnf:



Floating Connection Timeout

« The “bad” connectionnever times out since the UDP trafficis constantly flowing
— TCP is stateful, so the connection would terminate and re-establish on its own
— ASA needs to tear the original connection down when the corresponding route changes
— ASA 8.4(2)+ introduces timeout floating-conn to accomplish this goal

asa# show run timeout
timeout xlate 9:00:00
timeout pat-xlate 0:00:30
timeout conn 1:00:00 half-closed 0:10:00 udp 0:02:00 icmp 0:00:02

timeout sunrpc 0:10:00 h323 0:05:00 h225 1:00:00 mgcp 0:05:00 mgcp-pat 0:05:00
timeout slp 0:30:00 sip media 0:02:00 sip-invite 0:03:00 sip-disconnect 0:02:00
timeout sip-provisional-media 0:02:00 uauth 9:00:00 absolute uauth 0:01:00 inactivity
timeout tcp-proxy-reassembly 0:01:00

timeout floating-conn 0:00:00
asa#

asa# configure terminal
asa(config)# timeout | floating-conn 0:01:00

Schedule the conn entry for termination
in 1 minute if a matching packet yields a
different egress interface on route lookup
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conn- How long the system should maintain a connection when the route used by the connection no longer

holddown exists or is inactive. If the route does not become active within this holddown period, the connection is
freed. The purpose of the connection holddown timer is to reduce the effect of route flapping, where
routes might come up and go down quickly. You can reduce the holddown timer to make route
convergence happen more quickly. The default is 15 seconds, the range is 00:00:00 to 00:00:15.

firepower# show run all timeout

timeout xlate 3:00:00

timeout pat-xlate 0:00:30

timeout conn 1:00:00 half-closed 0:10:00 udp 0:02:00 sctp 0:02:00 icmp 0:00:02
timeout sunrpc 0:10:00 h323 0:05:00 h225 1:00:00 mgcp 0:05:00 mgcp-pat 0:05:00
timeout sip 0:30:00 sip_media 0:02:00 sip-invite 0:03:00 sip-disconnect 0:02:00
timeout sip-provisional-media 0:02:00 uauth 0:05:00 absolute

timeout tcp-proxy-reassembly 0:00:30

timeout floating-conn 0:00:00

timeout conn-holddown 0:00:15

timeout igp stale-route 0:01:10
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firepower# show run nat

nat (INSIDE,OUTSIDE1l) source static host_192.168.1.1 host_192.168.1.1 destination static host_198.51.10
firepower# show nat

Manual NAT Policies (Section 1)

1 (INSIDE) to (OUTSIDEl) source static host_192.168.1.1 host_192.168.1.1 destination static host_198.51
translate_hits = 0, untranslate_hits = 0

firepower# capture CAPI trace detail interface INSIDE match ip host 192.168.1.1 host 198.51.100.1
firepower# capture CAPOl interface OUTSIDE1l match ip host 192.168.1.1 any

firepower# capture CAPO2 interface OUTSIDE2 match ip host 192.168.1.1 any

firepower# show capture

capture CAPI type raw-data trace detail interface INSIDE [Capturing - 0 bytes]

match ip host 192.168.1.1 host 198.51.100.1

capture CAPO1l type raw-data interface OUTSIDE1l [Capturing - 0 bytes]

match ip host 192.168.1.1 any

capture CAPO2 type raw-data interface OUTSIDE2 [Capturing - 0 bytes]



match ip host 192.168.1.1 any

192.168.1.10{| A 198.51.100.1 22| &l MM A|ZFEFLICE.

Routerl# telnet 198.51.100.1 /vrf VRF-101 /source-interface 1ol
Trying 198.51.100.1 ...
% Connection timed out; remote host not responding

I{Z)2 FTDO| =25 X|2F OUTSIDE1 = OUTSIDE2 QIE{H|0|AE H 7| Zde st

firepower# show capture

capture CAPI type raw-data trace detail interface INSIDE [Capturing - 156 bytes]
match ip host 192.168.1.1 host 198.51.100.1

capture CAPO1l type raw-data interface OUTSIDE1l [Capturing - 0 bytes]

match ip host 192.168.1.1 any

capture CAPO2 type raw-data interface OUTSIDE2 [Capturing - 0 bytes]

match ip host 192.168.1.1 any

TCP SYN Z{Z%!
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firepower# show capture CAPI

2 packets captured

1: 11:22:59.179678 802.1Q vlan#101 PO 192.168.1.1.38790 > 198.51.100.1.23: S 1174675193:1174675193(0) w
2: 11:23:01.179632 802.1Q vlan#101 PO 192.168.1.1.38790 > 198.51.100.1.23: S 1174675193:1174675193(0) w
2 packets shown

firepower#

firepower# show capture CAPI packet-number 1 trace detail
2 packets captured

1: 11:22:59.179678 4cde.35fc.fcd8 00be.75f6.1dae 0x8100 Length: 62
802.1Q vlan#101 PO 192.168.1.1.38790 > 198.51.100.1.23: S [tcp sum ok] 1174675193:1174675193(0) win 412

Phase: 3

Type: UN-NAT

Subtype: static
Result: ALLOW

Elapsed time: 6244 ns
Config:



nat (INSIDE,OUTSIDE1l) source static host_192.168.1.1 host_192.168.1.1 destination static host_198.51.10
Additional Information:

NAT divert to egress interface OUTSIDE1l(vrfid:0)

Untranslate 198.51.100.1/23 to 198.51.100.1/23

Phase: 12

Type: FLOW-CREATION

Subtype:

Result: ALLOW

ETapsed time: 25422 ns

Config:

Additional Information:

New flow created with id 2614, packet dispatched to next module
Module information for forward flow ...
snp_fp_inspect_ip_options
snp_fp_tcp_normalizer

snp_fp_tcp_proxy

snp_fp_snort

snp_fp_tcp_proxy

snp_fp_translate

snp_fp_tcp_normalizer

snp_fp_adjacency

snp_fp_fragment

snp_ifc_stat

Phase: 15

Type: INPUT-ROUTE-LOOKUP-FROM-OUTPUT-ROUTE-LOOKUP

Subtype: Resolve Preferred Egress interface

Result: ALLOW

ETapsed time: 8028 ns

Config:

Additional Information:

Found next-hop 192.0.2.99 using egress ifc OUTSIDE2(vrfid:0)

Phase: 16

Type: SUBOPTIMAL-LOOKUP

Subtype: suboptimal next-hop

Result: ALLOW

ETapsed time: 446 ns

Config:

Additional Information:

Input route lookup returned ifc OUTSIDE2 1is not same as existing ifc OUTSIDEl

Result:

input-interface: INSIDE(vrfid:0)

input-status: up

input-line-status: up

output-interface: OUTSIDE1(vrfid:0)

output-status: up

output-line-status: up

Action: drop

Time Taken: 777375 ns

Drop-reason: (no-adjacency) No valid adjacency, Drop-location: frame 0x00005577204a7287 flow (NA)/NA

1 packet shown
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firepower# show asp table routing | include 198.51.100.0
in 198.51.100.0 255.255.255.248 via 192.0.2.99, OUTSIDE2
out 198.51.100.0 255.255.255.248 via 192.0.2.99, OUTSIDE2
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firepower# show run route
route OUTSIDE2 198.51.100.0 255.255.255.248 192.0.2.99 1
route OUTSIDE1 198.51.100.0 255.255.255.248 203.0.113.99 200
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Error - Device Configuration

Virtual router [Global] - Invalid IPvd Route Configured.

The interfaces OUTSIDE2,0UTSIDE] have ECMP eligible routes configured with
network address 198.51.100.0/29 and metric 1.

Routes with same netwaork and metric on different interfaces and gateway are
considered as ECMP eligible routes.

Please Configure ECMP with above interfaces.
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Routerl# telnet 198.51.100.1 /vrf VRF-101 /source-interface lol
Trying 198.51.100.1 ...
% Connection timed out; remote host not responding

firepower# show capture



capture CAPI type raw-data trace detail interface INSIDE [Capturing - 156 bytes]
match ip host 192.168.1.1 host 198.51.100.1

capture CAPOl type raw-data interface OUTSIDE1l [Capturing - 312 bytes]

match ip host 192.168.1.1 any

capture CAPO2 type raw-data interface OUTSIDE2 [Capturing - 386 bytes]

match ip host 192.168.1.1 any
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VRF-202

198.51.100.0/29

firepower# show capture CAPI packet-number 1 trace
2 packets captured

1: 09:03:02.773962 802.1Q vlan#101 PO 192.168.1.1.16774 > 198.51.100.1.23: S 2910053251:2910053251(0) w

Phase: 3

Type: UN-NAT

Subtype: static

Result: ALLOW

ETlapsed time: 4460 ns

Config:

nat (INSIDE,OUTSIDE1l) source static host_192.168.1.1 host_192.168.1.1 destination static host_198.51.10
Additional Information:

NAT divert to egress interface OUTSIDEl(vrfid:0)

Untranslate 198.51.100.1/23 to 198.51.100.1/23

Phase: 12

Type: FLOW-CREATION

Subtype:

Result: ALLOW

ETapsed time: 29436 ns

Config:

Additional Information:

New flow created with id 2658, packet dispatched to next module
Module information for forward flow ...
snp_fp_inspect_ip_options



snp_fp_tcp_normalizer
snp_fp_snort
snp_fp_translate
snp_fp_tcp_normalizer
snp_fp_adjacency
snp_fp_fragment
snp_ifc_stat

Phase: 15

Type: INPUT-ROUTE-LOOKUP-FROM-OUTPUT-ROUTE-LOOKUP

Subtype: Resolve Preferred Egress interface

Result: ALLOW

ETapsed time: 5798 ns

Config:

Additional Information:

Found next-hop 192.0.2.99 using egress ifc OUTSIDE2(vrfid:0)

Phase: 16

Type: SUBOPTIMAL-LOOKUP

Subtype: suboptimal next-hop

Result: ALLOW

ETapsed time: 446 ns

Config:

Additional Information:

Input route lookup returned ifc OUTSIDE2 1is not same as existing ifc OUTSIDE1

Phase: 17

Type: NEXTHOP-LOOKUP-FROM-OUTPUT-ROUTE-LOOKUP

Subtype: Lookup Nexthop on interface

Result: ALLOW

ETapsed time: 1784 ns

Config:

Additional Information:

Found next-hop 203.0.113.99 using egress ifc OUTSIDEl(vrfid:0)

Phase: 18

Type: ADJACENCY-LOOKUP

Subtype: Resolve Nexthop IP address to MAC

ResuTlt: ALLOW

ETapsed time: 1338 ns

Config:

Additional Information:

Found adjacency entry for Next-hop 203.0.113.99 on interface OUTSIDE1l
Adjacency :Active

MAC address 4c4e.35fc.fcd8 hits 106 reference 2

Result:

input-interface: INSIDE(vrfid:0)
input-status: up

input-Tine-status: up
output-interface: OUTSIDE1(vrfid:0)
output-status: up
output-line-status: up

Action: allow

Time Taken: 723409 ns

1 packet shown
firepower#



S0/&H T ol Z< INSIDE & F 0|84 QIE{m o]0 miZ!o| EAIELICH

firepower# show capture CAPI

2 packets captured

1: 09:03:02.773962 802.1Q vlan#101
2: 09:03:05.176565 802.1Q vlan#101
2 packets shown

firepower# show capture CAPOl

4 packets captured

=

: 09:03:02.774358 802.1Q vlan#203
2: 09:03:02.774557 802.1Q vlan#203
3: 09:03:05.176702 802.1Q vlan#203
4: 09:03:05.176870 802.1Q vlan#203
4 packets shown

firepower# show capture CAPQ2

5 packets captured

1 09:03:02.774679 802.1Q vlan#202
1 09:03:02.775457 802.1Q vlan#202
: 09:03:05.176931 802.1Q vlan#202
: 09:03:05.177282 802.1Q vlan#202
: 09:03:05.180517 802.1Q vlan#202

v WN R

PO
PO

PO
PO
PO
PO

PO
PO
PO
PO
PO

192.168.1.1.32134 > 198.
192.168.1.1.32134 > 198.

192.168.
192.168.
192.168.
192.168.

.32134
.32134
.32134
.32134

198.
198.
198.
198.

N e
R R R
VvV V VYV

192.168.1.1.32134 > 198.51.100.1.23:
198.51.100.1.23 > 192.168.1.1.32134:
192.168.1.1.32134 > 198.51.100.1.23:
198.51.100.1.23 > 192.168.1.1.32134:
198.51.100.1.23 > 192.168.1.1.32134:

51.
51.

51.
51.
51.
51.

100.
100.

100.
100.
100.
100.

R R R R

.23:
.23:

.23:
.23:
.23:
.23:

nwuvuunonm

wn

3031010184:3031010184(0)
3031010184:3031010184(0)

= =

3249840142:3249840142(0)
3249840142:3249840142(0)
3249840142:3249840142(0)
3249840142:3249840142(0)

194652172:194652172(0) win
4075003210:4075003210(0) a
194652172:194652172(0) win
ack 194652173 win 4128

4075003210:4075003210(0) a

mZ! MEAIE = MAC 4 MHE7F 23 E[H, OUTSIDE1 2 OUTSIDE2 QIE{H|O|A 9| mHZ! F2]

olME mZle| ZZ E &olghL|ct.

firepower# show capture CAPOl detail

4 packets captured

1: 09:03:02.774358 00be.75f6.1dae 4c4de.
802.1Q vlan#203 PO 192.168.1.1.32134 >
2: 09:03:02.774557 4c4e.35fc.fcd8 00be.
802.1Q vlan#203 PO 192.168.1.1.32134 >
3: 09:03:05.176702 00be.75f6.1dae 4c4e.
802.1Q vlan#203 PO 192.168.1.1.32134 >
4: 09:03:05.176870 4cde.35fc.fcd8 00be.
802.1Q vlan#203 PO 192.168.1.1.32134 >

4 packets shown

198.51.100.1.23: S [tcp
198.51.100.1.23: S [tcp
198.51.100.1.23: S [tcp

198.51.100.1.23: S [tcp

35fc.fcd8 0x8100 Length:
75f6.1dae 0x8100 Length:
35fc.fcd8 0x8100 Length:

75f6.1dae 0x8100 Length:

62
sum
62
sum
62
sum
62
sum

ok] 3249840142:3249840142(0) win 412
ok] 3249840142:3249840142(0) win 412
ok] 3249840142:3249840142(0) win 412

ok] 3249840142:3249840142(0) win 412



BGP 65001 ISP1

. > 203.0.113.99/24 198.51.100.24/29
192.168.1.0/24 o unr-zny 198.51.100.32/29
192.168.2.0/24 OSPFarea e/

a

192.168.0.0/24

e T F e VRF-101
I —

ouTs
1

BGP 65000

1

INSIDE OUTSIDE2 ]

ISP2
- 198,51,100.8/29
192.0.2.99/24 B am 198.51.100.16/29
VRF-202

HhEtelE miZle| M2 M 2t EIolE 2|2 I8t OUTSIDE2 QIE{H|o|AZ 0| EC|EME
HoiFL|CH

198.51.100.0,/29

BGP 65001 ISP1
203.0.113.99/24 198.51.100.24/29
192.168.1.0/24 o e mF.zny 198.51.100.32/29
192.168.2.0/24 OSPF area 0 //
OUTSIRE e
. 1 BGP 65000
. 1

UTSIDE2 EIGRP 1
198.51.100.0/29
ISP2
. 198.51.100.8/29

P
192.0.2.99/24 et < 198.51.100.16/29
VRF-202

192.168.0.0/24

- VRF-101
I -

INSIDE

N

firepower# show capture CAPOl packet-number 2 trace
4 packets captured

2: 09:03:02.774557 802.1Q vlan#203 PO 192.168.1.1.32134 > 198.51.100.1.23: S 3249840142:3249840142(0) w

Phase: 3

Type: INPUT-ROUTE-LOOKUP

Subtype: Resolve Egress Interface

Result: ALLOW

Elapsed time: 7136 ns

Config:

Additional Information:

Found next-hop 192.0.2.99 using egress ifc OUTSIDE2(vrfid:0)

Phase: 10

Type: FLOW-CREATION
Subtype:

Result: ALLOW



ETapsed time: 12488 ns

Config:

Additional Information:

New flow created with id 13156, packet dispatched to next module

Phase: 13

Type: INPUT-ROUTE-LOOKUP-FROM-OUTPUT-ROUTE-LOOKUP

Subtype: Resolve Preferred Egress interface

Result: ALLOW

ETapsed time: 3568 ns

Config:

Additional Information:

Found next-hop 192.0.2.99 using egress ifc OUTSIDE2(vrfid:0)

Phase: 14

Type: ADJACENCY-LOOKUP

Subtype: Resolve Nexthop IP address to MAC

ResuTlt: ALLOW

ETapsed time: 1338 ns

Config:

Additional Information:

Found adjacency entry for Next-hop 192.0.2.99 on interface OUTSIDE2
Adjacency :Active

MAC address 4c4e.35fc.fcd8 hits 0 reference 1

Result:

input-interface: OUTSIDE1(vrfid:0)
input-status: up

input-line-status: up
output-interface: OUTSIDE2(vrfid:0)
output-status: up
output-line-status: up

Action: allow

Time Taken: 111946 ns

1 packet shown
firepower#

ISP2 2} E{7} SH(SYN/ACK)S M&3EHK|2H O
MELICH ASP £31 E|0|E0f L2 21T 0| Qi = 2 FTDUIM THZ!S

oh



The main problem BGP 65001 ISP1

- « is the redirection to I15P1 203.0.113.99/24
192,168.1.0/24 due to destination NAT (UN-NAT) VRF-203

162.168.2.0/24 O5FF area
FPR41xx > i

-
OUTSIDEL
.1

198.51.100.24,/29
198.51.100.32/29

192.168.0.0/24

-l VRF-101
I —

BGP 65000

INSIDE

198.51.100.0/29

198.51.100.8/29
198.51.100.16/29

VRF-202

firepower# show capture CAPO2 packet-number 2 trace
5 packets captured

2: 09:03:02.775457 802.1Q vlan#202 PO 198.51.100.1.23 > 192.168.1.1.32134: S 4075003210:4075003210(0) a

Phase: 3

Type: FLOW-LOOKUP

Subtype:

Result: ALLOW

ETapsed time: 2230 ns

Config:

Additional Information:

Found flow with id 13156, using existing flow

Phase: 7

Type: SUBOPTIMAL-LOOKUP

Subtype: suboptimal next-hop

Result: ALLOW

ETapsed time: 0 ns

Config:

Additional Information:

Input route lookup returned ifc INSIDE is not same as existing ifc OUTSIDE1l

Result:

input-interface: OUTSIDE2(vrfid:0)

input-status: up

input-line-status: up

output-interface: INSIDE(vrfid:0)

output-status: up

output-line-status: up

Action: drop

Time Taken: 52628 ns

Drop-reason: (no-adjacency) No valid adjacency, Drop-location: frame 0x00005577204a7287 flow (NA)/NA



AbEl 3 - PBR(Policy Based Routing) 718F &

A ZE22 3| U SHX|NAT Z 3| & PBR2 0|l QIE{HO|A AHA G&E2 & = Y=t
g &=QlLct PBRO1| CHE AH2 Policy Based Routing0i Lot Q& LICH

FMC2| PBR Z1IZ|12|0|Mo|M= Ctg XIEE SX|sHofF &Lt

FlexConfig§ AF&3t04 7.1 0| HHE 2| FTDO CHall FMCOIM PBRE T4 &LICt FlexConfigE
A& MA836to{ ZE HT0|AM PBRE 8 &= JU&LICt e elasla QIEHolAaol B2
FlexConfig 2 FMC2| Policy Based Routing H|O|X|& 2F At&35t0{ PBRE F+EE == ei&LICH

O| Ati| 7ol M FTD= ISP2E 7IE[7]= 198.51.100.0/2401 CHet Z2 & 7HX|1 /J&LCH

firepower# show route | begin Gate
Gateway of Tast resort is not set

192.0.2.0 255.255.255.0 1is directly connected, OUTSIDE2

192.0.2.1 255.255.255.255 is directly connected, OUTSIDE2
192.168.0.0 255.255.255.0 is directly connected, INSIDE

192.168.0.1 255.255.255.255 is directly connected, INSIDE
192.168.1.1 255.255.255.255 [110/11] via 192.168.0.99, 5d01h, INSIDE
192.168.2.1 255.255.255.255 [110/11] via 192.168.0.99, 5d01h, INSIDE
198.51.100.0 255.255.255.248 [1/0] via 192.0.2.99, OUTSIDE2

D 198.51.100.8 255.255.255.248

[90/130816] via 192.0.2.99, 5d01h, OUTSIDE2

D 198.51.100.16 255.255.255.248

[90/130816] via 192.0.2.99, 5d01h, OUTSIDE2

B 198.51.100.24 255.255.255.248 [20/0] via 203.0.113.99, 5d00h

B 198.51.100.32 255.255.255.248 [20/0] via 203.0.113.99, 5d00h

C 203.0.113.0 255.255.255.0 is directly connected, OUTSIDEl

L 203.0.113.1 255.255.255.255 is directly connected, OUTSIDE1

noornraon

X0}
n

Ad
S

iul
1jo
am

A+&3tod PBR EAg 7 LICH

mo
[e]l]

198.51.100.52 &3t= IP 192.168.2.0/242| EBI =2 ISP1(next-hop 203.0.113.99)2 &3l
Of 5tH CHE &A= OUTSIDE2 QIE{HO|AE AM83Hok B LCt.


https://www.cisco.com/c/ko_kr/td/docs/security/secure-firewall/management-center/device-config/710/management-center-device-config-71/routing-policy-based.html
https://www.cisco.com/c/ko_kr/td/docs/security/secure-firewall/management-center/device-config/710/management-center-device-config-71/routing-policy-based.html

BGP 65001 ISP1

203.0.113.99/2¢ @iy 198-51.100.24/29
—
192.168.1.0/24 vnr-my. 198.51.100.32/29
192.168.2.0/24 OSPF area 0 PBER path v
FPR41xx = 198.51.100.5/32
192.168.0.0/24 TS
VRF-101 A BGP 65000

INSIDE = - Primary route
. J \ 198.51.100.0/29
ISP2
- 198.51.100.8/29
192.0.2.99/24 =g 198.51.100.16/29
VRF-202 .

s

7.1 O|™ 2l2|A0M PBRE T/35t24™
1. A Eci=in LUx|ste &5 ACLES MAEHL|CHoi: PBR_ACL).
2. 1AM e ACLT UXISHE B2 S MHED ¥Hel=E ChE &2 MYEELICH
3. 2Bt A0 MEEt Z2 M2 AHE5Hod elad|A CIE{H 0|AM|A PBRE & A3} 6t= FlexConfig
7Hx1IE ob= L C}

7.1 o|F EEZ|A0MHE 7.1 0| EAIE AL&6t0{ PBRE F 45t 7{Lt, Device(C|HIO|£A) >
Routmg(E}oE' MM of2fofl A AH2 2 Policy Based Routing(E & 7|4t B2 &) SME AISE =
AAI:I I'|E|-

1. A Eci=in Ux|ste &5 ACLS MAEHL|CHoi: PBR_ACL).
2. PBR Y™ g F7t5t1 CtS2 X[HFLICH

a. YxloteE ECf=

b. @128 A RIE{H O|A

c.CIE& &

PBR FE(MZ2 &4

184 - LRlIste EciEo CHet AMA S5S Holgot

Edit Extended Access List Object

Name
[ Aci_per |

Entries (1)

Sequence  Action Source Source Port 3 Destination Destination Port Application

1 O Allow  192.163.2.0/24 1898.51.100.5 i i

20HA| - PBR &H2H &7}

Devices(C|HFO|A) > Device Management(C|HFO|A EHE2|)2 0|&3t0{ FTD C|HIO|AE =& gL|Ch



. Routing(2}< %)) > Policy Based Routing(&& 7|8t 2t &)2 MBSt Policy Based Routing(®
A 7|k 2t E) HOo| X[ M Add(F7HE MEHFLICE

Device Routing Interfaces Inline Sets DHCP VTEP

Manage Virtual Routers Policy Based Routing 2

S Specify ingress interfaces, match criteria and egress interfaces to route traffic accordingly. Traffic can be routed across Egress interface: aciao
ol =
~ Configure Interface Priarity I Add

Virtual Router Properties

Ingress Interfaces Match criteria and forward action

There are no PBR policles defined yet. Start by defining the first one.

Policy Based Routing

oA QEH o[AE K- LICH

Add Policy Based Route @

A policy based route consists of imgress mlerface list and a sl of match criteria associated to egress interfaces

Ingress Interface®

INSIDE » 1 w

Match Criteria and Egress Interface
Specify forward actien for chosen mateh cateria m

There are no forward-actions defined yet. Start by defining the first one

Cancel | S v




Add Forwarding Actions
Match ACL:* I ACL_PER I 1 v | +
Send To:® I P Address I 2 A
IPv4 Addresses 203.0.113.99 3
IPvE Addresses Eq: 2001:db8::, 2001:db:-1234:5678
x.|7él- al HH;‘T’;
Y 2t1: 042 o|2El|lA QIE{HO|AE T A5tEd™ 'Send To' Z =01 'Egress Interfaces' Mg M
75-;'6H =) L.II:}(I:I-I’H 7.0+01 M AL 7|'o) REME L2 E2 7|8 2t &lo] Z1T|T18[0]4 of

Edit Extended Access List Object

Name
[ AcL_rer |

Entries (1)

Sequence  Action Sauree Souree Port 3 Destination Destination Port Application

1 © Allow  192.168.2.0/24 198.51.100.5 rd i

AL
Hu
2
fjo
Al
o
o
r
[u}

2EHA| - ACLT Y x|5t1 Next Hopg MHMHsE &

HX{ Match ClauseE % o|ghL|C}.


https://www.cisco.com/c/ko_kr/td/docs/security/secure-firewall/management-center/device-config/710/management-center-device-config-71/routing-policy-based.html#Cisco_Task.dita_b91f3118-f5a7-4208-b879-17169748fd0b
https://www.cisco.com/c/ko_kr/td/docs/security/secure-firewall/management-center/device-config/710/management-center-device-config-71/routing-policy-based.html#Cisco_Task.dita_b91f3118-f5a7-4208-b879-17169748fd0b

New Route Map Object

Mame
PER_RMAP

» Entries (0}

Sequance ko & Rediiribation

No records to display

Sillow Chidsineiies

Add Route Map Entry )

Sequence No:
'1
Redistribution;
© Allow -

2

Security Zones Address (2) Next Hop (0) Route Source (0)
i Select addresses 1o match as access st or prefix hst addresses of route.
IPv6 # Access List
BGP Prefix List
Others Available Access Lists
"1 Extended -
Available Extended Access List & Selected Extended Access List
a, Search ACL_PER §

| o —




Edit Route Map Entry

Sequence No:
1

Redistribution;

& Allow -
Match Clauses Set Clauses 1
Metric Values AS Path Community List Others

BGP Clauses

2

Local Preference .

Range: 1-4294867205
Set Weight :

Ranga: 0-65535
Origin:

Local IGP

Incomplete

IPvd settings:
Bext Hoo-
Specific IP
Specific IP
203.0.113.99
COMTA [0 Separate multphe vales
Prefix List:

IPvE settings:

al

=

A XHE

1

37 - FlexConfig PBR Z4%|E FA&LICTH

X1 7|& PBR A& SAHSA|)EfLICH

;- Firewa I'I\iMﬁ nag enjﬁlrlt Center Devices

Overview Analysis Palicies

Object Manage

—
-
AS Path

FlexConfig Object

Cipher Suite List

FlexConfig Object include device configuration commands, variables,

» Community List

» Distinguished Name
DNS Server Group

Name

> External Attributes

File List Policy_Based_Routing
* FlexConfig

FlexConfig Object

Policy_Based_Routing_Clear

Text Object

Geolocation

Objects Integration

Deploy Q @D £ @ mzafeiro | mzafeiro v

‘twds’ SECURE

=12

X]

and scripting language instructions. It is used in FlexConfig polices.

Domain

Description 3
Global The template is an ax...
Global Ciear configuration of .. % O\




Object O|&2 X|Hs5t1 O|2] HolEl route-map 4~ E M7HE LICEH

Add FlexConfig Object

MName: 1 .
“rroaio0 een | Specify a new name

Description;

The template is an example -
of PBR policy configuration. It -

A Copy-pasting any rich text might introduce line breaks while generating CLI. Please verify the CLI before deployment.

Insert » | Deployment: | Once b | Type:

A
2 Specify the correct ingress interface
interfacalPorc-channell.l10] .
palisy-rouzss route-maplsr-map-ckhijast 3 Remnve thls rnute-map

Add FlexConfig Object

MName:

FTD4100_FPER

Description:

The template is an example -
of PBR policy configuration_ It -

A Copy-pasting any rich text might introduce line breaks while generating CLI. Please verify the CLI before deployment.

Deployment: | Once » Type: | Append

) Insert Policy Object Text Object

Inzert Systern Variable »  Nebtwork

Insert Secret Key Security Zones
Standard ACL Object
Extended ACL Object

! -




Insert Route Map Variable (7]

Variable Name:
PER_RMAP |

Description:

Available Objects C Selected Object
a, Search 2 | “pBR_RMAP

x2|& dots oheot 2 &Lt

Add FlexConfig Object

Mame:
[ FTD4100_PBR

Description:

The template is an example -
of PBR policy configuration. It

& Copy-pasting any rich text might introduce line breaks while generating CLI. Please verify the CLI before deployment.

Insert « | 3 Deployment: | Opce - J Type: _ Append

interface Port-channell.idl
policy=-route route-map $FPER_RMAP

4EtA| - FTD FlexConfig Z2H0f PBR Z{#M|E F7H&LICEH




e Firewall Management Center
1| Devices | Flexconfig Policy Editor

FTD4100_FlexConfig

Enter Description

Available FlexConfig c FlexConfig Object

Owverview Analysis  Policies Devices Objects Integration Deploy Q w £+ @ mzafeiro | mzafeiro v

“& Selected Prepend FlexConfigs

‘tuth SECURE

Policy Assignments (1)

Preview Config

# MName Description
X
~ User Defined 1 =
"3 no_ICMP
~ System Defined
"a Default_DNS_Configure
28 Default_Inspection_Protocol_Disable =2 Selected Append FlexConfigs
“&i Default_Inspection_Protecel_Enable 8 T Description
“& DHCPv6_Prefix_Delegation_Configure
1 FTD4100_PER The template is an example of PER policy configuration. It can notbe use... Q@
=2 DHCPvE_Prefix_Delegation_UnConfigur
; : T = =| EHS
Preview Config(Z1I|Z28|0|M O|2| E7))& XME 5t MEdgL|Ct

Preview FlexConfig

Select Device:

mzafeiro_FTD4100

-1 -

route-map PBR_RMAP permit 1
match ip address ACL_PBR
set ip next-hop 203.0.113.99

vpn-addr-assign local

INTERFACE_START

no logging FMC MANAGER_VPN_EVENT_LIST

INTERFACE_END

LITIE]

interface Pﬂrt—chnnel1-11

-route route-map PBER_RMAP

ol A QIE{T 0] A0f CHEH FlexConfig 2 FMC UIE AF&5t04 A48




ibal

PBR SLA Z1x|1zio|Mo| B Ctg EAE &Qlst & Al2. Configure PBR with IP SLAs for DUAL

ISP on FTD Managed by FMC

I.

o

PBR

b

ClapgiA QE{H oA =l

firepower# show run interface Pol.101
|

interface Port-channell.101

vlan 101

nameif INSIDE

cts manual

propagate sgt preserve-untag

policy static sgt disabled trusted
security-level 0

ip address 192.168.0.1 255.255.255.0
policy-route route-map FMC_GENERATED_PBR_1649228271478
ospf authentication null

M
tu
2
1
0

firepower# show run route-map
!
route-map FMC_GENERATED_PBR_1649228271478 permit 5
match ip address ACL_PBR
set ip next-hop 203.0.113.99

firepower# show route-map

route-map FMC_GENERATED_PBR_1649228271478, permit, sequence 5
Match clauses:

ip address (access-1ists): ACL_PBR

Set clauses:
adaptive-interface cost OUTSIDE1l (0)

firepower# show policy-route
Interface Route map
Port-channell.101 FMC_GENERATED_PBR_1649228271478

rII
ox
2
ok
o
=|:é
>
2
A
N


https://www.cisco.com/c/ko_kr/support/docs/security/firepower-ngfw/217588-configure-pbr-with-ip-slas-for-dual-isp.html#anc11
https://www.cisco.com/c/ko_kr/support/docs/security/firepower-ngfw/217588-configure-pbr-with-ip-slas-for-dual-isp.html#anc11

PBR M| 2|

U
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firepower# packet-tracer input INSIDE tcp 192.168.2.100 1111 198.51.100.5 23

Phase: 3

Type: INPUT-ROUTE-LOOKUP

Subtype: Resolve Egress Interface

Result: ALLOW

Elapsed time: 11596 ns

Config:

Additional Information:

Found next-hop 192.0.2.99 using egress ifc OUTSIDE2(vrfid:0)

Phase: 13

Type: INPUT-ROUTE-LOOKUP-FROM-OUTPUT-ROUTE-LOOKUP

Subtype: Resolve Preferred Egress interface

Result: ALLOW

Elapsed time: 6244 ns

Config:

Additional Information:

Found next-hop 192.0.2.99 using egress ifc OUTSIDE2(vrfid:0)

Phase: 14

Type: ADJACENCY-LOOKUP

Subtype: Resolve Nexthop IP address to MAC

Result: ALLOW

Elapsed time: 2230 ns

Config:

Additional Information:

Found adjacency entry for Next-hop 192.0.2.99 on interface OUTSIDE2
Adjacency :Active

MAC address 4c4e.35fc.fcd8 hits 0 reference 1

Result:

input-interface: INSIDE(vrfid:0)
input-status: up

input-line-status: up
output-interface: OUTSIDE2(vrfid:0)
output-status: up
output-line-status: up

Action: allow

Time Taken: 272058 ns

firepower# packet-tracer i

Phase: 3

Type: SUBOPTIMAL-LOOKUP
Subtype: suboptimal next-t
Result: ALLOW

Elapsed time: 39694 ns
Config:

Additional Information:
Input route Tookup returne

Phase: 4

Type: ECMP Toad balancing
Subtype:

Result: ALLOW

ETapsed time: 2230 ns
Config:

Additional Information:
ECMP load balancing

Found next-hop 203.0.113.¢

Phase: 5

Type: PBR-LOOKUP

Subtype: policy-route
Result: ALLOW

ETapsed time: 446 ns
Config:

route-map FMC_GENERATED_PE
match ip address ACL_PBR
set adaptive-interface cos
Additional Information:
Matched route-map FMC_GENE
Found next-hop 203.0.113.¢

Phase: 15

Type: ADJACENCY-LOOKUP
Subtype: Resolve Nexthop 1
Result: ALLOW

Elapsed time: 5352 ns
Config:

Additional Information:
Found adjacency entry for
Adjacency :Active

MAC address 4c4e.35fc.fcdé

Result:

input-interface: INSIDE(vr
input-status: up
input-Tline-status: up
output-interface: OUTSIDE]
output-status: up
output-line-status: up
Action: allow

Time Taken: 825100 ns




firepower# capture CAPI trace interface INSIDE match ip host 192.168.2.1 host 198.51.100.5
firepower# capture CAPOl trace interface OUTSIDE1l match ip host 192.168.2.1 host 198.51.100.5
firepower# capture CAPO2 trace interface OUTSIDE2 match ip host 192.168.2.1 host 198.51.100.5

Routerl# telnet 198.51.100.5 /vrf VRF-101 /source-interface 102
Trying 198.51.100.5 ... Open

AHxol ZAE= L2 O Z&Lch

firepower# show capture

capture CAPI type raw-data trace interface INSIDE [Capturing - 4389 bytes]
match ip host 192.168.2.1 host 198.51.100.5

capture CAPO1l type raw-data trace interface OUTSIDE1l [Capturing - 4389 bytes]
match ip host 192.168.2.1 host 198.51.100.5

capture CAPO2 type raw-data trace interface OUTSIDE2 [Capturing - 0 bytes]
match ip host 192.168.2.1 host 198.51.100.5

TCP SYN mZ!o| Fx:

firepower# show capture CAPI packet-number 1 trace
44 packets captured

1: 13:26:38.485585 802.1Q vlan#101 PO 192.168.2.1.49032 > 198.51.100.5.23: S 571152066:571152066(0) win

Phase: 3

Type: SUBOPTIMAL-LOOKUP

Subtype: suboptimal next-hop

Result: ALLOW

ETapsed time: 13826 ns

Config:

Additional Information:

Input route lookup returned ifc OUTSIDE2 1is not same as existing ifc OUTSIDEl

Phase: 4

Type: ECMP Tload balancing
Subtype:

Result: ALLOW

ETapsed time: 1784 ns
Config:

Additional Information:
ECMP load balancing



Found next-hop 203.0.113.99 using egress ifc OUTSIDEl(vrfid:0)

Phase: 5

Type: PBR-LOOKUP

Subtype: policy-route

Result: ALLOW

ETapsed time: 446 ns

Config:

route-map FMC_GENERATED_PBR_1649228271478 permit 5
match ip address ACL_PBR

set adaptive-interface cost OUTSIDE1l

Additional Information:

Matched route-map FMC_GENERATED_PBR_1649228271478, sequence 5, permit
Found next-hop 203.0.113.99 using egress ifc OUTSIDE1L

Phase: 15

Type: ADJACENCY-LOOKUP

Subtype: Resolve Nexthop IP address to MAC

ResuTlt: ALLOW

ETapsed time: 4906 ns

Config:

Additional Information:

Found adjacency entry for Next-hop 203.0.113.99 on interface OUTSIDE1l
Adjacency :Active

MAC address 4c4e.35fc.fcd8 hits 348 reference 2

Result:

input-interface: INSIDE(vrfid:0)
input-status: up

input-Tine-status: up
output-interface: OUTSIDE1(vrfid:0)
output-status: up
output-line-status: up

Action: allow

Time Taken: 222106 ns

ASP PBR El0|Z0l= 8 M& 71 ZA[EUC

firepower# show asp table classify domain pbr

Input Table

in 1d=0x1505f26d3420, priority=2147483642, domain=pbr, deny=false

hits=7, user_data=0x1505f26e7590, cs_id=0x0, use_real_addr, flags=0x0, protocol=0
src ip/id=192.168.2.0, mask=255.255.255.0, port=0, tag=any

dst ip/id=198.51.100.5, mask=255.255.255.255, port=0, tag=any, dscp=0x0, nsg_id=none
input_ifc=INSIDE(vrfid:0), output_ifc=any

Output Table:

L2 - Output Table:

L2 - Input Table:

Last clearing of hits counters: Never



Sz packet-tracer= S|E 7I2E T s&LICH
PBR C|tH1

A 71 m2oiM st HEME Tl 7 B HIAIKIZ AAE £ Q&LITH

firepower# debug policy-route
debug policy-route enabled at Tevel 1

>
e
[m
o}
16
Al
op

Routerl# telnet 198.51.100.5 /vrf VRF-101 /source-interface 102
Trying 198.51.100.5 ... Open

ClHZ0i= ChE 0| ZAIELICH

firepower#

pbr: policy based route lookup called for 192.168.2.1/37256 to 198.51.100.5/23 proto 6 sub_proto O rece
pbr: First matching rule from ACL(2)

pbr: route map FMC_GENERATED_PBR_1649228271478, sequence 5, permit; proceed with policy routing

pbr: policy based routing applied; egress_ifc = OUTSIDE1l : next_hop = 203.0.113.99

A £ 1 Packet-tracer= C|ltH1 &=4T MM &HL|C}.



FTD PER does not
wiork

v

Enable capture on the
ingress interface

Check the routing on
the downstream
device(s)

» Checkthe PER ACL
« Confirm tha the PBR ACL is
applied on the route-map

Check the PEBR route-map 'set

BOress statements
interface?

» Check the FTD ARP table
» Check the upstream device(s)
interface

Mext-hop is
reachable?

Check connectivity from
nexi-hop to Intermet

PBR 3423 ©of



show asp drop

Atz 4 - 2EH 2IRE Z3(E V(B2 Bt ME

9178 X 5|, NAT Z 3| & PBR 0|30 0|12 A (egress) QIEJH 0|4 & 20lst7| 9Ish HAEIE 0tx|
g=e o etee slolg i

et Elol= =2l

FTD 2t Elo|E E42 4 HE&LICH

Dest. Mask .
Metric

Dest. Network

Next Hop

Administrative o
Distance °

2t & HO|E 0| R X|= B
-IGP(R, D, EX, O, IA, N1, N2, E1, E2, i, su, L1, L2, ia, 0)
- BGP(B)

BGP InterVRF(BI)

L

- H(s)

™ InterVRF(SI)

1
¥
X

E(C)



-2Z IP(L)
- VPN(V)

- M
7127

2t EO|E Qo2 HeiH Chs HWHEE AL E L

<#root>
firepower#

show rout e summary

IP routing table maximum-paths is 8
Route Source Networks Subnets Replicates Overhead Memory (bytes)

connected 0 8 0 704 2368
static 0 1 0 88 296
ospf 1 0 2 0 176 600

Intra-area: 2 Inter-area: 0 External-1: O External-2: 0
NSSA External-1: O NSSA External-2: O

bgp 65000 0 2 0 176 592
External: 2 Internal: 0 Local: O

eigrp 1 0 2 0 216 592
internal 7 3112
Tot al 7 15 0 1360 7560

CI2 HS AFR35104 22 E H|0|2 HUO|0|EE FME £ QlaLCH

<#root>
firepower#

debug ip routing

I P routing debugging is on

04|E l:o_l OSPF 7=|§ 192.168.1. 0/240| 7<'|°=| |- Eél E-||O|%O'||k| x‘||7‘|E|D|_=| I:|I:I-|j_0'||
g2 Ch33 Z &L

<#root>
firepower#

RT: ip_route_delete 192.168.1.0 255.255.255.0 via 192.0.2.99, |NSIDE

EAElE= LK



ha_cTuster_synced 0 routetype 0

RT: del 192.168.1.0 via 192.0.2.99, ospf metric [110/11]NP-route: Delete-Output 192.168.1.0/24 hop_coun
RT: delete network route to 192.168.1.0 255.255.255.0NP-route: Delete-Output 192.168.1.0/24 hop_count:1
NP-route: Delete-Input 192.168.1.0/24 hop_count:1 Distance:110 Flags:0X0 , via 0.0.0.0, INSIDE

CHAl =7+

<#root>
firepower#

RT: NP-route: Add-Qutput 192.168.1.0/24 hop_count:1 , via 192.0.2.99, |NSIDE

NP-route: Add-Input 192.168.1.0/24 hop_count:1 Distance:110 Flags:0X0 , via 192.0.2.99, INSIDE

Null0 IE{m| 0| A

2 MAE £ &LICt o] A xlE ACL(Access
Control Policy) T2l 2 EZfEE AtX|st= ZECH M50 O|x|l= &0l M&LCt

198.51.100.4/32 EAE0f CHaH Null0 Z2E FA8LCt.

oy —
&M
FTD4100-1
Cisco Firepower 4140 Threat Defense Add Static Route Configuration 7]
Device Reuting Interfaces Inling Sets DHCP VTEP Type o 1Pvd PV
Interface* _
Manage Virtual Routers I v
Global * Network a Interface (Interface starting with this icon [@signifies it is available for route leak)
Virtual e v IPvd Routes Available Network C + Selected Network
&, host_198.51.100.4 X | host_198.51.100.4 =1
net_198.51.100.0_28bits QUTSIDET | ) I
s ms1ne | [
net_198.51.100.0_29bits QUTSIDE2 2
v IPvE Routes
Metric




<#root>
firepower#

show run route

route OUTSIDE2 198.51.100.0 255.255.255.248 192.0.2.99 1
route OUTSIDE1l 198.51.100.0 255.255.255.248 203.0.113.99 200

route Nul |0 198.51.100.4 255.255.255.255 1

<#root>
firepower#

show route | include 198.51.100.4

S 198.51.100.4 255.255.255.255 [1/0] is directly connected, NullO

HA SAE AMAS AZFLICH

<tfroot>

Routerl#

ping vrf VRF-101 198.51.100. 4

Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to 198.51.100.4, timeout is 2 seconds:

Success rate is 0 percent (0/5)

FTD 230l Ch50[ EAIELICH

<#root>
firepower#

show log | include 198.51.100.4

Apr 12 2022 12:35:28:

%-TD- 6- 110002: Failed to |locate egress interface for |ICVWP from | NSIDE: 192. 168.0.99/0 to 198.51.100.4/0



<#root>
firepower#

show asp drop

Frame drop:

No route to host (no-route) 1920

ECMP(SY H|& CI& B=)

E2hE ¥
+ ECMP Traffic Zone(ECMP E 2T} Go)of A= A8 A7} QIEIHOIAE BT T83HE 4 2

&LICHECMP &<3o(zt &h).

- O|E 83l ECMP 2t E2 EE od{ QEH 0|4 7t EefIZio| 2C W Yo| 7tsELICh

« QIE{H|0|A 7} ECMP Traffic ZoneXt 1ZAEl A AF8XHE QIE{H 0| A Tt ZX{ Equal-
Cost 1M ZAZE MA& £ QI&LICH Equal-Cost 1M AZ = HEZ! Zfo| SUsH CHA HIE
e|30f cHEt 22 Lct,

7 7.1 O|Z0i|= Firepower Threat Defense®| M FlexConfig & &3l ECMP 2t &2 x|
&LCch 7.1 E2[A0 MY CIEH O|AE ECfE Yo 2 O E 35T Firepower Management
Center0i| A ECMP 2R EE FHE = J&Lct

EMCPO] CH8F MH2 ECMPRILICH

Ol ool M= HICHE 2B ol U2 B

ok

b ECHElo| AFK||EILICE.

<#root>
firepower#

show | og

Apr 13 2022 07:20:48: %FTD-6-302013:
B

uilt inbound TCP connection 4046 for | NSIDE: 192. 168. 1. 1/ 23943 (192.168. 1. 1/23943) to OUTSI DE1: 198. 51. 10(

Apr 13 2022 07:20:48: %FTD-6-106015:

Deny TCP (no connection) from 198.51.100.100/23 to 192.168.1.1/23943 flags SYN ACK on interface OUTSI DE


https://www.cisco.com/c/ko_kr/td/docs/security/secure-firewall/management-center/device-config/710/management-center-device-config-71/routing-ecmp.html#Cisco_Concept.dita_805163a2-8567-48d2-b406-c327381b7888

ISP1

203.0.113.99/24
192.168.1.0/24

>
OUTSIDE1
Pol.203 198.51.100.100

=

VRF-101 192.168.0.0/24 FPRA1xxx

Pol1.101

INSIDE ST g
OUTSIDE2

192.0.2.99/24

FMC Ul ECMPE F43&FLCt.

| Device Routing Interfaces Inline Sets DHCP VTEP

T T T Equal-Cost Multipath Routing (ECMP)

Virtual Router Properties
ECMP

OSPF

OSPFv3
EIGRP

RIP
Policy Based Routing 3

“ BGP
There are no ECMP zone records] Add
IPvd

ECMP 1£0i 27H9| QIE{H|O|A S F7}EHLCt



Add ECMP

Mame
| ECMP_OUTSIDE

Available Interfaces Selected Interfaces

INSIDE OUTSIDET

OUTSIDEZ

Z1}:

Device Routing Interfaces Inline Sets DHCP VTEP

Equal-Cost Multipath Routing (ECMP)

Manage Virtual Routers

Name Interfaces

Virtual Router Properties

ECMP_OUTSIDE OUTSIDEZ, OUTSIDEN
ECMP




<#root>
firepower#

show run zone

zone ECMP_QUTSI DE ecnp

firepower#

show zone

Zone: ECMP_QUTSI DE ecnp

Security-level: 0O

Zone nenber(s): 2

QUTSI DE1 Port-channel 1. 203

QUTSI DE2 Port-channel 1. 202

QIE{H 0] =2l

<#root>
firepower#

show run int pol. 202

interface Port-channell.202

vlan 202

nameif OUTSIDE2

cts manual

propagate sgt preserve-untag
policy static sgt disabled trusted
security-level 0

zone- nenber ECMP_QUTSI DE

ip address 192.0.2.1 255.255.255.0

firepower#

show run int pol. 203



interface Port-channell.203

vlan 203

nameif OUTSIDE1l

cts manual

propagate sgt preserve-untag
policy static sgt disabled trusted
security-level 0

zone- nenber ECMP_QUTSI DE

ip address 203.0.113.1 255.255.255.0

O|A| EH&t EEHE|0| S{EEIH & 0| UPLICE.
<#root>

Routerl#

tel net 198.51.100.100 /vrf VRF-101 /source-interface |ol

Trying 198.51.100.100 ... Open

ISP1 QIE{H|0|A 2| ZHRX{= O|2BlA EBiEES Eo{ELIC}

<#root>
firepower#

show capture CAP1

5 packets captured

10:03:52.620115 802.1Q vlan#203 PO 192.168.1.1.56199 >
10:03:52.621992 802.1Q vlan#203 PO 192.168.1.1.56199 >
10:03:52.622114 802.1Q vlan#203 PO 192.168.1.1.56199 >
: 10:03:52.622465 802.1Q vlan#203 PO 192.168.1.1.56199 >
: 10:03:52.622556 802.1Q vlan#203 PO 192.168.1.1.56199 >

vl A W IN

ISP2 QIE{H|0|A Q| ZiX{E EIHE ECHZEIS Ho{E LI}

<#root>
firepower#

show capture CAP2

198.
198.
198.
198.
198.

51.100.100.23:
51.100.100.23:
51.100.100.23:
51.100.100.23:
51.100.100.23:

S 1782458734:1782458734(0)
. ack 2000807246 win 4128
. ack 2000807246 win 4128
P 1782458735:1782458753(18
. ack 2000807246 win 4128



6 packets captured
1: 10:03:52.621305 802.1Q vlan#202 PO 198.51.100.100.23 > 192.168.1.1.56199:
S
2000807245:2000807245(0)
ack

1782458735 win 64240 <mss 1460>
3: 10:03:52.623808 802.1Q vlan#202 PO 198.51.100.100.23 > 192.168.1.1.56199: . ack 1782458753 win 64222

FTD 22| Z¢!
FTDOl= 27H9] 22| Z8910| @& Lch.

« Management0 QIE{H|O|A - Firepower 5t A|AEIO] CHEE HMAE MSFELICH
« LINA ZIEH QIE{H[O]|A - FTD LINA 32| A|AEIo CHEE HMA XS

T

Management0 IE{H|O|AE F445t1 & QI5tE4™ configure network 2! show network BEE Z
Zb At S EfLich

gt LINA QIE{H O|A = LINA RbA||of| CHEE MAE MBELICH FTD RIBR| FTD QIE{H|O|A &
Ee 2HZHAEZE EAE £ laLch

<#root>
firepower#

show route | include L

Codes: L - local, C - connected, S - static, R - RIP, M - mobile, B - BGP
i - IS-IS, su - IS-IS summary, L1 - IS-IS Tevel-1, L2 - IS-IS Tevel-2

L 192.0.2.1 255.255.255.255 is directly connected, OUTSIDE2

L 192.168.0.1 255.255.255.255 is directly connected, INSIDE

L 203.0.113.1 255.255.255.255 is directly connected, OUTSIDE1

OrEt7EX|= ASP EH* R EIOIE 2| ID =22 = & &L

<#root>
firepower#

show asp table routing | include identity

in 169.254.1.1 255.255.255.255 identity
in

192.0.2.1 255.255. 255. 255 identity



in

203.0.113.1 255. 255. 255. 255 identity

in

192.168. 0.1 255. 255. 255. 255 identity

in £f02::1 ffff:ffff:ffff:ffff:FHrf:Frfeffrff:fff identity

in £f02::1:ff01:3 ffff:ffff:ffff:FHff:Frfrf:fFrfeffrff:ff identity

in £f02::1:ff00:1 ffff:ffff:ffff:FHff:Frfrf:fFrfeffrff:fff identity

in fe80::200:ff:fe01:3 ffff:ffff:ffff:ffff:ffff:frff:fFff:ffff identity
in £d00:0:0:1::1 ffff:ffff.ffff.fFFfFf:FEFfFFEFFFEFffff identity

out 0.0.0.0 0.0.0.0 via 0.0.0.0, +identity

out :: :: via 0.0.0.0, 1identity

|
(=]

kO

rr
;‘1
»
mo
Pl
00
ol
°
oo
jo
o
I

T§Z/0| FTDO| £2 37 22{X| IP7} D IP 5 3hLFS} YxI5HE FTD
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FTD LINA ZIE QIE{H| O|A B E

FTD(0: post-9.5 A =EE A3
=1 xl

AM™StE ASA)E BE| T8oE FHE 2 E QW o|A0 CHal VRFLH
FALE B2 HIOIES RKIFL

C}. o|24st QIE{H|0|A Q| 02 = KIEF RUE{H|O|A T} AU&LICEH

FMCOIM= ECMP7} Q= B9 SYE HEZE AH85t04 M2 CHE 271 9| QIE{H| 0] A 01 A 2742
|

712 BEE TAE £ 9XIZH FTD CIOJE] QIE{H0|A0M 174 7|2 H2 8 7AI5tm TIE QIE
HolAMAM CHE 712 Z2E TAE & UsLch
Device Routing Interfaces Inline Sets DHCP VTEP

Manage Virtual Routers

Virtual Router Properties ) ¥ |Pvd Routes

ECMP any-ipvd diagnostic Global gw_10.62.148.1 false

OSPF

OSPFv3 any-ipvd QUTSIDE1 Global 203.0.113.99 false

AL

CllO|E W EEfE2 T E|0|E2 7|2 HO|EOIE AIE5lE HHH, 2te| W Egjzle TIEH 7
= GWE A gLcH

<#root>
firepower#

show rout e managenent -only

Routing Table: ngnt-only



Codes: L - Tocal, C - connected, S - static, R - RIP, M - mobile, B - BGP
D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area

N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2

E1 - OSPF external type 1, E2 - OSPF external type 2, V - VPN

i - IS-IS, su - IS-IS summary, L1 - IS-IS Tevel-1, L2 - IS-IS Tevel-2

ia - IS-IS dinter area, * - candidate default, U - per-user static route

o - ODR, P - periodic downloaded static route, + - replicated route

SI - Static InterVRF, BI - BGP InterVRF

Gateway of last resort is 10.62.148.1 to network 0.0.0.0

S* 0.0.0.0 0.0.0.0 [1/0] via 10.62.148.1, diagnostic

Mo 2t E E|o|Z Ho|EH Ol
<#root>

firepower#

show route | include S\ *| Gat enway

Gateway of last resort is 203.0.113.99 to network 0.0.0.0

S* 0.0.0.0 0.0.0.0 [1/0] via 203.0.113.99, QUTSIDE1

FTDOIM EiZl2 2 m(from-the-box traffic) O|ZBA QIE{HO|AE CHS S 7|Ho 2 MEHE|L
C}.

1. M4 EI1RE EHo|g
2. &g Me 2tee Holg
o|2dA QE|HO|AE £52Z X|Hste B2 o|ladlA QE{Ho|A MEHE Ho{& £+ Q&LCt.
ZICk QIE{H| 0| A 71|OIE%IOIE pingall EAAI2. AA QIE{HO|AE X|HFHX| o FTD7I T
M IR E E|O|E 2 AFE 57| IE0 pingO| A5t O] B2 7|8 B27F £ ELICH ™M |

ol20l 27t gl Z—i‘%’— FTDE= &2l ©& 2t HO|20M Bz =3(& AL

<#root>
firepower#

ping 10.62.148.1

Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to 10.62.148.1, timeout is 2 seconds:



Success rate is 0 percent (0/5)
firepower#

show capture CAP1 | include 10.62.148.1

1: 10:31:22.970607 802.1Q vlan#203 PO

203.0.113.1 > 10.62.148.1 icnp: echo request

2: 10:31:22.971431 802.1Q vlan#203 PO

10.1.1.2 > 203.0.113.1 icnp: host 10.62.148.1 unreachabl e

<#root>
firepower#

pi ng di agnostic 10.62.148.1

Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to 10.62.148.1, timeout is 2 seconds:

Success rate is 100 percent (5/5), round-trip min/avg/max = 1/1/1 ms

copy BHE A& 5104 LINA CLIOIAM Tt U E SAtstEd= F<0l| T orE7FR|ILICH
BFD(Bidirectional Forwarding Detection)

7|& ASA 7T 9.601 A BFD X| 0| £7}IE|R} 2 BGP Z £ E £ (Bidirectional Forwarding
Detection Routing)0i| CHH A2+ X[ EL|C}

FTDe| B2
« BGP IPv4 2 BGP IPv6 Z2EZ0| X|HELICHAZES|0] 6.4).
+ OSPFv2, OSPFv3 2! EIGRP Z2EZ2 X|HE|X| et&LICEH
- 1% ZEof i BFDE XIMEIX| & LCt.

7t BFRE(VRF)
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/content/en/us/td/docs/security/asa/asa99/configuration/general/asa-99-general-config/route-bfd.html
/content/en/us/td/docs/security/asa/asa99/configuration/general/asa-99-general-config/route-bfd.html
/content/en/us/td/docs/security/asa/asa99/configuration/general/asa-99-general-config/route-bfd.html
https://www.cisco.com/c/ko_kr/td/docs/security/secure-firewall/management-center/device-config/710/management-center-device-config-71/routing-vrf.html#Cisco_Generic_Topic.dita_bb771ecd-75c0-4ed6-b2fb-98639864d675
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