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« 0| 7|52 SNMPO{| EX48t Al FDM URL IEZQIEE F7}8fL|Ct.
. Olg48t AH§+ APIE AI83l0{ A|ARIE DLIE|RISHY| 28t E20}
Ast & ola |}

E o Cist SNMPE £
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« APIE &8t A% SNMP Z1I|221|0|M, Firepower C|HIO|A 2| MIB(Management Information
Base)= £2 = NMS/SNMP Z2}0|E o EZY A Zlof AA8E &= JU&LICE

SNMP API/URL IEZQIE

URL s 24
/devicesettings/default/snmpservers 7tX27| SNMP A B
/devicesettings/default/snmpservers/{objld}  |HE, &S SNMP A{HH
/object/snmphosts HAIZ, 7IMH27| AEZQAE

/object/snmphosts/{objld} PUT, DELETE, GET |AEHZQAE
/object/snmpusergroups HAIE, 7tK2 7] SNMPserGroup
/object/snmpusergroups/{objld} PUT, DELETE, GET [SNMPserGroup
/object/snmpusers HAIE, 7tK 7] SNMPUser




/object/snmpusers/{objld} PUT, DELETE, GET |[SNMPUser

74
« SNMP SAE0|= 3742| 7|& HHTO| U&LICH

- SNMP V1

- SNMP Vv2C

- SNMP V3

« 2} o= "securityConfiguration"0i| CHEt £ & 4Alo| U&LICEH

- V1 2 v2Ce| AL "Community String(ZARFLIE| 2XtQ€)" & Zm|Tz|o|ME V1 EE= V2CE
AlE3HE "type(RE)" 2E7 ZEELICH

« SNMP V32| BAR: R &8t SNMP V3 ALE Xt & 4 E V32 AlHEHE "type" EETL LK
04 A& LICH.

SNMP v3

1. FDM AP| EF A 7] M| A

FDM GUIO|A FDM REST API Ef A1 7[of| HM|ASHE{H 3712 S MENF CI S API B M T|E MEH
gHLICH E= URL https://FDM_IP/#/ api-explorer@ 2 O|S & L|C},

= -
alaln Firepower Device Manager am ) == =n ( ) .@ .o <:j 6 admin
cisco T ' ' . Manitoring Palicies Objects Device: FP1120-1 Administrator
Device Summary {:‘— API Explorar
Interfaces

2. HES3 4A Hu|ado|M

SNMP SAEO| CHEt M HIERT ZANE ST LICH FDM API B 4470 A NetworkObjectE 1EH
8t C}2 POST/object/networks S ME4ELICEH

i||||||||| ~ " T &) == [eeeee 17 |
CISCO

Firepower Device Manager . - _
Manitoring Policies Objects Device: FP1120-1

NetworkObject

fobject/networks

Lm fobject/networks I

Jobject/networks/{objld)

SNMP iAE JSON 4|2 Ct21t Z&LICt 0| JSONE & MMof 20421 "value"2| IP F4



https://FDM_IP/#/api-explorer:

{

"version": "null",

"name": "snmpHost",

"description": "SNMP Server Host",
"subType": "HOST",

"value": "192.168.203.61",
"isSystemDefined": false,
"dnsResolution": "IPV4_ONLY",
"type": "networkobject"

}

i

aloaln repower Device Manaoe! = o aE == i
eisco. Frapowsr Device Manage Monitoring  Policies  Objects Device: FP1120-1 @ @ 6 aamm!-._s”mj
FTD REST API Response Content Type | appbcationjson |
Parameters
<2 F_"FHCI‘HI Parameter Hut_- Descrption Paramiter Type Data Type
oty bady
“varsden”s “null®, Maodel Exampie Value
“namg”: “pnspHopt®,
“dapcription®; “3NHP Sarver Hosi®,
“rubType™: “HOET®,
“walue®: “192.0¢8.200.41%, = {
“ipfyrtemDefingd™: false, :'.'!Fl-h:lﬂ:'.t::::ng',
Parameter content type: | apphtation|son ::::;:E:ﬁ;:kh‘.‘
“walet™; 's.tr!nq':
“leSystesDefined™: true,
“dnimpralution™: “IPVE_ONLY™,
“1d%: “string",
“type”; “ratworkobject”
}
Ot2H2 A3 E 504 TRY IT OUT! HE S M=o API 2 &£ MY LICH SE0| d35tH S
FE 2000] gHEHEILICE
SH 2E2| JSON CIO[EIE HIZFof SAELICH LISl SNMP 2 A E0f Cist HEE el={3H ot
éFLJEP
= .




hetps: /19,62, 148, 231/ api/Fdn/vE obfect/networks
FTD REST API

Response Body

AP| Explorer

{
"wersicn”: “bshalbhghulw®™,
“mamp=: “snmpHost™,
“description”: "SNHP Server Host",
“subType™: “HOST",
“walue™: =192.168.203.51",
"isSystemDefined": false,
“dnsBesolution™: “IFVE_OHLY",
=§d": "1d1lPce6d-49de-11leb- 2432 -3 20cd56d508",
“type™: “networkobject™,
“links™: {
"self";: "https: /S 18,62 148, 231 api /fdafvbfobject 'networks /1didcebd - d0de-11eb-ad 32 - e32Bc dS6d5a "
}
¥

Error Catalog

Response Code

288

3. M SNMPv3 AL SR} a4

FDM API Ef M 7|0fl A SNMP, POST/object/snmpusers =2 2 MEdEFL|C}

1] [T1] [T S o = ==
Firepower Device Manager _ = _ _
CISCO hbanitoring Policies Obgects Device: FP1120-1

SNMP

FTD REST API
m [devicesettings/default/snmpseners

bnd o E Idevicesettings/default/snmpservers/{obijld}

Eror Catalog m /devicesettings/default/snmpservers/{objld}

E Jobject/snmpusers
Im fobject/snmpusers I

"version": null,

"name": "snmpUser",

"description": "SNMP User",
"securitylLevel": "PRIV",
"authenticationAlgorithm": "SHA",
"authenticationPassword": "ciscol23",
"encryptionAlgorithm": "AES128",
"encryptionPassword": "ciscol23",
"id": nulT,

"type": "snmpuser"

}



] S T T ik i =
[4 F-1) e Monitoring Policies

Dwrvice: FP1120-1

FTD REST API Response Content Type | appleationjson «
Parameters

mm Paramoter Wilue Darscription
bady {

Error Catalog

“weralen™: null,

"name"1 “snsplier”,

“description™) “SNMP User™,
“pecuritylevel™: PRIV,
“suthenticationdlgorithe™: “SHA", >

“suthenticationPadsward™: “eifealli~,

Parameter content type: | apphicalion/json

admen
Acminis irahor

ONCNONON :_

Parameter Type

bady

Data Type

Mode| Example Vakue

warilon™: "anelng™,

e Tsteing,

“description™: “string™,
“ppcerliylivel”: TAUTHT,
“amranrECATlonAlpor iTh™! TSHA,
“athanticatlonPasoword™: “string”,
“encryptlondlgerithe™; “aE5128°,
“ancrypelonfatiunrd™: “atrisg”,
“id7: "steiag”,

“type™: “srepuser”

ofeE2 A3 E35l0{ API &
ZA = 2000] gket .=II—II:+
of CHer MEE l2daf{ok & LICt.

=S M™SE{H TRY IT OUTI HE S MEHEL
SH EF2| JSON CIo|E{E HIZH 0 SAFELICH LIS 0l SNMP AL R}

LICt 3 &0| d3stH SH

||I||l||| e i B o il G _:I
IOWVE WVIC Nanane —— -
cisco. Firepower Device Mana ariining . e

Request URL
FTD REST API

https://10.62.148.231/api/fdm/v6/object/snmpusers

API Explorer Response Body

Error Catalog

e 02 ]
Device: FP1120-1

"version": "bmwzwdiwFphp?",

"name": “snmpUser”,
"SHMP User",
“PRIV",

"authenticationAlgerithm": “SHA",

"description":
"securitylevel":
“authenticationPassword": "ciscol23",
“AES128",
“eiscol23",

"encryptionAlgorithm" :

"encryptionPassword":

"id": "“B5dabc5@-49df-1leb-a432-27823944dabe",

“type": “snmpuser",

"links": {
"self":

"https://18.62.148.231/api/fdm/v6/object/snmpusers/65da6c50-49df-11eb-a432-e7823944dabc"

Response Code

269

4. QIE{H| 0|A ME 7} 7|

FDM API EF 24 7[0{ M InterfaceE ME4EH C+S GET/devices/default/interfaces& 4
SNMP MB{oi| ¢1Z35t= QIE{H|O| AN HEE £ Zl5HofF &HLC}.

SHErLcH




ifret]ne i 8
Firepower Device Manage: -
CISCO = D I Monitoring Policies

E fdevices/default/interfaces

OlZHE A3 ESI0{ API ZEE AASIEA™ TRY IT OUT! HE S MEIELICH E&0| d35tH 8F
3 E 2000] BtetEILICH SE 2E2| JSON CIO|E{E HEE ol S A LICE. |—|'601| QIE{m| o] A0
E_Hol- MEE OIE=|O|.|0|: ol-|__||:|.

https: /10,62, 148, 231 fapi ffde/ve/devices fdefault finterfaces

FTD REST API
Response Body

API Explorer "wersion™: “kkpkibjlubgro®,
“name®: “inszide",
Error Catalog “description”: null,
"hardwareMame”: “"Ethernetlf2",
“"monitorInterface”: true,
"fpwd=: {
“ipType™: “STATIC®,
“defaul tRoutellzingDHCP®: false,
“dhcpRouteMetric”: null,
"ipAddress": {
“ipAddress": "1%2.168.203.71%,
“netmask™: "255.155.255.9%,
"standbyIpiddress™: null,
“type”: “haipvdaddress®
|
"dhcp™: false,
"addressiull”: false,
"type™: “interfaceipvd”
¥
g 1-1
“enabled®: falsze,

Response Code

a8

JSON Ci|O|E{0f| A RQIE{HH|O|A "version", "name", "id" & "type"S 7|5 5H SLICH QIE{H 0|A LHE
©| JSON Ci|O|E] of;

<#root>

{
"version": "kkpkibjluéqro",
"name": "inside",

"description": null,
"hardwareName": "Ethernetl/2",
"monitorInterface": true,



"ipv4": {

"ipType": "STATIC",
"defaultRouteUsingDHCP": false,
"dhcpRouteMetric": null,
"ipAddress": {

"ipAddress": "192.168.203.71",
"netmask": "255.255.255.0",
"standbyIpAddress": null,
"type": "haipv4address"

1,

"dhcp": false,

"addressNull": false,

"type": "interfaceipv4"

1,

"ipve": {

"enabled": false,
"autoConfig": false,
"dhcpForManagedConfig": false,
"dhcpForOtherConfig": false,
"enableRA": false,
"dadAttempts": 1,
"linkLocalAddress": {
"ipAddress": "",
"standbyIpAddress": "",
"type": "haipv6address"

1,

"ipAddresses": [

{

"ipAddress": "",
"standbyIpAddress": "",
"type": "haipvbaddress"

}

1,

"prefixes": null,

"type": "interfaceipv6"

1,

"managementOnly": false,
"managementInterface": false,
"mode": "ROUTED",
"TinkState": "UP",

"mtu": 1500,

"enabled": true,
"macAddress": nulT,
"standbyMacAddress": null,
"pppoe": null,

"speedType": "AUTO",
"duplexType": "AUTO",
"present": true,
"tenGigabitInterface": false,
"gigabitInterface": false,

"id": "fc3d07d4-49d2-11eb-85a8-65aec636a0fc",

"type": "physicalinterface",

"Tinks": {
"self": "https://10.62.148.231/api/fdm/v6/devices/default/interfaces/fc3d07d4-49d2-11eb-85a8-65aec636a0
}



b,

JSON O|0|E{0i| M 'inside' QIE{T| 0| A 0fl SNMP AMEHQ} @4Z35H{ok 5t O] Clo|E{7} /22 &l

= A&LIcH

sk

o "B 7" "kpkibjlugro"

. uol%u: HLH_I?I_II’

+ "id": "fc3d07d4-49d2-11eb-85a8-65aec636a0fc",
+ "type": "physicalinterface",

5. Ml SNMPv3 S AE MM

FDM AP| EfM7|oflAH SNMPE AEHSH CHS SNMP oF2ioll A POST/object/snmphosts/E AMEHEHL|
Ct

dafrane - it
irepower Device Manage -
cisco. ' il Monitoring

/object/snmphosts |

FTD REST API \

Ol JSONE BE32 2 AISELICH 0| EtAH 2| CIo|EE &
LICE.

2ol HHstH SAteto] 20{d&

[lI|I=I

{

"version": null,

"name": "snmpv3-host",

"description": null,

"managerAddress": {

"version": "bsha3bhghu3vmk",

"name": "snmpHost",

"id": "1d10ce6d-49de-1leb-a432-e320cd56d5af",
"type": "networkobject"

3,

"pol1Enabled": true,

"trapEnabled": true,

"securityConfiguration": {

"authentication": {

"version": "bmwzw4iw7php7",

"name": "snmpUser",

"id": "65da6c50-49df-11eb-a432-e7823944dabc",
"type": "snmpuser"

"snmpv3securityconfiguration"

interface": {

"version": "kkpkibjlu6qro",

"name": "inside",

"id": "fc3d07d4-49d2-11eb-85a8-65aec636a0fc",



"type": "physicalinterface"

1,

"id": null,
"type": "snmphost"
}

Ign kg

« managerAddress id, type, version & name2| Z} 2 1EtA0IM 22 HEZ i L|ct

- QB ol Zt2 2E A M 22 HEZ CHAELICH

- QlE{m|O|A 9| ZtE 3EHH|0| A £ 215t HIO|E 2 HhELICE.

« SNMP22| B2 2150| el2 M &8 snmpv3securityconfiguration CHA!
snmpv2csecurityconfiguration /LI C}

£7T% JSON |O|E{E 22 MMo 2 = AL

e o , i ] ——

vl e nower Device Manager ol o : e
CISCO Monitoring Policies Objects Device: FP1120-1
FTD REST API Response Content Type | applicationjson w |

Parameters

API Explorer Parameter Value Description

bady { -

Error Catalog

“wersdon”: null,

"name”: "snmpv3-host",

"description™: null,

“managerfddress”: {

"wersion”: "bshalbhghudvmk”, e
"name”: "snmpHost", 4

Parameter content type: ﬁpplrcahmfm:-n w

fjo

MEdgtLCH £&0| 43 stH

0lo

OlEHE A3 E5I0{ API &S A2 TRY IT OUT! HHE
A E 2000| gkeHELICE

B



Request URL

FTD REST API
https: ff18.62.148. 231 api/fda/vE/object/ snmphost s
API Explorer
- Response Body
Ermor Catalog
{
"version": "gneswdaddiisp”,

name": "snmpv3-host®™,
“deseription®: null,
"managerdddress™: {
“ywersion®: "bshaibhghu3vm”™,
“mame" : “snmpHost",
“id": "1dlfcebd-4%de-11leb-ad32-edldcdSédSat"”,
“type”: “networkobject”
b
"udpPort": 162,
"pollEnabled™: true,
"trapEnabled®: true,
"gecurityConfiguration™: {
“authentication™: {
“wagrsion™: “bmwzwdiwlphp?",
"namg" : “snmplser”,
"id™: "65dabc50-49df-1leb-a432-27823%44dabe”,
“type": “snmpuser”

b

Response Code

288

FDM GUIZ 0|S3tod #HE Atg g T HELICH CHFE E 2 SNMP I Tefo[ME & + U&LICH



Pending Changes

& Last Dopl*‘n,-mnnt Completed Successfully

l. See Deploymeant History

Deployed Version (29 Dec 2020 02:32 PM) Pending Version 0 LEGEND

ﬂ Network Object Added: snmpHost

- subType: Host

- valwae: 192.168.183.61

- isSystemDefined: false

- dnsReselution: IPVA_OHLY

- dagcription: SHMP Server Host
- name! snmpHost

) snmphost Added: snmpv3-host

= udpPort: 162
- pollEmabled: trus
- trapEnsbled: True

- namei snepvi-host

snmpInterface:

= inside

managerdddress:

- snmpHost

securitylonfiguration. authentication:

- Snmplliser et
MORE ACTIONS v CAMNCEL DEPLOY MO bl

SNMP v2c
v2ce| AR ALERE e He s 9lX|B ChEE ssHok gLt

1. HESI3 A Z4x|Tado|M A (SNMPv3 Mol dHEI CHE)
2. QE{H|o|A HE X2 7|(SNMPv3 MlMof| MHEE 740 S2)
3. Ml SNMPv2c S AE 74| BHE 7|

CI2 2 SNMPv2c X E MMl JSON HO|ZE Q| MZL|CH

{

"version": null,

"name": "snmpv2-Host",

"description": null,

"managerAddress": {

"version": "bsha3bhghu3vmk",

"name": "snmpv4hostgrp",

"id": "1d10ce6d-49de-11eb-a432-e320cd56d5af",
"type": "networkobject"

}!

"poll1Enabled": true,

"trapEnabled": true,
"securityConfiguration": {
"community": "ciscol23",

"type": "snmpv2csecurityconfiguration"



}1

"interface": {

"version": "kkpkibjluéqro",

"name": "inside",

"id": "fc3d07d4-49d2-11eb-85a8-65aec636a0fc",
"type": "physicalinterface"

1,

"id": null,
"type": "snmphost"
}

POST HIMEE Al2504 JSON HO|2ZEE HYZ & L|Ct.

vl o P GLT o = i |
Firepower Device Manager - i . , '
CISCO Monitoring Policies Objects Device: FP1120-1

Response Content Type | applicationjson ~

FTD REST API
Parameters

AP Explorer Parameter Value Description
body « =

Ermor Catalog version™: null,

"name”: “snmpvi-Host",

"description™: null,

"managerAddress": {

"wergdeon™: "bahadbhghudumk®, *
"name”: “snmpvdhestgrp”, -

Parameter content type: | application/json |

OlEHE A3 E35I0{ TRY IT OUT! HE & MEHSI0{ API 3£ A™MELICH E&0| M
£ 2000]| gretEL|CH.

OH
oh
2
0lo
ol

Request URL
FTD REST API
https: //18.62.148. 231 apl/ fda/vE object/snephosts

AP Explorar
Response Body

Error Catalog i
“wdpfart™: 162,
“pellEnabled™: trus,
“trapEnabled”: trus;
“securitylonfiguration™: {
'cmunity": ----------- A
“type”: “snapvlcsecurityconfiguration®
] ¥
“interface™: |
“wersion™: “kkpkibjlubqro”,
“namg”: “inglde”™,
“hardwarehame™: “Ethernetl/ 2™,
"ET: THC3087d4-49d0 - 11 eb-85aB-BhaechIbatf T,
“type”: “physicalinterface”
}J
“1d™: "1bfbdl¥@-dack-1leb-ad32-a76cd3TEbcal™,
“typeT: TsnmphostT,
“Iimks™y {
"self": Thttps:/ 10.62.148. 231/ apd/Fda/vh/object finmphosts /b fbdl FO-dach-11ek- 2432 -e7bcd3Tobeal™
}
H

Response Code

208




SNMP ZAI|z2aio|M A7
=%

SNMP A E X E(SNMP > /object/snmphosts)E 7FX{S LIC}.

[ o]

st ]n, - . ahil

Firepower Device Manager L
CISCO Monitoring

50 [object/snmphosts

FTD REST API €«

OtEf2 A3 E35I0{ TRY IT OUT! HE S MEHS10{ API S &£ 2 A™ELICH S&£0| MS35H SE
F £ 2000]| gretELICE

& S=0| EAELICH M7HE snmphost Z4x|2| IDE 7|E38H ELICH

<#root>

{

"items": [

{

"version": "ofaasthu26ulx",

"name": "snmpv2-Host",

"description": null,

"managerAddress": {

"version": "bsha3bhghu3vm",

"name": "snmpHost",

"id": "1d10ce6d-49de-1leb-a432-e320cd56d5af",
"type": "networkobject"

3,

"udpPort": 162,

"pol1Enabled": true,

"trapEnabled": true,
"securityConfiguration": {

"communi ty" s Mdedededede ekt ,

"type": "snmpv2csecurityconfiguration"
3,

"interface": {

"version": "kkpkibjluéqro",-

"name": "inside",

"hardwareName": "Ethernetl/2",

"id": "fc3d07d4-49d2-11eb-85a8-65aec636a0fc",
"type": "physicalinterface"

3,

ll_id": "
1bf bd1f 0- 4ac6- 11eb- a432- e76cd376bca7

"type": "snmphost",
"Tinks": {
"self": "https://10.62.148.231/api/fdm/v6/object/snmphosts/1lbfbd1f0-4ac6-11leb-a432-e76cd376bca7"



2EHA.

SNMP > /object/snmphosts{objld}0lA{ DELETE S MEigLICH 1EHA0 M £ E8H IDE 20{%
&LCt.

/object/snmphosts/{objld}

FTD REST API
API Explorer Implementation Notes
This API call is not allowed on the standby unit in an HA pair.
Error Catalog Parameters
Parameter Value
objld

1bfbd1f0-4acé-11eb-ad32-e76cd3T6beaT|

OlEHE A3 E35I04 TRY IT OUT! HE S MEHSI0{ API &S A™EILICI 0| &2 8H I
4002 BHEHEFLICE

Response Code

400
Response Headers

{
“accept-ranges”: “bytes”,
“cache-control”: "no-cache, no-store®,
"connection™: “close”,
"content-type”: "application/json;charset=UTF-B",
“date”: "Wed, 30 Dec 2028 1B:88:41 GMT",

“expires”: @,
"pragma™: “no-cache",
"server™: "Apache”,

"strict-transport-security”: "sax-age=63072000; includeSubdemains; preload, max-age=31536088 ; includeSubDesains",
“transfer-encoding”: “chunked™,

“x-content-type-options": “nesniff",

"w=frame-options™: "SAMEORIGIN, SAMEORIGIN™,

"w-xgs-protection™: "1; mode=block™

3EHA.

2 At

0¥

;1

»



Pending Changes

Deployment is in progress
t y take a few tes i Deployment Histony t

Deployed Version (30 Dec 2020 06:42 FM) Pending Version ) LEGEND

D snmphost Removed: snmpvs-Host

rasurityConfiguration. commanity masked: false -
facurityConTiguration . commanity -ancryptedString: *=° -
udpPere: 152 -
pollEnabled: true =
trapEnabled! true -
name; Srepyvl-Hoit -
enmplnterface:

inside -
ssnsgerAddreas:

cnmpliost -

FHM ZAE HEE MAHFLCH

<#root>
FP1120-1#
show run snnp-server

snmp-server group AUTH v3 auth
snmp-server group PRIV v3 priv
snmp-server group NOAUTH v3 noauth
snmp-server location null
snmp-server contact null
snmp-server community ¥%%%=

v2c& snmpwalk AIf:

<#root>
root@kali2:~#

snnmpwal k -v2c -c¢ ciscol23 -0S 192.168.203.71

Timeout: No Response from 192.168.203.71
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<{froot>

{

"error": {
"severity": "ERROR",
"key": "Validation",
"messages": [

{

"description": "You cannot delete the object because it contains SNMPHost: snmpv3-host2, SNMPHost: snmp

You nust renove the object fromall parts of the configuration before you can delete it.",

"code": "deleteObjWithRel",

"Tocation":

}
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<{froot>
FP1120-1#

connect ftd

>

system support diagnostic-cl

Attaching to Diagnostic CLI ... Press 'Ctrl+a then d' to detach.
Type help or '?' for a 1list of available commands.

FP1120-1>

enabl e

Password:
FP1120-1#

show run all snnp-server



snmp-server group AUTH v3 auth
snmp-server group PRIV v3 priv
snmp-server group NOAUTH v3 noauth

snnp-server user

snmpUser PRIV v3

engineID 80000009febdf0129a799ef469aba2d5fcflbfd7e86135a1f8

encrypted auth sha ca: 1b: 18:13:62: bl: 63: 7e: 92: 34: 92: b3: cf:54:86:19:8e:2a:4c:fd priv aes 128 ca: 1lb: 18:f:

snnp-server |isten-port 161

snnp- server host

i nside 192.168. 203. 61 versi on 3 snnmpUser udp-port 162

snmp-server Tlocation null
snmp-server contact null
snmp-server community
snmp-server enable traps snmp authentication Tinkup Tinkdown coldstart warmstart
enable
enable
enable
enable
enable
enable
enable
enable
enable
enable
enable
enable
enable
snmp-server enable oid mempool

no
no
no
no
no
no
no
no
no
no
no
no
no

snmp-server enable

shmp-server
shmp-server
shmp-server
shmp-server
shmp-server
shmp-server
shmp-server
shmp-server
shmp-server
shmp-server
shmp-server
shmp-server
shmp-server

snmpwalk E|AE

<#froot>

root@kali2:~#

snmpwal k -v3 -1

iso.
iso.
iso.
iso.
iso.
iso.
iso.
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Tedednd

traps syslog

traps ipsec start stop

traps entity config-change fru-insert fru-remove fan-failure power-supply power-s
traps memory-threshold

traps interface-threshold

traps remote-access session-threshold-exceeded
traps connection-Timit-reached

traps cpu threshold rising

traps ikev2 start stop

traps nat packet-discard

traps config

traps failover-state

traps cluster-state

authPriv -u snmpUser -a SHA -A ciscol23 -x AES -X ciscol23 192. 168.203. 71

STRING: "Cisco Firepower Threat Defense, Version 6.7.0 (Build 65), ASA Version 9.
0ID: is0.3.6.1.4.1.9.1.2663

Timeticks: (1616700) 4:29:27.00

STRING: "null"

STRING: "FP1120-1"

STRING: "null"

INTEGER: 4



SNMP v2c &2l

<tfroot>
FP1120-1#

show run snnp-server

snnp-server host inside 192.168.203. 61 community ***** version 2c

snmp-server Tlocation null
snmp-server contact null

Tedednd

snmp-server community *?

v2cE& snmpwalk:

<ffroot>

root@kali2:~#

snmpwal k -v2c -c¢ ciscol23 -0S 192.168.203.71

150.3.6.1.2.1.1.1.0 = STRING: "Cisco Firepower Threat Defense, Version 6.7.0 (Build 65), ASA Version 9.
150.3.6.1.2.1.1.2.0 = OID: is0.3.6.1.4.1.9.1.2663

150.3.6.1.2.1.1.3.0 = Timeticks: (10482200) 1 day, 5:07:02.00

150.3.6.1.2.1.1.4.0 = STRING: "null"

150.3.6.1.2.1.1.5.0 = STRING: "FP1120-1"

150.3.6.1.2.1.1.6.0 = STRING: "null"

150.3.6.1.2.1.1.7.0 = INTEGER: 4

=Xl sHZ

<tfroot>

FP1120-1#

capture CAPlI trace interface inside match udp any any eq snnp

snmpwalk £ At&3st0o{ THZ!0| EA|Z|=X] F QgL

<tfroot>



FP1120-1#

show capture

capture CAPI type raw-data trace interface inside

[Capturing - 3137 bytes]

match udp any any eq snmp

X LIS

<{froot>
FP1120-1#

show capture CAPI

154 packets captured

1: 17:04:16.720131 192.168.203.61.51308 > 192.168.203.71.161: udp 39
2: 17:04:16.722252 192.168.203.71.161 > 192.168.203.61.51308: udp 119
3: 17:04:16.722679 192.168.203.61.51308 > 192.168.203.71.161: udp 42
4: 17:04:16.756400 192.168.203.71.161 > 192.168.203.61.51308: udp 51
5: 17:04:16.756918 192.168.203.61.51308 > 192.168.203.71.161: udp 42
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<ttroot>

FP1120-1#

show snnp-server statistics

62 SNWP packets i nput

0 Bad SNMP version errors

0 Unknown community name

0 ITlegal operation for community name supplied
0 Encoding errors

58 Nunber of requested variables

0 Number of altered variables
0 Get-request PDUs

58 Get-next PDUs



0 Get-bulk PDUs
0 Set-request PDUs (Not supported)

58 SNWP packets out put

0 Too big errors (Maximum packet size 1500)
0 No such name errors

0 Bad values errors

0 General errors

58 Response PDUs

0 Trap PDUs

olapAa mWZle FXELICT i
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<#froot>
FP1120-1#

show capture CAPlI packet-nunber 1 trace

30 packets captured

1: 17:04:16.720131 192.168.203.61.51308 > 192.168.203.71.

161

: udp 39

Phase: 1

Type: CAPTURE

Subtype:

Result: ALLOW

Config:

Additional Information:
MAC Access list

Phase: 2

Type: ACCESS-LIST
Subtype:

Result: ALLOW

Config:

Implicit Rule
Additional Information:
MAC Access list

Phase: 3
Type: UN- NAT

Subtype: static
Result: ALLOW



Config:
Additional Information:
NAT divert to egress interface nlp_int_tap(vrfid:0)

Untransl ate 192.168.203.71/161 to 169. 254.1.3/4161

Phase: 4

Type: ACCESS-LIST
Subtype:

Result: ALLOW

Config:

Implicit Rule
Additional Information:

Phase: 5

Type: NAT

Subtype: per-session
Result: ALLOW

Config:

Additional Information:

Phase: 6

Type: IP-OPTIONS
Subtype:

Result: ALLOW

Config:

Additional Information:

Phase: 7

Type: NAT

Subtype: rpf-check
Result: ALLOW

Config:

Additional Information:

Phase: 8

Type: NAT

Subtype: per-session
Result: ALLOW

Config:

Additional Information:

Phase: 9

Type: FLOW-CREATION

Subtype:

ResuTlt: ALLOW

Config:

Additional Information:

New flow created with id 1078, packet dispatched to next module

Phase: 10

Type: INPUT-ROUTE-LOOKUP-FROM-OUTPUT-ROUTE-LOOKUP
Subtype: Resolve Preferred Egress interface
ResuTlt: ALLOW

Config:

Additional Information:

Found next-hop 169.254.1.3 using egress ifc nlp_int_tap(vrfid:O0)



Phase: 11

Type: ADJACENCY-LOOKUP

Subtype: Resolve Nexthop IP address to MAC

ResuTlt: ALLOW

Config:

Additional Information:

Found adjacency entry for Next-hop 169.254.1.3 on interface nlp_int_tap
Adjacency :Active

MAC address 3208.e2f2.b5f9 hits 0 reference 1

Result:
input-interface: inside(vrfid:0)

input-status: up
input-line-status: up

output-interface: nlp_int_tap(vrfid:O0)

output-status: up
output-line-status: up

Action: allow

NAT 722 SNMP ZI|go|Me| R 2 A5 2 FFELICH

<tfroot>
FP1120-1#

show nat

Manual NAT Policies (Section 1)
1 (nTp_int_tap) to (inside) source dynamic nlp_client_0_192.168.203.61_1intf4 interface destination stat
translate_hits = 0, untranslate_hits = 0

Auto NAT Policies (Section 2)

2 (nlp_int_tap) to (inside) source static nlp_server_0_snnp_intf4 interface service udp 4161 snnp

translate_hits = 0, untranslate_hits = 2

HHOIl = I E0f|A UDP 41612 SNMP EBiZ!/2 £ 4l CH7|&LCt.



<tfroot>
>

expert

admin@FP1120-1:~$

sudo netstat -an | grep 4161

Password:
udp 0 0 169.254.1.3:4161 0.0.0.0:*
udp6 0 0 fd00:0:0:1::3:4161 :::*

du|agoldol X E|AHL E2 7
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<#root>
FP1120-1#

show cap CAPlI packet-nunber 1 trace

6 packets captured

1: 18:36:35.868485 192.168.203.61.50105 > 192.168.203.71.

161

: udp 42

Phase: 1

Type: CAPTURE

Subtype:

Result: ALLOW

Config:

Additional Information:
MAC Access Tlist

Phase: 2

Type: ACCESS-LIST
Subtype:

Result: ALLOW

Config:

Implicit Rule
Additional Information:
MAC Access Tlist

Phase: 3

Type: ROUTE-LOOKUP

Subtype: No ECMP load balancing

Result: ALLOW

Config:

Additional Information:

Destination is locally connected. No ECMP load balancing.

Found next-hop 192.168.203.71 using egress ifc identity(vrfid:O0)

2 0138 A SNMP THZl0]| At



Phase: 4

Type: NAT

Subtype: per-session
Result: ALLOW

Config:

Additional Information:

Phase: 5

Type: ACCESS- LI ST

Subtype:

Resul t: DROP

Config:
Implicit Rule
Additional Information:

Result:

input-interface: inside(vrfid:0)
input-status: up
input-Tine-status: up

Action: drop

Drop-reason: (acl-drop) Flow is denied by configured rule, Drop-location: frame 0x0000557415b6347d fl ow

FTD LINA syslogsE 21184 miZ/0| H7|E|9i2 S EodZLct.

<tfroot>
FP1120-1#

show log | include 161

Dec 30 2020 18:36:38: %FTD-7-710005: UDP request discarded from 192.168.203.61/50105 to inside:192.168.
Dec 30 2020 18:36:39: %FTD-7-710005: UDP request discarded from 192.168.203.61/50105 to inside:192.168.
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224 7HM Z2E: https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvu48012



https://tools.cisco.com/bugsearch/bug/CSCvu48012
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