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Topology

FMC
192.168.1.30 | |
Inside Outside
1892.168.1.1 203.0.113.7
Internet
Switch
Web Server
QOutside
198.51.100.2

ISE

192.168.1.10 =

192 163.10.50
Windorws Server 2002
192.168.1.20
windows 2012 Server

O| & Atzilol M, AnyConnect VPN Z2t0[1EE A&3St= & ¢ 2| Windows/Mac PC= FTD &3}
23 0| Ql-'T'- S8 IP FA0] 94Z2E|H, Cisco ISEE Active Directory| 7143321 AD 2 &0of et
VPN2 Sofl K2 |M & LHF E= QEH 2|AA0 CHEt Mg EE= A HMA(FH 7HS)E
%&'.QE EoigLCt

Xl FAE O|B/FQDN 228 IP 4 72! IP &4 AnyConnect IP 4
Windows PC - 198.51.100.2 10.0.0.1 192.168.10.50

FTD ciscofp3.cisco.com 203.0.113.2 192.168.1.1 -

FMC - - 192.168.1.30 -

Cisco ISE ciscoise.cisco.com - 192.168.1.10 -

Windows Server 2012 ciscodc.cisco.com - 192.168.1.20 -

LHE A B - - 192.168.1.x -

T

Windows AEHHOIAM S E CA 215 A LUE 7|

ol EMolXME Q1B MOl FE CAZ Microsoft Windows Server 20128 AF&&LICHEE0|QIE
PC= O| #E CA7t VPNE S3all FTDOf| 2t TI5tH dd8st= A MEZ[ELICHole] B & X). ol&
S5l QIE{AE S35l FTDO| QH&tHAH At Eoll M LHE I¢ﬁ01| MM AT = J&LICHPCE
Het2 x| & AnyConnect Cliente| @4 & Al=|gfL|ct,



Windows Server £ E CA 2/EME CIRZE524M http://192.168.1.20/certsrvE O|S3+0{ Ct& &

[ ==y -
HE st MA=2.

Download a CA certificate, certificate chain or CRL(CA @I& A, @IS M A|Q! =& CRLCIREZE)&
=gt

a3 C Y @ 192.168.1.20/certsrv/

Microsoft fudlive Diredory Cedificale Serdces = dsco-CESCODC-CA

Welcome

Lise this Web sile 1o request a cerlihicate for your Web browser, &
communicate with over the Web, sign and encrypt messages, an

You can also use this Web site to download a certificate authority
pending request

For more information about Active Directory Certificale Services,

Select a task:
Request a cerificate
View the statys of a pending certificate request
Download a CA cerificate, cerdificale chain, or CRL

Download Certificate(2/& A CHREE)E 225t 0| 2 'RootCAcert3.cer'2 HtELICEH

= 2 y @ 192168120 certary/certcarcasp

Microsofl Active Directory Cortificate Serdces = dsoo-CESCODC-CA

Download a CA Certificate, Certificate Chain, of CRL

Tar trust cartficates issued from this cartification authonly, install this CA cartiicala

To download a CA cartificala, cedihcate chain, or CRL, select the cenlifbicate and ancoding method
CA cortificats:

Currant [elsco-CISCODE-CA] -

Eru:udlni mathcsd:
= DER
Basin 64
Insiall A cartificate
il L 1
Download |atest basa CRL
Doventoad |atest della CHL

Y

RootCAcert.cer

&3 Windows/Mac PCO| £ E CA /& A Mx|


http://192.168.1.20/certsrv

4 1:Windows Server Group Policy(Windows A 2& HM)E Sl 2= & PCo| 2IEMHE
Mx|stod x| LICH10% 04 o] VPN AFE ROl X%,

H

= HAME Ar83t01 Windows MHE AtE5t04 Z2t0|HE HFE | QISME Hi X ot= W

=

4 2.7t PColl Q1B MEB T o2 Mx|stod RE E@l PCofl QS ME MxIBLICHVPN AFS A}
5t m2 BlAESHE Ol ME).

19[ Windows/Mac PCO| M RIS ME 0tRA QEZ EHFE Z2/5t1 Install Certificate( /&AM
B S2gLict

AP

mx A

o RootCAcert.oer

—a

Install Certdficate

RN AL R M

# Cprtafir sty Impoet Wigeed

Welcome to the Certificate Import Wizard

Tha eapand Faip o copsy nev Biey e, oo Bl ol i, ared it rpeone st
B fom yor s g8 cer hace 1o

A cmrbie ate, wieh i manand By & e Bcabon euShority, a9 confrmasion of wour dendty
pred snnbeey cdormaben e o peodert dafs or B ppistigh e nebeast
rarweer i A ot e atR e T LR R alw g o s ie e T

\:1«."1': o LE DD

) Corrprd Linas

el Maghee

T oofvirus, ok Pagat

I

Place all certificates in the following store(Ct& A& A0 ZE Q15 M HYX|)& &5t I Trusted
Root Certification Authorities(& 2|8 = U= FE 915 7[#HE MES T Ok((Ee)E 225t
Next(C=)& & 2|8 Ct S Finish(0t &) E =&Lct


https://docs.microsoft.com/en-us/windows-server/identity/ad-fs/deployment/distribute-certificates-to-client-computers-by-using-group-policy

= 5 Censlicate Import Wizsnd

Carteticate Sboarw
Cartioate Shores e dyibam Anead wiher s Carifcabes ane kept

Windows can subsrmaticaly select & oo Sicate shone, of you can spedlty 8 locaton for
the cerbficate.

) dwstomatcaly select the certificate store based on the type of certficate
e il @F'la-ne-lﬂ e ficmbeg o e Tolloerg shore

Certificabs store:

/

Select Certificate Store =

| Select T cerficabe shone you wan!t b use.

Pt sona .
Trusted Root CerSScalon Authorites

Enterprge Trust
Inkermadkaie Certfcabion Authoribes

Bt Direciody Liser Obgect
Cancel

sy B B ey

FTDOIA CSR2 445t Windows Server £ E CAM|A HEEt CSRE 7IAMR CIS MEE 215
ME FTDOI| Ax|EFLICt.

Objects(7H&]]) > Object Management(7i&l| & 2|) > PKI > Cert Enroliment(2/E M S8 F£7HE 0|8
504 Add Cert Enroliment(21& A &8 F71)E =&LCt

Overview Analysis Policies REERISEE Objects = AMP  Intelligence Deploy L System Help v admin v

Device Management HAT VPN = QoS Platform Settings FlexConfig Certificates

Mame Domain Enrallment Type  Status

Add Cert Enroliment(2/1& A &8 F7}) HE 28



Add New Certificate

Add a new certificate to the device using cert enrollment object which is used to generate C4 and
identify certificate.

Device™: ciscofp3

s/

Cert Enrollment®: | w ‘d}

add Cancel
S= 8 ME > 45
otz 2 &M & == JX0| 0{7[0f| FE CA 2IEMHE =0{=0{ofF & L|C}.
Add Cert Enrallment T
Maime:™ FIDA P ServerCant
Deesorpl:on:
Certificate Paramelers  Key  REevocabon
Enccilmiend Type MEFA -
C& Cortafecate: ™ \\\ i
Faste the Root CA Cartifk ate in Base-54 text format
hizra [we vall do this in the stap balow]
-
.......................... — T - aml
Allew Orebimeds
SHE Canoe

ZECAQSME CI2RC st HAE HAlOR 2 0hg 2lo| AXtol 2ol Lo

o
rlo

Ct
P

Ct.

http://192.168.1.20/certsrv_ £ 0| S

Download a CA certificate, certificate chain or CRL(CA /& A, I& M #|Ql E= CRLCIRZE)E
Z=|grLct.


http://192.168.1.20/certsrv

i O & 192168120/ certsny

Microzsalft Active Directory Cediificate Services —

Welcome

Lise this Web sile 1o request a certificate for your Web browser, &
communicate with over the Web, sign and encrypt messages, an

You can also use this Web site to download a certificate authority
pending request

For more information about Active Directory Certificate Services,

Select a task:
Request a cedificate
View the status of 3 pending cerificate requeast
Download a CA cerlificate, cedificate chain, or CEL

Base 64 H{E &%2| > Download CA Certificate & &

“ C O B 1920880 20 certary/ certcarc asp

Microsalf Adiee Direclory Catiicabe Sendces dEca-CISCODC-CA

Download a CA Certificate, Certificate Chain, or CEL

To trusi caerfificales issusd from this certfication authonty, install this CA cerdificals

To download a CA cerbficate, certificate chain, or CRL, select the cerbficate and encoding mathod
i cortilicane:

[Current [claco-CISCODC-CA] -

RootChcertBased
docer

M2 2 0f| A RootCAcertBase64.cer TS 3L |C}.

Windows AD MEH{OIM .cer I (FE CA Q1B M)S SAtstof CtS1t 20| 204



Add Cert Enrollment

Narme:™ FTOVENServerCert

Description: FID Anvconnect WPH Server Certificate

Lo Wi gl Ml Certificate Parameters Key  Revocaton

Enrallment Type: Manua!l

A Certificate:™ LU LR A ISR T ST L T LY R B LA T I AR L URE T =

EB/wQFMAMBAFEWHQYD
VROQBEYEFOIpC?vOmus CkemDIakvVus S bl UoMMBAGCSsGARD By
FVAQQDAGEBMOIMG
CSsGAQQRgjcVAgQWEBQXIqPq2/dCT41fyYZHPKhGEYNnZANBY
kohleGowIBAQSF
AMDCAQEAOTASSEZW TR ar TGM7HHIHEZ SA2 paCHdsVE T35nYeqc
Ony e TWRNTby6

—— | 42Uy BITWT UL r ImCgET 20Er ) 00U Y4y T ADAKIFERIUIDGH
ZO1IXNWTTUSX
DbZCTeY L7INbzZxPyiouZ WIBKHBUHRY 002 Yk BoEYUYIeCNTshH
W ZD O PwwC
YiHrFEmOMIQLIMhyIVULICOAGPTdILIEQ6T aHsdz+UZ g@lofvya
heHBjzbziF
vN2WWRXQs3mPMLbdriEyzNIDwsivrmb ZhgivOupzmeCEYqByK
HEAggjvemLTZd
BOUfTZQ4E4VQaKpdhrSdzuHSggD Tuw==
--=-=END CERTIFICATE-----

Allow Orverrides:

Certificate Parameters(21& A{ Df7HH =) B >>2 22l5t04 QIS A HEE =

At X’ FQDN Z== FTD2| FQDNO|o{oF & L|Ct.

Common Name ZE£= FTD2| FQDNO|o4of &L|C}.



Add Cert Enrollment

Name:™ FTDVPNServerCert

Description: FID AnyConnect WPH Server Certificate

ca oot or _ revocaton

Include FOQDM: e Custom FODN

Custom FODN: —— ciseefp3 i o com

Include Device's IP Address:

Common Name (CH): s—cisoofp3.cisco.com

Organization Unit (O ): TAC
QOrganization (0): Cisco

Locality [L): San Jose
State (5T): CA

Country Code (C): us

Email (E): LacTascn.om

Include Device's Serial Number

Allaw Overrides:

Bl:FTD CLIOIM CHE BEE 2245t FTD2| FQDNE &g + %!

> show network

===============[ System Information ]===============
Hostname : ciscofp3.cisco.com

Domains : cisco

DNS Servers : 192.168.1.20

Management port : 8305

IPv4d Default route

Gateway : 192.168.1.1

State : Enabled

Channels : Management & Events

Mode : Non-Autonegotiation

MDI/MDIX : Auto/MDIX

MTU : 1500

MAC Address : 00:0C:29:4F:AC:71
---------------------- [ IPVA J-m—mmmmmm e
Configuration : Manual

Address : 192.168.1.2

Netmask : 255.255.255.0

Key(Zl) ®i2 225t 7| o|&2 ={&rLICt.

Save

Cancel



#idd Cert Enrollment P X

Hame:™ FTCAPHEerverCent

Description: FID AnyConmect WPH Senver Certificatd

CA Information  Certificate Parameters m Ravocation

K&y Type: e Em":'-ﬂ-/

Hey Hame:™ CrsooTACR Silkoery

Key Size: 2048 it

= Advanced Settings

lignane I:P::: Key Usage

Do nof wabdane ¥a3dves 0 the Ky Uried 2nd gofenmded Key Do extensions of [Pser remohe olend certificates

fllgw Overndes;

{

Cancel
Save(X%&)E F=IgFLICH
oM &3 M43 FTDVPNServerCertE MEHSt T Add(F7HE E=IgfLICt

Add New Certificate ? X

Add a new certificate to the device using cert enrallment object which is used to generate C4 and
identify certificate.

Drevice™: ciscofp3 w

Cert Enrollment™: FTOVPNServerCert v @

Cert Enrollment Details:

Hame: FTDVENServerCert
Enraliment Type: Manual
SCEF URL: A

N\

Add Cancel

=I:FMC + FTD7} RE
© ™ Refresh 00| Z&l).

= >
o
O
kS
1]
I
o
Q'I_l
I-_I

X M7 K] 10-30% M 7ICHRILICHEAIZIR] ©f



Overview Analysis Policies S« Objects

AMP Intelligence

System Help » admin v

Device Management NAT VPN v QoS Platform Settings FlexConfig Certificates
%} Add
MName Domain Enrollment Type Status
4 =) ciscofp3
FTDVPNServerCertificate Global Manual LCA| & 4, Identity certificate import required 7 Q&6
C5R. generation and Identity certificate
import is pending.
Please click here to import identity

O| CSRE SAlsto{ oi &

Overview Analysis Policies ST AMP

certificate.

Windows Server £ E CAZ 7} L|C}.

Objects

Intelligence
VPNv | QoS | Platform Settings  FlexConfig |

Device Management NAT Certificates

System Help v admin v

(@ aad |

4 = ciscofp3

FTDVPNServerCertificate

Global Manual

Import Identity Certificate

Step 1
Send Certificate Signing Request (CSR) to the Certificate Authority.

4cal 41D A Identity certificate import required )

? X

Certificate Signing Request {Copy the CSR below and send to the Certificate Authority):
BEGII CE?.T]FIC&TE RE(!ET—

Step 2

Once certificate authority responds back with identity certificate file, import it to device.

Identity Certificate File:

http://192.168.1.20/certsrv2 =

|E
S

L e @ 192188120/ cert

Microsolf Active Direclory Certificate Services — disco-CISCODC

Welcome

Use this Web site 1o request a certificate for yvour Web t
commurcate with over the Weab, sign and encrypl meas:

You can also use this Web site o download a certificals
pending request

For more information about Active Directory Certificate

Select a task: ,.r",

Eequest a ceriicale
Wiew the status of a pending_ cerlificate requas]
Download a CA certihicate, cartiicate cham, of CRL

IZ M 2=

l Browse Identity Certificate J

Import Cancel



http://192.168.1.20/certsrv

= - -[':r & 19216812 certsroerrgus.asp

Microsoff Active Direclory Coricale Sendces - cisoo-CISCODC-CH

Request a Certificate
Salect the certificate type

lser Cartifical /
Or, sulbmil an advanded cerihcate raquest

ot Z=of CSR(Certificate Signing Request)2 £0{< 1 ¥ MHHE Q!

Ct.

é ':3 ﬂ a 192.168.1.20/certsr/certropt.asp

Microsalff Actiei: Direclory Cerficate Services — csco-CISCODC-CA

Submit a Certificate Request or Reneawal Request

To submit a saved request to the CA, paste a base-G4-encoded CMC
{such as a Web server) in the Saved Request box

Saved Request:

DhZCTeYL7 1Nz TxPyF cyuZhlBks | ButilvaqZVke. ~
Base-64-encoded |yiHcEime/v1IQ12 fHhy IVULXOOHGR7IAL1EQST.

cenificate request | SyN2WWEXQ: ImFIRxke SEy M1 DwefyrmbZhafv —
(CMC or BDwfT 204 EAS K pdhr S.d -k Tuwss
PECS #10 or w=ne=EHD CERTIFICATE====~
PECS #1) -

4 [ 3 -
Certificate Template:

Web Sancer ¥ | —
Additional Attributes:

Afributas:
_ Submit =

Submit(XM|E)2 &=|gLict.

Base 64 213 & HHE & & =/5t 1 Download certificate ® & =/&tL|C}.

Certificate Issued

The certificate you requested was issued 10 you

DER encoded or ® Base 64 encoded =

Download cerificate
Download certificate chain




2

FTDVEMServerCe
rt.cer

Overview Analysis Policies i Objects AMP Intelligence System Helpv admin v

Device Management NAT VPN QoS Platform Settings FlexConfig Certificates

@ add|
4 £ ciscofp3
FTDVPNServerCertificate Global Manual LCA & ID /A Identity certificate import required 208
Import Identity Certificate ? X
Step 1

Send Certificate Signing Request (CSR) to the Certificate Authority.

Certificate Signing Request (Copy the CSR below and send to the Certificate Authority):

Y29
ED/4NCIOEEQISUVBADILS SV
BINLONICNSYHmp401dC2d17 QIZnAsixgh2Vha N E129i0H)
3+KQIGXMAGESPAWYRAL/+BOMQO 2wy CBOB2SXNEE IV CHRZYUIgSXS mUFN+45Q
¥3121234+0A3rg3dG7ywCCTKIdTwdBBLNMUWD sKxIFzmxYS1hVERdINscal3ia
PY e wdYGWT 3i+5/1 SHORHrnaYFa1GVRnIAPhMnxT1CmOT4n 101 14T7WanFragal IMc hd
Step 2
Once certificate authority responds back with identity certificate file, import it to device. /
Identity Certificate File: | FTDVPNServerCert.ce Browise Identity Certificate

/ — Import

Cancel

FTD VPN MH{ @15 M(Windows Server £E CA0|M ME)7} A x|=IR&LICH.

Overview Analysis Policies SN Objects AMP Intelligence Deploy System Help» admin v
Device Management NAT VPN v QoS Platform Settings FlexConfig Certificates
©  Add
Name Domain Enrollment Type Status
4 = ciscofp3
FTDVPNServerCertificate Global Manual \cal (A1 206

AnyConnect O|0|X| + AnyConnect Z2It 2 HE|7|E CI2EE ST xml ZE20YE BHEL|CH

Cisco AnyConnect ZZ2 1t WEI7|CIREE 2 MX|

Prohle Editor (Windows) 20-5EP-2018 7.74 MB
{o0is - aMmpconnacl-win=-4 b U304Y-prablesdion-k9 msi

AnyConnect ZZ I} TE|7| 47|

Server List(AH 58) > Add...EB Z2/gfL[Ct.

FTDL| 2| QIE{HO|A IP FAC| FQDN & EA| O|F 2 LT LICH M S50f &=0| ZA|E[0]
OF &fLCt.


https://software.cisco.com/download/home/286281283/type

b AnyConnect Profile Editor - VPN

File Help

4 ven
--{ﬁ}ﬁmtﬂrtl}
- Preferences (Part 2)
— 4 Certificate Pinning
—Jig Certificate Makdhing
e Certificate Enroliment

oy
N

Server List
Prefile: Untitled

Hosiname Host Address User Group Badkup Server List

SCEP

Mobie Settings Certificate Ping

Mates it is highly recommended that at least ane server be defined in a profie. Delete
Server List Entry
Server  |Load Balancing Servers SCEP  Mobile  Certificate Pinning
PPrimary Server Connection Information
Display Mame (required) | ascofp3.csco.com Primary Protocel | SSL w
FQDM or IP Address User Group | ASA gateway
ciscofp3. cisco.com |J- | Auth Method During IKE Megotiation  |EAP-AnyConnect «
a URL IKE Identity (IOS gateway anly)

|ﬁsmfp3.mm.m

Backup Servers

Host Address

Mave Up

Move Dovn

] ok | | cancel
[, AnyConnect Profile Editor - VPN - O x
File Help
Ja{\gi part il + Server List
Preferences (Part .
37 Pref Part 2) Profile: Untitled

Host Address User Group Backup Server List  SCEP Mobile Settings Certificate Pins
ciscofp3. cisco.com -- Inherited --

/

L

Note: it is highly recommended that at least one server be defined in a profile.

gol 3l el > CHE o|B2 2 X&E...8 228t

Delete
Edit.. | | Detais




|| VPNprofilexml

047|M Windows Z! Mac .pkg O|O|X| CIRZE

AnyConnect Headend Deployment Package (Windows) & 20-5EP-2018 41.34 MB
AY-webden

AnyConnect Headend Deployment Package (Mac OS) & 20-SEP-2018 41.13 M8

anyconnect-macos-4,6.03049-webdeploy-kS pkg

Objects(7H&ll) > Object Management(7i%| & 2[) > VPN > AnyConnect File(AnyConnect I} )2 =
0|S > Add AnyConnect File(AnyConnect It F=71)& 2 =|gLCt.

Edit AnyConnect File T X
Hsme:™ AnyConnect_Windows_4.8.03045
Fle Mame: = Browse.
File Typea:™ AnyConnect Clhent Image o
Descriphicn oo AnyConnect Image for Windows PCs
GEve B
Add AnyConnect File L
MEfm&z™ anyConnect_Mac_4.5.03049
File Harme:™ Browse.
File Typa:™ L
Descrnipbion: Cisco Anyionnedt Image for Mac PCs
Save Cancel

FTDOIA Anyconnect VPN T+4(FE CA IS M AL8)

FirePOWER Management Center0il 22918 L|C}
System(AIAH]) > Integration(S &) > Realms(¥ ) E & 2/ELICI > New Realm(M ¥) >>
Directory(C|Z £ 2|) B > Add directory(CIRIE2| F=7HE =/8rLch


https://software.cisco.com/download/home/286281283/type

Overview Analysis Policies Devices Objects | AMP Intelligence Deploy s BEEHN Helo v admin v

Configuration Users Domains Integration Updates Licenses v Health » Menitoring Tools »

isetofmc © cancel

Integrate FirePOWER Management Center with Active Directory server

Realm Configuration  User Download

@ Add directory

URL (Hostname/IP Address and Port) Encryption
10.201.214.228:389 none & 8
Edit directory L

Hostnene [ [P 152,168, 0.2

Al ey

Posrt TE
Encryphion CTARTTLS LOARS (& Mong
S5 Cortheabe v | R
O Tiest Cangel

Realm Configuration(@%] Z1m|28i|0|M) B - o470 EHQ ZHEE HWEE FHFLCH

Overview Analysis Policies Devices Objects | AMP Intelligence Deploy System QEEEEET TR
Configuration Users Domains Integration Updates Licenses v Health » Monitoring Tools »

isetofme | @ cancel |
Integrate FirePOWER Management Center with Active Directory server

AD Primary Domain * e | cisco,com ex: domain.com

AD Join Username administrator@cisco.com ex: user@domain

AD Join Password LTI |m|

Directory Username * administrator@cisco,com ex: user@domain

Directory PESsWord ¥ co—je | ssssssss

Base DN * - | DC=cisco,DC=com ex: ou=user,de=cisco,dc=com

Group DN * = | D(=cisco,0C=com ex: ou=group,dc=cisco,dc=com

Group Attribute Member h

User Session Timeout

Uit end [EEIEEE 1440 minutes until session released.

Users

TS Agent Users 1440 minutes until session released.

Captive Portal Users 1440 minutes until session released.

Failed Captive Portal Users 1440 minutes until session released.

Guest Captive Portal Users 1440 minutes until session released.

* Required Field

£ 1:2] oo M= Windows AD A{BH{0l| A 'Domain Admin' H&t2 7} I AD AF2 Xl O|E 2 AI2EHL
CHEMC7F 94 Z4m|ag|o|442 I8l Active Directory TH| 1ol 7} & &= Qe #|A HEHE 77

AMNEXE Tt 0{7|0|MH EAIE 2 &+ A&LICH

User Download(At2A} CH2EE) B 22| - IS COIREET USR] &l


/content/en/us/td/docs/security/firepower/623/configuration/guide/fpmc-config-guide-v623/create_and_manage_realms.html

Overview Analysis Policies Devices Objects | AMP Intelligence System QEEIE ST TR

Configuration Users Domains Integration Updates Licenses v Health » Monitoring v Tools

isetofmc

Integrate FirePOWER Management Center with Active Directory server LDAP Download

Download users/groups from isetofmc
LDAP download succ: ful: 51 groups, 25 users download

Directory Realm Configuration RIETEIWGET

| Download users and groups

Begin automatic download at g v | |pM |v | America/New York Repeat Every 24 |v | Hours

| 4 Download New

Available Groups & Groups to Include (0) Groups to Exclude (0)

| 4, Search by name

&* Enterprise Admins

3:5 Hyper-\' Administrators

& Group Policy Creator Owners

& Guri-group2

& Cloneable Domain Controllers

& Distributed COM Users

& Allowed RODC Password Replication Group

Add to
& Cryptographic Operators Include
& Server Operators Add to
& Remote Desktop Users Exclude
&5 WinRMRemoteWMIUsers__
& Users
&3 Administrators
35 Windows Authonzation Access Group
3'5 Enterprise Read-only Domain Controllers
g Domain Admins
g& Domain Users
5:5 Pre-Windows 2000 Compatible Access ———
B rert Publishers - Enter User Inclusion _Add Enter User Exclusion | Add

Devices(C|HFO|£) > VPN > Remote Access(¥Z HAHIA)E > Add(F7HE Z =gt

Overview Analysis  Policies JeSUTEE ; AMP  Intelligence . System Help» admin v

Device Management NAT VPN » Remolte Access Qa5 Platform Settings FlexConfig Certificates

Add a new configuration

AnyConnect VPN& 748 FTD C|H}O|AE ME4SHE{T Name, Description(0|&)2 /235t
Add(Z7HE S8k

Overview Analysis Policles JIEEUTSEE Objects AMP  Intelligence deploy . 5y Help »

admin v

Device Management NAT VPN = Remole Accoss QoS Platform Settings FlaxConfig Certificates
Remote Access VPN Policy Wizard

o Policy Assignment 2] Connection Pralile > 3 AnyConnect > 4) Access b Certificate > (5] Summary

Targeted Devices and Protocols

This wizard de you through the regu

minimal steps to configure the Remote Acce

i Before You Start

& W L ed cannectan profle
Before you start, ersure the Ffollowing
configuratron el to be in place to

Hame: ™ ETDARyConnectVPN eomplete Remat 1L VPN Palisy.

H | T MectVPN
Authentication Server

2 i for this FT
AmyConnsct VPN configuration for this FTD Configure Gl or SADILS Sarver Grooe

to authenticate VPN chents

o 551 o IPsec-IKEv2 AnyConnect Client Package

vices celected Devices Make sure you have AnyConnect package
for VPN Chent downloaded or you have
the relevant Cisto credentials to download
it during the wizend.

Targeted Devices: Available

& 102002140

Device Interface
Interfaces should be already configured on
targeted deviges o that they can be used
&3 & secunty pone or interfsce group to
enable VPN access.

Add for the Authentication Server(21& AH{of CHsl F7+)& 2 =6t RADIUS Server



Group(RADIUS At 18)2 MEigrLICt. O] & Cisco Identity Services Engine PSN(Policy
Services Node)&IL|C}.

Overview  Analysis Policies [[ESHISSS Objects | AMP  Intelligence
Davice Management  NAT VPN » Remote Access QoS Platform Settings  FlexConfip  Certificates

1) Palicy Assignment @ Connection Profile 3] AnyGonnect > (4] Access & Cartificate > (5] Summary.

1 U e B,

Authenticatio
Soecly the me

RADIUS ME{2| O|/S l=dgtLct.

2lof A TAIEE Qo] M

Add(F7tH)E S=§fLict.

Add RADIUS Server Group TH

Hafe:™ CiscolSE
Depcnpisnn: Cesco 15E (Joined to Windoss AD Server)
Group Accounting Mode: Zngle w
Retry Intercal:™ io {1-18) Seconds
Realms: 15t o it

Enable authdnze anby

Enabde interim acccunt update

Enable dyramic authorization

RADIUS Servers [(Maxmum 16 sereers) \

IF Address/Hostname

SEvE Cancel
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F9|:2/o| 7|= RADIUS &7 HIY Z|LICH o] 7|= L&l ALSEfLICH

Edit RADIUS Server 7 M
IP Address/Hostname:™ 192.168.1.10
Authentrcaticn Port:™ 1E12 1-£55835
K™ FEERRERE
Confirm Keya® FEREREEES
Accoamiing Port: 1813 [1-65535
Timeaut: 10 {1-300) Seoands
Connect using! ' Riouting Spadific Interface i1
Save Cance
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add RADIUS Server Group L

Mame! " CupealSE

Detdariptagn Orne 1SE [Jowrsed o Whndows AD server)

Gargaap ALoceanbog Mode gl w

Eetry ledervalr™ 1] [1:10) Secnnds
Beaimse: issbedmd b

Enghie Sonbarmg oy

Ensbiy vl siooant oot

Ensbie dyruimel Subboanzaton

EADIUS Sarnery | Maoram |6 servers)

Save(XME)E S=2|&Lct.
IPv4 Address Pool(IPv4 F4 &)of CHEt Edit(=H)E &=l

AMP  Int

Device Management  MAT VPN » Remole Access QoS Flatform Settings  FlexConfig  Certificates
Remote Access VPN Policy Wizard

1) Policy Assignment © Connection Profile SRS > () Access & Certificate > 5] Summary.

P = e -t

FTDANYConnectvPN

th), aed the ASA servers that wil be used foe VPl conmpctions,

Back Naxt Cancal

Add(F7tH)& =gt



Address Pools 5 W

Avadlable [Pvd Pooly & W) Seieried 1Ped Pooly

y /m

Q. =

OlF, IPv4 T4 HQ L MEY OtAIE U=4EL|C).

Add IPv4 Pool ? X

Name:™ Ingrde-Poad

1Pvd Address Range:® | 192,168,10,50-192.168.10.250 _
Format: ipsddr-ipaddr e.g., 10.72.1.1-10,72.1.150

Magk: 255.255.255.0
Deseription: [P Addresses that the Windows/Mac PC will get when
thiey connect via YPH to the ETD

Allow Overmides: w7

B Configure device overnides in the address pool object to avoid 1P address conflicts in caze of object is
shared across multbple devioes
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Address Pools

Available IPvd Pools & &

=

Selected IPvd Pools

L) 1nside-Poal -
iFwd

Inside-Pool
152.168.10.50-192.168.10.250

] 8 CAane

Edit Group Policy(2 8 H* )& =g}

DENIETE Objects  AMP  Intelligence

Device Management NAT VPN » Remote Access QoS Flatform Settings FlexConfig

Remote Access VPN Policy Wizard

(1) Policy Assignment € Connection Profile (3) AnyConnect > (a) Access & Certificate )

Connaction Profile Name:™

Certificates

FTDAnyConnectVPN

Authentication, Authorization & Accounting (AAA):
Specify the method of authenbcation (Ana, certficatas or both), and the Aaa servers that will be used for VPN connections.
Authentication Method: R84 Only e

Authenticatron Server:® CiszolSE

w Jv
% ot henbcation Berwer v
-9

Authonzation Server: s

Accounting Server:

Client Address Assignment:

Clhant IP address can be assigned from AR server, DHCP server and IP address poals. When multiple options are selected, IP address
assgnment is tned in the order of AAA server, DHCP server and IP address poel.

Use AAL Server (RADIUS anly) B
Use DHCP Servers
¥ \se [P Address Pools

1Pv4 Address Pools: | Inside-Poal

&
1Pv6 Address Pools: &
Group Policy:
& group policy is & collection of user-onented sesson sttributes mhich are assigned to client when s VPN connection is stablished. Select
or creabe & Group Policy object.
Group Policy:™ DitGrpPalicy bl "

Edit Greug Peliey

AnyConnect B > Profiles > AddE & 2|gLICt



Edit Group Policy T X

Name:™ DEtGrpolicy

Desergltian:

Profies AnyConnect prohles contains seitings for thea VWPH dient functonalty snd option
551 Settngs features. FTO deployvs the profiles dunng AnyConnect chent connection,
Connection Settings Client Profile: sl

Add |
Standalone profile editor can be used bo create & new of nmd’d.'ymlmmul\:ﬂ
profile. Wou can dewndoad the profide eddor from Clscn Software Download Center.

Ol&/E 245t 1 Browse...& 2 2!5t T 2|9| 4EtH| 0l A VPNprofile.xml TtS AENSHL|C}.

Add AnyConnect File /

AnyConnect_XML_Profile
VPNprofile.xmi
onnect Client Profile

XML profile we created using Profile Editor earlier

_ swe || cewce |

Save(X&)E Z =I5l Next(CIS)E E=gLct

2?|9] 4EtH|0i A AnyConnect Windows/Mac Tt 0| & Qlt 2 MEHEHL|C}.



Overview Analysis Policies JESUTGES Objects = AMP  Intelligel - em Help v admin »

Device Management NAT VPN » Remolte ACcess Qo5 Flatform Settings FlexConfig Certificates

Remote Access VPN Policy Wizard

(1) Policy Assignment > (2} Connection Profile € AnyConnect (4) Access & Certificate > (5) Summary
3 ki
' ﬂ ' - Ot =’

Remote User AnwConmect Client
%
9

o
ALA

AnyConnect Client Image
The VPN way can aulomabcadly download the lates

vk
ize connection setup time by choosing the appropnate 05 for the selected package

ylonnect package to the chent device when the VPN connedion

i
el ir

Show Re-order buttons Wl

\:'rr wnload AnyConnect Chent packages from Cisco Software Download Cenber.

o

i A B P e i 1!{1."- = S RN e

LR

amyConnect_Mac_42.603049 anyconnect-macos-4.5.0 3049 -webdeploy-k3. Has 05 -
¥ amyConnect_Windows_4.6.03048 afyConnect-win-4.5.03049-webdeploy-k9.pkg Wendews w
Back Hext Cancel

Ct&2 E2gLict
Interface Group/Security Zone(2/E{H|0|A 1 &/5 ¢t 224)S Outside(2lF)=E =
Certificate Enrollment& /2| 3TH7|0| M ZF A5t QIBE ME MHEHFHLICH,

v admin ¥

Device Management  NAT VPN » Remote Access QoS FlexConfig  Certificates

Remote Access VPN Policy Wizard

(1) Policy Assignment > (7) Connection Profile > (3] AnyConnect (5] Summsry

ah -
B

o or 8 Securty Zone that cortans the netwek interfaces wars wil pccess for VEY

Outide -l

/ 1 Enatée DTLS on member interfaces

Device Certificates
cabed Tdentity certificate] dentfies the VPN gateway o the remate sccess chanks, Selast 3
4 to autherticate the VPN gateway

Hicate Enrodenant;® FICWAiServerCert hal ]

/

A decrypted &
bypass decrypt

Bypass Acoess Cond

Back Hext Cancel




ement  NAT VPN » Remol
te Access VPN Policy W

{1} Policy Assignment > 7). Connection Prafile > 3| AmyConned

NATHA VPN ECiE 0| IS X2 2 VPN ECiE & XMLt % FTD NAT 728 745t A&
Mo /2| MLt

A NAT 2|2 45104 VPN EZHZI0| NATE 2t X| ot £ $LICHFTDE QIF QIE{Ho|A R
Ol%%F [l AnyConnect T{Z!2 0|0| S22 PC7P o|0] LHE QIE{m|o|A Foi| {1 o/Of At
IP FA7I e AAME ELICE VPN Eci=of CHal NAT-Exempt(No-NAT) #3212 T d38HoF &L
Ct.

Objects(7HA) 2 0|5 > Add Network(WIE 22 F7HE 2251 > Add Object(7HX| £7HE 8
ghct.

Edit Network Objects T X

Mame: inside-subnet

Description:

Metwork: 192.168.1.0/24

Format: ipaddr or ipaddinflen or
range (foaddr-ipaddr)

Allgwr Orvermdes:

Save Cancel



Hame:

Descnpiron

Ael

Edit Metwork Object
outside-gubnet-anyeennect-pool

(o) muiy=—1
AR

192.168.10.0/24
Format: ipaddr or ipaddrflen or
range (ipaddr-ipaddr)
Allaw Ovérfidas
Save Cancel
Overview  Analysis  Policie ’ B (T = e Y
Examp\e_Companv NAT_Policy Qc
el i e il e, B — —— T o e
& Static tside 8 inside-sabnet 9 outsid i inside-subnet R outsice-sul ]
t Vil g V Z
=3t AL A VPNO| £012 % Clo|E| E2jZio] 2= 5/ 3o BLICHLE 7hx| M= ALEO|
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of = Si=5E Eli=lol CHEt Bypass Access Control Policy® CHS 0|l M & A58t &%
> VPN > #Z AAHA > VPN Z2 0t > AMA CIE{H O] A:
(] Bypass Access Control policy for decrypted traffic (sysopt permit-vpn)
Controf Policy by default. This option bypasses the |I'":-EEf|.|"f"'
ded from AAA server are still appiied to VPN traffic
2 72 Madslof &t

Decrypted traffic Is subjected to Access
hut VPN Filter ACL and authorization ACL downloa
0.|| OHA-”éol' A

Access Control for VPN Traffic
Policies(Z%) > Access Control Policy( M| A|o{ ZHAH)Z 0
St=

ol SMg & d&lstx| St
S o|-0:| VPN Al’%xl'ﬂ' LH"?" = dm ZO'“ (I?AIII: o=
RLEZH YoM Deployment(T
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FirePOWER Management Center2]
FTDE L EQ|3 C|HIO|AR F7}8t1 Cisco ISEMIA X2 Ao
A8).
Cisco Identity Services Engine™| 21215t 11 Administration(Z 2|) > Network Devices(HIER{3 C|
HFO[|A) > Add(F7HE =& ct



ke Identily Services Engine @ » Context Visibilily » Operations  » Policy (RSNt e) » Work Cenlers

» System ¢ [dentity Managemant = Natwork Resourcas » Devica Portal Managemen!  puGrid Sanvices » Feed Sarvica ¢ Threat Cantric NAC

w» Matwork Devices  Neétwork Device Groups  Network Dewice Profles  Exiernal RADIUS Servers  RADIUS Server Sequences  MAC Managers  External MOM  » Locsbon Services

L]
Metwork Devices Network Devices
Dafault Davice
J Ede A 25 Duphicate X - Generale PAC -
Diévice Sa Seltings # =ﬂ= dd Wy EImport g Export (&) ¥ Delete
Hama &  Profile Mame Location Type Description

O aAsavz &% Gsco & All Locations Cisco Devices asa lab

-'__j CatalvstSwilch & Ciscp & All Locations All Device Typas Catalyst 2850 Swikch

O cicowle & Cisco £ Al Locations &l Device Types Cisco 3504 WLC

O cscowic? % Osco £ All Locaticns All Device Types WLC at desk

Ol 245l FTDO IP FAE 245l 2| EHHo|A RADIUS 2R 23 £ @24t}
ZO|:FTD7} Cisco ISE(RADIUS AH), & Cisco ISE7} FTDE Sall 2Z4E £ Q& FTD QE{m|0|
A0 HZAE £ U QIE{H 0| A/p —’F—¢010|= ghuick.

AN —

';I;'“'E; ldenlity Services Engine Home » Context Visibility ¥ Dperations ¥ Policy = Adminisiration » Work Centers

b System » identity Managameant = Matwork Resources ¢ Device Portal Management peGrid Services ¢ Faed Sarvice ¢ Threat Cenlric MAC

« Network Devices  Network Device Groups  Metwork Device Profiles  External RADIUS Servers  RADIUS Server Sequences  NAC Managers  Exiernal MDM

e Nehwork Devices List > FTDVPN
Network Devices Network Devices /
Default Device * Name | FTDVPN |
Device Sacurity Settings Description | |
IPAddress  ~| SIP¢ | 192.168.1.1 | EX

g

* Device Profile [=] Alcateltirad | » €3

* Network Device Group

Location (4] Locations © | [ SetToDefauk |
IPSEC [ng O] | Set.To Default. |
Device Type [l Device Types  © | [ Sekt To Default |

¥ 'L RADIUS Authentication Seftings

RADIUS UDP Sattings

Protocol  RADIUS /

* Shared Secrat |mm123 | | Hide

Usa Second Shared Secret [

| show |
Caa Port [ 1700 | | Se8To Default |
RADIUS DTLS Settings i
DTLS Required [ i
Shared Secret  radiusidlis i
Co Port [ 2083 | [.5etTo Defauk |

Policy(Z*) > Policy Set(Z2® MIE) > create a Policy Set for a Authentication requests(CHS /8
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s ity Services.

Poicy Sets | Proling P

» Adminssaten » Werk Centers
Clent Provisioning  § Policy Exnents

@ License Warring &
Policy Sets =+ VPN Users

Status  Policy Set Name Descnplion

Congitions Allowed Prolocols | Senver Sequence  Hils
@ VPN Usens [ EQUALS Virtual Datault Network .
¥ Authentication Policy (2)
+  stas Rulke Name Conditions Use Hits  Actions
A_User_ID_Stores -
@ pex B Weeless 802 1% o
¥ Options
An_User_ID_Siores
@ o
> Options.
¥ Authonzation Policy - Local Exceptions
¥ Authonzation Policy - Global Exceptions
¥ Authonzation Policy (2)
Resulis
Stalus  Ruke Name Conaisons Profiles Security Groups
@  Oetaat

HtE  Actiond

= Dvarhccens + " I \h

[ Reset 1 save JS
CHee 70| B EH EAISE Al
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Policy Sets = VPN Users

Status  Policy Set Name Description Canditions.

Aliowed Prolocols £ Senver Sequence
@ vPNUses

Hits.
B Radius-NAS-Port-Type EQUALS Viral Detaut Network Access v & ™
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@  oex

All_User_iD_Stedes
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All_User_ID_Stores

48 o
¥ Options
¥ Authorization Policy - Local Exceplions
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L, Cnd. e

Ethernet adapter Local Area Connection 2

nection-specific DHE Suffix

FoBd: s PdbetadlVYibbed 130649511

et H
Defauilt Gate

liinne | adapter a2 —4348-AnG E-FEECBERTSODE > =

Hedia State i : i : Media dizconnectad

FTDOIM %|F AL A7} AnyConnect VPNO| A2 E|0{ Q= X| &QlstLCt

> show ip

System IP Addresses:

Interface Name IP address Subnet mask Method
GigabitEthernet0/0 inside 192.168.1.1 255.255.255.240 CONFIG
GigabitEthernet0/1 outside 203.0.113.2 255.255.255.240 CONFIG
Current IP Addresses:

Interface Name IP address Subnet mask Method
GigabitEthernet0/0 inside 192.168.1.1 255.255.255.240 CONFIG
GigabitEthernet0/1 outside 203.0.113.2 255.255.255.240 CONFIG

> show vpn-sessiondb detail anyconnect

Session Type: AnyConnect Detailed

Username : jsmith Index : 2

Assigned IP : 192.168.10.50 Public IP : 198.51.100.2
Protocol : AnyConnect-Parent SSL-Tunnel DTLS-Tunnel
License : AnyConnect Premium

Encryption : AnyConnect-Parent: (l)none SSL-Tunnel: (1)AES-GCM-256 DTLS-Tunnel:

(1)AES256



Hashing : AnyConnect-Parent: (l)none SSL-Tunnel: (1)SHA384 DTLS-Tunnel: (1)SHAL
Bytes Tx : 18458 Bytes Rx : 2706024

Pkts Tx : 12 Pkts Rx : 50799

Pkts Tx Drop : 0 Pkts Rx Drop : 0

Group Policy : DfltGrpPolicy Tunnel Group : FTDAnyConnectVPN
Login Time : 15:08:19 UTC Wed Oct 10 2018

Duration : 0h:30m:11ls

Inactivity : Oh:00m:00s

VLAN Mapping : N/A VLAN : none

Audt Sess ID : 0ac9d68a000020005bbel5e3

Security Grp : none Tunnel Zone : 0

AnyConnect-Parent Tunnels: 1
SSL-Tunnel Tunnels: 1
DTLS-Tunnel Tunnels: 1

AnyConnect-Parent:

Tunnel ID : 2.1

Public IP : 198.51.100.2

Encryption : none Hashing : none

TCP Src Port : 53956 TCP Dst Port : 443

Auth Mode : userPassword

Idle Time Out: 30 Minutes Idle TO Left : 0 Minutes
Client OS : win

Client OS Ver: 6.1.7601 Service Pack 1

Client Type : AnyConnect

Client Ver : Cisco AnyConnect VPN Agent for Windows 4.6.03049
Bytes Tx : 10572 Bytes Rx : 289

Pkts Tx : 6 Pkts Rx : O

Pkts Tx Drop : 0 Pkts Rx Drop : 0

SSL-Tunnel:

Tunnel ID : 2.2

Assigned IP : 192.168.10.50 Public IP : 198.51.100.2
Encryption : AES-GCM-256 Hashing : SHA384
Ciphersuite : ECDHE-RSA-AES256-GCM-SHA384
Encapsulation: TLSv1l.2 TCP Src Port : 54634

TCP Dst Port : 443 Auth Mode : userPassword

Idle Time Out: 30 Minutes Idle TO Left : 29 Minutes
Client OS : Windows

Client Type : SSL VPN Client

Client Ver : Cisco AnyConnect VPN Agent for Windows 4.6.03049
Bytes Tx : 7886 Bytes Rx : 2519

Pkts Tx : 6 Pkts Rx : 24

Pkts Tx Drop : 0 Pkts Rx Drop : 0

DTLS-Tunnel:

Tunnel ID : 2.3

Assigned IP : 192.168.10.50 Public IP : 198.51.100.2
Encryption : AES256 Hashing : SHAL

Ciphersuite : DHE-RSA-AES256-SHA

Encapsulation: DTLSv1.0 UDP Src Port : 61113

UDP Dst Port : 443 Auth Mode : userPassword

Idle Time Out: 30 Minutes Idle TO Left : 30 Minutes
Client OS : Windows

Client Type : DTLS VPN Client

Client Ver : Cisco AnyConnect VPN Agent for Windows 4.6.03049
Bytes Tx : 0 Bytes Rx : 2703216

Pkts Tx : 0 Pkts Rx : 50775

Pkts Tx Drop : 0 Pkts Rx Drop : 0

Windows 7 PCOi| M Cisco AnyConnect 22I0|1EM A A2 B7I'E E=
7+ E AIELICH
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> show vpn-sessiondb detail anyconnect
INFO: There are presently no active sessions

]
AnyConnect Clientoll M 9124 ‘=22 9|5 QIEIH 0|40 A & ZHR{7k 01 LIEtLI=R|

of:
o€ E0{ %5 AIEXIS| &

rr

PE & ctRE2l 38 IP7I ELICH

ciscofp3# capture capin interface outside trace detail trace-count 100 match ip any host

<now hit Connect on AnyConnect Client from employee PC>

ciscofp3# show cap

capture capin type raw-data trace detail trace-count 100 interface outside [Buffer Full - 524153
bytes]

match ip any host 198.51.100.2

Z|E A8 Xtel PCOIM FTDL| 2|F QlE{m| oAz M&E IiZ!E E T Outside FTD 2IE{H 0] 01
T2 et=x| g elghLch.

ciscofp3# show cap capin
2375 packets captured

1: 17:05:56.580994 198.51.100.2.55928 > 203.0.113.2.443: S 2933933902:2933933902(0) win
8192 <mss 1460,nop,wscale 8,nop,nop, sackOK>

2: 17:05:56.581375 203.0.113.2.443 > 198.51.100.2.55928: S 430674106:430674106(0) ack
2933933903 win 32768 <mss 1460>

3: 17:05:56.581757 198.51.100.2.55928 > 203.0.113.2.443: . ack 430674107 win 64240

4: 17:05:56.582382 198.51.100.2.55928 > 203.0.113.2.443: P 2933933903:2933934036(133) ack
430674107 win 64240

5: 17:05:56.582458 203.0.113.2.443 > 198.51.100.2.55928: . ack 2933934036 win 32768

6: 17:05:56.582733 203.0.113.2.443 > 198.51.100.2.55928: P 430674107:430675567(1460) ack
2933934036 win 32768

7: 17:05:56.790211 198.51.100.2.55928 > 203.0.113.2.443: . ack 430675567 win 64240

8: 17:05:56.790349 203.0.113.2.443 > 198.51.100.2.55928: P 430675567:430676672(1105) ack
2933934036 win 32768

9: 17:05:56.791691 198.51.100.2.55928 > 203.0.113.2.443: P 2933934036:2933934394(358) ack
430676672 win 63135

10: 17:05:56.794911 203.0.113.2.443 > 198.51.100.2.55928: P 430676672:430676763(91) ack
2933934394 win 32768

11: 17:05:56.797077 198.51.100.2.55928 > 203.0.113.2.443: P 2933934394:2933934703(309) ack
430676763 win 63044

12: 17:05:56.797169 203.0.113.2.443 > 198.51.100.2.55928: . ack 2933934703 win 32768

13: 17:05:56.797199 198.51.100.2.55928 > 203.0.113.2.443: P 2933934703:2933935524(821) ack
430676763 win 63044

14: 17:05:56.797276 203.0.113.2.443 > 198.51.100.2.55928: . ack 2933935524 win 32768

15: 17:05:56.798634 203.0.113.2.443 > 198.51.100.2.55928: P 430676763:430677072(309) ack
2933935524 win 32768

16: 17:05:56.798786 203.0.113.2.443 > 198.51.100.2.55928: P 430677072:430677829(757) ack
2933935524 win 32768

17: 17:05:56.798817 203.0.113.2.443 > 198.51.100.2.55928: P 430677829:430677898(69) ack
2933935524 win 32768

18: 17:05:56.799397 198.51.100.2.55928 > 203.0.113.2.443: . ack 430677898 win 64240

19: 17:05:56.810215 198.51.100.2.55928 > 203.0.113.2.443: P 2933935524:2933935593(69) ack

430677898 win 64240
20: 17:05:56.810398 203.0.113.2.443 > 198.51.100.2.55928: . ack 2933935593 win 32768



21: 17:05:56.810428
430677898 win 64240

22: 17:05:56.810489
23: 17:05:56.810627
2933935594 win 32768
24: 17:05:56.811008
25: 17:05:59.250566

8192 <mss 1460,nop,wscale
26: 17:05:59.250963
2614357961 win 32768 <mss

27: 17:05:59.251406
28: 17:05:59.252062
3940915254 win 64240
29: 17:05:59.252138
30: 17:05:59.252458

2614358126 win 32768
31: 17:05:59.253450
3940915431 win 64063
32: 17:05:59.253679
33: 17:05:59.255235
3940915431 win 64063
34: 17:05:59.255357
35: 17:05:59.255388
ack 3940915431 win 64063
36: 17:05:59.255495
37: 17:05:59.400110
2614359555 win 32768

38: 17:05:59.400186
ack 2614359555 win 32768
39: 17:05:59.400675
40: 17:05:59.400736
ack 2614359555 win 32768
41: 17:05:59.400751
ack 2614359555 win 32768
42: 17:05:59.401544
43: 17:05:59.401605
ack 2614359555 win 32768
44: 17:05:59.401666
ack 2614359555 win 32768
45: 17:05:59.401727

2614359555 win 32768

46: 17:05:59.401743
2614359555 win 32768
47: 17:05:59.402185
48: 17:05:59.402475
3940923375 win 64240
49: 17:05:59.402597
50: 17:05:59.402628
3940923375 win 64240
51: 17:05:59.402673
52: 17:05:59.402765
2614359625 win 32768
53: 17:05:59.413384
54: 17:05:59.555665

8192 <mss 1460,nop,wscale
55: 17:05:59.556154
1903869754 win 32768 <mss
56: 17:05:59.556627

57: 17:05:59.560502
2583094767 win 64240

58: 17:05:59.560578

59: 17:05:59.563996

ack 1903869906 win 32768
60: 17:05:59.780034

198.51.100.2.55928 > 203

203.
203.

198.

8, nop, nop, sackOK>

203.0.113.2.443 > 198.51.

1460>

198.51.100.2.56228 > 203.
198.51.100.2.56228 > 203.

203.
203.

198.

203.
198.

203.
198.

203.
203.

203.

198.
203.

203.

198.
203.

203.

203.

203.

198.
198.

203.
198.

203.
203.

198.
198.
8, nop, nop, sackOK>

203.0.113.2.443 > 198.51.

1460>

198.51.100.2.56280 > 203.
198.51.100.2.56280 > 203.

203.0.113.2.443 > 198.51.
203.0.113.2.443 > 198.51.

198.51.100.2.56280 > 203

0.113.2.443 > 198.51.
0.113.2.443 > 198.51.

51.100.2.55928 > 203.
198.51.100.2.56228 > 203.

0.113.2.443 > 198.51.
0.113.2.443 > 198.51.

51.100.2.56228 > 203.

0.113.2.443 > 198.51.
51.100.2.56228 > 203.

0.113.2.443 > 198.51.
51.100.2.56228 > 203.

0.113.2.443 > 198.51.
0.113.2.443 > 198.51.

0.113.2.443 > 198.51.

51.100.2.56228 > 203.
0.113.2.443 > 198.51.

0.113.2.443 > 198.51.

51.100.2.56228 > 203.
0.113.2.443 > 198.51.

0.113.2.443 > 198.51.

0.113.2.443 > 198.51.

0.113.2.443 > 198.51.

51.100.2.56228 > 203.
51.100.2.56228 > 203.

0.113.2.443 > 198.51.
51.100.2.56228 > 203.

0.113.2.443 > 198.51.
0.113.2.443 > 198.51.

51.100.2.56228 > 203.
51.100.2.56280 > 203.

.0.113

.0.113

100.2.
100.2.

0.113.
0.113.

100.2.

0.113.
0.113.

100.2.
100.2.

0.113.

100.2.
0.113.

100.2.
0.113.

100.2.
100.2.

100.2.

0.113.
100.2.

100.2.

0.113.
100.2.

100.2.

100.2.

100.2.

0.113.
0.113.

100.2.
0.113.

100.2.
100.2.

0.113.
0.113.

100.2.

0.113.
0.113.

100.2.
100.2.

.2.443:

.2.443:

55928:
55928:

2.443:
2.443:

56228:

2.443:
2.443:

56228:
56228:

2.443:

56228:
2.443:

56228:
2.443:

56228:
56228:

56228:

2.443:
56228:

56228:

2.443:
56228:

56228:

56228:

56228:

2.443:
2.443:

56228:
2.443:

56228:
56228:

2.443:
2.443:

56280:

2.443:
2.443:

56280:
56280:

F 2933935593:2933935593(0) ack
ack 2933935594 win 32768

FP 430677898:430677898(0) ack
ack 430677899 win 64240
2614357960:2614357960(0) win
3940915253:3940915253(0) ack

ack 3940915254 win 64240

2614357961:2614358126 (165) ack
ack 2614358126 win 32768
3940915254:3940915431(177) ack
2614358126:2614358217(91) ack
ack 2614358217 win 32768
2614358217:2614358526(309) ack
ack 2614358526 win 32768
2614358526:2614359555(1029)
ack 2614359555 win 32768
3940915431:3940915740(309) ack

3940915740:3940917069 (1329)

ack 3940917069 win 64240
3940917069:3940918529 (1460)

3940918529:3940919979 (1450)

ack 3940919979 win 64240
3940919979:3940921439(1460)

3940921439:3940922899 (1460)

3940922899:3940923306(407) ack
3940923306:3940923375(69) ack
ack 3940923375 win 64240
2614359555:2614359624 (69) ack
ack 2614359624 win 32768
2614359624:2614359624 (0) ack
ack 2614359625 win 32768

FP 3940923375:3940923375(0) ack
ack 3940923376 win 64240
1903869753:1903869753 (0) win
2583094766:2583094766 (0) ack
ack 2583094767 win 64240
1903869754:1903869906 (152) ack

ack 1903869906 win 32768
2583094767:2583096227 (1460)

ack 2583096227 win 64240



61: 17:05:59.780141 203.0.113.2.443 > 198.51.100.2.56280: P 2583096227:2583097673 (1446)
ack 1903869906 win 32768

62: 17:05:59.998376 198.51.100.2.56280 > 203.0.113.2.443: . ack 2583097673 win 62794

63: 17:06:14.809253 198.51.100.2.56280 > 203.0.113.2.443: P 1903869906:1903870032(126) ack
2583097673 win 62794

64: 17:06:14.809970 203.0.113.2.443 > 198.51.100.2.56280: P 2583097673:2583097724(51) ack
1903870032 win 32768

65: 17:06:14.815768 198.51.100.2.56280 > 203.0.113.2.443: P 1903870032:1903870968(936) ack
2583097724 win 64240

66: 17:06:14.815860 203.0.113.2.443 > 198.51.100.2.56280: . ack 1903870968 win 32768

67: 17:06:14.816913 203.0.113.2.443 > 198.51.100.2.56280: P 2583097724:2583099184(1460)
ack 1903870968 win 32768

68: 17:06:14.816928 203.0.113.2.443 > 198.51.100.2.56280: P 2583099184:2583099306(122) ack
1903870968 win 32768

69: 17:06:14.816959 203.0.113.2.443 > 198.51.100.2.56280: P 2583099306:2583100766(1460)
ack 1903870968 win 32768

70: 17:06:14.816974 203.0.113.2.443 > 198.51.100.2.56280: P 2583100766:2583100888(122) ack
1903870968 win 32768

71: 17:06:14.816989 203.0.113.2.443 > 198.51.100.2.56280: P 2583100888:2583102142(1254)
ack 1903870968 win 32768

72: 17:06:14.817554 198.51.100.2.56280 > 203.0.113.2.443: . ack 2583102142 win 64240

73: 17:06:14.817615 203.0.113.2.443 > 198.51.100.2.56280: P 2583102142:2583103602(1460)
ack 1903870968 win 32768

74: 17:06:14.817630 203.0.113.2.443 > 198.51.100.2.56280: P 2583103602:2583103930(328) ack
1903870968 win 32768

75: 17:06:14.817630 203.0.113.2.443 > 198.51.100.2.56280: P 2583103930:2583104052(122) ack
1903870968 win 32768

76: 17:06:14.817645 203.0.113.2.443 > 198.51.100.2.56280: P 2583104052:2583105512(1460)
ack 1903870968 win 32768

77: 17:06:14.817645 203.0.113.2.443 > 198.51.100.2.56280: P 2583105512:2583105634(122) ack
1903870968 win 32768

78: 17:06:14.817660 203.0.113.2.443 > 198.51.100.2.56280: P 2583105634:2583105738(104) ack
1903870968 win 32768

79: 17:06:14.818088 198.51.100.2.56280 > 203.0.113.2.443: . ack 2583105512 win 64240

80: 17:06:14.818530 198.51.100.2.56280 > 203.0.113.2.443: . ack 2583105738 win 64014

8l: 17:06:18.215122 198.51.100.2.58944 > 203.0.113.2.443: wudp 99

82: 17:06:18.215610 203.0.113.2.443 > 198.51.100.2.58944: udp 48

83: 17:06:18.215671 198.51.100.2.56280 > 203.0.113.2.443: P 1903870968:1903872025(1057)
ack 2583105738 win 64014

84: 17:06:18.215763 203.0.113.2.443 > 198.51.100.2.56280: . ack 1903872025 win 32768

85: 17:06:18.247011 198.51.100.2.58944 > 203.0.113.2.443: udp 119

86: 17:06:18.247728 203.0.113.2.443 > 198.51.100.2.58944: udp 188

87: 17:06:18.249285 198.51.100.2.58944 > 203.0.113.2.443: wudp 93

88: 17:06:18.272309 198.51.100.2.58944 > 203.0.113.2.443: wudp 93

89: 17:06:18.277680 198.51.100.2.58944 > 203.0.113.2.443: wudp 93

90: 17:06:18.334501 198.51.100.2.58944 > 203.0.113.2.443: udp 221

91: 17:06:18.381541 198.51.100.2.58944 > 203.0.113.2.443: wudp 109

92: 17:06:18.443565 198.51.100.2.58944 > 203.0.113.2.443: wudp 109

93: 17:06:18.786702 198.51.100.2.58944 > 203.0.113.2.443: wudp 157

94: 17:06:18.786870 198.51.100.2.58944 > 203.0.113.2.443: wudp 157

95: 17:06:18.786931 198.51.100.2.58944 > 203.0.113.2.443: udp 157

96: 17:06:18.952755 198.51.100.2.58944 > 203.0.113.2.443: wudp 109

97: 17:06:18.968272 198.51.100.2.58944 > 203.0.113.2.443: wudp 109

98: 17:06:18.973902 198.51.100.2.58944 > 203.0.113.2.443: wudp 109

99: 17:06:18.973994 198.51.100.2.58944 > 203.0.113.2.443: wudp 109

100: 17:06:18.989267 198.51.100.2.58944 > 203.0.113.2.443: udp 109

A3t LHo| 25 AASKZRE S0{2= mZof Ciet MF ALY 27|

ciscofp3# show cap capin packet-number 1 trace detail
2943 packets captured



1: 17:05:56.580994 006b.fle7.6c5e 000c.294f.ac84 0x0800 Length:
198.51.100.2.55928 > 203.0.113.2.443: S [tcp sum ok] 2933933902:2933933902(0)

1460,nop,wscale 8,nop,nop,sackOK> (DF) (ttl 127, id 31008)

Phase: 1

Type: CAPTURE

Subtype:

Result: ALLOW

Config:

Additional Information:

Forward Flow based lookup yields rule:

in id=0x2acel3beec90, priority=13, domain=capture, deny=false
hits=2737, user_data=0x2acel232af40, cs_id=0x0, 13_type=0x0
src mac=0000.0000.0000, mask=0000.0000.0000

dst mac=0000.0000.0000, mask=0000.0000.0000
input_ifc=outside, output_ifc=any

Phase: 2

Type: ACCESS-LIST

Subtype:

Result: ALLOW

Config:

Implicit Rule

Additional Information:

Forward Flow based lookup yields rule:

in 1d=0x2acel07c¢8480, priority=1, domain=permit, deny=false
hits=183698, user_data=0x0, cs_id=0x0, 13_type=0x8
src mac=0000.0000.0000, mask=0000.0000.0000

dst mac=0000.0000.0000, mask=0100.0000.0000
input_ifc=outside, output_ifc=any

Phase: 3

Type: ROUTE-LOOKUP

Subtype: Resolve Egress Interface

Result: ALLOW

Config:

Additional Information:

found next-hop 203.0.113.2 using egress ifc identity

Phase: 4

Type: ACCESS-LIST

Subtype:

Result: ALLOW

Config:

Implicit Rule

Additional Information:

Forward Flow based lookup yields rule:

in 1d=0x2acell99f680, priority=119, domain=permit, deny=false
hits=68, user_data=0x0, cs_1id=0x0, flags=0x0, protocol=6

src i1ip/id=0.0.0.0, mask=0.0.0.0, port=0, tag=any

dst ip/id=0.0.0.0, mask=0.0.0.0, port=443, tag=any, dscp=0x0
input_ifc=outside, output_ifc=identity

Phase: 5

Type: CONN-SETTINGS

Subtype:

Result: ALLOW

Config:

Additional Information:

Forward Flow based lookup yields rule:

in id=0x2acell99efd0, priority=8, domain=conn-set, deny=false

66

hits=68, user_data=0x2acell99e5d0, cs_1id=0x0, reverse, flags=0x0,

src ip/id=0.0.0.0, mask=0.0.0.0, port=0, tag=any

protocol=6

win 8192 <mss



dst ip/id=0.0.0.0,
input_ifc=outside,

mask=0.0.0.0, port=443,
output_ifc=identity

tag=any, dscp=0x0

Phase: 6
Type: NAT
Subtype:
Result:
Config:

per-session
ALLOW

Additional Information:
Forward Flow based lookup yields rule:
in id=0x2ace0fa81330,

priority=0, domain=nat-per-session,

hits=178978, user_data=0x0, cs_id=0x0, reverse, use_real_addr,
src ip/id=0.0.0.0, mask=0.0.0.0, port=0, tag=any
dst i1ip/id=0.0.0.0, mask=0.0.0.0, port=0, tag=any, dscp=0x0

input_ifc=any, output_ifc=any
Phase: 7

Type: IP-OPTIONS

Subtype:
Result:
Config:

ALLOW

Additional Information:
Forward Flow based lookup yields rule:
in id=0x2acel07cdb00,

priority=0, domain=inspect-ip-options,

hits=174376, user_data=0x0, cs_id=0x0, reverse, flags=0x0,
src ip/id=0.0.0.0, mask=0.0.0.0, port=0, tag=any
dst i1ip/id=0.0.0.0, mask=0.0.0.0, port=0, tag=any, dscp=0x0

input_ifc=outside, output_ifc=any
Phase: 8

Type: CLUSTER-REDIRECT

Subtype:
Result:
Config:

cluster-redirect
ALLOW

Additional Information:
Forward Flow based lookup yields rule:
in id=0x2acel07c90cO,

priority=208, domain=cluster-redirect,

hits=78, user_data=0x0, cs_1id=0x0, flags=0x0, protocol=0
src ip/id=0.0.0.0, mask=0.0.0.0, port=0, tag=any
dst i1ip/id=0.0.0.0, mask=0.0.0.0, port=0, tag=any, dscp=0x0

input_ifc=outside, output_ifc=identity
Phase: 9

Type: TCP-MODULE

Subtype:
Result:
Config:

webvpn
ALLOW

Additional Information:
Forward Flow based lookup yields rule:

in i1d=0x2acell199df20, priority=13,

hits=58, user_data=0x2ace061lefb00, cs_id=0x0, reverse, flags=
src ip/id=0.0.0.0, mask=0.0.0.0, port=0, tag=any
dst ip/id=0.0.0.0, mask=0.0.0.0, port=443, tag=any, dscp=0x0

input_ifc=outside, output_ifc=identity
Phase: 10
Type: VPN
Subtype:
Result:
Config:

ipsec-tunnel-flow
ALLOW

Additional Information:

Forward Flow based lookup yields rule:
in id=0x2acelld455e0,
hits=87214,

priority=13, domain=ipsec-tunnel-flow,

user_data=0x0, cs_id=0x0, flags=0x0, protocol=0

domain=soft-np-tcp-module,

deny=false

deny=true

protocol=0

deny=false

deny=false
0x0,

deny=true

flags=0x0, protocol=6

protocol=6



src ip/id=0.0.0.0, mask=0.0.0.0, port=0, tag=any
dst i1ip/id=0.0.0.0, mask=0.0.0.0, port=0, tag=any, dscp=0x0
input_ifc=outside, output_ifc=any

Phase: 11

Type: CAPTURE

Subtype:

Result: ALLOW

Config:

Additional Information:

Forward Flow based lookup yields rule:

in i1d=0x2acellda7000, priority=13, domain=capture, deny=false
hits=635, user_data=0x2acel232af40, cs_id=0x2acellf21620, reverse, flags=0x0,
src ip/id=198.51.100.2, mask=255.255.255.255, port=0, tag=any
dst i1ip/id=0.0.0.0, mask=0.0.0.0, port=0, tag=any, dscp=0x0
input_ifc=outside, output_ifc=any

Phase: 12

Type: CAPTURE

Subtype:

Result: ALLOW

Config:

Additional Information:

Reverse Flow based lookup yields rule:

out 1d=0x2acel0691780, priority=13, domain=capture, deny=false

protocol=

hits=9, user_data=0x2acel232af40, cs_id=0x2acellf21620, reverse, flags=0x0, protocol=0

src ip/id=0.0.0.0, mask=0.0.0.0, port=0, tag=any
dst ip/id=198.51.100.2, mask=255.255.255.255, port=0, tag=any, dscp=0x0
input_ifc=any, output_ifc=outside

Phase: 13

Type: FLOW-CREATION

Subtype:

Result: ALLOW

Config:

Additional Information:

New flow created with id 87237, packet dispatched to next module
Module information for forward flow
snp_fp_inspect_ip_options
snp_fp_tcp_normalizer
snp_fp_tcp_mod

snp_fp_adjacency

snp_fp_fragment

snp_fp_drop

Module information for reverse flow
snp_fp_inspect_ip_options
snp_fp_tcp_normalizer
snp_fp_adjacency

snp_fp_fragment

snp_ifc_stat

Result:

input-interface: outside
input-status: up
input-line-status: up
output-interface: NP Identity Ifc
Action: allow

1 packet shown
ciscofpl3#

MM E diskool| SAELICEJ&LICtT™ CFHS SCP, FTP EE= TFTPE Sall CH22E

Ct

ot

0



(EE= FirePOWER Management Center & Ul >> System >> Health >> Health Monitor >>
Advanced Troubleshooting >> Download File & 2 2l)

ciscofp3# copy /pcap capture:capin diskO:/capin.pcap
Source capture name [capin]? <hit Enter>

Destination filename [capin.pcap]? <hit Enter>
rrrrrrrrrrrrrond

207 packets copied in 0.0 secs

ciscofp3# dir

Directory of diskO:/

122 -rwx 198 05:13:44 Apr 01 2018 lina_phasel.log

49 drwx 4096 21:42:20 Jun 30 2018 log

53 drwx 4096 21:42:36 Jun 30 2018 coredumpinfo

110 drwx 4096 14:59:51 Oct 10 2018 csm

123 -rwx 21074 01:26:44 Oct 10 2018 backup-config.cfg
124 -rwx 21074 01:26:44 Oct 10 2018 startup-config

125 -rwx 20354 01:26:44 Oct 10 2018 modified-config.cfg
160 -rwx 60124 17:06:22 Oct 10 2018 capin.pcap

ciscofp3# copy diskO:/capin.pcap tftp:/

Source filename [capin.pcap]? <hit Enter>

Address or name of remote host []? 192.168.1.25 (your TFTP server IP address (your PC if using
tftpd32 or Solarwinds TFTP Server))

Destination filename [capin.pcap]? <hit Enter>

113645 bytes copied in 21.800 secs (5411 bytes/sec)

ciscofp3#

(or from FirePOWER Management Center Web GUI >> System >> Health >> Health Monitor >> click
Advanced Troubleshooting >> click Download File tab)

NAT TF=l0] 271 THEIE= R 2olgLic

ciscofp3# packet-tracer input outside tcp 192.168.10.50 1234 192.168.1.30 443 detailed

Phase: 1

Type: CAPTURE

Subtype:

Result: ALLOW

Config:

Additional Information:

Forward Flow based lookup yields rule:

in id=0x2ace0fa90e70, priority=13, domain=capture, deny=false
hits=11145169, user_data=0x2acel20c4910, cs_id=0x0, 13_type=0x0
src mac=0000.0000.0000, mask=0000.0000.0000

dst mac=0000.0000.0000, mask=0000.0000.0000
input_ifc=outside, output_ifc=any

Phase: 2

Type: ACCESS-LIST

Subtype:

Result: ALLOW

Config:

Implicit Rule

Additional Information:

Forward Flow based lookup yields rule:

in id=0x2acel07c8480, priority=1, domain=permit, deny=false
hits=6866095, user_data=0x0, cs_id=0x0, 13_type=0x8
src mac=0000.0000.0000, mask=0000.0000.0000

dst mac=0000.0000.0000, mask=0100.0000.0000
input_ifc=outside, output_ifc=any



Phase: 3

Type: ROUTE-LOOKUP

Subtype: Resolve Egress Interface

Result: ALLOW

Config:

Additional Information:

found next-hop 192.168.1.30 using egress ifc inside

Phase: 4

Type: UN-NAT

Subtype: static

Result: ALLOW

Config:

nat (inside,outside) source static inside-subnet inside-subnet destination static outside-
subnet-anyconnect-po ol outside-subnet-anyconnect-pool no-proxy-arp route-lookup
Additional Information:

NAT divert to egress interface inside

Untranslate 192.168.1.30/443 to 192.168.1.30/443

Phase: 5

Type: ACCESS-LIST

Subtype: log

Result: ALLOW

Config:

access-group CSM_FW_ACL_ global

access-list CSM_FW_ACL_ advanced trust ip ifc outside any any rule-id 268436481 event-log flow-
end

access-list CSM_FW_ACL_ remark rule-id 268436481: PREFILTER POLICY:
Example_Company_Prefilter_Policy

access-list CSM_FW_ACL_ remark rule-id 268436481: RULE: AllowtoVPNOutsideinterface
Additional Information:

Forward Flow based lookup yields rule:

in id=0x2ace0fa8f4el, priority=12, domain=permit, trust

hits=318637, user_data=0x2ace057b%9a80, cs_id=0x0, use_real_addr, flags=0x0, protocol=0
src ip/id=0.0.0.0, mask=0.0.0.0, port=0, tag=any, ifc=outside

dst i1ip/id=0.0.0.0, mask=0.0.0.0, port=0, tag=any, ifc=any, vlan=0, dscp=0x0
input_ifc=any, output_ifc=any

Phase: 7

Type: NAT

Subtype:

Result: ALLOW

Config:

nat (inside,outside) source static inside-subnet inside-subnet destination static outside-
subnet-anyconnect-po ol outside-subnet-anyconnect-pool no-proxy-arp route-lookup
Additional Information:

Static translate 192.168.10.50/1234 to 192.168.10.50/1234

Forward Flow based lookup yields rule:

in id=0x2acell975cb0, priority=6, domain=nat, deny=false

hits=120, user_data=0x2ace0f29c4al0, cs_id=0x0, flags=0x0, protocol=0

src ip/id=192.168.10.0, mask=255.255.255.0, port=0, tag=any

dst 1ip/id=10.201.214.128, mask=255.255.255.240, port=0, tag=any, dscp=0x0
input_ifc=outside, output_ifc=inside

Phase: 10 Type: VPN Subtype: ipsec-tunnel-flow Result: ALLOW Config: Additional Information:
Forward Flow based lookup yields rule: in id=0x2acelld455e0, priority=13, domain=ipsec-tunnel-
flow, deny=true hits=3276174, user_data=0x0, cs_1id=0x0, flags=0x0, protocol=0 src ip/id=0.0.0.0,
mask=0.0.0.0, port=0, tag=any dst ip/id=0.0.0.0, mask=0.0.0.0, port=0, tag=any, dscp=0x0
input_ifc=outside, output_ifc=any Phase: 11 Type: NAT Subtype: rpf-check Result: ALLOW Config:
nat (inside,outside) source static inside-subnet inside-subnet destination static outside-



subnet-anyconnect-po ol outside-subnet-anyconnect-pool no-proxy-arp route-lookup
Additional Information:

Forward Flow based lookup yields rule:

out 1d=0x2ace0d5a9800, priority=6, domain=nat-reverse, deny=false

hits=121, user_data=0x2acel232a4c0, cs_1id=0x0, use_real_addr, flags=0x0, protocol=0
src 1p/id=192.168.10.0, mask=255.255.255.0, port=0, tag=any

dst ip/id=10.201.214.128, mask=255.255.255.240, port=0, tag=any, dscp=0x0
input_ifc=outside, output_ifc=inside

Phase: 14

Type: FLOW-CREATION

Subtype:

Result: ALLOW

Config:

Additional Information:

New flow created with id 3279248, packet dispatched to next module

Module information for reverse flow

Phase: 15

Type: ROUTE-LOOKUP

Subtype: Resolve Egress Interface

Result: ALLOW

Config:

Additional Information:

found next-hop 192.168.1.30 using egress ifc inside

Result:

input-interface: outside
input-status: up
input-line-status: up
output-interface: inside
output-status: up
output-line-status: up
Action: allow

ciscofpl3#

AnyConnect VPNE &3l FTDO| 43X 2 HAZS = PCo| El& PCOIAM ZHX

rl

M anyconnectinitiation.peapng
File Edit View Go Capture Analyze Statistics Telephony Wireless  Tools  Help

Adm 1 ® RE Qo= = aQai
L] |ip.addr ==
Mo, Time Source Src port Destination Dstport Protocol Length Info
C 129 3.685253 56581 443 TCP 66 56581 =+ 443 [SYN] Seq=0 Win=8192 Len=8 M55=146@ WS=256 SACK_PERM=1
138 3.685868 - - - 443 - -— - 56581 TCP 68 443 + 56581 [SYN, ACK] Seq=0 Ack=1 Win=32768 Len=8 M55=1460
131 3.685917 56581 443 TCP 54 56581 =+ 443 [ACK] Seq=1 Ack=1 Win=64248 Len=8
132 3.687835 56581 443 TLSv1.2 187 Client Hello
133 3.687442 443 56581 TCP 6@ 443 » 56581 [ACK] Seq=1 Ack=134 Win=32768 Len=@
134 3.6878@6 443 56581 TLSv1.2 1514 Server Hello
142 3.899719 56581 443 TCP 54 56581 =+ 443 [ACK] Seq=134 Ack=1461 Win=54248 Len=8
143 3.988383 443 56581 TLSw1l.2 1159 Certificate, Server Hello Done
144 3.90818083 56581 443 TLSv1.2 412 Client Key Exchange, Change Cipher Spec, Encrypted Handshake Message
145 3.9084245 443 56581 TLSv1.2 145 Change Cipher Spec, Encrypted Handshake Message
146 3.987281 56581 443 TL5v1.2 363 Application Data
147 3.9@7374 56581 443 TL5v1.2 875 Application Data
148 3.987797 443 56581 TCP 6@ 443 » 56581 [ACK] Seq=2657 Ack=881 Win=32768 Len=8
149 3.987868 443 56581 TCP 6@ 443 » 56501 [ACK] Seq=2657 Ack=1622 Win=32768 Len=0
158 3.989668 443 56581 TLSv1.2 363 Application Data
151 3.989759 443 56581 TLSv1.2 811 Application Data
~ Transmission Control Protocol, Src Port: 56581, Dst Port: 443, Seq: @, Len: @
Source Port: 56581
Destination Port: 443
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M capinpcap

File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help
dm 9 IERB Ie=s=TiEEaaan
(W] Aoty <Ctri />
Ma., Source: Sreport Destination Dstport  Protocod Length Info
817645 443 56288 TCP 1514 443 + 56280 [PSH, ACK] Seqe0286 Ack=1215 Win=32768 Len=146@ [TCP segment of a reassembled POU]
817645 443 56280 TLSv1.2 176 Application Data
817668 443 56288 TLSV1.2 158 Application Data
818088 56289 443 TCP 54 56280 » 443 [ACK] Seq=1215 Ack=18746 Win=64248 Len=08
38 818538 56288 443 TCP 54 56280 + 243 [ACK] Seq=1215 Ack=10972 Win=64814 Len=2
81 8.215122 - 58944 - 443 DTLS 1.8 (OpenSSL pre 8.9.5f) 141 Client Hello
{ 82 8.215618 443 58944 DTLS 1.8 (OpenSSL pre 8.9.5f) 98 Hello Verify Request
N 83 :18. 215671 56289 443 TL5v1.2 1111 Application Data
i 34 :18.215763 443 56288 TCP 54 443 + 56280 [ACK] Seq=18972 Ack=2272 Win=32768 Len=@
85 :18.247011 58944 443 DTLS 1.9 (OpenSSL pre @.9.8f) 161 Client Hello
36 3.247728 443 58944 DTLS 1.8 (OpenSSL pre 8.9.8f) 238 Server Hello, Change Cipher Spec, Emcrypted Handshake Message
87 8.249285 58944 443 DTLS 1.8 (OpenSSL pre 8.9.8f) 135 Change Cipher Spec, Encrypted Handshake Message
38 8.272309 58944 443 DTLS 1.0 (OpenSSL pre @.9.8f) 135 application Data
89 :18.277688 58944 443 DTLS 1.9 (OpenSSL pre 0.9.8f) 135 Application Data
9@ 118.334501 58944 443 DTLS 1.0 (OpenSSL pre @.9.8fF) 263 application Data
<
> Frame 81: 141 bytes on wire (1128 bits), 141 bytes captured (1128 bits)
> Ethernet II, Src: Cisco_e7:6c:Se (88:6b:flie7:6c:5e), Dst: Vimware_4f:ac:84 (80:8c:29:4f:ac:84)
» Internet Protocol Version 4, Src: 5 Dst:
» User Datagram Protecel, Src Port: 58844, Dst Port: 443
v Datagram Transport Layer Security
~ DTLS 1.8 (OpenSSL pre ©.9.5f) Record Layer: Handshake Protocol: Client Hello
Content Type: Handshake (22)
Version: DTLS 1.8 (OpenSSL pre @.9.5F) (@x@18e)
Epach: @
Sequence Number: @
Length: 86
“ Handshake Protocol: Client Hello
Handshake Type: Client Hello (1)
Length: 74
Message Sequence: @
Fragment Offset: @
Fragment Length: 74
S == e — Q|F QIE{H ofA0d M 2R
AnyConnect PC7I VPNO|| 3o 2 HZAEIRS S E0{ = FTDO| 2|F UE{H O|A MM 2%
‘ capin.pcap
File Edit View Go Copture Analyze Statistics Telephony Wireless Tools  Help
dm @ ERESesEfF i EaaaH
[ Aty 2 display filter ... <Ctrl-j>
Mo, Time Source Destination Dst port

Srcport Frotocol Length Info

443 TCP

3 12:05:56.581757 55028 54 550928 = 443 [ACK] Seqel Ackel Win=G4248 Len=@

4 12:85:56.582382 55828 443 TLSv1.2 187 Client Helle

S 12:85:56.582458 443 55928 TCP 54 443 + 55928 [ACK] Seqel Ack=134 Win=32768 Len=@

6 12:85:56.582733 I . AL - 55928 TLSv1.Z2 1514 Server Hello -ie—

7 12:85:56.790211 55928 443 TCP 54 55928 + 443 [ACK] Seq=134 Ack=1451 Win=£4248 Len=@
8 12:85:56.708349 443 558928 TLSv1.2 1159 Certificate, Server Hello Done

9 12:85:56.791691 55928 443 TLSv1.2 412 Client Key Exchange, Change Cipher Spec, Encrypted Handshake Message
18 12:85:56.794911 443 55928 TLSv1.2 145 change Cipher Spec, Encrypted Handshake Message

11 12:85:56.797877 55028 443 TLSv1.2 363 Application Data

12 12:85:56.797169 443 55928 TCP 54 443 + 55928 [ACK] 5eq=2657 Ack=881 Win=32768 Len=@
13 12:05:56.797199 55928 443 TLSv1.2 875 Application Data

14 12:85:56.797276 443 55928 TCP 54 443 = 55928 [ACK] Seq=2657 Ack=1622 Win=32758 Len=@
15 12:05:56.798634 443 55928 TLSvl.2 363 Application Data

16 12:05:56.708786 443 $5928 TLSv1.2 B11 Application Data

Frame 6: 1514 bytes on wire (12112 bits), 1514 bytes captured (12112 bits)
Ethernet II, Src: Vmware_d4f:ac:84 (@@:8c:29:4T:ac:84), Dst: Cisco_e7:6c:Se (@@:6b:flied:fc:5e)
Internet Protocol Version 4, Sre: s Dst:
Transmission Control Protocol, Src Port: 443, Dst Port: 55928, Seq: 1, Ack: 134, Len: 1460
Source Port: 443
Destination Port: 55928
[Stream index: @]
[TCP Segment Lem: 1458
Sequence nusber: 1 (relative seguence number)
[Mext sequence number: 1451 (relative sequence number)]
Acknowledgment number: 134 (relative ack number)
@1@l .... = Header Length: 20 bytes (5)
> Flags: @x@l8 (PSH, ACK)
Window size value: 32768
[Calculated window size: 32768]
[Window size scaling factor: -2 (no window scaling used)]
Checksum: @x3693 [unverified]
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M capaaapcap
File Edit View Go Capture Analyze Statistics Telephony Wireless Tools  Help

Adm 1 ® REe=s=FTsEEaaan
[ |—_1_1 ¢ & display filter ... <Ctrl/=
Ma. Time Source Srcport Destination Dstport  Protocol Length Info
1 13:@85:36.771841 3238 1812 RADIUS — 701 Access-Request id=93
2 13:85:42.865342 1812 3233 RADIUS —e 201 Access-Accept id=93
3 13:85:42.865937 3238 1812 RADIUS 781 Access-Request id=04
4 13:85:42.911314 1812 3238 RADIUS 62 Access-Reject id=94
5 13:85:43.382825 19586 1813 RADIUS 756 Accounting-Request id=95
6 13:85:43.300204 1813 19588 RADIUS 62 Accounting-Response id=95
L4

Frame 2: 281 bytes on wire (1688 bits), 201 bytes captured (1688 bits)
Ethernet II, Src: Cisco _e7:6c:5e (@@:6b:fl:e7:6c:5e), Dst: Vmware_4f:ac:84 (@8:8c:29:4f:ac:84)
Internet Protocol Version 4, Src: , Dst:
User Datagram Protocol, Src Port: 1812, Dst Port: 3233
¥ RADIUS Protocol
Code: Access-Accept (2)

@@ @c 29 4f ac 84 8@ 6b T1 e7 Bc 5e 83 80 45 @0 Jo- -k 1~--E
@@ bb 5T 66 48 @8 3f 11 18 bc @a c9 d6 e6 @a c9 _f@-?

d6 97 @7 14 @c ab @@ a7 4e 17 82 5d ee 9f 7f ba N--]

c7 ab 65 6d e7 75 <7 64 7f @f d5 54 d7 59 @1 @8 em-u-d TY

ae4 18 28 52 65 61 75 74 68 53 65 { REAUTHSE ~m—

73 73 69 6T 6e 3a 3@ 61 63 39 64 36 38 61 3@ 3@ ssion:@a c9d68a@e
30 31 61 3@ 30 3@ 35 62 62 66 39 30 66 3@ 19 3b  ©1a@@6Sb bfeTe-;
43 41 43 53 3a 38 61 63 39 64 36 38 61 30 3@ 30 CACS:@ac 9d68a008
31 61 38 3@ 3@ 35 62 62 66 39 3@ 66 3@ 3a 63 6f 1a@@@Sbb T98Te:co
72 62 69 6e 69 73 65 2f 33 32 32 33 34 34 30 38 rbinise/ 32234468
34 2f 31 39 37 34 32 39 39 la 20 6@ 60 0@ @9 @1  4/197429 9

la 7@ 72 6 66 69 6c 65 2d 6e 61 6d 65 3d 57 &F profile -name=ko
72 6b 73 74 61 74 69 6f Ge rkstatio n

A2 Access-AcceptE 7}X{ 21 AnyConnect VPN £E}0|1EE
o2 AAFELICH

| S 7} -.?—?._?_KI Cisco ISE01I FTDOI 5’”x—|(CLI)(01| RADIUS 2% 0| FTD2t
x| 5H ol =X| &l

)

=t
=

ciscofp3# capture capout interface inside trace detail trace-count 100 [Capturing - 35607 bytes]
ciscofp3# show cap
ciscofp3# show cap capout | i 192.168.1.10

37: 01:23:52.264512 192.168.1.1.3238 > 192.168.1.10.1812: udp 659
38: 01:23:52.310210 192.168.1.10.1812 > 192.168.1.1.3238: udp 159
39: 01:23:52.311064 192.168.1.1.3238 > 192.168.1.10.1812: udp 659
40: 01:23:52.326734 192.168.1.10.1812 > 192.168.1.1.3238: udp 20
82: 01:23:52.737663 192.168.1.1.19500 > 192.168.1.10.1813: udp 714

85: 01:23:52.744483 192.168.1.10.1813 > 192.168.1.1.19500: udp 20
Cisco ISE RADIUS MH of2fjol| =%l 15 Eo{ELIC 32l QlEof Ciet MR HEE 2
i =2 7|E =g
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identity Services Engine

Overview
Event 2200 Authenbcation succeeded
Usermame jsmith
Endpoint Id 0000 24: 37-EF BF &

Endpoint Profike Warkslation

Authentication Policy VPN Usars == Dadaull
Authorizalion Policy VPN Users == Aiow FTD VPN connections if AD Gooup VP NuSers

Authorization Resull ParmilAccits

Z|2 PCol 2 PC2| AnyConnect O{HE{0| M HTTPSE &3l Inside & ALO|EE O|SELICKZ,
Y4322 VPNE d¥stE S9).

¥ s 2 E 25 & E
M *Local Area Connection 2 = u@w-m
File Edit View Go Capture Analyze Statistics Telephony Wireless Tools  Help
4 - L. -
AE 2@ LBRE Res=T AEEBEaQQR
[_l |hq:l|::or ==443 m "] Expression... +
Mao. Time Source Destination Protocol  Length Info =
[ 49 1,54594¢ 192.168.18.58 - TCP 66 £3576 -+ 443 [SYN] Seq=8 Win=2132 [ H
51 1.547675 152.168.18.58 TCP 54 £3576 + 443 [ACK] Seg=1 Ack=1 Wir
52 1.5459@52 152.168.18.58 TLSv1.2 248 Client Hello
53 1.558413 192.168.18.58 TLSv1.2 9@8 server Hello, Certificate, Server
54 1.558929 192.168.18.58 TLSV1.2 372 Client Key Exchange, Change Ciphe
58 1.562866 TLSv1.2 185 Change Cipher Spec, Encrypted Har|
59 1.562718 152.168.18.58 TLSv1.2 459 Application Data
68 1.595485 192.168.18.58 TLSv1.2 1887 Application Data
61 1.628938 152.168.18.58 TLS5V1.2 437 Application pata
64 1.666935 1592.168.18.58 TCP 1428 443 + 3576 [ACK] Seq=1851 Ack=13
65 1.667232 192.168.18.58 TCP 1428 443 » B3576 [ACK] Seq=3217 Ack=1:
66 1.667234 152.168.18.58 TCP 54 B3576 -+ 443 [ACK] Seg=1383 Ack=4c
67 1.667423 192.168.18.58 TCP 1428 443 + 3576 [ACK] Seg=4583 Ack=1: e
1 T | 3
[ Frame 49: 66 bytes on wire (528 bits), 66 bytes captured (528 bits) on interface @ -
[ Ethernet IT, Src: Cisco_3c:73:88 (PB:85:93:3c:78:88), Dst: Cimsys 33:44:55 (@8:11:27:33:44:55) I:I
[ Internet Protocol Version 4, Src: 192.168.1e.58, Dst:
4 [Transmission Control Protocol, src Port: 63576, Dst Port: 443, Seq: 8, Len: @ |
source Port: 63576
Destination Port: 443 -
28 11 22 33 44 55 @@ @5 93 3c 7o @8 @2 82 45 a8 ¢+« ™300« «gZeuEx
88 34 25 44 49 88 B8 @6 29 59 c@ aB @3 32 83 9 L) " B ) ST
de 23 f2 52 @1 bb 21 bb 29 32 22 22 22 29 28 82 R CEN R
28 2@ de 45 22 22 22 24 9555919393.9191 =E=: 'l.l'l

a4 a2

@ #  Transmission Control Protocol (tcp), 32 bytes
CIHZ

C|HH radius 25

debug webvpn anyconnect 255

|| Packets: 260 * Displayed: 125 (48.1%) - Dropped: 0 (0.0%) || Profile: Default



FTD ZIEh CLIOIA 'debug radius all' BE S &= 35 1(>system support diagnostic-cli) Cisco
Anyconnect Client2| Windows/Mac PCOi| A 'Connect'& T2 AIA|2.

> system support diagnostic-cli

Attaching to Diagnostic CLI ... Press 'Ctrl+a then d' to detach.
ciscofp3> enable

Password: <hit enter>

ciscofp3# terminal monitor

ciscofp3# debug radius all

<hit Connect on Anyconnect client on PC>

radius mkreqg: 0x15

alloc_rip 0x00002acel0875428

new request 0x15 --> 16 (0x00002acel0875428)
got user 'jsmith'

got password

add_reqg 0x00002acel0875428 session 0x15 id 16
RADIUS_REQUEST

radius.c: rad_mkpkt

rad_mkpkt: ip:source-ip=198.51.100.2

RADIUS packet decode (authentication request)

Raw packet data (length = 659).....

01 10 02 93 fb 19 19 Af £f6 bl c7 3e 34 fc 88 ce | ........... >4, ..
75 38 2d 55 01 08 6a 73 64 69 74 68 02 12 a0 83
c9 bd ad 72 07 dl bc 24 34 9e 63 al f5 93 05 06
00 00 50 00 le 10 31 30 2e 32 30 31 2e 32 31 34
2e 31 35 31 1f 10 31 30 2e 32 30 31 2e 32 31 34
2e 32 35 31 34 06 00 00 00 05 42 10 31 30 2e 32
30 31 2e 32 31 34 2e 32 35 31 1la 23 00 00 00 09
01 1d 6d 64 6d 2d 74 6¢c 76 3d 64 65 76 69 63 65
2d 70 6c 61 74 66 6f 72 6d 3d 77 69 6e la 2c 00
00 00 09 01 26 6d 64 6d 2d 74 6¢c 76 3d 64 65 76
69 63 65 2d 6d 61 63 3d 30 30 2d 30 63 2d 32 39
2d 33 37 2d 65 66 2d 62 66 la 33 00 00 00 09 01
2d 6d 64 6d 2d 74 6¢c 76 3d 64 65 76 69 63 65 2d
70 75 62 6c 69 63 2d 6d 61 63 3d 30 30 2d 30 63
2d 32 39 2d 33 37 2d 65 66 2d 62 66 la 3a 00 00 -29-37-ef-bf.:..
00 09 01 34 6d 64 6d 2d 74 6¢c 76 3d 61 63 2d 75 ... dmdm-tlv=ac-u

|

|

| .P...198.51.100.2
|
|
|
|
|
|
|
|
|
|
|
|

73 65 72 2d 61 67 65 6e 74 3d 41 6e 79 43 6f 6e | ser-agent=AnyCon

|
|
|
|
|
|
|
|
|
|
|
|
|
|
|

.151..198.51.100.2

51.100.2#....

. .mdm-tlv=device
-platform=win., .
.. ..&mdm-tlv=dev
ice-mac=00-0c-29
-37-ef-bf.3.....
-mdm-tlv=device-
public-mac=00-0c

6e 65 63 74 20 57 69 6e 64 6f 77 73 20 34 2e 36
2e 30 33 30 34 39 1a 3f 00 00 00 09 01 39 6d 64
6d 2d 74 6¢c 76 3d 64 65 76 69 63 65 2d 70 6c 61
74 66 6f 72 6d 2d 76 65 72 73 69 6f 6e 3d 36 2e
31 2e 37 36 30 31 20 53 65 72 76 69 63 65 20 50
61 63 6b 20 31 1la 40 00 00 00 09 01 3a 6d 64 6d
2d 74 6c 76 3d 64 65 76 69 63 65 2d 74 79 70 65
3d 56 4d 77 61 72 65 2c 20 49 6e 63 2e 20 56 4d
77 61 72 65 20 56 69 72 74 75 61 6c¢c 20 50 6¢ 61

nect Windows 4.6
.03049.72..... 9md
m-tlv=device-pla
tform-version=6.
1.7601 Service P

-tlv=device-type
=VMware, Inc. VM
ware Virtual Pla

74 66 6f 72 6d la 5b 00 00 00 09 01 55 6d 64 6d tform.[..... Umdm
2d 74 6c 76 3d 64 65 76 69 63 65 2d 75 69 64 3d -tlv=device-uid=
33 36 39 33 43 36 34 30 37 43 39 32 35 32 35 31 3693C6407C925251
46 46 37 32 42 36 34 39 33 42 44 44 38 37 33 31 FF72B6493BDD8731
38 41 42 46 43 39 30 43 36 32 31 35 34 32 43 33 8ABFC9O0C621542C3
38 46 41 46 38 37 38 45 46 34 39 36 31 34 41 31 8FAF878EF49614A1

04 06 00 00 00 00 la 31 00 00 00 09 01 2b 61 75 | ....... 1..... +au

64 69 74 2d 73 65 73 73 69 6f 6e 2d 69 64 34 30 | dit-session-id=0

61 63 39 64 36 38 61 30 30 30 30 35 30 30 30 35 | ac9d68a000050005

62 62 65 31 66 39 31 la 23 00 00 00 09 01 14 69 | bbelf9l.#...... i
|

70 3a 73 6f 75 72 63 65 2d 69 70 3d 31 30 2e 32 p:source-ip=192.1



30 31 2e 32 31 34 2e 32 35 31 la 18 00 00 Oc 04 | 68.10.50........
92 12 46 54 44 41 6e 79 43 6f 6e 6e 65 63 74 56 | . .FTDAnyConnectV
50 4e la Oc 00 00 Oc 04 96 06 00 00 00 02 1a 15 | PN..............
00 00 00 09 01 Of 63 6f 61 24 70 75 73 68 34 74 | ...... coa-push=t

72 75 65 | rue

Parsed packet data.....

Radius: Code = 1 (0x01)

Radius: Identifier = 16 (0x10)

Radius: Length = 659 (0x0293)

Radius: Vector: FB1919DFF6B1C73E34FC88CE75382D55

Radius: Type = 1 (0x01) User-Name

Radius: Length = 8 (0x08)

Radius: Value (String) =

6a 73 64 69 74 68 | jsmith

Radius: Type = 2 (0x02) User-Password

Radius: Length = 18 (0x12)

Radius: Value (String) =

a0 83 c9 bd ad 72 07 dl1 bc 24 34 9e 63 al £5 93 | ..... r...sd.c...
Radius: Type = 5 (0x05) NAS-Port

Radius: Length = 6 (0x06)

Radius: Value (Hex) = 0x5000

Radius: Type = 30 (0x1E) Called-Station-Id

Radius: Length = 16 (0x10)

Radius: Value (String) =

31 30 2e 32 30 31 2e 32 31 34 2e 31 35 31 | 203.0.113.2

Radius: Type = 31 (0x1F) Calling-Station-Id

Radius: Length = 16 (0x10)

Radius: Value (String) =

31 30 2e 32 30 31 2e 32 31 34 2e 32 35 31 | 198.51.100.2

Radius: Type = 61 (0x3D) NAS-Port-Type

Radius: Length = 6 (0x06)

Radius: Value (Hex) = 0x5

Radius: Type = 66 (0x42) Tunnel-Client-Endpoint

Radius: Length = 16 (0x10)

Radius: Value (String) =

31 30 2e 32 30 31 2e 32 31 34 2e 32 35 31 | 198.51.100.2

Radius: Type = 26 (0x1A) Vendor-Specific

Radius: Length = 35 (0x23)

Radius: Vendor ID = 9 (0x00000009)

Radius: Type = 1 (0x01l) Cisco-AV-pair

Radius: Length = 29 (0x1D)

Radius: Value (String) =

6d 64 64 2d 74 6¢c 76 3d 64 65 76 69 63 65 2d 70 | mdm-tlv=device-p
6c 61 74 66 6f 72 64 34 77 69 6e | latform=win

Radius: Type = 26 (0x1A) Vendor-Specific

Radius: Length = 44 (0x2C)

Radius: Vendor ID = 9 (0x00000009)

Radius: Type = 1 (0x01l) Cisco-AV-pair

Radius: Length = 38 (0x26)

Radius: Value (String) =

6d 64 64 2d 74 6¢c 76 3d 64 65 76 69 63 65 2d 64 | mdm-tlv=device-m
61 63 3d 30 30 2d 30 63 2d 32 39 2d 33 37 2d 65 | ac=00-0c-29-37-e
66 2d 62 66 | f-bf

Radius: Type = 26 (0x1A) Vendor-Specific

Radius: Length = 51 (0x33)

Radius: Vendor ID = 9 (0x00000009)

Radius: Type = 1 (0x01l) Cisco-AV-pair

Radius: Length = 45 (0x2D)

Radius: Value (String) =

6d 64 64 2d 74 6¢c 76 3d 64 65 76 69 63 65 2d 70 | mdm-tlv=device-p
75 62 6c 69 63 2d 64 61 63 34 30 30 2d 30 63 2d | ublic-mac=00-0c-
32 39 24 33 37 2d 65 66 2d 62 66 | 29-37-ef-bf

Radius: Type = 26 (0x1A) Vendor-Specific



Radius: Length = 58 (0x3A)

Radius: Vendor ID = 9 (0x00000009)

Radius: Type = 1 (0x01l) Cisco-AV-pair

Radius: Length = 52 (0x34)

Radius: Value (String) =

6d 64 64 2d 74 6¢c 76 3d 61 63 2d 75 73 65 72 2d | mdm-tlv=ac-user-
61 67 65 6e 74 3d 41 6e 79 43 6f 6e 6e 65 63 74 | agent=AnyConnect
20 57 69 6e 64 6f 77 73 20 34 2e 36 2e 30 33 30 | Windows 4.6.030
34 39 | 49

Radius: Type = 26 (0x1A) Vendor-Specific

Radius: Length = 63 (0x3F)

Radius: Vendor ID = 9 (0x00000009)

Radius: Type = 1 (0x01l) Cisco-AV-pair

Radius: Length = 57 (0x39)

Radius: Value (String) =

6d 64 64 2d 74 6¢c 76 3d 64 65 76 69 63 65 2d 70 | mdm-tlv=device-p
6c 61 74 66 6f 72 64 2d 76 65 72 73 69 6f 6e 3d | latform-version=
36 2e 31 2e 37 36 30 31 20 53 65 72 76 69 63 65 | 6.1.7601 Service
20 50 61 63 6b 20 31 | Pack 1

Radius: Type = 26 (0x1A) Vendor-Specific

Radius: Length = 64 (0x40)

Radius: Vendor ID = 9 (0x00000009)

Radius: Type = 1 (0x01l) Cisco-AV-pair

Radius: Length = 58 (0x3A)

Radius: Value (String) =

6d 64 64 2d 74 6¢c 76 3d 64 65 76 69 63 65 2d 74 | mdm-tlv=device-t
79 70 65 34 56 44 77 61 72 65 2c 20 49 6e 63 2e | ype=VMware, Inc.
20 56 44 77 61 72 65 20 56 69 72 74 75 61 6¢c 20 | VMware Virtual
50 6c 61 74 66 6f 72 64 | Platform

Radius: Type = 26 (0x1A) Vendor-Specific

Radius: Length = 91 (0x5B)

Radius: Vendor ID = 9 (0x00000009)

Radius: Type = 1 (0x01l) Cisco-AV-pair

Radius: Length = 85 (0x55)

Radius: Value (String) =

6d 64 64 2d 74 6¢c 76 3d 64 65 76 69 63 65 2d 75 | mdm-tlv=device-u
69 64 3d 33 36 39 33 43 36 34 30 37 43 39 32 35 | id=3693C6407C925
32 35 31 46 46 37 32 42 36 34 39 33 42 44 44 38 | 251FF72B6493BDD8
37 33 31 38 41 42 46 43 39 30 43 36 32 31 35 34 | 7318ABFC90C62154
32 43 33 38 46 41 46 38 37 38 45 46 34 39 36 31 | 2C38FAF878EF4961
34 41 31 | 471

Radius: Type = 4 (0x04) NAS-IP-Address

Radius: Length = 6 (0x06)

Radius: Value (IP Address) = 0.0.0.0 (0x00000000)

Radius: Type = 26 (0x1A) Vendor-Specific

Radius: Length = 49 (0x31)

Radius: Vendor ID = 9 (0x00000009)

Radius: Type = 1 (0x01l) Cisco-AV-pair

Radius: Length = 43 (0x2B)

Radius: Value (String) =

61 75 64 69 74 2d 73 65 73 73 69 6f 6e 2d 69 64 | audit-session-id
3d 30 61 63 39 64 36 38 61 30 30 30 30 35 30 30 | =0ac9d68a0000500
30 35 62 62 65 31 66 39 31 | 05bbelf9l

Radius: Type = 26 (0x1A) Vendor-Specific

Radius: Length = 35 (0x23)

Radius: Vendor ID = 9 (0x00000009)

Radius: Type = 1 (0x01l) Cisco-AV-pair

Radius: Length = 29 (0x1D)

Radius: Value (String) =

69 70 3a 73 6f 75 72 63 65 2d 69 70 34 31 30 2e | ip:source-ip=192.
32 30 31 2e 32 31 34 2e 32 35 31 | 168.10.50

Radius: Type = 26 (0x1A) Vendor-Specific

Radius: Length = 24 (0x18)

Radius: Vendor ID = 3076 (0x00000C04)



Radius: Type = 146 (0x92) Tunnel-Group-Name
Radius: Length = 18 (0x12)
Radius: Value (String) =
46 54 44 41 6e 79 43 6f 6e 6e 65 63 74 56 50 4e | FTDAnyConnectVPN
Radius: Type = 26 (0x1A) Vendor-Specific
Radius: Length = 12 (0x0C)
Radius: Vendor ID = 3076 (0x00000C04)
Radius: Type = 150 (0x96) Client-Type
Radius: Length = 6 (0x06)
Radius: Value (Integer) = 2 (0x0002)
Radius: Type = 26 (0x1A) Vendor-Specific
Radius: Length = 21 (0x15)
Radius: Vendor ID = 9 (0x00000009)
Radius: Type = 1 (0x01l) Cisco-AV-pair
Radius: Length = 15 (0x0F)
Radius: Value (String) =
63 6f 61 2d 70 75 73 68 3d 74 72 75 65 | coa-push=true
send pkt 192.168.1.10/1812
rip 0x00002acel0875428 state 7 id 16
rad_vrfy () : response message verified
rip 0x00002acel0875428
chall_state "'
state 0x7
regauth:
fb 19 19 df £6 bl c7 3e 34 fc 88 ce 75 38 2d 55
info 0x00002acel0875568
session_id 0x15
request_id 0x10
user 'Jjsmith'
response '***!
app 0
reason 0
skey 'ciscol23'
sip 192.168.1.10
type 1

RADIUS packet decode (response)

Raw packet data (length = 159).....

02 10 00 9f 39 45 43 cf 05 be df 2f 24 d5 d7 05 | ....9EC..../$...
47 67 b4 £4 01 08 6a 73 64 69 74 68 18 28 52 65 | Gg....jsmith. (Re
61 75 74 68 53 65 73 73 69 6f 6e 3a 30 61 63 39 | authSession:0ac9
64 36 38 61 30 30 30 30 35 30 30 30 35 62 62 65 | d68a000050005bbe
31 66 39 31 19 3b 43 41 43 53 3a 30 61 63 39 64 | 1£f91.;CACS:0ac9d
36 38 61 30 30 30 30 35 30 30 30 35 62 62 65 31 | 68a000050005bbel
66 39 31 3a 63 6f 72 62 69 6e 69 73 65 2f 33 32 | £91:corbinise/32
32 33 34 34 30 38 34 2f 31 39 33 31 36 38 32 la | 2344084/1931682.

20 00 00 00 09 01 la 70 72 6f 66 69 6c 65 2d 6e | ...... profile-n
61 64 65 3d 57 6f 72 6b 73 74 61 74 69 6f 6e | ame=Workstation

Parsed packet data.....

Radius: Code = 2 (0x02)

Radius: Identifier = 16 (0x10)

Radius: Length = 159 (0x009F)

Radius: Vector: 394543CFO05BEDF2F24D5D7054767B4FD
Radius: Type = 1 (0x01) User-Name

Radius: Length = 8 (0x08)

Radius: Value (String) =

6a 73 64 69 74 68 | jsmith

Radius: Type = 24 (0x18) State

Radius: Length = 40 (0x28)

Radius: Value (String) =

52 65 61 75 74 68 53 65 73 73 69 6f 6e 3a 30 61 | ReauthSession:0a



63 39 64 36 38 61 30 30 30
62 65 31 66 39 31 | belf9l
Radius: Type = 25 (0x19) C1
Radius: Length = 59 (0x3B)
Radius: Value (String) =

43 41 43 53 3a 30 61 63 39
30 35 30 30 30 35 62 62 65
72 62 69 6e 69 73 65 2f 33
34 2f 31 39 33 31 36 38 32
Radius: Type = 26 (0x1A)
Radius: Length = 32 (0x20)
Radius: Vendor ID = 9 (0x00
Radius: Type = 1 (0x01) Cis
Radius: Length = 26 (0x1A)
Radius: Value (String) =

30 35 30 30

ass

64 36 38 61
31 66 39 31
32 32 33 34
| 4/1931682

000009)
co-AV-pair

30 35 62 |

30 30 30 |
3a 63 6f |
34 30 38 |

Vendor-Specific

c9d68a000050005b

CACS:0ac9d68a000
050005bbelf9l:co
rbinise/32234408

70 72 6f 66 69 6¢c 65 2d 6e 61 64 65 3d 57 6f 72 | profile-name=Wor
6b 73 74 61 74 69 6f 6e | kstation

rad_procpkt: ACCEPT

Got AV-Pair with value profile-name=Workstation
RADIUS_ACCESS_ACCEPT: normal termination

radius mkreqg: 0x16

alloc_rip 0x00002acel0874b8
new request 0x16 --> 17

got user 'jsmith'

got password

add_

RADIUS_DELETE

0

(0x00002acel0874b80)

req 0x00002acel0874b80 session Oxl16 id 17

remove_req 0x00002acel0875428 session 0x15 id 16

free_rip 0x00002acel0875428
RADIUS_REQUEST

rad_mkpkt
ip:source-ip=198

radius.c:
rad_mkpkt :

RADIUS packet decode

(length = 6
fc 11 c1
08 6a 73
9f 49 be
10 31 30
10 31 30
06 00 00
34 2e 32
2d 74 6c¢
66 6f 72
6d 64 6d
61 63 3d
66 2d 62
74 6¢c 76
63 2d 6d
37 2d 65
64 6d 2d
67 65 6e
57 69 6e
39 la 3f
3d 64 65
2d 76 65
31 20 53
la 40 00
64 65 76
72 65 2c
56 69 72
la 5b 00

Raw packet data
01 11 02 93 cé6
83 cl e4 88 01
0e 71 13 38 ae
00 00 50 00 1le
2e 31 35 31 1f
2e 32 35 31 3d
30 31 2e 32 31
01 1d 6d 64 6d
2d 70 6c 61 74
00 00 09 01 26
69 63 65 2d 6d
2d 33 37 2d 65
2d 6d 64 64 2d
70 75 62 6Cc 69
2d 32 39 24 33
00 09 01 34 64
73 65 72 24 61
6e 65 63 74 20
2e 30 33 30 34
6d 2d 74 6c 76
74 66 6f 72 6d
31 2e 37 36 30
61 63 6b 20 31
2d 74 6¢ 76 3d
3d 56 44 77 61
77 61 72 65 20
74 66 6f 72 6d

.51.100.2

09
02
65
2e
2e
31
00
76
6e
3d
63
00
69
30
la
61
79
20
01
2d
6e
63
3a
74
2e
20
55

(authentication request)

85
79
05
31
31
2e
00
63
2¢c
65
32
09
65
30
00
2d
6f
2e
6d
6c
36
20
64
70
56
6c
64

a7
12
93
32
32
30
00
69
la
64
2d
00
63
2d
3a
63
43
34
39
70
3d
65
6d
79
20
50
6d

...... jsmith. .yA
.g.8..I.<...e...
..P...203.0.113

.2..203.0.113

. .mdm-tlv=device
-platform=win., .
....&mdm-tlv=dev
ice-mac=00-0c-29
-37-ef-bf.3
-mdm-tlv=device-

public-mac=00-0c
-29-37-ef-bf.:..
... dmdm-tlv=ac-u
ser-agent=AnyCon
nect Windows 4.6
.03049.72.....
m-tlv=device-pla
tform-version=6.
1.7601 Service P

-tlv=device-type

=VMware, Inc. VM
ware Virtual Pla
tform.[..... Umdm



2d 74 6¢c 76 3d 64 65 76 69 63 65 2d 75 69 64 3d
33 36 39 33 43 36 34 30 37 43 39 32 35 32 35 31
46 46 37 32 42 36 34 39 33 42 44 44 38 37 33 31
38 41 42 46 43 39 30 43 36 32 31 35 34 32 43 33
38 46 41 46 38 37 38 45 46 34 39 36 31 34 41 31
04 06 00 00 00 00 1a 31 00 00 00 09 01 2b 61 75
64 69 74 2d 73 65 73 73 69 6f 6e 2d 69 64 34 30
61 63 39 64 36 38 61 30 30 30 30 35 30 30 30 35
62 62 65 31 66 39 31 1a 23 00 00 00 09 01 14 69
70 3a 73 6f 75 72 63 65 2d 69 70 3d 31 30 2e 32
30 31 2e 32 31 34 2e 32 35 31 1a 18 00 00 Oc 04
92 12 46 54 44 41 6e 79 43 6f 6e 6e 65 63 74 56
50 4e 1la Oc 00 00 Oc 04 96 06 00 00 00 02 1a 15
00 00 00 09 01 0Of 63 6f 61 2d 70 75 73 68 3d 74
72 75 65 | rue

Parsed packet data.....

Radius: Code = 1 (0x01)

Radius: Identifier = 17 (0x11)

Radius: Length = 659 (0x0293)

Radius: Vector: C6FC1l1C10EC481AC09A785A883C1E488
Radius: Type = 1 (0x01) User-Name

Radius: Length = 8 (0x08)

Radius: Value (String) =

6a 73 64 69 74 68 | jsmith

Radius: Type = 2 (0x02) User-Password

Radius: Length = 18 (0x12)

Radius: Value (String) =

79 41 O0e 71 13 38 ae 9f 49 be 3c a9 e4 81 65 93
Radius: Type = 5 (0x05) NAS-Port

Radius: Length = 6 (0x06)

Radius: Value (Hex) = 0x5000

Radius: Type = 30 (0x1E) Called-Station-Id
Radius: Length = 16 (0x10)

Radius: Value (String) =

31 30 2e 32 30 31 2e 32 31 34 2e 31 35 31 | 203.
Radius: Type = 31 (0x1F) Calling-Station-Id
Radius: Length = 16 (0x10)

Radius: Value (String) =

31 30 2e 32 30 31 2e 32 31 34 2e 32 35 31 | 198.
Radius: Type = 61 (0x3D) NAS-Port-Type

Radius: Length = 6 (0x06)

Radius: Value (Hex) = 0x5

Radius: Type = 66 (0x42) Tunnel-Client-Endpoint
Radius: Length = 16 (0x10)

Radius: Value (String) =

31 30 2e 32 30 31 2e 32 31 34 2e 32 35 31 | 198.
Radius: Type = 26 (0x1A) Vendor-Specific
Radius: Length = 35 (0x23)

Radius: Vendor ID = 9 (0x00000009)

Radius: Type = 1 (0x01l) Cisco-AV-pair

Radius: Length = 29 (0x1D)

Radius: Value (String) =

6d 64 6d 2d 74
6c 61 74 66 6f
Radius:

Radius:

Radius:

Radius:

Radius:

Radius:

Type
Leng

th

Vendor

Type
Leng

th

Value

6c 76 3d 64 65 76 69 63 65 2d 70
72 64 3d 77 69 6e | latform=win
(0x1A)
(0x2C)
9 (0x00000009)

26

ID
1

44

(0x
38

01)

Vendor-Specific

Cisco-AV-pair
(0x26)
(String)
6d 64 64 2d 74 6¢ 76 3d 64 65 76 69 63 65 2d 6d
61 63 3d 30 30 2d 30 63 2d 32 39 2d 33 37 2d 65
66 2d 62 66 | f-bf

| -tlv=device-uid=
| 3693C6407C925251
| FF72B6493BDD8731
| 8ABFC90C621542C3
| 8FAF878EF49614A1

| dit-session-1id=0
| ac9d68a000050005
| bbelf9l.#...... i
| p:source-ip=192.1
| 68.10.50......

| ..FTDAnyConnectV
|

| yA.g.8..I.<...e.

0.113.2

51.100.2

51.100.2

| mdm-tlv=device-p

| mdm-tlv=device-m
| ac=00-0c-29-37-¢



Radius: Type =
Radius: Length
Radius: Vendor
Radius: Type =
Radius: Length
Radius: Value

6d 64 6d 2d 74
75 62 6c 69 63
32 39 2d 33 37

Radius: Type =
Radius: Length
Radius: Vendor
Radius: Type =
Radius: Length
Radius: Value

6d 64 6d 2d 74
61 67 65 6e 74
20 57 69 6e 64

34 39 | 49
Radius: Type =
Radius: Length
Radius: Vendor
Radius: Type =
Radius: Length
Radius: Value
6d 64 64 2d 74
6c 61 74 66 6f
36 2e 31 2e 37
20 50 61 63 6b
Radius: Type =
Radius: Length
Radius: Vendor
Radius: Type =
Radius: Length
Radius: Value
6d 64 64 2d 74
79 70 65 3d 56
20 56 44 77 61
50 6c 61 74 66
Radius: Type =
Radius: Length
Radius: Vendor
Radius: Type =
Radius: Length
Radius: Value
6d 64 64 2d 74
69 64 3d 33 36
32 35 31 46 46
37 33 31 38 41
32 43 33 38 46
34 41 31 | 471
Radius: Type =
Radius: Length
Radius: Value
Radius: Type =
Radius: Length
Radius: Vendor
Radius: Type =
Radius: Length
Radius: Value

26 (0x1A) Vendor-Specific

= 51 (0x33)

ID = 9 (0x00000009)

1 (0x01) Cisco-AvV-pair

= 45 (0x2D)

(String) =

6c 76 3d 64 65 76 69 63 65 2d 70
2d 6d 61 63 3d 30 30 2d 30 63 2d
2d 65 66 2d 62 66 | 29-37-ef-bf
26 (0x1A) Vendor-Specific

= 58 (0x3A)

ID = 9 (0x00000009)

1 (0x01) Cisco-AvV-pair

= 52 (0x34)

(String) =

6c 76 3d 61 63 2d 75 73 65 72 2d
3d 41 6e 79 43 6f 6e 6e 65 63 74
6f 77 73 20 34 2e 36 2e 30 33 30
26 (0x1A) Vendor-Specific
= 63 (0x3F)

ID = 9 (0x00000009)

1 (0x01) Cisco-AvV-pair

= 57 (0x39)
(String) =
6c 76 3d 64 65 76 69 63 65 2d 70
72 6d 2d 76 65 72 73 69 6f 6e 3d
36 30 31 20 53 65 72 76 69 63 65
20 31 | pack 1

26 (0x1A) Vendor-Specific

= 64 (0x40)

ID = 9 (0x00000009)

1 (0x01) Cisco-AvV-pair

= 58 (0x3A)

(String) =

6c 76 3d 64 65 76 69 63 65 2d 74
44 77 61 72 65 2c 20 49 6e 63 2e
72 65 20 56 69 72 74 75 61 6c¢ 20
6f 72 64 | Platform

26 (0x1A) Vendor-Specific

= 91 (0x5B)

ID = 9 (0x00000009)

1 (0x01) Cisco-AvV-pair

= 85 (0x55)

(String) =
6c 76 3d
39 33 43
37 32 42
42 46 43
41 46 38

64
36
36
39
37

65
34
34
30
38

76
30
39
43
45

69
37
33
36
46

63
43
42
32
34

65
39
44
31
39

2d
32
44
35
36

75
35
38
34
31

4 (0x04) NAS-IP-Address
= 6 (0x06)

(IP Address) = 0.0.0.0
26 (0x1A) Vendor-Specific
= 49 (0x31)

ID = 9 (0x00000009)

1 (0x01) Cisco-AV-pair

= 43 (0x2B)

(String) =

(0x00000000)

61 75 64 69 74 2d 73 65 73 73 69 6f 6e 2d 69 64 |
3d 30 61 63 39 64 36 38 61 30 30 30 30 35 30 30

30 35 62 62 65
Radius: Type =

31 66 39 31 | 05bbelf9l

26 (0x1A) Vendor-Specific

mdm-tlv=device-p
ublic-mac=00-0c-

mdm-tlv=ac-user-
agent=AnyConnect
Windows 4.6.030

mdm-tlv=device-p
latform-version=
6.1.7601 Service

mdm-tlv=device-t
ype=VMware,
VMware Virtual

Inc.

mdm-tlv=device-u
1d=3693C6407C925
251FF72B6493BDD8
7318ABFC90C62154
2C38FAF878EF4961

audit-session-id
=0ac9d68a0000500



Radius: Length = 35 (0x23)

Radius: Vendor ID = 9 (0x00000009)
Radius: Type = 1 (0x01l) Cisco-AV-pair
Radius: Length = 29 (0x1D)

Radius: Value (String) =

69 70 3a 73 6f 75 72 63 65 2d 69 70 34 31 30 2e | ip:source-ip=192.

32 30 31 2e 32 31 34 2e 32 35 31 | 168.10.50
Radius: Type = 26 (0x1A) Vendor-Specific
Radius: Length = 24 (0x18)

Radius: Vendor ID = 3076 (0x00000C04)
Radius: Type = 146 (0x92) Tunnel-Group-Name
Radius: Length = 18 (0x12)

Radius: Value (String) =

46 54 44 41 6e 79 43 6f 6e 6e 65 63 74 56 50 4e | FTDAnyConnectVPN

Radius: Type = 26 (0x1A) Vendor-Specific
Radius: Length = 12 (0x0C)
Radius: Vendor ID = 3076 (0x00000C04)
Radius: Type = 150 (0x96) Client-Type
Radius: Length = 6 (0x06)
Radius: Value (Integer) = 2 (0x0002)
Radius: Type = 26 (0x1A) Vendor-Specific
Radius: Length = 21 (0x15)
Radius: Vendor ID = 9 (0x00000009)
Radius: Type = 1 (0x01l) Cisco-AV-pair
Radius: Length = 15 (0x0F)
Radius: Value (String) =
63 6f 61 2d 70 75 73 68 3d 74 72 75 65 | coa-push=true
send pkt 192.168.1.10/1812
rip 0x00002acel0874b80 state 7 id 17
rad_vrfy () : response message verified
rip 0x00002acel0874b80
chall_state "'
state 0x7
regauth:
c6 fc 11 cl Oe c4 81 ac 09 a7 85 a8 83 cl e4 88
info 0x00002acel0874ccO
session_id 0x16
request_id 0x11
user 'Jjsmith'
response '***!
app 0
reason 0
skey 'ciscol23'
sip 192.168.1.10
type 1

RADIUS packet decode (response)

Raw packet data (length = 20).....

03 11 00 14 15 c3 44 44 7d a6 07 04 7b 92 £2 3b | ...... DD} ...

Ob 06 ba 74 | ...t

Parsed packet data.....

Radius: Code = 3 (0x03)

Radius: Identifier = 17 (0x11)

Radius: Length = 20 (0x0014)

Radius: Vector: 15C344447DA6070D7B92F23B0B06BA74
rad_procpkt: REJECT

RADIUS_DELETE

remove_req 0x00002acel0874b80 session 0x16 id 17
free_rip 0x00002acel0874b80

radius: send queue empty

radius mkreqg: 0x18



alloc_rip 0x00002acel0874b80

new request 0x18 --> 18 (0x00002acel0874b80)
add_req 0x00002acel0874b80 session 0x18 id 18
ACCT_REQUEST

radius.c: rad_mkpkt

RADIUS packet decode (accounting request)

Raw packet data (length = 714).....
04 12 02 ca be a0 6e 46 71 af 5¢c 65 82 77 ¢7 b5 | ...... nFg.\e.w..
50 78 61 d7 01 08 6a 73 6d 69 74 68 05 06 00 00

50 00 06 06 00 00 00 02 07 06 00 00 00 01 08 06 P
c0 a8 0a 32 19 3b 43 41 43 53 3a 30 61 63 39 64 ...2.;CACS:0ac9d
36 38 61 30 30 30 30 35 30 30 30 35 62 62 65 31 68a000050005bbel
66 39 31 3a 63 6f 72 62 69 6e 69 73 65 2f 33 32 £f91:corbinise/32
32 33 34 34 30 38 34 2f 31 39 33 31 36 38 32 1le 2344084/1931682.

10 31 30 2e 32 30 31 2e 32 31 34 2e 31 35 31 1f .203.0.113.2.

10 31 30 2e 32 30 31 2e 32 31 34 2e 32 35 31 28 .198.51.100.2¢(
06 00 00 00 01 29 06 00 00 00 00 2c Oa 43 31 46 | ..... ) A , .CLlF
30 30 30 30 35 2d 06 00 00 00 01 3@ 06 00 00 00 | 00005-..... =....
05 42 10 31 30 2e 32 30 31 2e 32 31 34 2e 32 35 | .B.203.0.113.2
31 1a 18 00 00 Oc 04 92 12 46 54 44 41 6e 79 43 | ........ FTDAnyC
6f 6e 6e 65 63 74 56 50 4e la Oc 00 00 Oc 04 96 | onnectVPN.......
06 00 00 00 02 la Oc 00 00 Oc 04 97 06 00 00 00 | ...vvuuneennnnn.
01 la Oc 00 00 Oc 04 98 06 00 00 00 03 1la 23 00 | .....vuvuenen... #.
00 00 09 01 14 64 64 64 2d 74 6¢c 76 3d 64 65 76 | ..... mdm-tlv=dev
69 63 65 2d 70 6c 61 74 66 6f 72 6d 3d 77 69 6e
la 2c 00 00 00 09 01 26 6d 64 64 2d 74 6c 76 3d
64 65 76 69 63 65 2d 6d 61 63 3d 30 30 2d 30 63
2d 32 39 2d 33 37 2d 65 66 2d 62 66 la 31 00 00
00 09 01 2b 61 75 64 69 74 2d 73 65 73 73 69 6f
6e 2d 69 64 3d 30 61 63 39 64 36 38 61 30 30 30
30 35 30 30 30 35 62 62 65 31 66 39 31 la 33 00
00 00 09 01 2d 6d 64 6d 2d 74 6c 76 3d 64 65 76
69 63 65 2d 70 75 62 6¢ 69 63 2d 6d 61 63 3d 30 ice-public-mac=0
30 2d 30 63 2d 32 39 2d 33 37 2d 65 66 2d 62 66 0-0c-29-37-ef-bf
la 3a 00 00 00 09 01 34 64 64 64 2d 74 6¢c 76 3d | .:..... 4mdm-tlv=
61 63 2d 75 73 65 72 2d 61 67 65 6e 74 3d 41 6e
79 43 6f 6e 6e 65 63 74 20 57 69 6e 64 6f 77 73
20 34 2e 36 2e 30 33 30 34 39 la 3f 00 00 00 09
01 39 6d 64 6d 2d 74 6¢c 76 3d 64 65 76 69 63 65
2d 70 6c 61 74 66 6f 72 64 2d 76 65 72 73 69 6f
6e 3d 36 2e 31 2e 37 36 30 31 20 53 65 72 76 69
63 65 20 50 61 63 6b 20 31 la 40 00 00 00 09 01
3a 6d 64 6d 2d 74 6¢c 76 3d 64 65 76 69 63 65 2d
74 79 70 65 3d 56 4d 77 61 72 65 2c 20 49 6e 63
2e 20 56 4d 77 61 72 65 20 56 69 72 74 75 61 6cC
20 50 6¢c 61 74 66 6f 72 64 la 5b 00 00 00 09 01
55 6d 64 6d 2d 74 6¢c 76 3d 64 65 76 69 63 65 2d
75 69 64 3d 33 36 39 33 43 36 34 30 37 43 39 32

ice-platform=win
e &mdm-tlv=
device-mac=00-0c
-29-37-ef-bf.1..

..+audit-sessio
n-id=0ac9d68a000
050005bbelf91.3.

.. .—mdm-tlv=dev

ac-user-agent=An
yConnect Windows
4.6.03049.?2....
.9mdm-tlv=device
-platform-versio
n=6.1.7601 Servi
ce Pack 1.@.....
:mdm-tlv=device-
type=VMware, Inc
VMware Virtual
Platform.[.....
Umdm-tlv=device-
uid=3693C6407C92

35 32 35 31 46 46 37 32 42 36 34 39 33 42 44 44 5251FF72B6493BDD
38 37 33 31 38 41 42 46 43 39 30 43 36 32 31 35 87318ABFCO0C6215
34 32 43 33 38 46 41 46 38 37 38 45 46 34 39 36 42C38FAF878EF496

31 34 41 31 04 06 00 00 00 00 | 14Al......

Parsed packet data.....

Radius: Code = 4 (0x04)

Radius: Identifier = 18 (0x12)

Radius: Length = 714 (0x02CA)

Radius: Vector: BEAQ06E4671AF5C658277C7B5507861D7
Radius: Type = 1 (0x01l) User-Name

Radius: Length = 8 (0x08)

Radius: Value (String) =



6a 73 64 69 74 68 | jsmith

Radius: Type = 5 (0x05) NAS-Port

Radius: Length = 6 (0x06)

Radius: Value (Hex) = 0x5000

Radius: Type = 6 (0x06) Service-Type

Radius: Length = 6 (0x06)

Radius: Value (Hex) = 0x2

Radius: Type = 7 (0x07) Framed-Protocol

Radius: Length = 6 (0x06)

Radius: Value (Hex) = 0x1

Radius: Type = 8 (0x08) Framed-IP-Address

Radius: Length = 6 (0x06)

Radius: Value (IP Address) = 192.168.10.50 (0xCOA80A32)
Radius: Type = 25 (0x19) Class

Radius: Length = 59 (0x3B)

Radius: Value (String) =

43 41 43 53 3a 30 61 63 39 64 36 38 61 30 30 30 | CACS:0ac9d68a000
30 35 30 30 30 35 62 62 65 31 66 39 31 3a 63 6f | 050005bbelf9l:co
72 62 69 6e 69 73 65 2f 33 32 32 33 34 34 30 38 | rbinise/32234408
34 2f 31 39 33 31 36 38 32 | 4/1931682

Radius: Type = 30 (0x1E) Called-Station-Id

Radius: Length = 16 (0x10)

Radius: Value (String) =

31 30 2e 32 30 31 2e 32 31 34 2e 31 35 31 | 203.0.113.2
Radius: Type = 31 (0x1F) Calling-Station-Id

Radius: Length = 16 (0x10)

Radius: Value (String) =

31 30 2e 32 30 31 2e 32 31 34 2e 32 35 31 | 198.51.100.2
Radius: Type = 40 (0x28) Acct-Status-Type

Radius: Length = 6 (0x06)

Radius: Value (Hex) = 0x1

Radius: Type = 41 (0x29) Acct-Delay-Time

Radius: Length = 6 (0x06)

Radius: Value (Hex) = 0x0

Radius: Type = 44 (0x2C) Acct-Session-Id

Radius: Length = 10 (0x0A)

Radius: Value (String) =

43 31 46 30 30 30 30 35 | CLlF00005

Radius: Type = 45 (0x2D) Acct-Authentic

Radius: Length = 6 (0x06)

Radius: Value (Hex) = 0x1

Radius: Type = 61 (0x3D) NAS-Port-Type

Radius: Length = 6 (0x06)

Radius: Value (Hex) = 0x5

Radius: Type = 66 (0x42) Tunnel-Client-Endpoint

Radius: Length = 16 (0x10)

Radius: Value (String) =

31 30 2e 32 30 31 2e 32 31 34 2e 32 35 31 | 198.51.100.2
Radius: Type = 26 (0x1A) Vendor-Specific

Radius: Length = 24 (0x18)

Radius: Vendor ID = 3076 (0x00000C04)

Radius: Type = 146 (0x92) Tunnel-Group-Name

Radius: Length = 18 (0x12)

Radius: Value (String) =

46 54 44 41 6e 79 43 6f 6e 6e 65 63 74 56 50 4e | FTDAnyConnectVPN
Radius: Type = 26 (0x1A) Vendor-Specific

Radius: Length = 12 (0x0C)

Radius: Vendor ID = 3076 (0x00000C04)

Radius: Type = 150 (0x96) Client-Type

Radius: Length = 6 (0x06)

Radius: Value (Integer) = 2 (0x0002)

Radius: Type = 26 (0x1A) Vendor-Specific

Radius: Length = 12 (0x0C)

Radius: Vendor ID = 3076 (0x00000C04)



Radius: Type = 151 (0x97) VPN-Session-Type
Radius: Length = 6 (0x06)

Radius: Value (Integer) = 1 (0x0001)
Radius: Type = 26 (0x1A) Vendor-Specific
Radius: Length = 12 (0x0C)

Radius: Vendor ID = 3076 (0x00000C04)
Radius: Type = 152 (0x98) VPN-Session-Subtype
Radius: Length = 6 (0x06)

Radius: Value (Integer) = 3 (0x0003)
Radius: Type = 26 (0x1A) Vendor-Specific
Radius: Length = 35 (0x23)

Radius: Vendor ID = 9 (0x00000009)

Radius: Type = 1 (0x01l) Cisco-AV-pair
Radius: Length = 29 (0x1D)

Radius: Value (String) =

6d 64 6d 2d 74
6c 61 74 66 6f

6c 76 3d 64 65 76 69 63 65 2d 70
72 64 3d 77 69 6e | latform=win

Radius: Type = 26 (0x1A) Vendor-Specific
Radius: Length = 44 (0x2C)

Radius: Vendor ID = 9 (0x00000009)
Radius: Type = 1 (0x01l) Cisco-AV-pair
Radius: Length = 38 (0x26)

Radius: Value (String) =

6d 64 6d 2d 74 6¢c 76 3d 64 65 76 69 63 65 2d 6d
61 63 3d 30 30 2d 30 63 2d 32 39 2d 33 37 2d 65
66 2d 62 66 | f-bf

Radius: Type = 26 (0x1A) Vendor-Specific
Radius: Length = 49 (0x31)

Radius: Vendor ID = 9 (0x00000009)
Radius: Type = 1 (0x01l) Cisco-AV-pair
Radius: Length = 43 (0x2B)

Radius: Value (String) =

61 75 64 69 74
3d 30 61 63 39
30 35 62 62 65

2d 73 65 73 73 69 6f 6e 2d 69 64
64 36 38 61 30 30 30 30 35 30 30
31 66 39 31 | 05bbelf9l

Radius: Type = 26 (0x1A) Vendor-Specific
Radius: Length = 51 (0x33)

Radius: Vendor ID = 9 (0x00000009)
Radius: Type = 1 (0x01l) Cisco-AV-pair
Radius: Length = 45 (0x2D)

Radius: Value (String) =

6d 64 6d 2d 74
75 62 6c 69 63
32 39 2d 33 37

6c 76 3d 64 65 76 69 63 65 2d 70
2d 64 61 63 3d 30 30 2d 30 63 2d
2d 65 66 2d 62 66 | 29-37-ef-bf

Radius: Type = 26 (0x1A) Vendor-Specific
Radius: Length = 58 (0x3A)

Radius: Vendor ID = 9 (0x00000009)

Radius: Type = 1 (0x01l) Cisco-AV-pair

Radius: Length = 52 (0x34)

Radius: Value (String) =

6d 64 64 2d 74 6¢c 76 3d 61 63 2d 75 73 65 72 2d

61 67 65 6e 74 3d 41 6e 79 43 6f 6e 6e 65 63 74
20 57 69 6e 64 6f 77 73 20 34 2e 36 2e 30 33 30
34 39 | 49

Radius: Type = 26 (0x1A) Vendor-Specific
Radius: Length = 63 (0x3F)

Radius: Vendor ID = 9 (0x00000009)

Radius: Type = 1 (0x01l) Cisco-AV-pair

Radius: Length = 57 (0x39)

Radius: Value (String) =

6d 64 64 2d 74 6¢c 76 3d 64 65 76 69 63 65 24 70

6c 61
36 2e
20 50

74 66 6f 72 64 2d 76
31 2e 37 36 30 31 20

65 72 73 69 6f 6e 3d
53 65 72 76 69 63 65

61 63 6b 20 31 | Pack 1

mdm-tlv=device-p

mdm-tlv=device-m
ac=00-0c-29-37-e

audit-session-id
=0ac9d68a0000500

mdm-tlv=device-p
ublic-mac=00-0c-

mdm-tlv=ac-user-
agent=AnyConnect
Windows 4.6.030

mdm-tlv=device-p
latform-version=
6.1.7601 Service



Radius: Type = 26 (0x1A) Vendor-Specific
Radius: Length = 64 (0x40)
Radius: Vendor ID = 9 (0x00000009)
Radius: Type = 1 (0x01l) Cisco-AV-pair
Radius: Length = 58 (0x3A)
Radius: Value (String) =
6d 64 64 2d 74 6¢c 76 3d 64 65 76 69 63 65 2d 74 |
79 70 65 34 56 44 77 61 72 65 2c 20 49 6e 63 2e |
20 56 44 77 61 72 65 20 56 69 72 74 75 61 6¢ 20 |
50 6c 61 74 66 6f 72 64 | Platform
Radius: Type = 26 (0x1A) Vendor-Specific
Radius: Length = 91 (0x5B)
Radius: Vendor ID = 9 (0x00000009)
Radius: Type = 1 (0x01l) Cisco-AV-pair
Radius: Length = 85 (0x55)
Radius: Value (String) =
6d 64 64 2d 74 6¢c 76 3d 64 65 76 69 63 65 2d 75 |
69 64 3d 33 36 39 33 43 36 34 30 37 43 39 32 35 |
32 35 31 46 46 37 32 42 36 34 39 33 42 44 44 38 |
37 33 31 38 41 42 46 43 39 30 43 36 32 31 35 34 |
32 43 33 38 46 41 46 38 37 38 45 46 34 39 36 31 |
34 41 31 | 471
Radius: Type = 4 (0x04) NAS-IP-Address
Radius: Length = 6 (0x06)
Radius: Value (IP Address) = 0.0.0.0 (0x00000000)
send pkt 192.168.1.10/1813
rip 0x00002acel0874b80 state 6 id 18
rad_vrfy () : response message verified
rip 0x00002acel0874b80
chall_state "'
state 0x6
regauth:
be a0 6e 46 71 af 5¢c 65 82 77 c¢7 b5 50 78 61 47
info 0x00002acel0874ccO
session_id 0x18
request_id 0x12
user 'Jjsmith'
response '***!
app O
reason 0
skey 'ciscol23'
sip 192.168.1.10
type 3

RADIUS packet decode (response)

Raw packet data (length = 20).....
05 12 00 14 e5 fd bl 64 fb ee 58 £0 89 79 73 8e |
90 dc a7 20 |

Parsed packet data.....

Radius: Code = 5 (0x05)

Radius: Identifier = 18 (0x12)

Radius: Length = 20 (0x0014)

Radius: Vector: ESFDB16DFBEE58F08979738E90DCA720
rad_procpkt: ACCOUNTING_RESPONSE

RADIUS_DELETE

remove_req 0x00002acel0874b80 session 0x18 id 18
free_rip 0x00002acel0874b80

radius: send queue empty

ciscofpl3#

FTD TIE CLIOIA 'debug webvpn anyconnect 255" & & (>system support diagnostic-cli)2

mdm-tlv=device-t
ype=VMware, Inc.
VMware Virtual

mdm-tlv=device-u
1d=3693C6407C925
251FF72B6493BDD8
7318ABFC90C62154
2C38FAF878EF4961

AlSH
=O

ot



1 Cisco Anyconnect Client2| Windows/Mac PCOM 'Connect'& +& LIC}.

> system support diagnostic-cli

Attaching to Diagnostic CLI ... Press 'Ctrl+a then d' to detach.
ciscofp3> enable

Password: <hit enter>

ciscofp3# terminal monitor

ciscofp3# debug webvpn anyconnect 255

<hit Connect on Anyconnect client on PC>

http_parse_cstp_method()

. .input: 'CONNECT /CSCOSSLC/tunnel HTTP/1.1'
webvpn_cstp_parse_request_field()

..input: 'Host: ciscofp3.cisco.com'

Processing CSTP header line: 'Host: ciscofp3.cisco.com'
webvpn_cstp_parse_request_field()

..input: 'User-Agent: Cisco AnyConnect VPN Agent for Windows 4.6.03049"

Processing CSTP header line: 'User-Agent: Cisco AnyConnect VPN Agent for Windows 4.6.03049'
Setting user-agent to: 'Cisco AnyConnect VPN Agent for Windows 4.6.03049'
webvpn_cstp_parse_request_field()

..input: 'Cookie: webvpn=2B0E85@28672@6501@2FF4AE4D1F69BI98F26E8CAD62D5496E5E6AES282 "
Processing CSTP header line: 'Cookie:
webvpn=2B0E85@28672@6501@2FF4AE4AD1IF69BI98F26E8CAD62D5496E5E6AES282 "

Found WebVPN cookie: 'webvpn=2B0E85@28672@6501@2FF4AE4DIF69B98F26E8CAD62D5496E5E6AES282"
WebVPN Cookie: 'webvpn=2B0E85@28672@6501@2FF4AEADIF69BI8F26E8CAD62D5496E5E6AES282"
webvpn_cstp_parse_request_field()

. .input: 'X-CSTP-Version: 1'

Processing CSTP header line: 'X-CSTP-Version: 1°'
webvpn_cstp_parse_request_field()

. .input: 'X-CSTP-Hostname: jsmith-PC'

Processing CSTP header line: 'X-CSTP-Hostname: jsmith-PC'
Setting hostname to: 'jsmith-PC'
webvpn_cstp_parse_request_field()

. .input: 'X-CSTP-MTU: 1399
Processing CSTP header line: 'X-CSTP-MTU: 1399'
webvpn_cstp_parse_request_field()

..input: 'X-CSTP-Address-Type: IPv6,IPv4'

Processing CSTP header line: 'X-CSTP-Address-Type: IPv6,IPv4'
webvpn_cstp_parse_request_field()

. .input: 'X-CSTP-Local-Address-IP4: 198.51.100.2"

Processing CSTP header line: 'X-CSTP-Local-Address-IP4: 198.51.100.2"
webvpn_cstp_parse_request_field()

. .input: 'X-CSTP-Base-MTU: 1500'

Processing CSTP header line: 'X-CSTP-Base-MTU: 1500°'
webvpn_cstp_parse_request_field()

. .input: 'X-CSTP-Remote-Address-IP4: 203.0.113.2"

Processing CSTP header line: 'X-CSTP-Remote-Address-IP4: 203.0.113.2"
webvpn_cstp_parse_request_field()

..input: 'X-CSTP-Full-IPv6-Capability: true'

Processing CSTP header line: 'X-CSTP-Full-IPv6-Capability: true'
webvpn_cstp_parse_request_field()

. .input: 'X-DTLS-Master-Secret:
1FA92A96D5E82C13CB3A5758F11371EE6B54C6F36F0A8SDCESFADECB73A034EEFAFE9SDA614A5872E1EES557C3BF4765A
Processing CSTP header line: 'X-DTLS-Master-Secret:
1FA92A96D5E82C13CB3A5758F11371EE6B54C6F36F0A8SDCESFADECB73A034EEFAFE9SDAG614A5872E1EES557C3BF4765A
webvpn_cstp_parse_request_field()

..input: 'X-DTLS-CipherSuite: DHE-RSA-AES256-GCM-SHA384:DHE-RSA-AES256-SHA256:DHE-RSA-AES256-
SHA : DHE-RSA-AES128-GCM-SHA256 : DHE-RSA-AES128-SHA256 : DHE-RSA-AES128-SHA:AES256-SHA:AES128-
SHA : DES-CBC3-SHA'

Processing CSTP header line: 'X-DTLS-CipherSuite: DHE-RSA-AES256-GCM-SHA384:DHE-RSA-AES256-



SHA256 : DHE-RSA-AES256-SHA : DHE-RSA-AES128-GCM-SHA256 : DHE-RSA-AES128-SHA256 : DHE-RSA-AES128-
SHA:AES256-SHA:AES128-SHA:DES-CBC3-SHA'
webvpn_cstp_parse_request_field()

. .input: 'X-DTLS-Accept-Encoding: lzs'

Processing CSTL header line: 'X-DTLS-Accept-Encoding: lzs'
webvpn_cstp_parse_request_field()

. .input: 'X-DTLS-Header-Pad-Length: 0°'
webvpn_cstp_parse_request_field()

. .input: 'X-CSTP-Accept-Encoding: lzs,deflate’

Processing CSTP header line: 'X-CSTP-Accept-Encoding: lzs,deflate’
webvpn_cstp_parse_request_field()

. .input: 'X-CSTP-Protocol: Copyright (c) 2004 Cisco Systems, Inc.'
Processing CSTP header line: 'X-CSTP-Protocol: Copyright (c) 2004 Cisco Systems, Inc.'
cstp_util_address_ipv4_accept: address asigned: 192.168.10.50
cstp_util_address_ipv6_accept: No IPv6 Address
np_svc_create_session (0x7000, 0x00002acdffl1d6440, TRUE)
webvpn_svc_np_setup
SVC ACL Name: NULL
SVC ACL ID: -1
vpn_put_uauth success for ip 192.168.10.50!

No SVC ACL

Iphdr=20 base-mtu=1500 def-mtu=1500 conf-mtu=1406
tcp-mss = 1460

path-mtu = 1460 (mss)

TLS Block size = 16, version = 0x303

mtu = 1460 (path-mtu) - O (opts) - 5(ssl) - 16(iv) = 1439
mod-mtu = 1439 (mtu) & Oxfff0(complement) = 1424
tls-mtu = 1424 (mod-mtu) - 8(cstp) - 48 (mac) - 1l(pad) = 1367

DTLS Block size = 16

mtu = 1500 (base-mtu) - 20(ip) - 8(udp) - 13(dtlshdr) - 16(dtlsiv) = 1443
mod-mtu = 1443 (mtu) & Oxfff0(complement) = 1440

dtls-mtu = 1440 (mod-mtu) - 1(cdtp) - 20(mac) - 1l(pad) = 1418
computed tls-mtu=1367 dtls-mtu=1418 conf-mtu=1406

DTLS enabled for intf=3 (outside)

overide computed dtls-mtu=1418 with conf-mtu=1406
tls-mtu=1367 dtls-mtu=1406

SVC: adding to sessmgmt

Sending X-CSTP-MTU: 1367

Sending X-DTLS-MTU: 1406

Sending X-CSTP-FW-RULE msgs: Start

Sending X-CSTP-FW-RULE msgs: Done

Sending X-CSTP-Quarantine: false

Sending X-CSTP-Disable-Always-On-VPN: false

Sending X-CSTP-Client-Bypass-Protocol: false

Cisco ISE

Cisco ISE > Operations > RADIUS > Live Logs > Z QI1& ME HEE 22| gLt

Cisco ISEO0IA VPN 2121 L ACL Z1} 'PermitAccess'7t X3 E
2tolE 20 jsmith7t VPN2 S35 FTDO| Q1B E He 2 EAIE

1
bl
I
ro



Overview

Event

Username

Endpoint Id

Endpoint Profile
Authentication Policy
Authorization Policy

Authorization Result

5200 Authentication succeeded

Jsmith

VPN Users >= Default
VPN Useis >> Allow ASA VPN connections if AD Group VPNusers

PermitAccess

Authentication Details

Source Timestamp
Received Timestamp
Policy Server

Event

Usarname

Endpoint Id

Calling Station Id
Authentication Identity Store
Audit Session Id
Authentication Method
Authentication Protocol
Network Device

Device Type

Location

2018-10-09 01:47:55.112
2018-10-09 01:47:55.113
corbinise

5200 Autnentication succeeded

Jsmith

corbdc3

0000000000007 000500083
PAP_ASCII

PAP_ASCH

FTOVPN

All Device Types

All Locations

Steps

11001
11017
15049
15008
1504
15048
1504
15048
22072
15013

&

24210
24215
15013
24430
24325
24313
24319
24313
24386
24323
24343
24402
22037

24715

15026
24432
24355
24416
15042
15016
2208
22080
11002

Received RADIUS Access-Request

RADIUS created a new session

Evaluating Policy Group

Evalualing Service Selection Policy

Queried PiP - Airespace Arespace-Wian-d

Queried PIP - Radius NAS-Port-Type

Evaluating Identity Policy

Quetied PIP - Normalisad Radius RadiusFlowType

Selecled Idenbly source sequence - All_User_ID_Stores
Selacted Identily Source - Internal Usars

Looking up User in intemal Users IDStore - jsmith

The useris not found in the internal users identity slore

Selacted Identity Source - All_AD_Join_Points

Authenticating user against Actve Directory - All_AD_Join_Poinis
Resolving identity - jsmith (B Step latency=7106 ms)

Search for matching accounts at join point -

Single matching account found in forest -

Search for matching accounts at join point - windows_ad_sarver.com
Skipping unjoined domain - Windows_AD_Server.com

Idantity resciution detected single matching account

RPC Logon request succeeded - jsmith

User authentication against Active Directory succeeded - Ali_AD_Join_Points
Authentication Passed

ISE has not confirmed locally previous successful machine authentication for
user in Active Directory

Evalualing Authorization Policy

Looking up user in Active Direclory -

LDAF fetch succeeded -

Users Groups relrieval from Active Direclory succeeded -
Quearied PIP - ExternalGroups

Selected Authonization Profifg - PermitAccess

Max sessions policy passed

New accounting session created in Session cache

Returmed RADIUS Access-Accept



Identity Services Engine

Location All Locations
NAS IPv4 Address 0.0.0.0

NAS Port Type Virtual
Authorization Profile PermitAccess
Response Time 7294 milliseconds

Other Attributes

ConfigVersionld 257

DestinationPort 1812

Protocol Radius

NAS.-Port 28672
Tunnel-Client-Endpoint (tag=0)
g:l‘;ﬂuNpst:I;O':‘.:SmPlxn -Tunnel- FTDAnyConnectVPN
OriginalUserName Jsmith

NetworkDeviceProfileld
IsThirdPartyDeviceFlow

CVPN3000/A SAPIXTx-Client-Type
AcsSessionlD
SelectedAuthenticationldentity Stores

SelectedAuthenticationldentity Stores

bO0699505-3150-4215-a80e-67530450156¢
false

3

corbinise/322344084/1870108

Internal Users

All_AD_Join_Points

SelectedAuthenticationldentity Stores Guest Users

“halt.  Jdentity Services Engine

CHCO

AuthenticationStatus AuthenticationPassed

Identity PolicyMatchedRule Default

AuthorizationPolicyMatchedRule Allow ASA VPN connections if AD Group VPNusers
CPMSessionlD 0000000000007 0005bbc08e3

11002 Retumed RADIUS Access-Accept

AD-User-Resolved.ldentities

AD-User-Candidate-ldentities

AD-User-Join-Point

AD-User-Resolved-DNs

ADUser-DNS-Domain

CPMSessionlD 0000000000007 0005bbc0823
ISEPalicy SetMame VPN Users

ldentity SelectionMaiched Rule Defauli

Steplatency 14=T106

jsmithg@cohadiey3. local
jsmith@cohadiey3 local

COHADLEY3.LOCAL

CH=John Smith, CN=Users DC=cohadliey 3 DC=local

cohadley3.local



AD-User-NetBios-Name
IsMachineldentity
UserAccountControl
AD-User-Samaccouni-Name
AD-User-Qualified-Name
DTLS Support

Network Device Profile
Location

Dewice Type

IPSEC

ExtermalGroups

Identity AccessRestricted
RADIUS Usermame
Device IP Address

Called-Staton-10

CiscolVPair

AnyConnect VPN &2}0[|P1E

DART HE

AnyConnect2 DART HHEE £ &

rr

X &

DNS

COHADLEY3

false

Ga0d48

jsmith

jsmithi@cohadiey3.local
Linkngwn

Cisco

Location®All Locations

Device Type#All Device Types
IPSECHIs IPSEC Devicarho
5-1-5-21-872014162-156088481-342054196-1121
false

jsmith

audit-sassion-id=0000000 00000 T 000500083,
I SOUrce=-ip=
Coa-push=lrusa

Cisco ISE, FTD, Windows Server 2012 2! Windows/Mac PC7} 25 ZetsF ol odulsk

20/ M DNS 2O s 4 YK ol

Windows PC
HH ZEZEE AESIFTDO ZAE O|F0 CHall 'nslookup'® =&E &= JU=X| =elghL|Ct.

FTD CLI



>show network

> nslookup 192.168.1.10
192.168.1.10
= ciscoise.cisco.com

Server:
192.168.1.10#53

Address: .
10.1.168.192.1in-addr.arpa name
ISE CLI:
ciscoise/admin# nslookup 192.168.1.20
: NOERROR, id: 56529
1, AUTHORITY: 0, ADDITIONAL: O

Trying "20.1.168.192.in-addr.arpa"
;; —->>HEADER<<- opcode: QUERY, status
;; flags: gr aa rd ra; QUERY: 1, ANSWER:
;7 QUESTION SECTION

20.1.168.192.in-addr.arpa. IN PTR
1200 IN PTR ciscodc.cisco.com

ANSWER SECTION
20.1.168.192.in-addr.arpa

Windows Server 2012
WH TETEE AESID FTDO 5AE 0|8

o
=

/FQDNO1| CH3H 'nslookup'€ ==

QI8 L|Ct. WindowsOAH R E

LIC}.
CIEM AT (HEIXM EEHY)
Windows Server 20127+ SHA256 O|& 2 2 QI& Mol MHESI=X| &2l
CAQIBME FHE=Sn'ME L2E& EEE &olgLct
. Garlificate x|
Gereral | Delds | Carsfeation Path
Showr: | <Al v:
Eirid Ve &
:Te3£n V3
| Serial number FOfbICS 46 a290b246 18... |g
| Sigruature Moot chis 256/ 54
| Spratre hath skgorithm ehia 256
SHA12! A2 CHE Rl EEtRXoM= alie @IS Aol CHE
™ 0=|7I01IA-I ol = l&LCt
Windows Server 2/5 7|& 2 SHA2562 2 8|0/ =E5tE B
TSIt SHHER| 20

FTD VPN M 215 Aof Ct=

2/t 0|F = <FTDFQDN>
SAN(Subject Alternative Name) = <FTDFQDN>

0d:
|3t 0| &:ciscofp3.cisco.com
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https://blogs.technet.microsoft.com/pki/2013/09/19/upgrade-certification-authority-to-sha256/

SAN(ZFA| CHAl 0|F):DNS O|&=cicscofp3.cisco.com

o1z o e 74

Ol
gh
A
=
»\

FTD CLIOIA ZHXE AL 5104 =015t 1 WiresharkE A2 35104 & PCOIA ZIFE At
O| TCP+UDP 4432 &3dll FTD2| 2|8 IPE M&E|l=X| & QIfL|CtalE H9'0| E|20| & CIH
Ol 2 IP FAMM NMEBE|=X| EQlELCt.

ciscofp3# capture capin interface outside trace detail trace-count 100 match ip any host

<now hit Connect on AnyConnect Client from employee PC>

ciscofp3# show cap

capture capin type raw-data trace detail trace-count 100 interface outside [Buffer Full - 524153
bytes]

match ip any host 198.51.100.2

ciscofp3# show cap capin

2375 packets captured
1: 17:05:56.580994 198.51.100.2.55928 > 203.0.113.2.443: S 2933933902:2933933902(0) win 8192

2: 17:05:56.581375 203.0.113.2.443 > 198.51.100.2.55928: S 430674106:430674106(0) ack 2933933903
win 32768

3: 17:05:56.581757 198.51.100.2.55928 > 203.0.113.2.443: . ack 430674107 win 64240



	Windows Server 2012 루트 CA를 사용하는 RADIUS 서버로 Cisco ISE를 사용하여 FTD에서 AnyConnect VPN 구성
	목차
	목차
	소개
	사전 요구 사항
	요구 사항
	사용되는 구성 요소

	구성
	네트워크 다이어그램
	구성
	Windows 서버에서 루트 CA 인증서 내보내기
	직원 Windows/Mac PC에 루트 CA 인증서 설치
	FTD에서 CSR을 생성하고 Windows Server 루트 CA에서 서명한 CSR을 가져온 다음 서명된 인증서를 FTD에 설치합니다.
	AnyConnect 이미지 + AnyConnect 프로파일 편집기를 다운로드하고 .xml 프로파일을 만듭니다.
	FTD에서 Anyconnect VPN 구성(루트 CA 인증서 사용)
	NAT에서 VPN 트래픽이 해독되므로 VPN 트래픽을 제외하도록 FTD NAT 규칙을 구성하고 액세스 제어 정책/규칙을 생성합니다.
	FTD를 네트워크 디바이스로 추가하고 Cisco ISE에서 정책 설정을 구성합니다(RADIUS 공유 암호 사용).
	직원 Windows/Mac PC에서 AnyConnect VPN 클라이언트를 사용하여 FTD에 다운로드, 설치 및 연결


	다음을 확인합니다.
	FTD
	Cisco ISE
	￼
	￼
	￼
	AnyConnect VPN 클라이언트

	문제 해결
	DNS
	인증서 강도(브라우저 호환성)
	연결 및 방화벽 구성



