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1EHH|. FTD 24 == SSHE br1 QIE{m|o|A0| 23215t EE{ 10| FTD CLISH 2E0{| A ZHA

capture-traffic

Please choose domain to capture traffic from:
0 - brl
1 - Router

Selection?

1

Please specify tcpdump options desired.
(or enter '?' for a list of supported options)
Options:

FTD 6.0.x0lA &2 Ct=51 Z&LCh.

<tfroot>
>
syst em support

capture-traffic

k1
8]
Rl
rn
M
i
mjo
Jo
o
o
r
o

2EHA|. FTDE &3l Pingst

<#froot>

>

capture-traffic

Please choose domain to capture traffic from:
0 - brl
1 - Router

Selection?

1



Please specify tcpdump options desired.
(or enter '?' for a list of supported options)
Options:

12:52: 34. 749945 | P ol ab-vl 603-gw. ci sco. com
12:52: 34. 749945 | P ol ab-vl 647-gw. ci sco. com
12:52: 34. 759955 | P ol ab- vl 603-gw. ci sco. com
12:52: 34. 759955 | P ol ab-vl 647-gw. ci sco. com
12:52: 34. 759955 | P ol ab- vl 603-gw. ci sco. com
12:52: 34. 759955 | P ol ab-vl 647-gw. ci sco. com
12:52: 34. 759955 | P ol ab- vl 603-gw. ci sco. com
12:52: 34. 759955 | P ol ab-vl 647-gw. ci sco. com
rC <- to exit press CIRL + C

ol ab- vl 647-gw. ci sco.com | CWP echo request, id 0, seq 1, |c¢
ol ab- vl 603-gw. ci sco.com |CWP echo reply, id 0, seq 1, |eng
ol ab- vl 647-gw. ci sco.com | CWP echo request, id 0, seq 2, |c¢
ol ab- vl 603-gw. ci sco.com |CWP echo reply, id 0, seq 2, |eng
ol ab- vl 647-gw. ci sco.com | CWP echo request, id 0, seq 3, |c¢
ol ab- vl 603-gw. ci sco.com |CWP echo reply, id 0, seq 3, |eng
ol ab- vl 647-gw. ci sco.com | CWP echo request, id 0, seq 4, |c¢
ol ab- vl 603-gw. ci sco.com |CMP echo reply, id 0, seq 4, |eng

V V.V V V V VYV

Snort A El ZHR{ Er 4
QT AL

1.1P 192.168.101.1& ZH
2. FTDE &4l Pingst 1

_>.'_' rulm

212 2OIBtLICt
a2

1EH7A]. IP 192.168.101.18 ZE{E AI8350{ FTD CLISH ZEO|M WA E & MstErLict.

<#root>

>

capture-traffic

Please choose domain to capture traffic from:
0 - brl
1 - Router

Selection?

1

Please specify tcpdump options desired.
(or enter '?' for a list of supported options)
Options:

host 192.168.101.1

2EH7A|. FTDE Solf Pingst 1 & & £342 HQIgLIct

13:28:36.079982 IP olab-v1647-gw.cisco.com > olab-v1603-gw.cisco.com: ICMP echo reply, id 3, seq 0, len
13:28:36.079982 IP olab-v1647-gw.cisco.com > olab-v1603-gw.cisco.com: ICMP echo reply, id 3, seq 1, len



13:28:36.079982 IP olab-v1647-gw.cisco.com > olab-v1603-gw.cisco.com:
13:28:36.079982 IP olab-v1647-gw.cisco.com > olab-v1603-gw.cisco.com:
13:28:36.079982 IP olab-v1647-gw.cisco.com > olab-v1603-gw.cisco.com:

nBMES N8I BAEY TE MBS E 2K Al
7

CS1k 2ol EAIELICH

<#root>

>

capture-traffic

Please choose domain to capture traffic from:
0 - brl
1 - Router

Selection?

1

Please specify tcpdump options desired.
(or enter '?' for a list of supported options)
Options:

-n host 192.168.101.1

13:29:59.599959 IP 192.168.101.1 > 192.168.103.1:
13:29:59.599959 IP 192.168.101.1 > 192.168.103.1:
13:29:59.599959 IP 192.168.101.1 > 192.168.103.1:
13:29:59.599959 IP 192.168.101.1 > 192.168.103.1:
13:29:59.599959 IP 192.168.101.1 > 192.168.103.1:

Tepdump ZE of

of 1:

Src IP = Dst IP = 192.168.101.1 & Src ZE £

BEE UHEfLct

<{froot>

Options:

-n host 192.168.101.1 and port 23

of 2:

ICMP echo reply, id 3,
ICMP echo reply, id 3,
ICMP echo reply, id 3,

EE AL AHE
ICMP echo reply, id 5, seq O,
ICMP echo reply, id 5, seq 1,
ICMP echo reply, id 5, seq 2,
ICMP echo reply, id 5, seq 3,
ICMP echo reply, id 5, seq 4,
— Dst ZE = TCP/UDP 232 %

£04, O] A

Tength 80
Tength 80
Tength 80
Tength 80
Tength 80

Hx{stcdE Ct

seq 2,
seq 3,
seq 4,

0

[=]

Ten
Ten
Ten



AAIP=192.168.101.1 2 AA X E = TCP/UDP 238 x5t CI = P S =dgL|ct.
<{froot>

Options:

-n src 192.168.101.1 and src port 23

of 3:

AAIP=192.168.101.1 L AA X E =TCP 232 Zix{ste{H CI = HYE =dsLct.
<ffroot>

Options:

-n src 192.168.101.1 and tcp and src port 23

of 4:

AAIP=192.168.101.12 Zix{5l0 TZ2| MAC FAE Ei{H 'e' SME F7tstn O BYS
U=dgtL|Ct.

<#froot>

Options

- ne

src 192.168.101.1
17:57:48.709954

6c: 41: 6a:al:2b:f6 > a8:9d: 21: 93: 22: 90,

ethertype IPv4 (0x0800), Tength 58: 192.168.101.1.23 > 192.168.103.1.25420:
Flags [S.], seq 3694888749, ack 1562083610, win 8192, options [mss 1380], length 0

of 5:

1070e] WZ!e ZHXE & ZSE5IedH OIS HHS Q=dF LIt
<tfroot>

Options:

-n -c¢c 10 src 192.168.101.1



18:03:12.749945 IP 192.168.101.1.23 > 192.168.103.
18:03:12.749945 IP 192.168.101.1.23 > 192.168.103.
18:03:12.949932 IP 192.168.101.1.23 > 192.168.103.
18:03:13.249971 IP 192.168.101.1.23 > 192.168.103.
18:03:13.249971 IP 192.168.101.1.23 > 192.168.103.
18:03:13.279969 IP 192.168.101.1.23 > 192.168.103.
18:03:13.279969 IP 192.168.101.1.23 > 192.168.103.
18:03:13.309966 IP 192.168.101.1.23 > 192.168.103.
18:03:13.309966 IP 192.168.101.1.23 > 192.168.103.
18:03:13.349972 IP 192.168.101.1.23 > 192.168.103.
ol 6:

capture.pcapct= O|F 2| ol HR{E AT FTP
=dgfLict.

<#root>

Options:

-w capture. pcap host 192.168.101.1

CTRL + C <- to stop the capture

> file copy 10.229.22.136 ftp / capture.pcap

Enter password for ftp@10.229.22.136:

Copying capture.pcap

Copy successf ul

>

FTD LINA 7! 244 &he]

LT A

1. CtS EEHE ALE35t0 FTDAUIM F 7He| HME
AP 192.168.103.1

CHat 1P 192.168.101.1

IZEZ ICMP

QEmHolA  |ILHF

RPRRPRRPRRPRRRRRR

Sl

.27287:
.27287:
.27287:
.27287:
.27287:
.27287:
.27287:
.27287:
.27287:
.27287:

%574

Flags
Flags
Flags
Flags
Flags
Flags
Flags
Flags
Flags
Flags

|

Me{ol| 2 Atste{H =

[.1, ack 3758037348, win 32768, length
[P.], ack 1, win 32768, length 2

[P.], ack 1, win 32768, length 10

[.1, ack 3, win 32768, length 0O

[P.], ack 3, win 32768, length 2

[.1, ack 5, win 32768, length 0

[P.], ack 5, win 32768, length 10

[.1, ack 7, win 32768, length 0

[P.], ack 7, win 32768, length 12

[.1, ack 9, win 32768, length 0

0424
o



AP 192.168.103.1

CHa 1P 192.168.101.1

I=ESF ICMP

QEmolA  |2F

<#froot>

> capture CAPI interface INSIDE match icnp host 192.168.103.1 host 192.168.101.1
> capture CAPO interface OUTSIDE match icnp host 192.168.101.1 host 192.168.103.1

2EHA|. CLIoM M E & IELIC.
Host-A0| A Host-B£ Ping:

Civlsersseiscorping 192.168.181.1

Pingaing 192.168.181.1 with 32 butes of data:

RBeply from 192.16B.1681.1: hytes=32 time=4dms TTL
Keply from 174168101 .1 hytezs=3Z time~bmse 1L
Reply from 192.16B.181.1: hytez=32 time=1ms TTL
Heply from 172.168.181.1% bytes=3: time=1ms TTL

<#root>
> show capture

capture CAPI type raw-data interface INSIDE [Capturing

- 752 bytes

1
match icmp host 192.168.103.1 host 192.168.101.1
capture CAPO type raw-data interface OUTSIDE [Capturing

- 720 bytes

1
match icmp host 192.168.101.1 host 192.168.103.1



CHS =34 o2 10| INSIDE QIE{H|0|A 2| Dot1Q SIHE 2l & Zix{e| 3 7|7} ME CHEL|C}.

<#root>
> show capture CAPI

8 packets captured
1: 17:24:09.122338

802. 1Q vl an#1577

PO 192.168.103.1 > 192.168.101.1: icmp: echo request

2: 17:24:09.123071 802.1Q vlan#1577 PO 192.168.101.1 > 192.168.103.1: icmp: echo reply
3: 17:24:10.121392 802.1Q vlan#1577 PO 192.168.103.1 > 192.168.101.1: icmp: echo request
4: 17:24:10.122018 802.1Q vlan#1577 PO 192.168.101.1 > 192.168.103.1: icmp: echo reply
5: 17:24:11.119714 802.1Q vlan#1577 PO 192.168.103.1 > 192.168.101.1: 1icmp: echo request
6: 17:24:11.120324 802.1Q vlan#1577 PO 192.168.101.1 > 192.168.103.1: icmp: echo reply
7: 17:24:12.133660 802.1Q vlan#1577 PO 192.168.103.1 > 192.168.101.1: icmp: echo request
8: 17:24:12.134239 802.1Q vlan#1577 PO 192.168.101.1 > 192.168.103.1: icmp: echo reply

8 packets shown

<#root>
> show capt ure CAPO

8 packets captured

1: 17:24:09.122765 192.168.103.1 > 192.168.101.1: icmp: echo request
2: 17:24:09.122994 192.168.101.1 > 192.168.103.1: icmp: echo reply
3: 17:24:10.121728 192.168.103.1 > 192.168.101.1: icmp: echo request
4: 17:24:10.121957 192.168.101.1 > 192.168.103.1: icmp: echo reply
5: 17:24:11.120034 192.168.103.1 > 192.168.101.1: icmp: echo request
6: 17:24:11.120263 192.168.101.1 > 192.168.103.1: icmp: echo reply
7: 17:24:12.133980 192.168.103.1 > 192.168.101.1: icmp: echo request
8: 17:24:12.134194 192.168.101.1 > 192.168.103.1: icmp: echo reply

8 packets shown

H 2R LHE LT |

ol
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<ffroot>
>

show runni ng-config http

1E+7|. Devices(C|HFO|A) > Platform Settings(Z31& MM)Z 0]
2|8t CH2 Threat Defense Settings(Threat Defense A%)& MENEILICH.

Devices [elslne: AMP eploy System Help v mikis v

N Platform Settings

Object Management

d New Policy

L%

Firepower Settings

x4 0|2 gl B x| CHAM X|&:

o T

New Policy

Name: FTDS515-System_Policy
Description:
Targeted Devices

Select devices to which you want to apply this policy.
Available Devices Selected Devices

4 Search by name or value =FTD5515

2tA15l 5l HTTPSE E£5H FTD C|HEO|A O] HMASIEE 5{25lE{= HE

2Bt HTTPS AMH
I E FIHELICH



Overview Analysis Policies JHESUTLEE Objects  AMP

Device Managerment MAT VPN Platform Seltings

FTD5515-System_Policy

AGF, DS pECROR Enable HTTP Serve 2

Baniner

External Authenbcation ROiL 4l

Frogment Setlings
e 3

I Inlerlace Hetworlk

Secure Shel R .
INSEDE Mar_102.168.100.0_2 8tsta & o

SMTP Séerver -

S8 25 A HTTP MHI22| ARt 5015t7| 98 debug httpS B AIsHEr 4 laLic

<#root>
> debug http 255
debug http enabled at level 255.

http_enabl e: Enabling HTTP server
HTTP server starting.

FTD CLIS| Axt= ChSoF Z& L Ct.

<#root>
> unebug all

> show run http
http server enable
http 192.168. 103. 0 255. 255. 255. 0 | NSI DE

Host-A(192.168.103.1)0ll Al EE2IRX{E @1 0| URLS AR 5tod X M| XS Cte 2= 3Lt
https://192.168.103.62/capture/CAPI/pcap/CAPL.pcap.



https://192.168.103.62/capture/CAPI/pcap/CAPI.pcap

€ https/ /192168103 .62/ capture/CAPl pcap/CAPLpcap

‘Opening CAPLpcap e
You have chosen to open:
% CAPLpcap

which is: Wireshark capture file (776 bytes)
from: hitps//192.168.103.62

What should Firefox do with this file?

@ Openwith | Wireshark (default) -
Lave File

Do this gutomatically for files hike this from now on.

o) (e

ek
£

HTTP ME{7t &/d&lE FTD Ci|o|

https://192.168.103.62/capture/ CAP|/pcap/CAPI.pcap Ef OIE{H|0|A 9| IP

https://192.168.103.62/capture/CAPI/pcap/CAPl.pcap||FTD ZHx{ 2| O|&

https://192.168.103.62/capture/CAPI/pcap/CAPl.pcap|Ct2 2E &l 1} o] 0|§

= 4

5 Hmlf ZHR{|MHE https://192.168.103.62/capture/CAPO/pcap/CAPO.pcapS AL 8rL|CE



https://192.168.103.62/capture/CAPI/pcap/CAPI.pcap
https://192.168.103.62/capture/CAPI/pcap/CAPI.pcap
https://192.168.103.62/capture/CAPI/pcap/CAPI.pcap
https://192.168.103.62/capture/CAPO/pcap/CAPO.pcap

hitps:// 192168103 82/ capture/CAPO/ peap/CAPO. pcap

You have chosen to open:

o5 CAPO.pcap
which is: Wireshark capture file (744 bytes)
from: https://192.168.103 62

What should Firefox do with this file?

@ Open with |'i'||'IEharE (default] =
) Save File

|| Do this gutomatically for files like this from now on.

FTD LINA &IZT 24X =] - FTP/TFTP/SCPE S5 Z{x LHELH 7|
QT AE

FTP/TFTP/SCP Z2EZE O|™ AlLIZ|20M 7K 2 ZXE LHE-LICH
&2M

FTP MHHZE ZX{ LHELHZ|:

<tfroot>

firepower

# copy /pcap capture: CAPl ftp://ftp_usernane: ftp_password@92. 168. 78. 73/ CAPI . pcap

Source capture name [CAPI]?
Address or name of remote host [192.168.78.73]?

Destination username [ftp_username]?



Destination password [ftp_password]?

Destination filename [CAPI.pcap]?
NERRR

114 packets copied in 0.170 secs

firepower#

TFTP MHE 2% LIZLH7]:

<#root>
firepower

# copy /pcap capture: CAPl tftp://192.168.78.73

Source capture name [CAPI]?
Address or name of remote host [192.168.78.73]7

Destination filename [CAPI]?
SERRRRRRRRRRRRN

346 packets copied in 0.90 secs

firepower#

SCP MHZ x| LHELHZ|:

<#root>
firepower#

copy /pcap capture: CAPl scp://scp_usernane: scp_password@92. 168. 78. 55

Source capture name [CAPI]?
Address or name of remote host [192.168.78.55]7
Destination username [scp_username]?

Destination filename [CAPI]?

The authenticity of host '192.168.78.55 (192.168.78.55)"' can't be established.

RSA key fingerprint is <cb:ca:9f:e9:3c:ef:e2:4f:20:1f5:60:21:81:0a:85:f9:02:0d:0e:98:d0:9b:6c:dc:f9:af:4
Are you sure you want to continue connecting (yes/no)? yes

Warning: Permanently added '192.168.78.55' (SHA256) to the Tist of known hosts.

454 packets copied in 3.950 secs (151 packets/sec)



firepower#

.S FTDOIM HAHE LEZZE5H0F

ol
rr

Al

1. Lina - copy /pcap capture:<cap_name> diskO:
2. FPR £ E0| M mv /ngfw/mnt/diskO/<cap_name> /ngfw/var/common/

3. FMC Ul - System > Health > Monitor > Device > Advanced Troubleshooting®| A <cap_name>
Zicol J=dstn 22 =EFLC.

FTD LINA A E X 2] - AA EciE 2] &
F A

Che ZEIE AH&5t04 FTDOIA Z4R{E EA5HEHLICH

LA P 192.168.103.1

CH&H 1P 192.168.101.1

TZ2EZ ICMP

QlE{m 0] & LH &

oz & of

SR AR 100

Host-A(192.168.103.1)01| A Host-B(192.168.101.1) 2 Pingstm xS & QlgtL|C}.

&M

AlX| IHZl 2 FMHFE W2 A8 EXME siZAste ol ol S8ELICH miZlo| S1t5te ZE WE

HAE =2 = A&LICE trace detail ZIREE F7tstD FXSI DX 6l I =8 K[HELICH 7|

HEXo 2 FTDE X2 50742] 1A mZle FXgtL|ct.

0| Z< FTD7} INSIDE QE{H|O|AMAM =415HE XS 1007H ZHZloi| CHH =X MIEALE O] Z&E
WX E %*gérirucr



<tfroot>

> capture CAPI2 interface INSIDE trace detail trace-count 100 match icnp host 192.168.103.1 host 192. 16¢

Host-A0ll M Host-BZ Pingat 21 E & QIgtL|C.

xS Usershcisco2ping 192168161 .1

Pinging 1%2.168.181.1 with 3Z hytes of datacZ
Reply fFrom ‘I'*'-II 168.181 .1 bytes=32 time*2ns

Reply from 92 .168.181 .1 bytes=32 ‘I'.il'l!.r-"-'
Reply from 1“2.1b5.131.1 hytes =32 tint'
Reply from 192.168.181.1: bytes=32 tinme

e Wzl o2 2 &Lt

<#root>
> show capture CAPI 2

8 packets captured

1: 18:08:04.232989 802.1Q vlan#1577 PO 192.168.103.1 > 192.168.101.1: icmp: echo request
2: 18:08:04.234622 802.1Q vlan#1577 PO 192.168.101.1 > 192.168.103.1: icmp: echo reply
3: 18:08:05.223941 802.1Q vlan#1577 PO 192.168.103.1 > 192.168.101.1: icmp: echo request
4: 18:08:05.224872 802.1Q vlan#1577 PO 192.168.101.1 > 192.168.103.1: icmp: echo reply
5: 18:08:06.222309 802.1Q vlan#1577 PO 192.168.103.1 > 192.168.101.1: icmp: echo request
6: 18:08:06.223148 802.1Q vlan#1577 PO 192.168.101.1 > 192.168.103.1: icmp: echo reply
7: 18:08:07.220752 802.1Q vlan#1577 PO 192.168.103.1 > 192.168.101.1: icmp: echo request
8: 18:08:07.221561 802.1Q vlan#1577 PO 192.168.101.1 > 192.168.103.1: icmp: echo reply

8 packets shown

24
=3

o
M
rlo
»

] 2l o] =XME EAIFLICH 2 U=E B E:

« 12BtAIME 'TE 580l EQILICH LINA T C|ATHX| o{f|O|ULICHAFA A LIS
J\}d)

« 13EtA0|MH= FTD7} Snort RIABHAZ miZE MEELICEH
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<#root>
> show capture CAPI 2 packet-nunber 1 trace detai

8 packets captured
1: 18:08:04.232989 000c.2998.3fec a89d.2193.2293 0x8100 Length: 78
802.1Q vlan#1577 PO 192.168.103.1 > 192.168.101.1: icmp: echo request (ttl 128, id 3346)
Phase: 1
Type: CAPTURE
. output omitted ...

Phase: 12
Type: FLOW-CREATION
Subtype:



ResuTlt: ALLOW

Config:

Additional Information:

New flow created with id 195, packet dispatched to next module
Module information for forward flow ...

snp_fp_inspect_ip_options
snp_fp_snort
snp_fp_inspect_icnp

snp_f p_adj acency

snp_f p_fragnment

snp_i fc_stat

Module information for reverse flow ...

snp_fp_inspect_i p_options
snp_fp_inspect_icnp
snp_fp_snort

snp_f p_adj acency

snp_f p_fragnment

snp_i fc_stat

Phase: 13

Type: EXTERNAL- | NSPECT

Subt ype:

Resul t: ALLOW

Config:

Addi tional Information:
Application: ' SNORT | nspect

Phase: 14

Type: SNORT

Subt ype:

Resul t: ALLOW

Config:

Addi tional Infornation:

Snort Verdict: (pass-packet) allow this packet

. output omitted ...

Result:

input-interface: OUTSIDE
input-status: up
input-line-status: up
output-interface: OUTSIDE
output-status: up
output-line-status: up
Action: allow

1 packet shown
>
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Advanced Troubleshooting(Z& =X 81Z2)2 ME4stD Ot X[L 2= Capture w/Trace(F
)& MESELIC.

Overview Analysis Policies gEUTLIM Objects AMP Intelligence

Device Management NAT VPN ¥ QoS Platform Settings FlexConfig Certificates

By Group v )
Name Group Model ‘ License Type ‘ Access Control Poli...
FTD4110-2 ; . = [V
B e Firepower 4110 Threat  Ci5<° Firepower 4111 Base, Threat, Ma... ACP1 & U‘ ‘ N ”

Add Capture(Z{&x F7HE ME45t0{ FTD ZXE A8 LICt.

Advanced Troubleshooting
FTD4110-2
File Download Threat Defense CLI Packet Tracer [oT TR Ay T
& Auto Refresh Interval (seconds): 10 Enable Auto Refresh &) Add Capture ‘
Na Interface Type Trace Buffer  Buffer Packet Buffer Protocol Source Destination Status
Mode Size Length Status
Add Capture ? X
Name*: CAPI Interface™: INSIDE .t ‘ SOUFCE lnterface
Match Criteria:
Protocol*: P v < IP Protocol
Source Host*: 192.168.0.10 Source Network:
Destinatio Destination
HCI:[ I'l: o 192.168.2.10 M:L\\!;L:I I
SGT number: {0-65535) .
AI Circular buffer
Buffer:
Packet Size: 1518 14-1522 bytes Continuous Capture ¥ Trace
Buffer Size: 524288 1534-33554432 * Stop when full Trace Count:
bytes
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File Download Threat Defense CLI  Packet Tracer Clear the

€ Auto Refresh Interval (seconds): 10 Enable Auto Refresh ca ptu re «d Add Capture
Na... Interface Type Trace Buffer Buffer Packet Buffer Protocol Source Destination Status
Mode  Size Length  Status

CAPI  INSIDE raw-data M 524288 1518 Capturing  IP 192.168.0.10 192.168.2.10 rumning 2 H 2 NI

Pause the
capture

Save the capture
in pcap format

FTD CLIS| ZA:

<#root>
> show capture

capture CAPI%intf=INSIDE% type raw-data trace interface INSIDE [Capturing - 0 bytes]
match ip host 192.168.0.10 host 192.168.2.10
>

Post-6.2 FMCO{| A AlK| mfZ! F=2

FMC 6.2.x0{| A Capture w/Trace(F% Z & ZH&{) OtHALE AL 35tH FTDOIM AKX T2 Z4X1{5t

~ X5k A A
I F=Mg ¢ &Lt

Add Capture 7?7 X

Name*: CAPI Interface®: INSIDE v

Match Criteria:

Protocol*: e N7
Source Host*: 192.168.16.111 Source Network:
SGT number: (0-65533)
Buffer:
Packet Size: 1518 14-1522 bytes Continuous Capture @ Trace ‘ﬁ Trace ingress packets
Buffer Size: 524288 égg;’33554432 ® Stop when full Trace Count: | 50

FMC UIoM =M E miZlg &g + AU&LCH



Advanced Troubleshooting

FTD4110-2
File Download Threat Defense CLI Packet Tracer Capture w/Trace
€ Auto Refresh Interval (seconds): |10 Enable Auto Refresh .d Add Capture
Name Interface Type Trace Buffer Buffer Packet Buffer Protocol Source Destination Status
Mode Size Length Status
CAPI  INSIDE raw-data v g M 524288 1518 Capturing IP 192.168.16.111 192.168.17.1 Running 7 F 2 I H
(A Packets Shown: 1 / Packets Captured: 1 / Traces: 1 A

conTIg:
Additional Information:
Hew flow created with id 78, packet dispatched to next module

::::?:E:('IB'ERI'ML-INSPE(T The packet iS traced

Subtype:

Result: ALLOW

Config:

Additional Information:
Application: "SNORT Inspect’

Phase: 14
Type: SNORT

| The Snort verdict

Config:

Additional Information:

Snort Trace:

Packet: ICMP

AppID: service ICMP (3581), application unk
Firewall: allow rule, 'Default Actjops on
NAP id 1, IPS id 2, Verdict PASS

ISnort Verdict: (pass-packet) allow this packet

0| 2E0i CH&ll Packet Tracer R EEIEIZ AF25t04 THZ!0| LHROIA XMEIZ|E BhAlg sHolgtLCt

Qa4 QlE{molA Li&
L2EZ ICMP 02 @&
AP 192.168.103.1

CH&H 1P 192.168.101.1

s2u

Packet Tracer= 7t4 T{Z! S AMELICE O] ool EodF= WAEH THZA2 Snort AAFS| CHA O]
EILIC}. Snort-level(capture-traffic)0ll A S Alof| Zix{8t ZHX{= ICMP |2 2 & Eoi&LICt

<ffroot>



> packet-tracer input INSIDE icnp 192.168.103.1 8 0 192.168.101.1

Phase: 1

Type: CAPTURE

Subtype:

Result: ALLOW

Config:

Additional Information:
MAC Access list

Phase: 2

Type: ACCESS-LIST
Subtype:

Result: ALLOW

Config:

Implicit Rule
Additional Information:
MAC Access list

Phase: 3

Type: ROUTE-LOOKUP

Subtype: Resolve Egress Interface

Result: ALLOW

Config:

Additional Information:

found next-hop 192.168.101.1 using egress ifc OUTSIDE

Phase: 4

Type: ACCESS-LIST

Subtype: Tlog

Result: ALLOW

Config:

access-group CSM_FW_ACL_ global

access-1list CSM_FW_ACL_ advanced permit ip 192.168.103.0 255.255.255.0 192.168.101.0 255.255.255.0 rule
access-1list CSM_FW_ACL_ remark rule-id 268436482: ACCESS POLICY: FTD5515 - Mandatory/1

access-1list CSM_FW_ACL_ remark rule-id 268436482: L4 RULE: Allow ICMP

Addi tional Information:
This packet is sent to snort for additional processing where a verdict is reached

. output omitted ...

Phase: 12

Type: FLOW-CREATION

Subtype:

Result: ALLOW

Config:

Additional Information:

New flow created with id 203, packet dispatched to next module

Phase: 13

Type: SNORT

Subtype:

Result: ALLOW

Config:

Additional Information:

Snort Trace:

Packet: ICMP

AppID: service ICMP (3501), application unknown (0)
Firewall: allow rule, id 268440225, allow
NAP id 2, IPS id 0, Verdict PASS



Snort Verdict: (pass-packet) allow this packet

Result:

input-interface: INSIDE
input-status: up
input-Tine-status: up
output-interface: OUTSIDE
output-status: up
output-line-status: up
Action: allow

2! FH7| BHAE A2 Snort 2 M MHE 7He IS EofELICH

<{froot>
>

capture-traffic

Please choose domain to capture traffic from:
0 - managementO
1 - Router

Selection? 1

Please specify tcpdump options desired.
(or enter '?' for a list of supported options)
Options:

-n
13:27:11.939755 | P 192.168.103.1 > 192.168.101.1: I1CW echo request, id 0, seq 0, length 8

Post-6.2 FMC A~ X E 9|04 H{T12| Packet Tracer Ul
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Configuration Users Domains Integration Updates Licenses » Health » Monitor

Advanced Troubleshooting

FTD4110-2

File Download Threat Defense CLI Padtet Tracer Capture w/Trace .
The source interface I—

Select the packet type and supply the packet parameters. Click start to trace the packet. ‘

Packet type: TCP b Interface®: INSIDE o

Source®: IF address [IP\M) ¥ | 192.168.0.10 Source Port*: 1111 v

Destination™: 1P address (IPv4) ¥ | 192.168.2.10 Destination Port*:  http bl

) I B - b ) Destination Mac
SGT number: SGT number. | (0-65533) VLAN ID: VLAN ID... |(1-4096) Address:
Output Format: summary =
Start Clear
|

QOutput - Raw
Phase: 1
Type: CAPTURE

Subb,'p.he:

Additional Information:
MAC Access list

Dhaea-

led x4
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