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o General Settings

App name FMC-Login
Iﬂ o (optiona
App log 0 I
CISCO
cisco.png Browsa..
Upload Logo

Reguiremenis

For Best Results, use a PNG image with

App visibility [ | Do not display application icon 1o users

Do not display application icon in the Okta Moblle app

ca r":E.I m

6t SAML Ad S = FLict.
Et@l 2392l URL: https://<fmc URL>/saml/acs
CH& 28 URI(SP 2EIE]| ID): https:/<fmc URL>/saml/metadata

7| &lilo] &EH: /ui/login



e SAML Settings

GENERAL

Single sign on URL £ hitps<FMC URL>/saml/acs
/| Use this for Reciplent URL and Destination URL

:l Allow this app to reguest other 550 URLs

Audience URI (SP Entity ID) €) hitps:/f<FMC URL>/saml/metadata
Default RelayState ) fulflogin

f no value is set, a blank RelayState Is sent
Mame ID format € Unspeciiled v
Application username ) Okla username -
Update application username on Create and update -

Show Advanced Settings
ATTRIBUTE STATEMEMNTS (OFTIOMAL) LEARM MORE
MName MName format (opilonal) Value
Unspecifled L4 r
Add Another
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Assignments

General Sign

People »

()} Search

m 2 [Fonvert Assignments

Person

Type

Rohan Biswas o
" Individual
robiswas@cisco.com
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7 FMC-Login

e
Cisco Active = = View Logs
P Sign On mport Y
Settings s
SIGN ON METHODS
The sign-on method determines how a user signs Into and ma heir credentials for an application. Some sig
an method Y Ta [ A 1t ation ra part

pping. Configure profile mapping

SAML 2.0

Default Relay State ulflogin

SAML 2.0 is not configured until you complete the setup instructions.

View Setup Instructions

Identity Provider metadata |s avallable If this application supports dynamic configuration,
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“This XML file does not appear to have any style with it. The doc: it tree is shown below.
¥<md:EntityDescriptor xmlns:md="urn:oasis:names:tc:SAML:2.0:metadata” entityID="http://www.okta.com/exkjmr3gbDOjCYNindx6">
PSSODescriptor WantAuthnRequestsSigned="false” protocolSupportEnumeration="urn:oasis:names:tc:SAML:2.0:protocol”>
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Single Sign-0On (SS0O) Configuration @O

The FMC supports Security Assertion Markup Language (SAML) for
authentication. This allows you to provide single sign-on (S50)
access to yvour FMC dashboard. Show More

No S50 configuration created. l Configure S50 J

5Et7|. FMC SAML Provider@ ME{EFLICH Next(CHS)E &2/ &rLICH.

O| Cl| 20l A= OktaZt AHSELICEH

Select FMC SAML Provider

Salect the SAML provider to authenticate 550 users for the FMC:
) Okts
() Onelogin

() Azure

() PinglD
(" Osher

Step 1 of 3

6t AH|. Manual Configuration(=& ZHE|12l|0|4)E ME4st T iDP HIOIEE =822 U2E =
guchctg8 E2IgLc



Configure Okta Metadata 9

Cmﬂgure the FMC to wark with your Okta IdP by selecting one of the following two options: Fill out required fields for yauwr

ign=Cn URL
hitps:licisco-robiswas.okta.comfapp/ciscoorg84 2643 fmclc
Identity Provider [$5usr
hitp:/fwww.okta.comlexkjmr3gbDOCYNindxf
¥.509 Cartificate
MIIDEDCCApSgAWIBAGIGANMENBEiMAOGCSgGS IbIDQERCWIAMIGHMewC QY DVQOGEWIVUZETMBEGALU

ECAwKQ2 FeaWEvemSpY TEWMBOGALUERWwWHU 2FuIEZy Y5 jar jbzENMAsGA 1 UECGWET 2t 0¥ TEUMBIGAL
UECwwWLUINPUHIvdml kEX I xFzAVBgNVBAMMDmN pe 2 HvL X Jv¥ml 2d 2 F zMRwwigY TR0 ThweHAOkBFg 1 pb
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() Upload XML File

Step 2 of 3 | Back ||

EE 3t Upload XML file(XML It & HEE)& *._E—.%P_Ti Step 10 of Okta Configuration(& ! Z4I| 12|
Ol 10EtA[O M HME XML T U S Y= A& LT

Configure Okta Metadata 9 X

Configure the FMC to work with your Okta IdP by selecting one of the following two options: Fill out required fields for your
550 manu!ll'r. or upload the XML metadata file.

Step 2 of 3

ol o
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Configure Okta Metadata o x

Configure the FMC to work with your Okta [dP by selecting one of the following two options: Fill out required fislds for your
S50 manually, or upload the XML metadata file,

() Manual Configuration

(@ Upload XML File

Drag and drop an XML file here, or click to upload an XML file containing your 550 credentials.

File
rmietadata.oml

Identity Provider Single Sign-Cin UIRL
https://cisco-roblswas.okta.com/app/isceorgBa2643_fmeclegin_ 1 exkjmr3gbDQiCYNindx6/ssa/saml

Identity Provider Issuer

hittp s/ fwerw. okita. comfexigmr3gbDOCY Nindx &

X509 Certificate

MITDrDCCARSgAWI BAgIGAXMINBRIMADGCS G5 bIDQERCWUAMIGWM Oswl OYDVOOGEWIVUZETHMBEGA LU

Step 2of 3

7B HIEtC|OIEE & QlEFLIct o] o|O|x|ofl A& CHZ Save& 2= LICH

Verify Okta Metadata - e

Tast the Okta metadata by clicking the Test Configuration button on the System f Users / Single Sign-0n page after
you save. )

Identity Provider Single Sign-On URL

hitps:/fcisco-robiswas. okta. com/app/ciscoorgB42643_Imclegin_1/exkjmrIgbDOiCY Nindx 6/ 550,/ samil

Identity Provider Issuer

http:/fvwww.okta com/exkimrIgbDOiCYNind <6

X500 Certificate
MIDrDCCAPSg AWl BAGIGAXMINEBIMADGCSqGSIbIDQGERCWUAMIGWMQswCOYDVOOGEWIVUZETMBEGAIUECAWKQZFsaWEy

8TH7|. Advanced Configuration(Z & 74I|12/|0]M) ot2Hod| Role Mapping/Default User Role(4 &
/7|2 MEX &) FdELct



Single Sign-0On (SS0O) Configuration @&

Configuration Details

Identity Provider Single Sign-0On URL
https://cisco-robiswas.okta.com/app/ciscoorg842643_

Identity Provider Issuer
http://www.okta.com/exkjmr3gbDQjCYNin4x6

X.509 Certificate
MIIDrDCCApSgAWIBAgIGAXMtNBBJMAOGCSgGSIb3DQ

w Advanced Configuration (Role Mapping)

Default User Role Administrator

Access Admin

Administrator

Discovery Admin

External Database User
Intrusion Admin
Maintenance User

Network Admin

Security Analyst

Security Analyst (Read Only)
Security Approver

Threat [nkelbgencs Derecter (TLD) User

ottH|. 2 EHAESIE{™ 0| o|O|X[of| EA|E! CHE Test Configuration(Z1Z|1zi[0|M HAE)S



Single Sign-0n (S50) Configuration

Configuration Detalls  #

Identity Provider Single Sign-0On LURL

L&
)

https://cisco-robiswas.okta.com/app/ciscoorgB42643

Identity Provider Issuer

http:/fwww.okta.com/exkjmr3ghDQiCYNindx6

X.509 Certificate

MIIDrDCCApSgAWIBAQIGAXMENBBMADGCSgGSIbIDG

¥  Advanced Configuration (Role Mapping)

HAETL H38tH 0| o|O|x|ol EAIE H|O|X|7} 22t X{e| M B0l EA[ELICH

o Dene Arepower Managemant | X @ hatpsy¥moy example comiss

B WGy, AR, GOy e B

"

+

Success

You can close this tab and save your S50 configuration.

10EH7l. Apply(H&)E Z2!5t04 Zx|go|ME M ELICt




Single Sign-0On (550) Configuration &

Configuration Details

Identity Provider Single Sign-0n LIRL
https://clsco-robiswas.okta.com/app/ciscoorg84 2643

—

Identity Provider Issusr
http:ffwww.okta.com/exkjmragbDQjCYNindxb

xX.508 Certificate
MIIDrDCCApSgAWIBAgQIGAXMENBBiMADGCSqGSIb3DQ

» Advanced Configuration (Role Mapping)

SSOE AM&stE

Jhu
nx
02
Ol
—_
o
o
-
[u]

I & 550 enabled successfully X

Single Sign-0n (550) Configuration &

Configuration Detalls

Identity Provider Single Sign-On UAL
hittps: ffcisco-robiswas. okta.com/app/dscoorgB4 2643

Identity Prowider [$3uer
hittp: / fwwew.okba.comfexkjmrigbhDOCYMInd =G

X.509 Certificate
MIIDrDCCARpSgAWIBAGIGAXMINBRIMADGCSqGSIBIDO

¥ Advanced Configuration (Raole Mapping)

| TostConfiguration | Acory

CtE& &gk

Hetx{ol A FMC URLZ 0|5 &fLICt. https://<fmc URL>.Single Sign-On2 & 2/&fL|C}.
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m User Roles  External Authentication  Single Sign-On
) Create user

| dmemame LT S

admin

Imﬁmﬂm

Administrator
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