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One-Time Rule Update/Rules Import

Mote: Importing will discard all unsaved intrusion policy and netwark analysis policy edits:

Intrusion
ren editing aaa
admin editing alanrod_test

@ Rule update or text rule file to upload and install
Zource Browse... | Mo file selected.
() Downlead new rule update from the Support Site
Paolicy Deploy [] reapply all policies after the rule update import completes

Import

Recurring Rule Update Imports

The scheduled rule update feature iz not enabled.
Maote: Impaorting will discard all unsaved intrusion policy and netwark analysis policy edits.

Enable Recurring Rule Update Imports from the ]

Support Site

Save Cancel
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Object Management Intrusion Rules
Search Upload Update Intrusion

3 Delete Local Rules 4 Import Rules || £ Create Rule

I Group Rules By | Local Rules I v Local Rules (38)

(1:1000000) Malicious S5L 04 Detected & o
1) Malicious SSL 03 Detected o o
(1:1000002) Cracle - MALWARE-BACKDOOR CrossRAT initial connection & @
(1:1000003) ClientsXX-google UDP 53 Alert o o
(1:1000004) Malicious S5L 01 Detected e o
(1:1000005) Oracle - NGROK open reverse proxy tunnel User Agent detected e o)
5) Malformed_UA o o
7) ClisntsXX-google Callback Alart & o
(1:1000008) Malicious SSL 02 Detected o o
(1:1000009) Malicious SSL Cartificate CN=XX & o
(1:1000010) Oracle - MALWARE-BACKDOOR CrossRAT callback o o
(1:1000011) Oracle CVE-2018-2894:Possible recon scan o o
(1:1000012) Oracle CVE-2018-289 st stage of the exploit o a
(1:1000013) Oracle CVE-2018-2894:Second stage of the exploit & o
(1:1000014) Malicious SSL 02 Datected_1 & u
(1:1000015) ClientsXX-google Callback Alert_1 o o
(1:1000016) Oracle CWE-2018-2894:Sacond stage of the axploit_1 o ju
(1:1000017) Oracle CVE-2018-2894:Possible recon scan_1 s o
(1:1000018) Malicious S5L 01 Detected_1 o o
(1:1000013) Oracle - MALWARE-BACKDOOR CrossRAT initial connection_1 o a
(1:1000020) Malformed_UA_1 & ju )
(1:1000021) Oracle - NGROK open reverse prosy tunnel User Agent detected_1 o a
(1:1000022) Malicious SSL 04 Detected_1 w o
(1:1000023) Malicious SSL 02 Detected 1 e
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Policies p v jcarvent v

Access Control » Intrusion Network Discovery Application Detactors Correlation Actions ¥

Edit Policy: Oracle Default Intrusion Policy

Policy Information Rules < Back
Rule Configuration Filtar: | "
Firepawear R vl Btien: Rule Content 0 selected rules of 38
Catego
& advanced Settings e T~ C R wr A Poicy wy
file-pdf Rule State Event Filtering Dynamic State Alerting Comments :
& Policy Layers ) N
St indicator-compromise L) sin B Message o = T T R
indicater-abfusestion 1000007 ClientsXX-google Callback Alert -] -
ndicator-sean 1000015 ClientsXX-google Callback Alert_1
indicator-shellcode 1 1000003 ClientsXX-google UDP 53 Alert =+

00024  ClientsXX-google UDP 53 Alert_1
1000006  Malformed_UA =
1000020 Malfarmed_LIA_1

mislware-backdasr

malware-cnc

1000000000000 0O0

malware-other 1000004 Malicious SSL 01 Detected =4
malwara-tacls 1000018 Malicious SSL 01 Datacted_1
. bt 1 1000008 Malicious SSL 02 Detected =

Classifications 1000023 Malicious S5L 02 Detected_1
Microsoft Vuinerabilities 1000001 Malicious SSL 03 Detected =
Microsoft Worms 1000014 Malicious SSL 03 Detected_1
Platform Specific 1000000 Malicious 551 04 Detected b
Preprocessors 1000022 Malicious SSL 04 Detected_1 .
Priority - 2
Rule Update K < ef1 > M
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Edit Policy: Oracle Default Intrusion Policy
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Rule Content

Category
app-detect
browser-chrome
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browser-plugins

browser-wabkit

cank
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ntsXX-google UDP 53 Alert
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Malicious SSL 01 Detected
Malicigus SSL 01 Detected_1
Malicious SSL 02 Detected
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Malicious S5L 04 Detected

Malicigus S5L 04 Detected_1
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ClientsxX-google Callback Alert

Clientsiot-gasgle Callback Alert_1

ClientsXX-google UDP 53 Alert

ClientsXX-google UDP 53 Alert_1
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Malformed_UA_1
Malicious SSL 01 Detected
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Description of Changes
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> expert
adm n@i r epower : ~$

3EA. ZrElxt HE 7ML

adm n@i repower: ~$ su su

AtA. HIZHE E °.=. gfLCt.

admi n@i repower: ~$ sudo su -
Passwor d:
root @i r epowner : ~#

52 7\. Ingfwivar/sf/detection_engines/UUID/intrusion/2 O|S & LICt.

root @i repower:/ hone/ adm n# cd /ngfw var/sf/detecti on_engi nes/ 70f 28390-f 73d- 11de- acf c-
2369c038chc9/ i nt rusi on/

root @i repower:/ ngfw var/sf/detection_engi nes/ 70f 28390- f 73d- 11de- acf c- 2369c038chc9/i nt rusi on#
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grep -Eo "sid:*([0-9]{1,8})" */*local.rules
of2H O|O|X|E %Y o 2 FH XSt AI2.

root @i repower:/ngfw var/sf/detection_engi nes/70f 28390-f 73d- 11de- acf c- 2369c038cbc9/ i ntrusi on#
grep -Eo "sid:*([0-9]{1,8})" */*local.rules

si d: 1000008
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si d: 1000007

si d: 1000035
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https://www.cisco.com/c/en/us/td/docs/security/firepower/60/configuration/quide/fpmc-config-
gquide-v60/System_Software Updates.html#ID-2259-00000356
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https://www.cisco.com/c/en/us/td/docs/security/firepower/660/configuration/quide/fpmc-config-
quide-v66/the intrusion rules editor.html
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