FMC Zt2| HMAE

EMCO| Zx|Iey|o|M B

ISEQ| Fm|a2yo|M EtA

0| 2 Mol M= FMC(Firepower Management Center)0il A 22| M| A
FASHE O e Bk THAlof CHal A

MNP T A

QT A

Chs =0l CHE X|Ag 22

P gLt

« FMC(firepower 22| MIE{) 7iA| Z1x|22i0[M

« ISE(Identity Services Engine) & 2|

ANEEIE

. X 6.3.02 AES
. H{&™2.6.0.1562 A

SRER-PN

« Duo @18 ZTEA| MH

AMESH= Ci
ASlEt =

odste
A2+

SEF A Ol &
AAL_ T

sco FMC(Firepower Management Center)
Cisco ISE(Identity Services Engine)
FMC, ISE & QIE{doi| 242 =|0q

Windows H{ % (https://duo.com/docs/authproxy-reference#new-proxy-install)

« FMC, ISE 2! Duo
« Duo ¥ #H™H

o| C|HIOo|A

E EC|Z2 EMEQ

2| 2o HAM|Ast7| 28 Windows A

A&LICH O] Mol ALS

AE 95t 9|2 2EHH O

ol==2
OE

AE X|HElE

=l 2 E ClHt



OlaE X7I3tEl(7|2) ZE|ado[Me 2 AR EIRA&LICH HM HESZI S A E9 2
HAQ S 0|2 SKIstAIZ] HHEfLICH

FMC #2[xt7t ISE Mol Ll 2153t Duo Authentication Proxy AH{0I|A] FEA| &3 FE
7t 15 #Elxtel mHHY Cluto|A R M&ELICH

OlE 55
Cisco FMC
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"I password 4
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FMC2| Zm|z28ijofM EHA|
1EtA|. System(A|AE]) > Users(AH& A} > External Authentication(2|5 215)2 2 0|S & LICt 2|

H oI5 MM E Mgstn 218 &S RADIUSE M LCt o|O|Xx|of EAIE! CHZ Default User
Role(7|& AFZ X} 248 of| A Administrator(22IXH 7} MEHZ|Qi=X| & elgtL|Ct.

N 2T 10.106.44.1772 Duo QI1E T = A| Ao ME |p =AQL|CH

Overview Analysis Policles Devices Objects | AMP Intelligence Jeploy y SR CE Help *  admin v

Configuration Users Domains Integration Updates Licenses » Health » Monitoring v Tools *

Users User Roles External Authentication

External Authentication Object

Authensication Method RADIUS
Name = DusAuthProxy
Déscription

Primary Server

Hast Name/1P Address * 10.106.44.177 ex. 1P or hastname
Part = 1812
RADIUS Secret Key ~ ssss

Backup Server (Optional)
Host Name/IP Address
Fort 1812

RADIUS Secret Key

RADIUS-Specific Parameters
Temeout [Seconds) 30

Ritries 3

Access Admin

Administrator

Save and ApplyE Z2/efLICt. O &0 20| 1 & FAIFLIC.

Overview Analysis Policies Devices Objects AMP Intelligence Deplay sysmmm

Configuration Users Domains Integration Updates Licenses. v Health » Maonitoring * Toals =

3 Orw or more enabiled external authentication abjecs
don't have defined user roles.

Users User Roles =00l i T L L)

— Save D Cancel  +F Save and Apply
Default User Role:  Nang Shell Authentication  Disabled =] ) Acd External Authertication Clijest

Mame Method  Enabied

1. DunfuthProxy

RADILS [l

2EHA|. System(A|A R > Users(AH& XH) > Users(AFE AH 2 O|SELICH AFSAHE M35t o|0|X]
ol ZA|E! CHZ Authentication Method(2!5 &¥)E External(2I5)2 ME4ELICEH



User Configuration

User Name
Authentication

Options

cpiplani
Use External Authentication Method

Exempt from Browser Session Timeout

User Role Configuration

Default User Roles

Administrator
External Database User
Security Analyst
Security Analyst (Read Only)
Security Approver
Intrusion Admin
Access Admin
Network Admin
Maintenance User
Discovery Admin
Threat Intelligence Director (TID) User

Save Cancel
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https://dl.duosecurity.com/duoauthproxy-latest.exe
https://dl.duosecurity.com/duoauthproxy-latest.exe

~ &1 718 {|xl= C:\Program Files (x86)\Duo Security Authentication
Proxy\conf\authproxy.cfg &l LIC}.

authproxy.cfg ItdE HESt T Ol F& FIHELICH

<#root>
[radius_client]

host =10. 197. 223. 23 Sanple | P Address of the | SE server
secr et =ci sco

Password configured on the | SE server in order to register the network device

FMC2| IP &A= RADIUS HIH 7(2+ 74 4 |o{of gfLICt.

<tfroot>

[radius_server_auto]

T key=XXXXXXXXXXXXXXX
SKey=XXXXXXXXXXXXXXXXXXXXXXXXXXX
api_host=api-xxxxxxxx.duosecurity.com

radi us_i p_1=10. 197. 223. 76
I P of FMC
radi us_secret _1=ci sco

Radi us secret key used on the FMC

failmode=safe
client=radius_client
port=1812
api_timeout=

ikey, skey 2! api_host Of7Hd=8& F4d5H 0ok & LIC. O[248t 2t 7tA{224™ Duo 7% (Duo & E2IXt
23¢hoi 22l Applications(0HZ 2|710|4) > Protect an Application(oHZ 2|7i0|M EF)2
2 o|s#LIct O3 ct& o|Olx|ofl ZA|E CHE RADIUS 215 ofZZ|7|0|M 2 MEHFHLCH



Dashboard » Applications » RADIUS

RADIUS

See the RADIUS documentation O to integrate Duo into your RADIUS-enabled platform.

Details
Secret key Click to view. select

Don't write down your secret key or share it with anyone.

HIZ 7| = skey
APlI 2AE O|& = api_host

3E7|. Duo Security Authentication Proxy AH|AZE CHA| A|RHEFLICH IS X{ZEHSHT Windows Al
A R0 A Duo MH|AE CHA| A[ZFEFLIC.

Windows AH|A Z&(services.msc)E LICH AH|A S Z0{ A Duo Security Authentication
Proxy Service(Duo £0F 1&F Z = A[ MH|A)E &1 0|0|X[of EAIE! CHZ Restart(RHA[Z))E 2 &
gl

=



(i s g bk i Ty T = B s e = Hrfiag frre Lrjio=ta

Trerhs 4 SR e P v L. T ECCRAGCHC Hm.  Bomroyy  dafor—ais Lo il T
B lraa i oy nam e L . N o S

:_!'.":'_':::I 1. P sl i 8 Fimtim vt 1 it (i by 08 i

) A P ey Wi 1t P e b Bl o ! e S| Lo el

< T P Leplie. pvss b v 1 By doder—gin Lo i T i
- T s . laam s s v demeogy  losms. [F5 ps h
L [ e e [ ]
o TP Polgney L0 W i LF e T R o L]
o Sunpreeta; Pebey e e M Cagrrds Felp ' Sorey  dobe—ie Dbl [ T
= n ke e ol PR Fea Bapraes lamar el ol A
et e Ped e Vo e it i i L doanm.
A Pt gl ey ot il P By sl [
A Dol Ll ey 1. Sarumey by e LLr ] (LR
- rErrman TiraL nan T Ao reel s ooy Ao Teaaa oo laman
o e o oot e i it [P R SR r.|.|.--\. [ -,
A e e i, EUY oty Bt By bl Lol e
o & W S Tl warvm 1 b e 21 Sl Lol et
4l in Lo iy Foesmeaieaian L ELE e A R
A Dy St g i B g L Ll =
A 1 Ui e S by Bl Ty (RN
< Vel L FTF wamam Aoy A B e

ramsaa o Rasasy |
ISEQ| Z1I|22i|0| M EHA

1EHA|. o|O|K|ol| EAIE ZAx{H WE A C|HIO|AE F 524D Administration(Z 2l) > Network
Devices(H|E {3 C|HIO|A)R O|S3t Add(F7HE 2

%* ©10.106.44.177€ Duo 15 ZEA| Mo ME P TAQlL|C}.

‘e Identity Services Engine Home » Context Visibility » Operations » Policy ~ Administration » Work Centers

» System  » Identity Management =~ MNetwork Resources = » Device Portal Management  pxGrid Services  » Feed Service  » Threat Centric NAC

= Metwork Devices  MNetwork Device Groups  Metwork Device Profiles  External RADIUS Servers  RADIUS Server Sequences  NAC Managers  External MDM

(<]
Nabiisit Davisss Network Devices List > DuoAuthproxy
Network Devices
Default Device
* Mame | DuoAuthproxy |
Device Security Settings
Description | J

*1P: [ 10.106.44.177 | [32_]

* Device Profile |3 Cisco | = | &

authproxy.cfgoll dHEI CHE SR &=
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+ Administration » Work Centers

‘Usth Identity Services Engine Home  » Context Visibilty  » Operations  » Policy
pxGrid Services  » Feed Service  » Threat Centric NAC

» Identity Management =~ ~ Network Resources  » Device Portal Management

» System
~ Network Devices  Network Device Groups  Network Device Profiles  External RADIUS Servers  RADIUS Server Sequences  NAC Managers  External MDM
<]
Network Devices » RADIUS Authentication Settings
Default Device
Device Security Settings RADIUS UDP Settings
Protocol RADIUS
* Shared Secret | sass | | Show
Use Second Shared Secret [
[ show
CoA Port | 1700 | [ set To Default

2EHA|. Administration(Z 2[) > Identities(ID)2 O|S & LICt. o|O|X[ofl EA|E! CHE Identity AFHEALE
Tg5ted™ AddE E=/gLic.

= Administration + Work Centers

‘Useke Identity Services Engine Home » Context Visibility » Operations » Policy

~ |dentity Management =~ » Network Resources  » Device Portal Management  pxGrid Services  » Feed Service  » Threat Centric NAC

» System
- |dentites Groups  External |dentity Sources  Identity Source Sequences  » Settings
(<]
ilicers Network Access Users List > cpiplani

* Network Access User
Latest Manual Network Scan Results

* Name I cpiplani

Status Enabled «

Email |
v Passwords
Password Type: Internal Users bt
Password Re-Enter Password
* Login Password | esssesss | [oesenens | [ Generate Password | i

Enable Password | | | | [ Generate Password | i
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https://apps.apple.com/us/app/duo-mobile/id422663827
https://apps.apple.com/us/app/duo-mobile/id422663827
https://apps.apple.com/us/app/duo-mobile/id422663827
https://apps.apple.com/us/app/duo-mobile/id422663827
https://play.google.com/store/apps/details?id=com.duosecurity.duomobile&hl=en
https://play.google.com/store/apps/details?id=com.duosecurity.duomobile&hl=en
https://play.google.com/store/apps/details?id=com.duosecurity.duomobile&hl=en
https://play.google.com/store/apps/details?id=com.duosecurity.duomobile&hl=en

== .
Ylw

Daskhaird

Dashccard F Users & coiplany F A Fhaona

Add Phone

Pl hes

Applecatinns

Hissem 4 "
Tiindin
AT |
S o Rl e
e Limibrs
Frevom irae—Imv =N - S astanpion Tl

st L
Doy Sync
] soid Phone

g "L i

ZFA Do

o|0|X|oi| E A|El CHZ Activate Duo Mobile(F 2 2 HIY &3S MEE

Device Info

Model NN

Mot using Duo Mobile
Activate Duo Mobile Unknown '.\\:-\'f‘/.:'/.' Generic Smartphone

0|0 x|oi| E A|E!l CHZ Generate Duo Mobile Activation Code(Duo Mobile & 433l Z = M4 E MEH
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Activate Duo Mobile
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Activate Duo Mabile
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Login Request
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hule [dentity Services Engine

Overview

Event

Username

Endpalnt id

Endpoint Profile
Authentication Policy
Authorization Policy

Authorization Result

Authentication Details

Source Timestamp
Recalved Timestamp
Palicy Server

Event

Usamame

User Type

Authentication ldentity Stors

=X 2

o

Ny
=

M Mol A 7

* Duo Authentication Proxy Server(Duo
2| x| otzodl

C:\Program I} 2(x86)\Duo &

Notepad++ B = WordPad®2t &

R E R

P

=
S

<tfroot>

o4
o

Step:

1001
5200 Authentication succeeded

o7

epiplani HHT
16048
15008
15041  Evaluating ldentity Policy
Defauli >> Datault 15048  Cueriod PIP - Normalised Rad

22072

Default >> Basic_Authenticated_Access

15013

ParmitAsoess

24212
22037
15036

16048 Cuered PIP - Radius NAS-Pg

15048 Cuered PIP - Natwork Ac
2019-07-11 03:50:38, 654

15048 Qi d PIP - Idar ip. M
2019-07-11 03:50:38 684 15048 Cuerod PIP - EndPoints Logh
ROHAN-ISE 15048  Cuered PIF -

15016 Selected Authorization Profile -

5200 Authentication succeeded

22081

epiplani 22080
1002

User

internal Uisers

1T oM EXME i

OlA
AAE

LICF.

ot 015 =5 Alog
S HAE HE

o| &l2dE| 11 ISE ME{o| M @1F 0| HE

24210

5

Racaived RADIUS Accoss-Request

Solectod ldontity source sequi

Found User in internal Uisers

Authentication Passed

Max sassions policy passed

New accounting sassion crea

RADIUE created a new sassion

us. RadiusFlowType (4 times)

anca - All_User_ID_Stores

Selected |dentity Source - Intemal Users

Looking up User in Internal Users [DStore - cpiplani

DS 1one

Evaluating Authorization Palicy

et-Typas

UsarNama

calProfile

Natwork Access.AuthenticationStatus

Permithccess

ed in Session cacha

Retumed RADIUS Access-Accepl

4 9le HEE MEELC
Meol Cla s =Holgt

o
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2019-08-04T18:54:17+0530 [DuoForwardServer (UDP)] Sending request from

10.

197.223.76

to radius_server_auto

10.197.223.76 is the IP of the FMC

2019-08-04T18:54:17+0530 [DuoForwardServer (UDP)] Received new request id 4 from ('10.197.223.76"',
2019-08-04T18:54:17+0530 [DuoForwardServer (UDP)] (('10.197.223.76',

login attenpt for usernane u' cpiplani

2019-08-04T18:54:17+0530 [DuoForwardServer (UDP)] Sending request for user u'cpiplani'

2019-08-04T18:54:17+0530 [RadiusClient (UDP)]

Cot

response

34524), 4):

L|ct. 2= 0|

7|0{ M authproxy.log T+ S 4LIC},

ALIHE 7ISELLCH

3452

to ('10.197.223.



for id 199 from ('

10. 197. 223. 23
', 1812);

code 3

10.197.223.23 is the I P of the | SE Server

2019-08-04T18:54:17+0530 [RadiusClient (UDP)] (('10.197.223.76"', 34524), 4): Primary credentials reject

2019-08-04T18:54:17+0530 [RadiusClient (UDP)] (('10.197.223.76',

34524), 4):

Ret ur ni ng response code 3: AccessReject

2019-08-04T18:54:17+0530 [RadiusClient (UDP)] (('10.197.223.76"', 34524), 4): Sending response

« ISEO{| A Operations(2 ) > RADIUS > Live Logs(Et0|E 21)Z 0|5 3l04 215 MEAIE S

EolgrLct.

Duo

<#root>

AHE

rot

o

2019-08-04T18:56:16+0530

10. 197. 223. 76

to radius_server_auto
2019-08-04T18:56:16+0530

2019-08-04T18:
2019-08-04T18:
2019-08-04T18:

10. 197. 223. 23

', 1812);

code 2

2019-08-04T18:
2019-08-04T18:
2019-08-04T18:
2019-08-04T18:
2019-08-04T18:
2019-08-04T18:
2019-08-04T18:
2019-08-04T18:

Duo aut hentication returned

56:
56:
56:

56:
56:
56:
56:
56:
56:
56:
56:

16+0530
16+0530
16+0530

16+0530
16+0530
17+0530
17+0530
17+0530
17+0530
17+0530
30+0530
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Ol

[DuoForwardServer (UDP)] Sending request from

[DuoForwardServer (UDP)] Received new request id 5 from ('10.197.223.76', 3409
[DuoForwardServer (UDP)] (('10.197.223.76', 34095), 5): Togin attempt for user
[DuoForwardServer (UDP)] Sending request for user u'cpiplani' to ('10.197.223.
[RadiusClient (UDP)] Got response for id 137 from ('

<<<< At this point we have got successful authentication fromISE Server.

[RadiusClient (UDP)] http POST to https://api-f754c261.duosecurity.com:443/res
[duoauthproxy.lib.http._DuoHTTPClientFactory#info] Starting factory <_DuoHTTPC
[HTTPPageGetter (TLSMemoryBIOProtocol),client] (('10.197.223.76', 34095), 5):
[HTTPPageGetter (TLSMemoryBIOProtocol),client] Invalid ip. Ip was None
[HTTPPageGetter (TLSMemoryBIOProtocol),client] http POST to https://api-f754c2
[duoauthproxy.lib.http._DuoHTTPClientFactory#info] Starting factory <_DuoHTTPC
[duoauthproxy.lib.http._DuoHTTPClientFactory#info] Stopping factory <_DuoHTTPC
[HTTPPageGetter (TLSMemoryBIOProtocol),client] (('10.197.223.76', 34095), 5):

"allow : 'Success. Logging you in...

2019-08-04T18:56:30+0530 [HTTPPageGetter (TLSMemoryBIOProtocol),client] (('10.197.223.76"', 34095), 5):

Ret urni ng response code 2: AccessAccept

<<<< At this point, user has hit the approve button

2019-08-04T18:56:30+0530 [HTTPPageGetter (TLSMemoryBIOProtocol),client] (('10.197.223.76', 34095), 5):
2019-08-04T18:56:30+0530 [duoauthproxy.Tlib.http._DuoHTTPClientFactory#info] Stopping factory <_DuoHTTPC

F2

—

i &4

rel

=

(o Yl



= RA VPN 215

£ M - Cisco Systems



https://duo.com/docs/cisco-firepower#change-the-remote-access-vpn-authentication-method-to-duo-radius
https://duo.com/docs/cisco-firepower#change-the-remote-access-vpn-authentication-method-to-duo-radius
https://duo.com/docs/cisco-firepower#change-the-remote-access-vpn-authentication-method-to-duo-radius
https://duo.com/docs/cisco-firepower#change-the-remote-access-vpn-authentication-method-to-duo-radius
https://www.cisco.com/en/US/support/index.html?referring_site=bodynav
https://www.cisco.com/en/US/support/index.html?referring_site=bodynav
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