firepower & X|2| Elephant Flow & X|

1. FMC At
2.CLIAEZ
3. Netflow AHS

4 K|&MOI BUEE O £

Sl
o

rr

O] 2 Mol M= Cisco FTD(Firepower 912 & 01) #7304 A Elephant Flow Detection2 =5t
2ol CHal AHEELICH

AM™H T ALY
2T A
CiscoOil A= CtE AMZFof sl &1 = XWol E&LICH

* FMC(Firepower Management Center)
» FTD(Firepower Threat Defense)
* Netflow

MBElE 78 24
Mol HEEs AZEQ o T 7.1 0l42 Mt FMCE 7I8to 2 LIk o] 2Mo MEE
2 §}7 C
= L

ol 2

£y |HFO|AE ECHE R HEIR&ELICE O]l 20l AFEEl 2 & C|HFolAE Z=7(&HE
(ZI18) ZI[a2o|Mo 2 AIZEIRELICEH M HERXFT &E 52 22 2E BHEO| &A{fxQl
od5tk

[ Ne)

HiE EE

Cisco Firepower2| Elephant Flow Detection2 & &8t HIERT E[AAE AH|StD M50 Q&S
£ A 80| Z e EERE AlHEs D 22|ste ol 1S SRELICH LEIHE &2 H|
Cl AEZ|Y, CHEF WU ME, HIO|E{H|O|A =Xt ZH0| H|o|E AH&Z 0| Bt 2 of Z2[7| 0|

Eg|
Ol M e & U&LICH Ol CHS B S AFE35lo{ AlgdEr &~ Q&LICH



HI B4
o=

1. FMC A&

Elephant flow detection2 & 2|A 7.10] T UE[R}ELICEH Release 7.28 ArE5tH & H AFE X K|
HEg = U2, Z7IE| 28 R3/5tHLE &dX|0 ZHE =& UELICE IAB(Intelligent
Application Bypass)= Snort 3 C|HIO|A O] A 7.2.08E  O|& AISE|X| f&LCt

FA7|2]l £& & X|= Analysis > Connections > Events > Predefined Searches > Elephant Flows0f|

==
[ Ry = |
M S#e 4 e,

L Firewall Management Center

Overview Analysis Policies Devices Objects Integration L ® £+ @ adminv 2%

Bookmark This Page | Reporting | Dashboard | View Bookmarks | Search | Predefined Searches

Connection Events

Standard HTTP

Standard Mail

%

—

I
o
r?:
Im

O EMAME HAM|A AMof 22| Elephant Flow #4& I8t EHAHIE Z2MAE NS ELIC

https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/management-center/device-
config/720/management-center-device-config-72/elephant-flow.html#task sxp h2d jsb

2. CLI At

a. Snort QIAEA CPU AIO|ZE2 8 LHEQT 7| CHS BHS AF835t0{ AlHE &= Q=
Elephant ZE22 & X2I5t1 USS LIELE 5= U&LICEH

show asp inspect-dp snort

> show asp inspect-dp snort
SNORT AA} QIAEA HEf HE Id Pid

Cpu-Usage Conns Segs/Pkts Status tot(AtE Xl | sys)

0 16450 8%( 7%| 0%) 2.2 K 0 X| &4

116453 9%(8%| 0%) 2.2 K0 X|&


https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/management-center/device-config/720/management-center-device-config-72/elephant-flow.html#task_sxp_h2d_jsb
https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/management-center/device-config/720/management-center-device-config-72/elephant-flow.html#task_sxp_h2d_jsb

2 16451 6%( 5%| 1%) 2.3 K0 K|
3 16454 5%( 5%| 0%) 2.2 K1 X|&
4 16456 6%( 6%| 0%) 2.3 K 0 K|
5 16457 6%( 6%| 0%) 2.3 K0 X|&
6164586%( 5%| 0%) 2.2 K1 X|¢

7 16459 4%( 4%| 0%) 2.3 K0 K|
8 16452 9%( 8%| 1%) 2.2 K 0 X|&

9 16455 100%(100%| 0%) 2.2 K 5 X|$d <<<< £ CPU AI2E 10164607%( 6%| 0%) 2.2 K 0 X|
%

R 15%( 14%| 0%) 24.6 K7
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show asp inspect-dp snort

conn M5 HE EA| | disk0 2|C|2M:/con-detail.txt

Linux 2E9| "/mnt/disk0"0 M LS &S 5= U&LICH FMCHM CH2 2 =524H /ngfw/var/commondl| S8t L& S SAHELICE
HE%t cp

/mnt/disk0/<T}Y O| &> /ngfw/var/common/

174

OS2 2 T YE &30 of|lLct

rlo

UDPinside: 10.x.x.x/137 inside: 10.x.x.43/137, flags - N1, idle Os, uptime 6D2h, timeout 2m0s, bytes 123131166926 <<< 123GB ! uptime

6 2A[Ztl 7 Zr&LCt.
o1 = 3| 7| ID: 2255619827
UDP LH&: 10.x.x.255/137 LI : 10.x.x.42/137, flags - N1, idle Os, uptime 7D5h, timeout 2m0s, bytes 116338988274
A = 3| 7| ID: 1522768243
UDP LHE: 10.x.x.255/137 LH5*: 10.x.x.39/137, flags - N1, idle Os, uptime 8D1h, timeout 2m0s, bytes 60930791876
& £ 3| 7| 1D: 1208773687

UDP LH5: 10.x.x.255/137 LH5*: 10.x.x0.34/137, flags - N1, idle Os, uptime 9D5h, timeout 2m0s, bytes 59310023420



44 £ 3| 7| ID: 597774515

3. Netflow A2
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