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Device Setup

#  Connection Diagram
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Connect firewall to Internet

The initial access control policy will anf
You can edit the policy after setup.

Trust Outbound Traff Block all ather traffic

This rule allow: to go from The default action bocks all other
inside 1o outsic his needed traffic.
for the Smart License configuration,

QOutside Interface Address

Connect Ethernet1/1 (Outside) to your ISPAWAN device, for example, your
cable modem or router. Then, configure the addresses for the cutside interface.

Gonfigure IPvd

Using DHCP -
Canfigure IPVE

Using DHCP =

Management Interface

Configure DNS Servers
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> show net wor k
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[ System Information ]
Host name : firepower
DNS Servers 208. 67. 222. 222
208. 67. 220. 220
Management port 8305
I Pv4 Default route
Gat eway 10. 88.243. 129
[ managenment O ]
State . Enabl ed
Channel s . Managenent & Events
Mbde : Non- Aut onegoti ati on
VDI / MDI X : Aut o/ MDI X
MIU : 1500
MAC Addr ess : 00: 2C: C8: 41: 09: 80
---------------------- I 2 A I
Configuration : Manual
Addr ess : 10. 88. 243. 253
Net mask : 255. 255. 255. 128
Br oadcast : 10. 88. 243. 255
---------------------- [ 1PV J----mmmmmmmm e oo - -

Configuration



[ Proxy Information ]
State . Disabl ed
Aut henti cati on . Disabl ed
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> show managers
Managed | ocal | y.
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Cisco Firepower Device Manager

Cisco Firepower Threat Defense for the Firepower 2100 Series Using Firepower Management
Center HFE A|ZF MEHA
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