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Firepower Management Center
CIsSCo NGFW Interf

FTD1010-2

Cisco Firepower 1010 Threat Defense

Device Routing Interfaces Inline Sats

Interface Logical Name
@ Diagnostic1/1 diagnostic

@ ethernetin

Ethernet] /2

Eihernetl /6

Etherneilf?

2™ EmolA E7|(L2

Overview

DHCP SNMP

Type
Physical
Physical
Physical
Physical
Physical
Physical
Phyzical

Physical

2l L3)

Objects AMP Inteligence Deploy @ ,“l:} &+ @ admin~

Q, Search by name Sync Device Add Interfaces v
MAC Address (Active/Standby) IP Address Port Mode VLAN Usage SwitchPort
Fd
» 4
Access 1 L 4
Access 1 L 4
Access 1 - 4
Access 1 - rd
Access 1 [ rd
Access 1 [ rd -
Displaying 1-9 of 9 interfaces Page i3

Edit Physical Interface

General Hardware Configuration

Interface ID:

Enabled
Description:

Port Mode:

Trunk \

Mative VLAN ID:

Allowed VLAN IDs:
2-4,6

Protected:

Edit Physical Interface

General 1Pv4 IPvE

Name:

Enabled

1 Description:;

1 Mode:

None

1 Security Zone:

f MTU:

1 Propagate Security Group Tag:

Advanced Hardware Configuration FMC Access
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E1/1 . ' Application

E1/2
E1/3[}
SZ] | ASA
E;tr?smal e 1/5 [ 4 Datapath
p E1l/ 6._ Uplink 2 (Control plane)
2.5 Gbps | FTD Snort
‘ .
Internal Engine
Switch
Internal Receive and
uplink ports Transmit Rings
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10.10.203.x/24 : Application

N
.. - Mo

DP S

Uplink 2 (Control plane)
' 2.5 Gbps '

Ethernetl/3  NET203 Physical 10.10.203.2/24(Static)

Ethernetl/4 NET204 Fhysical 10.10.204.2/24(Static)

F2 U

- A7 oM 2712 ZE = 2719| MZ CHE L2 MEHlof| S§FLCt
- XZEJEFRE ZEMAM FEE/H miZl0] o E 2|7 0| MH(ASA EE= FTD)0| 2|8 X 2[ELICt.
. FTD2| Z2 7| =i(0fl: ALLOW)S 7|Et2 2 Snort AZRIOME TS ZHAE £ QlaLct.
FTD CIE{H oA Hx|aa o]

interface Ethernetl/3 nameif NET203
cts nmanual

propagate sgt preserve-untag

policy static sgt disabled trusted
security-level 0

ip address 10.10.203.2 255.255.255.0
1
interface Ethernetl/4 nameif NET204
cts nmanual

propagate sgt preserve-untag

policy static sgt disabled trusted
security-level 0

ip address 10.10.204.2 255.255.255.0

FP1010 2HRE|E ZE 20l
|
. Application
B8 3 1010203x24 2 i 2.5 Gbps

RP

e1/3[}
e1/4[l}

.3 10.10.204.x/24 2

x550 LAN
Controller

Uplink 2 (Control plane)
2.5 Gbps

Data0/0




FXOS CLIOM E 2| QIEH0|A FIR2EE &
HA SLIFHIAE 2l 0|2BA SLIFHAE FIRE|E EoiE L},

—_— ==

FP1010(l ocal - ngnt ) # show portmanager counters ethernet 1 3 | egrep
"stats.ing unicastframes\ | stats.egr_unicastframes"
stats.ing_unicastfranes = 3521254 stats.egr_unicastfranes

FTD CIO|E B2 AAME MEstn WiZlE FHE & JU&LICH

FP1010# show capture

Qlst 2 Ql&LICHLHS ofloME E1/3 ZEQ| Q@1

= 604939

capture CAP203 type raw data trace interface NET203 [Capturing - 185654 bytes]

M ZZELICH o & CHE THZ!/2 ROUTE LOOKUPO!| 2 S LICH.

FP1010# show capture CAP203 packet-number 21 trace
21: 06:25:23.924848 10. 10. 203.3 > 10.10.204.3 icnp: echo request

Phase: 3

Type: ROUTE-LOOKUP

Subt ype: Resolve Egress Interface

Resul t: ALLOW

Confi g:

Addi tional Information:

found next-hop 10.10.204.3 using egress ifc NET204

FP1010 Ab2il 2. HE|X| 28 2E(=2|E)
7Y U2

=
S =3 1010203.x/24

RP

i %; ? 4 10.10.203 xf2a

-

Uplink 2 (Control plane)
2.5 Gbps

Application

Ethernatl/3 NET203 Physical
Ethernetl/4 NETZ204 Physical
BVI34 NET34 Bridge... 10.10.203.1/24(Static,

- AA M 27He] ZE= SYEH L3 MEL(FRE LEH A AZE[X|2COHE



VLANO{| 244 L|Ct.
- ZEJI BE|E ZE0M T EEH TiZI2 o E (7 0[44(ASA EE= FTD)o A & E[ELICE
. FTD2| A2 73! =(odl: ALLOW)E 7|Ht2 2 Snort ATIMT IHZ!S HAFE £ Q&LC.
FTD @lE{H 0|4 Z4x|2i| ol

interface Ethernetl/3 bridge-group 34 nameif NET203
cts manual
propagate sgt preserve-untag
policy static sgt disabled trusted
security-level 0
1
interface Ethernetl/4 bridge-group 34 nameif NET204
cts manual
propagate sgt preserve-untag
policy static sgt disabled trusted
security-level 0
1
interface BVI34 nameif NET34 security-level 0 ip address 10.10.203.1 255.255.255.0

FP1010 H2|X|-1® ZE 29|

0| WL BVI 349| QIE{HO|A HIHHE Eo{FL|C}.

FP1010# show bridge-group 34
Interfaces:
Ethernetl/3 Ethernetl/4
Managerment System | P Address: 10.10.203.1 255.255.255.0
Managerment Current | P Address: 10.10.203.1 255.255.255.0
Managerment | Pv6 G obal Unicast Address(es): N A
Static nmac-address entries: O
Dynam ¢ nac-address entries: 13

O] W32 ASA/FTD O|0|E{ ZZ CAM(Content Addressable Memory) E|0|2& FE A|EtLIC}.

FP1010# show mac-address-table

interface mac address type Age(min) bridge-group

NET203 0050.5685.43f1 dynami c 1 34

NET204 4c4e.35fc.fcds dynami c 3 34

NET203 0050. 56h6. 2304  dynanic 1 34
NET204 0017. df d6. ec00 dynami c 1 34
NET203 0050. 5685. 4f da dynami c 1 34

A £ 3 ZZ2 1iZ0| CHe MAC L2 Z3|E 7|ete 2 Z@|YE S EoiELICh

FP1010# show cap CAP203 packet-number 1 trace
2 packets captured

1: 11:34:40.277619 10.10.203.3 > 10.10.203.4 icnp: echo request
Phase: 1

Type: L2-EGRESS-IFC-LOOKUP Subtype: Destination MAC L2 Lookup
Resul t: ALLOW

Confi g:

Addi tional |nformation:

DestinationMAC lookup resulted in egress ifc NET204

FTD2| L FMC Connection EventsE= 58 ZAI & EBNZ E2|X| 2 & QIE{H|o|A0| CHEr HE
EM3E = A&LICH



i Context Explorer  Connections * Events  Intrugions *  Files™  Hosts ™  Users ™ Comelation ™  Advanced v Search

Baakmark This Page Report Designer Dashboard View Beskmarks Searchw

Connection Events (s
sonngctions with Agclication Das.

N 20090826 13:33:06 » 2009 0l 26 14:35:00 2
Expanding
Bisabled Columns

D = Byt Packet * Lask Packet * Astion *  [nitister [P ¥  Ressomder ¥ Source Pork/ *  Destination Port/ »  AccessConirol *  Puefilier *  Yuonel/Prefibier *  Device Ingress % fgewm  x
I3 ICMP Typs ICHP Code Bolicy Policy Bule L _ Interface Interface
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3 [:| 2013-08-26 |4:54:00 Eauteath 10102033 0102034 B (Ecks Recusatl ficme QN0 C icm maafeirs PP rulel maafeice FIDI010M NETZ03 HET204

1 1 1 1

Policy Applied Bridged
Action Policies interfaces

HMA ZEO| FP1010 AtEll 3. A% ZE(HW ALE)
TN ULA

Application

VLAN 203

10.10.203.x/24

! . ss
VLAN 203

Uplink 2 (Control plane)
2.5 Gbps

Data0/0

‘ HW switching for intra-VLAN traffic \

Device  Routing (vt Inline Sets DHCP  SNMP
4 Search by name | & syncDevice | | & Add Interfaces *

|, Interface Logical Name  Type  Security Zones MAC Address (Active/Sta... 1P Addres:  Port Mode VLAN Usage  SwitchPort
Ethernet1/3 Physical Access 203 &0 &
Etherneti/4 Physical Access 203 [ 1@] &

FQ LI

. HW 2 2|&2 FTD 6.5+ 2/ ASA 9.13+ 7|sLIC}.
A M 2712 ZEE SUHL3 MEUn S48 VLANOI @473 EL|C}.
. O] ALtE2IR9 ZE = HMA ZE0M 2E SLICHED 1= EcH=ID sHE).
. SwitchPort 2E 2 M El &35t T Eof =2|X 0|F(nameif) 0| + M E[X| A& LICEH
CEZEJAQIE BE0M FEE| T SYUSE VLAN(intra-VLAN EEfE)of &35t Z<2 T2
FP1010 LHE A|x|o| Bt X Z|ELICH
FTD @IE{H 0|A |3 0|4

CLI ™0 A0l L2 A X Ol FAFEFLICH.

interface Ethernetl/3 switchport switchport access vlan 203 ! interface Ethernetl/4 switchport



switchport access vlan 203

Intra-VLAN E2i=Z T2
= 0L X|:ACL2 intra-VLAN EZlZ2 TE{2IE £+ gigaLich

12U HESEIXZE

ol

T 22|= O ZICHSICHE S Elo 2 AMEI T E 27 M2 SAIE
H3EI XEO| A2 FMC Ul

Edit Physical Interface Edit Physical Interface

Hardware Ce © & Hardware C0 "

Interface ID: Enabled Interface ID:
Description: ‘ Description:
Part Mode: Access v Part Mode:
VLAN 1D: 203 (1 - 4070) VLAN ID:
Protected: Protected:

FTD 2lEjm|olA Zm[32|olH

H ¥ 5= B switchporte 2IE{H O|A of2Hod| A4 ElL|Ct.

nterface Ethernetl/3

swi t chport

switchport access vlan 203
switchport protected

nterface Ethernetl/4

swi t chport

switchport access vlan 203
switchport protected

FP1010 2 9{x| L E 20l

Access

203

Ol odlof M= & 2 7((1100H0|E) B MSE El= FLIFHAE THZ(ICMP)O| 100074

router# ping 10.10.203.4 re 1000 timeout 0 size 1100

E2H% OIE{H|0|A 0| Q1T A WU 0|THA SLIFHAE FH2E{E &0l

LICH.

FP1010( Il ocal - ngnt ) # show portmanager counters ethernet 1 3 | egrep
"stats.ing unicastframes\|stats.bytes_1024tol1518_frames"
stats.ing_unicastfranes = 146760

stats. bytes_1024t 01518 franes = 0

FP1010( Il ocal - ngnt ) # show portmanager counters ethernet 1 4 | egrep
"stats.egr unicastframes\|stats.bytes_1024tol518_frames"

stats. bytes_1024t 01518 franes = 0

stats. egr_uni castfranes 140752

FP1010( Il ocal - ngnt ) # show portmanager counters ethernet 1 3 | egrep

&t

[mi

T

—

[ enabled

OlA
AE

- 4070)

LICF.



"stats.ing unicastframes\|stats.bytes_1024tol1518_frames"

stats.ing_unicastframnes = 147760 <-———==————————————~ Ingress Counters got increased by
1000
stats. bytes_1024t 01518 franes = 1000 <--------—=—=—————-- Ingress Counters got increased by 1000

FP1010( Il ocal - ngnt ) # show portmanager counters ethernet 1 4 | egrep
"stats.egr_unicastframes\|stats.bytes_1024t01518_frames"

stats. bytes_1024t 01518 frames = 0 <------=---———----- No egress increase
stats. egr_uni castfranes = 140752 <-====------—-———- No egress increase

O| BHE2 LHF AQIX| VLAN &EHE EA|RfLICH

FP1010# show switch vlan
VLAN Nane St at us Ports

1 - down
203 - up Ethernetl/3, Ethernetl/4

StLt O|&fo| ZETI VLANO| Y& Z2 VLANS| &Eli7} UPILICH.

e SHoR ZTEJCIRLIURHLUL AQE AQX| ZEJ| CH2/7|0|2 @4Z20| 22047l AFEHOI| M
VLANO| 82 E st TEQI B VLAN &E{E CIRELICT

FP1010- 2# show switch vlan

VLAN Nane St at us Ports
1 - down 201 net201 down
Ethernetl/1l <--- el/l1l was admin down 202 net202 down Ethernetl/2 <---

upstream switch port is admin down
O| HHE2 LHE A2[X[|S| CAM E|O|E2 E0o{FLICt.

FP1010- 2# show switch mac-address-table
Legend: Age - entry expiration tinme in seconds

Mac Address | VLAN | Type | Age | Port
4c4e.35£c.0033 | 0203 | dynam ¢ | 282 | Et1/3
4c4e.35fc.4444 | 0203 | dynam ¢ | 330 | Et1l/4

LHE AL|X| CAM E{|0|22] 7|2 ofl0|& AlZt2 58 30F lLCt.
FP10100{= 2702] CAM E|0|£0]| /& L|Ct.

1. 48 A% CAM EO|&:HW A |Eo| B2 ALE

2. ASA/FTD H|O|E|{ ZZ CAM H|O|8:E2|Elo| AL AlS
FP1010€ Sutste 2t IiZ/=zg2 TE REE 7|HoZ B CAM H|IO|E(LHE A Qx| =
FTD OIO|E B&2)0 o|all XM2|E LICt.

rr

ZF9|:SwitchPort 2 E0{| A AF2 Z|& show switch mac-address-table LIS A 2| x| CAM E{| 0|
£ 7} bridged ZE0{| A AF £|= show mac-address-table FTD Cl|O|E{ ZZ CAM E|0o|E2
ES3HX| OtAAI2.

HW A 9|8 erofof & 71 ALY

ASA/FTD ClIO|E| 22 2= HW A 9{X| S50l CHEt YEE EAISHK] b&LICH



FP1010# show log
FP1010#

ASA/FTD C|O|E{ A2 A4 HIO|E0l= HW AR EER 7t EAIL|X| gt &LICH

FP1010# show conn
0 in use, 3 nost used
I nspect Snort:
preserve-connection: 0 enabled, 0 in effect, O nost enabled, 0 nost in effect

3t FMC 42 O|HIE o= HW A9l 222 7F EAIEIX| ot&LICh
FP1010 #HO|A 4. AQ%| ZE(EHZ)
2oy

Application

(VLAN 203)

10.10.203.3/24 Trunk

Access

10.10.203.4/24 203

Uplink 2 (Control plane)
2.5 Gbps

HW switching for intra-VLAN traffic

Device Routing OIELATTEM  Inline Sets DHCP SNMP

& Sync Device || £ Add Intesfaces.

Interface Logical Name Type Security Zones MAC Address (Active/Standby)  IP Addn ¢ Port Mode VLAN Usage SwitchPort
Ethernetl/3 Physcal Trunk 203 &0
[i Ethernetl/s Physical Access 203 &0 &
Trunk 203-210 | offj— A”c)wed VLAN ||$‘t
=2 LI

. HW A Q|22 FTD 6.5+ 2! ASA 9.13+ 7|5 ¢lL|C}.
. AA BRIM 2700 ZEE= SUFHL3 AHEY D S2UF VLANO| A= L|Ct.

- EH3 ZE= B X|IEE o ej 27t XIEEIXK| E2(HIOIE|E VLANS| BR)E 518
gruck.
CZEJAQIE REOM A E|D S VLAN(intra-VLAN EZHE)0f &5t B T2 LY

£ AR MBF M E[E L
FTD 2lE{m|o]A x| 2ol

782 ollo]o] 2 ALQ|X| ZESF FAHELICH

interface Ethernetl/3 switchport switchport trunk allowed vlan 203 switchport trunk native vlan



1 switchport mode trunk
!
interface Ethernetl/5
sw t chport
sw tchport access vlan 203

FP1010 #[0|A 5. AQ|%| ZE(VLAN ZH

74 U2

|
E1/1
10.10.203.3/24 Access J .
— 3] |
E1/3[}

Application

| Int VLAN 203
ASH 10.10.203.1/24

A
— e1/4|} | Int VLAN 204
10_10.204_4’(24 204 E1/5. VLAN 203 X550 LAN || 10.10.204.1/24
~ VLAN 204 - Jcontroller ; DPTSITC
E1l/ 6. Uplink 2 (Control plane) .
SV | ' 2.5 Gbps ' ®
E1/s| ®

Data 0 0

Device  Routing 'nam Inline Sets DHCP  SNMP

Physical

Ethernet1/2

Ethernetl/4 Physical
@ vian203 NET203 VLAN 10.10.203.1/24(Static) ' &
(g vian204 NET204 VLAN 10.10.204.1/24(Static)
F2 L8
. A7 BEol M 27He] ZEE 2740 ME CHE L3 MEY I 2740] ME CHE VLANO 1ZEL
Ct.

|
E1/1|}

10.10.203.3/24 Access

Uplink 2 (Control plane)
2.5 Gbps

| Data0/0

FTD QIE{H| O|A |z ol

T4 SVI(Switch Virtual Interface)2t FAHEFLICEH




interface Ethernetl/2

switchport switchport access vlan 203

interface Ethernetl/4

switchport switchport access vlan 204

1

interface V1an203 nameif NET203 security-level 0 ip address 10.10.203.1 255.255.255.0
interface Vl1an204 nameif NET204 security-level 0 ip address 10.10.204.1 255.255.255.0

VLAN 7t E2iZ{oi] CHEF THZ! * 2|

CtE2 2742 MZ CHE VLANE Sitst= miZl el ML

FP1010# show capture CAP203 packet-number 1 trace | include Type
Type: CAPTURE

Type: ACCESS- LI ST

Type: ROUTE- LOOKUP
Type: ACCESS- LI ST

Type: CONN- SETTI NGS
Type: NAT

Type: | P-OPTI ONS

Type: | NSPECT

Type: | NSPECT

Type: CAPTURE

Type: CAPTURE

Type: CAPTURE

Type: NAT

Type: | P-OPTI ONS

Type: CAPTURE

Type: FLOW CREATI ON
Type: EXTERNAL- | NSPECT
Type: SNORT

Type: ROUTE- LOOKUP
Type: ADJACENCY- LOOKUP
Type: CAPTURE

{7 T2 MAC = CHAE =21t 24 L Ct.

FP1010# show capture CAP203 packet-number 1 trace | i Type

Type: CAPTURE Subtype: Resolve Egress Interface

Type: ACCESS-LIST found next-hop 10.10.204.3 using egress ifc NET204
Type: ROUTE-LOOKUP -

Type: ACCESS-LIST access-list CSM_FW_ACL_ advanced permit ip any any rule-id 268434432
Type: CONN-SE'ITINGS* —
Type: NAT FTD Modular Policy Framework (MFP)

Type: IP-OPTIONS policy-map glebal_policy

Type: INSPECT class class-default

Type: INSPECT «* set connection advanced-options UM_STATIC_TCP_MAP
Type: CAPTURE policy-map glebal_policy

Type: CAPTURE class inspection_default

Type: CAPTURE inspect icmp

Type: NAT

Type: IP-OPTIONS
Type: CAPTURE

- FLOW-CREAT! I
Iﬁgz El).(?rg;RﬁT\E:?N!EE}):’NECT - I Snort Verdict: (pass-packet) allow this packet

Type: SNORT P—
ype: Resolve Egress Interface
Type: ROUTE-LOOKUP found next-hop 10.10.204.3 using egress ifc NET204
Type: ADJACENCY-LOOKUP
Type: CAPTURE I next-hop mac address 4cde.35fc.4444 hits 10 reference 1

FP1010 #[0|A 6. VLAN Z+ T

242y



VLAN 7} ECHEIg TE2ste F

1. QHM|A Af|o4 A{=H
2. 'no forward' =

7tx 718 &M

'no forward' BE & ALE35104 VLAN 7+ Ecli] EHE{E
FMC Ul #+d:
dit VLAN Interface ? 5
IPvd  IPv6  Advanced
Mame: MET203 ¥ Enabled
Descriprion
Mode: MNone s
Security Zone; w
MTLI: 1 5 (64 - 9198)
VLAN ID * (1 -4070)
Dizable Forwarding on 204 i
Interface Vlam:
F2 UHE
- no forward drop2 EHEEILICEH
. & VLAN 2IEHo|A0| 2F M8 = gigLct
. ACL Q! ®oi no forward check7} =&E/L|C}.
FTD @IEHo|A ZHu|az(o]4
0| A% CLI Hx[agio|M2 it Z&Lct
interface VI an203
no forward interface Vlan204
nanei f NET203
security-level 0
i p address 10. 10.203.1 255. 255.255.0
!
interface VI an204
nanei f NET204
security-level 0
i p address 10. 10.204. 1 255. 255.255.0
I Z10]| no forward 71501 2|3l AKX Z|= <L ASA/FTD CIO|E| ZZ Syslog MA|X|7} AMA4ElL|CH.

FP1010# show log
Sep 10 2019 07:44:54:

%-TD- 5- 509001: Connection attempt was prevented by "no forward" command.



i cnp src NET203: 10. 10. 203. 3 dst NET204: 10.10.204.3 (type 8, code 0)
ASP(Accelerated Security Path) E&CH2 2 7[0{A ACL &fXI2 zHFE L|CH

FP1010- 2# show asp drop
Frane drop:
Flow is denied by configured rule (acl-drop) 1

EE0| EttE 0|2 2 Host-A(VLAN 203)E Host-B(VLAN 204)0f CHEH EEHEIS A|ZHE 4= Qix|EH
71 gtche 318 ELioh

Host-A

10.10.208

E 203
E1/3 |

Access
Controller a=lle

Host-B E1/6 . Uplink 2 (Control plane)

2.5 Gbps

Data0/0

Ml 247 - FP1010. E2|& vs HW 223! + E2|E

Cle EEZX|E Tt MAI2.
l 10.10.203.1/24 El/l.l

10.10.203.2/24 Application
.. EUZ._ 2.5 Gbps Py
i s =1 [ e
p— 10.10.203.4/24 (GW) E1/4. -

x550 LAN
Controller .

SV |
3V |
E1/7|]
E1/8.|

Uplink 2 (Control plane)
2.5 Gbps

Data0/0

ol EEZX|olM= ct=1t 2ol Zch

Nl 7He =B AET} SYUBH L3 HEY(10.10.203.x/24)0{l £ 8FLIC}.
. BF2E{(10.10.203.4)2 MELI0|A GW 23S &L},
Ol EEEX|MMe= Chg F 7HX| 7|2 A 40| JU&LICt.

1. 28|13
2. HW 293 + E2|&
AASMH1. =223



. 10.10.203.1/24 BG1
10.10.203.2/24 BG1 Application
. 2.5 Gbps
. 10.10.203.3/24 BG1

. 10.10.203.4/24 (GW) BG1
—y——

BG1 = Bridge-Group 1
Uplink 2 (Control plane)
2.5 Gbps
DataOO

F2 L8

. SAZAE 4749| CIHIO|A S S8 MEL1(10.10.203.x/24)01 IPE AFHE 3104 BVI 10| MAEILICH

. 4l ZE 25 53t Bridge-Group(0| A< & 1)0ll £&LCh

-4 ZE ZHZtoll= 78 E 0|F 0| U&LCH.

.ZAE ] SAE QU SAE ) GW S_I2 ofZ2|7|0|4(0dl: FTD)2 HEILICH
FMC Ul 280l AZ[Zzl|o|M2 ot Z&Lct

Device Routing bl Rl Inline Sets DHCP SNMP

4, Search by name | @ Sync Device | | &3 Add Interfaces ~
| ametce opainems [ Twe | vommyzones | MAGHSis hcthu/Bando) | 1o ASbns | portode | vanumen | swikatr |
Ethernetl/1 HOST1 Physical o) p N
Ethernet1/2 HOST2 Physical o= &
Ethernetl/3 HOST3 Physical = y
[@ ethernety/a HOST4 Physical s y
Lgeviz 851 BndgeGroup 10.10.203.100/24(Static) FB -

FTD 2IE{H[o]& x| 20|

ol 3« du|acio|M2 ch31t Z&LCh

interface BVI1l nameif BGl security-level 0 ip address 10.10.203.100 255.255.255.0
nterface Ethernetl/1

no switchport bridge-group 1 nameif HOST1
nterface Ethernetl/2

no sw tchport

bridge-group 1

nameif HOST2

nterface Ethernetl/3

no sw tchport

bridge-group 1

nameif HOST3

nterface Ethernetl/4

no sw tchport

bridge-group 1

nameif HOST4

ol AlLtE|22| EBHE 5 8!




BG1 = Bridge-Group 1

Uplink 2 (Control plane)
2.5 Gbps

Data0/0

MA M 2. HW 2913 + H2|Z

10.10.203.1/24 access 203 l
E1/1[l

10.10.203.2/24 access 203
e1/2l

. 10.10.203.3/24 access 203 E1/3 .
10.10.203.4/24 (GW) access 204 E1/4.

Application

L/ BVI 1
1 10.10.203.100/24

e Int VLAN 203
E1/5[| ‘
E1/ 6._ Uplink 2 (Control plane)
E1/7. 2.5 Gbps
E1/s||
| DataOO
=2 L&

- A E 471 9| ClHIO|A 2t SYEH HEH(10.10.203.x/24)01 IPE At& 3504 BVI 10| G ELICH

—

1

e SAEO HAE ZEE SwitchPort ZE0IM A E|H S8 VLAN(203)0l & 8fLct.

. GWOI| A El ZE & SwitchPort ZE0M £ E|0d CHE VLANOY £ 8FLICH?204).

. 2712| VLAN ©QIE{H| 0| A (203, 204)7}F L& LICH 27HS] VLAN QIE{HO|A M= IP7F & EIX| o
t 2 Bridge-Group 101l & &rL|Ct.

- BAE 7 S42 LR AR AHEILICH

- BAE O GW S4l2 o E2|7olM(odl: FTD)Z HELICH

FMC Ul F+43:



.Elevioe Routing mm Inline Sets DHCP  SNMP

4, Search by name || & Sync Device | | &) Add Interfaces »

Physical

{;

Ethemnetl/1

Ethernety/2 Physical 2,
Ethernet1/3 Physical P

#l Ethemet/4 Physical P
Vian203 VLAN i

[#l vianz04 VLAN 78
(gt BridgeGroup 10.10.203.100/24(Static) 78 -

FTD 2lE{m|o]A x| ol

ol 3« Wu|aclo|lM2 ot Z&Lch

nterface Ethernetl/1
switchport switchport access vlan 203
nterface Ethernetl/2
switchport switchport access vlan 203
nterface Ethernetl/4

switchport switchport access vlan 204
!

interface Vl1an203

bridge-group 1 nameif NET203

interface Vlan204

bridge-group 1 nameif NET204

!

interface BVI1l nameif BGl ip address 10.10.203.100 255.255.255.0
SAEZHSAMI SAE CHGW S4l H|I:

- . Application

Int VLAN 203

-

Int VLAN 204

Uplink 2 (Control plane)
2.5 Gbps

| Data0/0

FP1010 A Ted A
A QA 8l T M(HA)




Active

FP1010 Ei/2 Edge Switch Core Switch
access VLAN 1 G3/21
access 300
access 300
E1/3 G3/22
|FP1010in HA =
Standby
FP1010 | Edge Switch Core Switch
: - —_—
300655 300 [ 2o A
access 300
E
access VLAN 1

2 EX7H A& LICH

A

1. ABHH O] RO HW AQIZS CluholAE S3) T2 MEELICHOIZ Qs 34T 27}
9S4 QlaLict
2. ~9|%| ZEE HAOIM 2LIEIZEIX] 98
A 27 Ag

sF A
g+

. ASA/FTD High Availability0l = SwitchPort 7|52 A&
0| 7to|=of dFBE|o] U&LCH
https://www.cisco.com/c/en/us/td/docs/security/firepower/670/configuration/guide/fpmc-config-
quide-v67/regular_firewall_interfaces_for_firepower_threat defense.html#topic kam_dgc b3b

gi&LIchol Li&2 FMC A2

“ Firapower Threat Defense

Interfaces and Device Settings Far all Firepower 1010 interfaces, the default auto-negotiation setting also includes the Auto-MDIfMDIX feature. Auto-MDI/MDIX eliminates the need for

Interface Overview for
Firepower Threat Defense

Regular Firewall Interfaces for
Firepower Threat Defense

Inline Sats and Passive
Interfaces for Firepower Threat
Defense

DHCP and DDNS Services for
Threat Defense

Quality of Service (QoS) for
Firepower Threat Defense

crossover cabling by performing an internal crossover when a straight cable is detected during the auto-negetiation phase. Either the speed or duplex must be set
to auto=negotiate to enable Auto=-MDI/MDIX for the interface. If you explicitly set both the speed and duplex to a fixed value, thus disabling auto=-negotiation for
both settings, then Auto-MDI/MDIX is also disabled. When the speed and duplex are set to 1000 and full, then the interface always auto-negotiates; therafore
Auto-MDI/MDIX is always enabled and you cannot disable it.

Guidelines and Limitations for Firepower 1010 Switch Ports

High Availability and Clustering

« No cluster support,

+ You should not use the switch port functionality when using High Availability. Because the switch ports operate in hardware, they continue to pass traffic on
both the active and the standby units. High Availability is designed to prevent traffic from passing through the standby unit, but this feature does not extend to
switch ports. In a normal High Availability network setup, active switch ports on both units will lead to network loops. We suggest that you use external
switches for any switching capability. Note that VLAN interfaces can be monitored by failover, while switch ports cannot. Theoretically, you can put a single

) ) switch port on a VLAN and successfully use High Availability, but a simpler setup is to use physical firewall interfaces instead.
> Firepower Threat Defense High

STP(Spanning Tree Protocol)2}2] 4% % &

FP1010 LH® AR|X|= STPE AM™SIX| 2t &LCt.
CHE ALEIRE Deds] EMAIL.


/content/en/us/td/docs/security/firepower/650/configuration/guide/fpmc-config-guide-v65/regular_firewall_interfaces_for_firepower_threat_defense.html#topic_kqm_dgc_b3b
/content/en/us/td/docs/security/firepower/650/configuration/guide/fpmc-config-guide-v65/regular_firewall_interfaces_for_firepower_threat_defense.html#topic_kqm_dgc_b3b

Edge Switch Core Switch

STP Root Bridge
VLANSs 300, 301

x| 22| X|0M & VLANS| R E ZE &= G2/1LICH

Edge- Swi t ch# show spanning-tree root | i 300|301

VLANO0300 33068 0017. df d6. ec00 4 2 20 15 @i2/1
VLANO0301 33069 0017.dfd6. ec00 4 2 20 15 @i2/1
ol x| 22| %[0l FP10102 125t SUSH VLAN(HW A2 & ZTEE 2 F T MELICH
FP1010 £1/2 Edge Switch Core Switch
access VLAN 1 [33{21
access 300 /
access 301
a;ﬁjmw . G3/22 STP Root Bridge
I VLANSs 300, 301

=X

. G3/220 M #=£IE! VLAN 30101 CH8H 48t BPDU7} VLANOMIM REL|7| 2

Edge- Swi t ch# show spanning-tree root | in 300|301

VLANO300 33068 0017. df d6. ec00 4 2 20 15 G2/1
VLANO301 33068 0017. df d6. ec00 8 2 20 15 @i3/22
A2 AQ%|E FP10100i| 428 A STP T H|Qlof| ¥&k2 & £ A&LCt

Ol Li&2 FMC x|z 2f|o|M 7to|=0 = dEE[o] U&LICH

https://www.cisco.com/c/en/us/td/docs/security/firepower/670/configuration/quide/fpmc-config-
quide-v67/reqular firewall interfaces for firepower threat defense.html#task rzl bfc b3b

% The Firepower 1010 does not support Spanning Tree Protocol for loop detection in the network. Therefore you must ensure that any connection with the

Note FTD does not end up in a network loop.

FXOS REST API


/content/en/us/td/docs/security/firepower/650/configuration/guide/fpmc-config-guide-v65/regular_firewall_interfaces_for_firepower_threat_defense.html#task_rzl_bfc_b3b
/content/en/us/td/docs/security/firepower/650/configuration/guide/fpmc-config-guide-v65/regular_firewall_interfaces_for_firepower_threat_defense.html#task_rzl_bfc_b3b

FMC REST API

CHE& 0l 7|5 X|#E 28t REST APILICH.

rlo

. L2 2 2[™ eIEH0|A [X|HE|= PUT/GET]
/api/fmc_config/v1/domain/{domainUUID}/devices/devicerecords/{containerUUID}/physicalinterfac
es/{objectld}

- VLAN 2IE{H|0|A [X|HE[= POST/PUT/GET/DELETE]
/api/fmc_config/v1/domain/{domainUUID}/devices/devicerecords/{containerUUID}/vlaninterfaces/{o
bjectld}

X s a/Ele

=g R+

. 23 122 FTD/NGIPS EB{2 78 E = show tech E2230{| X ELICICIS2 EHESRE Al
o RtMIEH LHE 2 & elsof st S Lot
- lopt/cisco/platform/logs/portmgr.out
- /var/sysmgr/sam_logs/svc_sam_dme.log
. [var/sysmgr/sam_logs/svc_sam_portAG.log
- Ivar/sysmgr/sam_logs/svc_sam_appAG.log
- ASA running-config
- /Imnt/diskO/log/asa-appagent.log
FXOSOM Cil0|E] 4= Z|(CIHo|4) - CLI

FTD(SSH)2| 7

> connect fxos

Cisco Firepower Extensible Operating System (FX-0OS) Software

TAC support: http://ww ci sco. com'tac

Copyright (c) 2009-2019, Cisco Systens, Inc. Al rights reserved.

FP1010- 2# connect local-mgmt
FP1010- 2(1 ocal - ngnt ) #

FTDO| AR (22):

> connect fxos

You came from FXOS Service Manager. Please enter 'exit' to go back.
> exit FP1010- 2# connect local-mgmt

FP1010- 2(| ocal - ngnt ) #

FP1010 gfli=
ZE HXIAEE BE LE A% 2 ZE 7|58 Ho|gtch.

O| AT BIAFMHE ZE B|XK|AE|Q| 'Port Control' AlM0| EA|L|T, E5| QIE{H O|A A £ AIE



5{&3dlioF st=XI(0)E XIAlstE BIRIAE7F ZAIE

B X2IE E2hEE YIS0} SHER|(1) EE 5
Ct Z&Lct

LICH & ZEof Cigh ™A S5 M2

CC =
o ey
=FLy

FP1010- 2# connect local-mgmt
FP1010- 2(l ocal -ngnt ) # show portmanager switch status

---Port Control 2 regAddr=8 data=2E80--

Junbo Mode =2
Mode: 0:1522 1:2048 2:10240

802. 1q node =3
Mode: O0:Disabl e 1:Fall back 2: Check 3: Secure

Discard Tagged = 1 Mode: 0:Allow Tagged l:Discard Tagged

Di scard Untagged = 0 Mbde: O0: All ow Untagged 1:Di scard Untagged ARP Mrror = 0 Mdde: 1:Enable
0: Di sabl e Egress Monitor Source = 0 Mdde: 1:Enable 0:Disable Ingress Mnitor Source = 0 Mde:
1: Enable 0:Disable Port default QPri =0

ol 23 Bl4FolME CHYst ZE B o CHEt Ch 8t Discard Tagged B KIAE] 2t £ 4 &LICt

Davice  Routing m Inline Sets  DHOP  SNMP FP1010# connect local-mgme
3 e D 3 Add Inberfaces » FR1010{}ocal-mgmt}# show portmanager switch status | egrep "Port Registers Dumpl| Tagged™

R . Part Registers Dump for port 1
Logical.. Type  Sec.. M. IP Address Port Mode  VLAM Usage  SwitchPort Discard Tagged =0
e Mode: 0:Allow Tagged 1:Discard Tagged Routed Mode (BG)
5 B e . Part Registers Dump for port 2w

/ i 20
= Mode: 0:Allow Tagged 1:Discard Tagged H Trunk Mode
=1 | Port Registers Dump for port 3 -
Ap——
i
i
1
1

1

Discard Tagged =1
Mode: 0:Allow Tagged 1:Discard Tagged H —— I
-------- Part Registers Dump for port 4 Access Mode

Discard Tagged =0

Mode: 0:Allow Tagged 1:Discard Tagged

......... Part Registers Dump for port 5§ = % Routed Maode (IP)
Discard Tagged

Mode: O-Allow Tagged 1: D-scar:l Tagged

......... Part Registers Dump for port 6 ————
Discard Tagged =0
Maode: 0:Allow Tagged 1:Discard Tagged

ARGAGARE

......... Part R@gsm Dump for port 7 ——
Discard Tagged

Maoda: 0-Allow Tagged 1: D-scer:l Tagged
......... Part Registers Dump for podt § ——eeee
Discard Tagged =1

Made: 0-Allow Tagged 1:Discard Tagged
......... Part Registers Dump far pomn 9 weeeeee
Discard Tagged

Maode: 0:Allow Tagged 1. D-mld Tagged

fdddsEsREEE®E;E

FP10100{ Al FPRM £ 7|& =%

FPRM HE & 444504 FTP Aol = =5}

FP1010( Il ocal - ngnt ) # show tech-support fprm detail

FP1010( !l ocal - ngnt ) # copy workspace:///techsupport/20190913063603_FP1010-2_FPRM.tar.gz
ftp://£ftp@10.229.20.96

FPRM HHE 0= tech_support_briefet= I 0| Z & &|04 Q& LICHtech_support_brief It oi= &
29| show BHEO| Z& |04 /&LICt. 1 & stLt= show portmanager 29 x| 2 EH JL|CH.



tmp
opt
mnt

isan

| tech_support_brief

AIst AFE MIE AFE, QBFE0] 2] 2 s g
6.5 ElE|lA9| ¥ A&t ALE

- SMEIRE ZEEZ2 SVI 2IETo|A0] CHEH X E|X| et &LICt.
. Ct& HAEAE = 10100 M RIHEIX| k& LICEH
. SVIVLAN ID H®|E 1~40702 2 A|SHELIC
. L2& ZE A0 X[HE[X| et &Lt
Mo x| 232 12 ZEE K|HE|X| et&LCH
ARx| 7|s3t sr#dEl Xigt

7Is Al Az
MABH & Ol = ol
VLAN QIE{m|o|A £ afi 2T UE = VLAN E-|u1|
=T
E E'-| Co|l ZTEO =S
E™E3 2= VLAN l—T:LH%L_ANI ZEOAM FEE 20
= -r
El27F XIHE|X| of2 2 E o3
izl
14/0|E|E VLAN 0§38 1

ZEOM ZEO| TAE LO[E]

E VLANO] o7

HHE 2= QlE{To|A T #

Q o
HHE OlE{m|0|A (2 l'j'filﬂltOEI/;H\l/_lqAN 52| olE|m|

Z2lH QEmolA §)

60

7IEt MEF ALY

. 519 QIE{H| 0| AL} QIE{H| O|A VLANS SUSH VLANS AF2E £ gi& L] Ct.
. BVIOi 045t 2 E QEHOo|lAE SYUE CIEmO|A A0 &3l ok ELict
L3 RE ZEQI3IEE ZE 519 QE|HO|AL XEOZ BVIE MAdEr £~ Ql&LICH

0|l

. OIE{H|0|A VLANS| X&to 2 BVIE AMAdst £ Q& L|C}.
. L3 2E ZEQ} 2IE{H|0|A VLANS £%5t04 B

ocoo=2

i e

. Cisco Firepower 1010 Security Appliance

VIE M43g 4 giaLic


https://www.cisco.com/c/ko_kr/support/security/firepower-1010-security-appliance/model.html

- T 70|


https://www.cisco.com/c/ko_kr/support/security/defense-center/products-installation-and-configuration-guides-list.html
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