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Thu Jul 11 16:05:28 2019 Info: MID 40 DLP violation. Severity: CRITICAL (Risk Factor: 96). DLP
policy match: 'US HIPAA and HITECH'.

Thu Jul 11 16:41:50 2019 Info: MID 46 DLP violation. Severity: LOW (Risk Factor: 24). DLP policy



match: 'US State Regulations (Indiana HB 1101)'
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Mon Jan 20 12:59:01 2020 Info: MID 26245883 DLP no violation
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Data Loss Prevention Settings

Data Loss Prevention: | Enabled

Matched Content Logging: | Enabled
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Processing Details

SUMMmany DLP Matched Content

MESSAGE ID 2054 MATCHED DLP POLICY: Credit Card Numbers
Violation Severity: | LOW [Risk Factor: 22)
Message: Credit Card Numbers

» credit card information.

37873449367 1000 VISA
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Attachment Type Mappings

Add Mapping... Impaort List... i

Fingerprint / MIME Type Edit Delete
MIME Type audio ™ EdiL... | =
MIME Type viden= | Edit... | B
MIME Type image/* Edit... | - |
Fingerprint HMedia Edit... -}
Fingerprint Image Edit... - |

Export List.... I

Global Settings
Action fior attachments with MIME types / fingerprints in table above: | Skip

Maximum depth of attachment recursion to scan; | 5

Maximum attachment size to scan:  5M P

Attachment Metadata scan: | Enabled

Attachment scanning timeout: 30 seconds
Assurme attachment matchés pattérn if not scanned for any réason:  No
Assume zip file to be unscannable if files in the archive cannot be read? | No

Action when message connot be deconstructed to remove specified | Deliver
attachrments:

Bypass all filters in case of a content or message filter error: | Yes
Encoding o use when none is specified:  US-ASCI
Convert opague-signed messages to dear-signed (S/MIME unpacking):  Disabled

Safe Print Setings | pMavimum File Size EM
Maximasm Page Count 10
Dacument Quality 70

Adctions for Unscannabile Messages due (o decoding enrors faund during URL | Disabled
Filtering Actions:

Action when a message i5 unscannable due bo extraction fallures: | Deliver A% [s

Action when a message is unscannable due to RFC viclations: | Disabled
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= Filter Senders and Reciplents: | Only apply to a message if it | Is » | sent to one of the fellowing recipient(s):

|
Separate multiple entries with a line break or comma, {Example: user@example.com, userg,
Eexarmple com, @.example, com)

Only apply to a message if It is_ _Cr-_ sent from one of the following sender(s):

testemail@mail.com

|

|

Separate multiple entries with a line break or comma, {Example: user@example.com, userg@,
@example.cont, @.example, com)

o e
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