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2. Host Access Table 4440l A{ HAT Overview& 41E{&L|C}.
ol Cisco C100V

CISCO Email Security Viftual Appliance

A oo Eo—

Email Security Manager
Incoming Mail Policies

HAT Overviey Incoming Content Filters
Outgoing Mail Policies

g

Mail Policy Settings

Find Sen

Host Access Table (HAT)
IO AT (AT Mail Flow Policies 25 kB

Add Sender Group.., L eption Table
Address LIsts
putation Score |7 External Thee
Order  Senmder Grou  Recipient Access Table (RAT) | 7 4 8 8 +0 | Sources Appli
1 WHITELIST Destination Controls Mone applied
2 BLACKLIST  Bounce Verification None applied
3. 2LEX O InboundMall ListenerZ} °=|7<H MEAE|o] Q=X| B QlErLICt

4. ot Sender Group 01 A Add Sender
Group..,



Add Sender Group... I Import HAT... |

SenderBase™ Reputation Score (7 External Threat Feed
Order  Sender Group BT ] ' 4 2 ] F 4 8 g «10 Sources Applied Mail Flow Policy Delete
1 WHITELIST None applied TRUSTED - |
2 BLACKLIST None applied BLOCKED |

5. Name(O/&) & Comment(2/Zd) =& LUZFLICt. Policy(&2&) E&CH20M
'$TRUSTED'E MEHSH CF2 Submit and Add Senders >>& & 2/gfL|Ct

Sender Group Settings

Name: | |[PHISHING SIMULATION|

Comment: | |allow 3rd Party Phishing Simulation emails

Policy: | TRUSTED &

SBRS (Optional): . ’_‘ - I_

Include SBRS Scores of "None”

Recommended for suspected senders only.

External Threat Feeds (Optional): | To add and cenfigure Sources, go to Mail Policies > External Threat Feeds
For IP lookups only

DNS Lists (Optional): (7

{e.q. ‘guery. blacklist.example, query.blacklist2.exampla')

Connecting Host DNS Verification: Connecting host PTR record does not exist in DNS,

Connecting host PTR record lookup fails due to temporary DNS Failure.

Connecting host reverse DNS lookup (PTR) does not match the forward DNS lookup (A).

| Submit |

6. 2}OIEEIAEOH —’F7P°’F IP S ?.AE Ol & wim| E=of 3T LICH Il AIE8|old

Sender Type: | @) 1p Addresses Geolocation

Sender: (2) | |13 34 56.78
(IPwd or IPwS)

Comment: |Phn5hing Simulation Sender 17|

™ Submit(ME) HHE S 2 2|8L|Ct.Commit Changes(#74 AFE #HA) H
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skip_amp_graymail_vof_for_phishing campaigns:



if (sendergroup == "PHISHING_SIMULATION")
{

skip-ampcheck () ;

skip-marketingcheck() ;
skip-socialcheck() ;

skip-bulkcheck () ;

skip-vofcheck() ;

}

5. 7|2 CLIZEZEZ E0}7} Enter 7|2 55 L|C}.
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