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. CLI, HE HH A
. UIoll A Monitor(=2 LIE{2)) > System Info(AlAE HE)2 o|SEFLICE.

&1 Z2{AE 7T 0/44014] 0|0] 042 ofE2t0lRIATH ME B9 B O+ MM HE 4

fjo

SAE MM (7IE CXTOHW)

ZHAEE UHEH 7|E HI|Od0|ME SRE = USLICH 2HAEE AH85t01 5L EF 4
2ol CHE REMISH LIS 2 AFE HBEME B ESIAMAIL. CHSF R A clusterconfig > Create a
new cluster WA 2 AL ELICH

C170. 1 ocal > clusterconfig

Do you want to join or create a cluster?
1. No, configure as standal one.

2. Create a new cluster.

3. Join an existing cluster over SSH.

4. Join an existing cluster over CCS.

[

Enter the nane of the new cluster.
[1> migration.!local

Shoul d all machines in the cluster comunicate with each other by hostname or by |IP address?
1. Communicate by | P address.

2. Communi cate by host nane.

[2]> 1

What | P address shoul d other machines use to conmuni cate with Machi ne C170. 1 ocal ?
1. 10.10.10.56 port 22 (SSH on interface Managemnent)

2. Enter an | P address manual ly

[1>1

O her machines will comunicate with Machi ne C170.1ocal using | P address 10.10.10.56 port 22.
You can change this by using the COMUNI CATI ON subconmmand of the clusterconfig comrand.

New cl uster conmitted: Sat Jun 08 07:47:59 2019 GMI

Creating a cluster takes effect imediately, there is no need to conmit.

Cluster mgration.|ocal


/content/en/us/td/docs/security/esa/esa12-0/user_guide/b_ESA_Admin_Guide_12_0/b_ESA_Admin_Guide_12_0_chapter_0101000.html
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Choose the operation you want to perform

- ADDGROUP - Add a cluster group.

- SETGROUP - Set the group that machines are a menber of.

- RENAMEGROUP - Renane a cl uster group.

- DELETEGROUP - Renpve a cluster group.

- REMOVEMACHI NE - Renobve a nmachine fromthe cluster.

- SETNAME - Set the cluster nane.

- LIST - List the machines in the cluster.

- CONNSTATUS - Show the status of connections between machines in the cluster.
- COMMUNI CATI ON - Configure how machi nes communi cate within the cluster.

- DI SCONNECT - Tenporarily detach nachines fromthe cluster.

- RECONNECT - Restore connections with machi nes that were previously detached.
PREPJO N - Prepare the addition of a new machi ne over CCS.

(1>

(Cluster migration.local)
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U104 A Monitor(Z2 L|E{&)) > System Info(A|AE]l HE)Z o|SEHLICH.
ESA #AE|ol vESA 7t¢

VESAZ2| CLIOIM clusterconfig > Join an existing..(Z7|&01 Z2l5tE &..)2 Ad®eLCt ctsat 2
O| vESAE Z{AE| FItgLict.

VESA. | ocal > clusterconfig

Do you want to join or create a cluster?
1. No, configure as standal one.

2. Create a new cluster.

3. Join an existing cluster over SSH.

4. Join an existing cluster over CCS.

[

While joining a cluster, you will need to validate the SSH host key of the renpte machine to
which you are joining. To get the public host key fingerprint of the renbte host, connect to
the cluster and run: |ogconfig -> hostkeyconfig -> fingerprint.

WARNI NG All non-network settings will be lost. Systemw |l inherit the values set at the group
or cluster node for the non-network settings. Ensure that the cluster settings are conpatible
with your network settings (e.g. dnsconfig settings)

Exception: Centralized Policy, Virus, and Qutbreak Quarantine settings are not inherited fromthe
cluster. These settings on this machine will remain intact.

Do you want to enable the Cluster Conmunication Service on ironport.exanple.con? [NJ> n

Enter the I P address of a nmachine in the cluster.
[1> 10.10.10.56

Enter the renpte port to connect to. This nust be the normal admin ssh port, not the CCS port.
[22] >

Wuld you like to join this appliance to a cluster using pre-shared keys? Use this option if you
have enabl ed two-factor authentication on the appliance. [Y]> n

Enter the nane of an administrator present on the renote nachine
[adm n] >

Ent er passphrase:

Pl ease verify the SSH host key for 10.10.10.56:

Public host key fingerprint: 80:22:44:aa:cc:55:ff:ff:11:66:77:ee:66:77:77: aa
Is this a valid key for this host? [Y]>y

Joi ning cluster group Min_G oup.
Joining a cluster takes effect imediately, there is no need to commt.
Cluster mgration.|ocal

Choose the operation you want to perform

- ADDGROUP - Add a cluster group.

- SETGROUP - Set the group that machines are a nenber of.

- RENAMEGROUP - Renane a cluster group.

- DELETEGROUP - Renpbve a cluster group.

- REMOVEMACHI NE - Renpve a machine fromthe cluster.

- SETNAME - Set the cluster nane.

- LIST - List the nmachines in the cluster.

- CONNSTATUS - Show the status of connections between nmachines in the cluster.
- COVMUNI CATI ON - Configure how nmachi nes conmmuni cate within the cluster.



- DI SCONNECT - Tenporarily detach nachines fromthe cluster.
- RECONNECT - Restore connections with machi nes that were previously detached.
- PREPJO N - Prepare the addition of a new machi ne over CCS.

(1>

(Cluster migration.local)>
247 VESAE 7|E Cx70/HW7t A& FQl A1t SYUEH F&2 7HK[1 J&LCH

ol
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VESAQ| CLINIM clusterconfig® A3t removemmachine 2 AFE3510 E2{AE{0|A] 01Z
EFO|HAE MM AAI2.

(Cluster migration.local)> clusterconfig
Cluster mgration.|local

Choose the operation you want to perform

- ADDGROUP - Add a cluster group.

- SETGROUP - Set the group that machines are a nenber of.

- RENAMEGROUP - Renane a cl uster group.

- DELETEGROUP - Renpve a cluster group.

- REMOVEMACHI NE - Renpve a nmachine fromthe cluster.

- SETNAME - Set the cluster nane.

- LIST - List the nmachines in the cluster.

- CONNSTATUS - Show the status of connections between nmachines in the cluster.
- COVMMUNI CATI ON - Configure how machi nes conmuni cate within the cluster.

- DI SCONNECT - Tenporarily detach nachines fromthe cluster.

- RECONNECT - Restore connections with machi nes that were previously detached.
- PREPJON - Prepare the addition of a new nmachi ne over CCS.

[1> renmovenachi ne

Choose the nmachine to renpbve fromthe cluster.
1. C170.1ocal (group Min_Group)

2. VESA. local (group Main_G oup)

[1]> 2

War ni ng:

- You are renoving the nachine you are currently connected to, and you will no |longer be able to
access the cluster.

- This change will happen imediately wi thout a conmt.

Are you sure you want to continue? [N >y

Pl ease wait, this operation nmay take a mnute...
Machi ne VESA. | ocal renoved fromthe cluster.
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VESA. | ocal > clusterconfig

Do you want to join or create a cluster?
1. No, configure as standal one.
2. Create a new cluster.

3. Join an existing cluster over SSH.

4. Join an existing cluster over CCS.


/content/dam/en/us/td/docs/security/content_security/hardware/x95_series/Cx95_GSG.pdf
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[1]> 2

Enter the nane of the new cluster.
[1> newcluster. | ocal

Shoul d all machines in the cluster comunicate with each other by hostname or by |IP address?
1. Communicate by | P address.

2. Communi cate by host nane.

[2]> 1

What | P address shoul d other machi nes use to conmuni cate with Machi ne C170. 1 ocal ?
1. 10.10.10.58 port 22 (SSH on interface Managemnent)

2. Enter an | P address manual ly

[1>1

O her nmachines will comunicate with Machi ne Cl195.1ocal using | P address 10.10.10.58 port 22.
You can change this by using the COMUN CATI ON subconmmand of the clusterconfig comrand.

New cl uster conmitted: Sat Jun 08 11:45:33 2019 GMI

Creating a cluster takes effect imediately, there is no need to conmit.

Cl uster newcl uster. | ocal

Choose the operation you want to perform

- ADDGROUP - Add a cluster group.

- SETGROUP - Set the group that machines are a menber of.

- RENAMEGROUP - Renane a cl uster group.

- DELETEGROUP - Renpve a cluster group.

- REMOVEMACHI NE - Renobve a nmachine fromthe cluster.

- SETNAME - Set the cluster nane.

- LIST - List the machines in the cluster.

- CONNSTATUS - Show the status of connections between machines in the cluster.
- COVMMUNI CATI ON - Configure how machi nes communi cate within the cluster.

- DI SCONNECT - Tenporarily detach nachines fromthe cluster.

- RECONNECT - Restore connections with machi nes that were previously detached.
PREPJO N - Prepare the addition of a new machi ne over CCS.

(1>

(Custer newcluster.local)>

ESA #2HAE 0| CX95 &7}

Cx952| CLIOI M clusterconfig > Join an exisiting...(22AE 74 > 7|& #0d..)g A&erL|ct
. VESAO| T E M EB{AE0] Cx958 FItsted™ CtS 1 20| SHA AL,

C195. 1 ocal > clusterconfig

Do you want to join or create a cluster?
1. No, configure as standal one.

2. Create a new cluster.

3. Join an existing cluster over SSH.

4. Join an existing cluster over CCS.

[

VWhile joining a cluster, you will need to validate the SSH host key of the rempte machine to
whi ch you are joining. To get the public host key fingerprint of the renpte host, connect to
the cluster and run: logconfig -> hostkeyconfig -> fingerprint.

WARNI NG All non-network settings will be lost. Systemw |l inherit the values set at the group
or cluster node for the non-network settings. Ensure that the cluster settings are conpatible

with your network settings (e.g. dnsconfig settings)

Exception: Centralized Policy, Virus, and Qutbreak Quarantine settings are not inherited fromthe



cluster. These settings on this machine will remain intact.
Do you want to enable the C uster Conmunication Service on ironport.exanple.con? [N > n

Enter the I P address of a machine in the cluster.
[1> 10.10.10.58

Enter the renote port to connect to. This nust be the normal admin ssh port, not the CCS port.
[22] >

Wuld you like to join this appliance to a cluster using pre-shared keys? Use this option if you
have enabl ed two-factor authentication on the appliance. [Y]> n

Enter the name of an administrator present on the renote nachine
[adm n] >

Ent er passphrase:

Pl ease verify the SSH host key for 10.10.10.56:

Public host key fingerprint: 80:11:33: aa: bb: 44: ee: ee: 22: 77:88: ff: 77: 88: 88: bb
Is this a valid key for this host? [Y]>y

Joi ning cluster group Min_G oup.
Joining a cluster takes effect imediately, there is no need to conmit.
Cluster newcluster. | ocal

Choose the operation you want to perform

- ADDGROUP - Add a cluster group.

- SETGROUP - Set the group that machines are a menber of.

- RENAMEGROUP - Renane a cluster group.

- DELETEGROUP - Renpve a cluster group.

- REMOVEMACHI NE - Renobve a machine fromthe cluster.

- SETNAME - Set the cluster nane.

- LIST - List the machines in the cluster.

- CONNSTATUS - Show the status of connections between machines in the cluster.

- COVMMUNI CATI ON - Configure how machi nes communi cate within the cluster.

- DI SCONNECT - Tenporarily detach nmachines fromthe cluster.

- RECONNECT - Restore connections with machines that were previously detached.
PREPJO N - Prepare the addition of a new machi ne over CCS.

[]>

(Custer newcluster.local)>
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(Cluster newcluster.local)> clusterconfig
Cluster cluster
Choose the operation you want to perform

- ADDGROUP - Add a cluster group.

- SETGROUP - Set the group that machines are a nmenber of.

- RENAMEGROUP - Renane a cl uster group.

- DELETEGROUP - Renpve a cluster group.

- REMOVEMACHI NE - Renobve a nachine fromthe cluster.

- SETNAME - Set the cluster nane.

- LIST - List the machines in the cluster.

- CONNSTATUS - Show the status of connections between machines in the cluster.
- COVMMUNI CATI ON - Configure how machi nes communi cate within the cluster.

- DI SCONNECT - Tenporarily detach nmachines fromthe cluster.

- RECONNECT - Restore connections with machi nes that were previously detached.
- PREPJO N - Prepare the addition of a new machi ne over CCS.

[1> removenachi ne

Choose the machine to renove fromthe cluster.
1. vESA. local (group Min_G oup)

2. Cl195.1ocal (group M n_G oup)

[1]1> 1

VMr ni ng:

- This is the last machine in the cluster. Removing it fromthe cluster will destroy the
cluster.

- This change will happen imediately wi thout a commt.

Are you sure you want to continue? [N >y

Pl ease wait, this operation nmay take a mnute...
Machi ne vVESA. | ocal renpved fromthe cluster.

7t o{Eeto|dAof Ofo|zel ol & AEod CHet oto|C|od:

- & E= BHAE o{EEf0o[AA APQ
EEM eEg gt ZE 75 0|0l AsyncOSe| &F HE/ZEAE |20l AFS
- 0|8 E= & ¥ 2IE 01|H| ESA
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5. UM MEZ: 2o A& 2 M E: Cisco Email/Web/Content Security Virtual Demo

License® ME{ErL|Ct.
6. Ct= & stLtof CHall A& S MEIELICE

A WODN -

. ESA Virtual Appliance 45 Ol 2 2tO[MA
- WSA Virtual Appliance 45 G2 2to|MIA
. SMA Virtual Appliance 45 G2 2to|MdIA

7.Chg2 2EIFLICH
8. SN/Virtual Device Identifier(SN/7}2 C|HFO|A AlHEX}O| B2, 7|E, 2t 7X16| EFO[MA T Eoq
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9. OtX|2t2 2, Send To, End User ZEE AERLICHF7} ..~ AXE ZE5tE{™ 28
10. Submit(XM&E)2 22504 2 2to|MA QS t=FLICH
11. HI2 2to|MA T} Y O|HY FAZ MEE|I22 0| HHAIM 238t o|HY FAE &0l
st|ch
3.7t gto|MA THUO| XML EAIS 2 MEE|T X|HE O|HY FAZ2 3A[ZE OfLHof| = AlEL

ct.
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11.0.3-238(RElA FHE) 11.5.0-066(REA HE) 12.5.0-059(ZEA M=)

AsyncOS for Cx702| EoS H{™ Cx95 8 M= HH™ Cx80/Cx90/Cx95& &
Phoebe-11-0-1-027 -> Phoebe

Phoebe-11-0-1-027 -> Phone-11-0- 5-0-059

3-238 Phoebe-11-0-2-044 -> Phoebe

Phoebe-11-0-1-301 -> Phone-11-0- 5-0-059

3-238 Phoebe-11-0-3-238 -> Phone-

Phoebe-11-0-1-602 -> Phone-11-0- 0-059

3-238 Phoebe-11-0-3-242 -> Phoebe

Phoebe-11-0-2-037 -> Phone-11-0- 5-0-059

3-238 — o) o4 Phoebe-11-1-042 -> Phone-12

Phoebe-11-0-2-038 -> Phone-11-0- ’:_?gﬂjlg':',f‘gia:ﬂﬁolfflf} 059

3-238 — eT=E o= T mE Phoebe-11-1-2-023 -> Phoebe

Phoebe-11-0-2-044 -> Phone-11-0- ° 5-0-059

3-238 Phoebe-11-5-0-058 -> Phone-

Phoebe-9-1-2-053 -> Phone-11-0-3- 0-059

238 Phoebe-11-5-0-077 -> Phoebe

Phoebe-9-7-2-145 -> Phone-11-0-3- 5-0-059

238 Phoebe-12-0-0-419 -> Phoebe

Phoebe-9-8-1-015 -> Phone-11-0-3- 5-0-059

238 Phoebe-12-1-0-089 -> Phone-
0-059

SHAE 2R

AsyncOS 12.x2 ¥ d|0|E8t & o{ZE0|¢A 7 EB{AE 220 11 DLP7} #HE B<

CLIE AF&73t0q clustercheck WE 2 A& [ DLP MHE ol 2 X|7t EAIE LICEH

0|33t Eolx|= sHAstedm X,_-Ixﬂ BAE{7F 2E{AE| Q= CFE A|AEQ| DLP AHI|28|o|M
2 M8 E ZAELICI"0| 2EUXIE o{EAH HASAIAESLIN?" TEZEE ALZELICE CHS
01|9P Z 0| clustercheck &0 M Cl2 2 £=&stL|Ct.

_I_

(Custer)> clustercheck

Checki ng DLP settings...

I nconsi st ency found!

DLP settings at Cluster test:

mai | 1. exanpl e. com was updated Wed Jan 04 05:52:57 2017 GMI by 'admin' on mail 2. exanpl e. com

mai | 2. exanpl e. com was updated Wed Jan 04 05:52:57 2017 GMI by 'adnmin' on mail 2. exanpl e. com How
do you want to resolve this inconsistency?

1. Force the entire cluster to use the nmail 1. exanpl e. com versi on.

2. Force the entire cluster to use the mail 2. exanpl e. com versi on.
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